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Introduction UtimaCO®

1 Introduction

1.1 About This Guide

This guide provides information on how to integrate ESKM with external logging systems. In
addition to the internal log, Utimaco ESKM can be configured to forward audit entries to external
log management systems. This ensures that enterprise security teams have a centralized view of
activity across all platforms and can verify the health of the system according to the ESKM
events.

1.2 Target Audience

This guide is intended for Utimaco ESKM administrators.

1.3 Purpose of the Integration

The purpose of this manual is to integrate the Utimaco ESKM with the Splunk Universal
Forwarder, which provides centralized log analytics and enhanced security. ESKM generates
audit, system, and operational logs related to key management activities. Forwarding these logs
to a centralized logging solution enables organizations to collect and index large volumes of data
in real time, allowing fast search, filtering, and aggregation for operational monitoring and
troubleshooting. This integration also supports security analysis and compliance reporting by
making logs easily searchable, ensuring visibility and control over cryptographic operations and
key lifecycle events across the enterprise.

1.4 Abbreviations

Abbreviations Meaning

ESKM Enterprise Secure Key Manager

KMIP Key Management Interoperability Protocol
KMS Key Management Server
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Abbreviations

CA

SSL

TLS

FIPS

UF

Document No.: IG-2025-0066

Certificate Authority

Secure Sockets Layer

Transport Layer Security

Federal Information Processing Standards

Universal Forwarder

Internet Protocol

Table 1: Abbreviations
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1.5 Document Conventions

The following conventions are used in this guide:

Convention Use Example

Bold Items of the Graphical  Click Save
User Interface (GUI),
e.g., menu options

Monospaced Code that is given for chmod 750
explanation or as an
example, file paths

Italic References and ESKM_Installation and
important terms Replacement_Guide_8.54.
0

Table 2: Document conventions

We use special icons to highlight the most important notes and information.

Here you will find important safety information.

ﬂ Here you will find additional notes or supplementary information.

~ This message indicates the expected result after the successful execution of an
instruction.
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2 Product Overview

2.1 Overview of ESKM

ESKM is a centralized key management solution that securely stores, distributes, and manages
encryption keys throughout their lifecycle. It supports industry standards, including the KMIP,
enabling integration with a wide range of enterprise applications and storage systems.

In the Splunk Universal Forwarder integration, ESKM operates as a centralized source of audit
and system events. These logs are forwarded from ESKM to a syslog server and then ingested
into Splunk Enterprises, enabling administrators to monitor key management activities, track
system behavior, and analyze security-relevant events through Splunk dashboards and alerts.

2.2 Overview of Splunk Universal Forwarder

Splunk Universal Forwarder is a lightweight agent designed to collect and securely forward
machine data such as logs, metrics, and application events from endpoints to Splunk Enterprise
for indexing and analysis. It runs as a background service with minimal resource consumption
and supports features like SSL encryption, load balancing, and centralized configuration via a
Deployment Server. In a Splunk Enterprise environment, the forwarder acts as the data collection
layer, streaming raw data from distributed systems to indexers, where it is parsed, stored, and
made searchable for dashboards, alerts, and analytics. This architecture ensures scalable, real-
time visibility across IT and security infrastructures without impacting endpoint performance.

2.3 Joint Value Proposition

Integrating Utimaco ESKM with Splunk Universal Forwarder provides a unified and secure
approach to monitoring key-management operations across the enterprise. ESKM acts as the
centralized key management platform, generating detailed audit, system, and security events
that are forwarded reliably to Splunk through the Splunk Universal Forwarder. By ingesting ESKM
logs into Splunk Universal Forwarder, organizations gain real-time visibility into key lifecycle
activities, cryptographic operations, administrative actions, and system health.

This combined solution strengthens compliance with regulatory frameworks such as PCI DSS,
HIPAA, and GDPR by ensuring complete auditability and traceability of key-management
processes. Splunk's analytics, dashboards, and alerting capabilities enhance security operations,
while ESKM enforces strong key governance and policy controls. Together, they enable
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organizations to achieve operational transparency, improved security posture, and centralized
monitoring without compromising performance or compliance.

Document No.: IG-2025-0066 Document Version: 1.0.0 Page 9 of 37



* ®
Integration Requirements and Prerequisites UtlmaCO

3 Integration Requirements and Prerequisites

3.1 Tested Versions

Splunk Enterprise Version Splunk Universal Forwarder Version 3:':;‘:10 =
10.0.2 10.0.2 8.54.0
Table 3: Tested versions
3.2 Hardware and Software Requirements
Software Software Requirements

Splunk Enterprise and Splunk Universal Forwarder ~ 10.0.2

ESKM 8.54.0
Windows Windows 10
Linux RHEL/Ubuntu

Table 4. Software requirements

3.3 Prerequisites

Before you begin, please ensure that you have:

= |nstalled/set up the Splunk Universal Forwarder and Enterprise versions listed in Tested
Versions.

= |nstalled/set up the ESKM version listed in Tested Versions.

= The required Splunk Enterprise License, if the user is using Splunk Enterprise to view the
logs.
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4 Installation and Configuration

The following section outlines the procedures required to configure Utimaco ESKM, Splunk
Enterprise, and Splunk Universal Forwarder for log view.

4.1 Setting Up ESKM

The initial phase involves configuring ESKM before proceeding to Splunk Enterprise and Splunk
Universal Forwarder. For detailed configuration steps, refer to the "ESKM_Installation and
Replacement_Guide_8.54.0".

After successful installation and configuration, log in to ESKM.

@ Enterprise Secure Key Manager utimacoe

ESKM_IG_3

Administrator Authentication

Login]

Figure 1: ESKM login page
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4 Enterprise Secure Key Manager utimacozk

Ll *

Home / Summary

¢ Search Home

+ What's New

System Summary Help @

Product:  Enterprise Secure Key Manager L1
UnitID:  UTI-ESKM-SN
Hardware Platform:  VMware Virtual Platform
Software Version: 8.54.0 (VESKM 8.54)

Date:  12/01/2025
Time: 08:58:12
Time Zone:  Pacific Time
System Uptime: 187 days, 06:08:07

Figure 2 : ESKM Home page

4.2 Setting Up Splunk Enterprise and Universal Forwarder

1. Download and install Splunk Enterprise in a Windows machine. Refer to the Splunk
Enterprise link to register and download the latest version of Splunk Enterprise.

2. Access the Linux machine and install Syslog ng following the steps below.

3. Install the epel-release using the command:

dnf install -y epel-release

Figure 3 : Install epel-release

4. Install syslog-ng using command below:
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dnf install -y syslog-ng

Figure 4 : Install syslog-ng

5. Get the Splunk Universal Forwarder installation file using the wget command:

wget -0 splunkforwarder-10.0.2-e2d18b4767e9.x86_64.rpm "https://
download.splunk.com/products/universalforwarder/releases/10.0.2/1inux/
splunkforwarder-10.0.2-e2d18b4767e9.x86_64.rpm"

.rpm"
s/10.0.2/1inux/splu

Figure 5: Get the Splunk Universal Forwarder Installation Universal Forwarder installation file

6. Install Splunk Universal Forwarder.

sudo rpm -i splunkforwarder-10.0.2-e2d18b4767e9.x86_64.rpm
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Figure 6 : Splunk Universal Forwarder installation

7. Create a user account for the Splunk Universal Forwarder by running the following
command. When prompted, enter a username and password to complete the setup.

sudo /opt/splunkforwarder/bin/splunk start --accept-license

Figure 7 : Create Splunk Universal Forwarder user

8. The following command configures the Splunk Universal Forwarder to start automatically
every time the system boots. This ensures that log forwarding from the ESKM syslog
server to Splunk Enterprise continues without requiring manual intervention after reboots
or maintenance activities.

/opt/splunkforwarder/bin/splunk enable boot-start
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r-node ~]# sudo /opt/splunkf arder/bin/splunk e

arrently running, pl it before running

Figure 8 : Enable Splunk Universal Forwarder
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5 Integration Steps

5.1 Configuration on ESKM
1. Log in to ESKM.

2. Click the Device tab and click the Log Configuration link under the Logs & Statistics
section.

3. Click the Edit button under the Syslog Settings table.

4. Select the checkboxes under the Enable Syslog column for the logs that need to be
displayed in Splunk.

5. Enter the machine IP where Syslog and Splunk Universal Forwarder are installed under the
Syslog Server #1 IP column, and enter the port number (default — 514) in the Syslog
Server #1 Port column.

6. Click the Save button.

Syslog Settings
Log Name Enable Syslog Syslog Server #1 IP Syslog Server #1 Port Syslog Server #2 IP

@ System 172.31.1.72 514 [None]

O Audit 172.31.1.72 514 [None]

O Activity 172.31.1.72 514 [None]

(O Client Event O [None] 514 [None]

O KMIP O [None] 514 [None]

O REST ) [None] 514 [None]

| Edit | Syslog Test |

Figure 9 : Syslog Settings
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5.2 Configuration on Syslog and Splunk Universal Forwarder

1. Login to the Linux machine where Splunk Universal Forwarder is installed.

2. Create a folder eskm under /var/logs and give permission.

mkdir -p /var/log/eskm
chown root:root /var/log/eskm
chmod 750 /var/log/eskm

3. Create an eskm.conf file under /etc/syslog-ng/conf.d with the following
configurations.

@version: 3.29

# Network source - accept TCP & UDP from ESKM
source s_eskm_net {

network(
ip("0.0.0.0")
port(514)
transport("tcp")

),

network(
ip("0.0.0.0")
port(514)
transport("udp")

),

+

# Destination file for ESKM logs
destination d_eskm {
file("/var/log/eskm/eskm.log
create_dirs(yes)
perm(0640)

"

)
},

# Log path

log {
source(s_eskm_net);
destination(d_eskm);

+

4. After creating the eskm.conf file under /etc/syslog-ng/conf.d, restart the syslog-ng
service to apply the new configuration. Enabling the service ensures it automatically starts
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on system boot, and checking its status verifies that syslog-ng is running correctly and
ready to receive ESKM log events.

systemctl restart syslog-ng
systemctl enable syslog-ng
systemctl status syslog-ng

5. The systemctl status output should display the service as active (running), confirming that
syslog-ng has successfully loaded the new configuration and is operational.

Figure 10 : Syslog-ng started running

6. Create an inputs.conf file under /opt/splunkforwarder/etc/system/local/ with

the following configurations.

[monitor:///var/log/eskm/eskm.log]
index = eskm_index

sourcetype = utimaco:eskm

crcSalt = <SOURCE>

7. Create an outputs.conf file under /opt/splunkforwarder/etc/system/local / with

the following configurations.

[tcpout]
defaultGroup = default-indexer-group

[tcpout:default-indexer-group]
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server = <SPLUNK_ENTERPRISE_IP>:9997

ﬂ Replace <SPLUNK_ENTERPRISE_IP> with the IP address of the server where Splunk
Enterprise is installed and listening on port 9997 for Universal Forwarder
connections.

8. After creating or updating both the inputs.conf and outputs.conf files, the Splunk
Universal Forwarder must be restarted for the new configurations to take effect.

/opt/splunkforwarder/bin/splunk restart

5.3 Configuration on Splunk Enterprise
1. Log in to the machine where Splunk Enterprise has been installed.
2. Open and log in to the Splunk Enterprise application.
3. Click Settings and Indexes, then click New Index.

a. Enter the same index name given in the {inputs.conf file in the Index Name field
and select Search & Reporting from the App dropdown.
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New Index X
-~
General Settings
Index Name ~ ©€skm_index
Set index name (e.g., INDEX_NAME). Search using index=INDEX_NAME.
Index Data Type [(E Events & Metrics
The type of data to store (event-based or metrics).
Home Path  ©ptional
Hot/warm db path. Leave blank for default ($SPLUNK_DB/INDEX_NAME/db).
Cold Path ~ ©OPtional
Cold db path. Leave blank for default ($SPLUNK_DB/INDEX_NAME/colddb).
Thawed Path ~ ©ptional
Thawed/resurrected db path. Leave blank for default ($SPLUNK_DB/INDEX_NAME/thaweddb).
Data Integrity Check Enable Disable -

Save Cancel

Figure 11 : Index name configuration

New Index X
-
Maximum target size of entire index
Max Size of  auto GB v
Hot/Warm/Cold Bucket = » - . o " ) .
Maximum target size of buckets. Enter 'auto_high_volume' for high-volume indexes
Frozen Path  Optiona
Frozen bucket archive path. Set this if you want Splunk to automatically archive frozen buckets
App Search & Reporting
Storage Optimization
Tsidx Retention Policy Enable Reduction Disable Reduction
Warning: Do not enable reduction without understanding the full implications. It is extremely difficult to rebulld
reduced buckets. Learn More (2
Days »
Aane is determined by the latest event in a hucket m >

Figure 12 : App configuration
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4. Click the Save button.

5. Click Settings and Forwarding & Receiving, then click the +Add new button under the
Receive data section.

6. Type 9997 in the Listen on this port field and click the Save button.

Apps ¥ Administrator v Messages ¥ Settings v Activity v Help v Find

Add new

Forwarding and receiving » Receive data » Add new

Configure receiving
Set up this Splunk instance to receive data from forwarder(s)

Listen on this port * 9997

For example, 9997 will receive data on TCP port 9997.

.
Coneel m |

Figure 13 : Configure the receiving port
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6 Verification and Testing

6.1 Functional Testing

1. Log in to the Windows machine where Splunk Enterprise is configured and log in to it.

2. Click the Apps menu and select Search & Reporting. The same link is also available in the
Splunk Enterprise dashboard.

3. Enter index=<created_index> in the search bar and verify that the corresponding ESKM logs
are displayed.

Search Analytics Datasets Reports Alerts Dashboards

NeW search Save As ¥ Create Table View Close
index=eskm_index Time range: Today v n

v 6 events (11/19/25 12:00:00.000 AM to 11/19/25 1:33:58.000 AM) No Event Sampling v Job~ » & L ® Smart Mode v

Events (6) Patterns Statistics Visualization

# Timeline format v — Zoom Out 1 minute per column

# Format v Show: 20 Per Page v View: List »
< Hide Fields i= All Fields 5| ume Event
> 119/25 Nov 19 01:33:54 172.31.1.81 1 2025-11-19708:35:38.765122-08:00 VESKM_IG_1 KeyManagerAudit 3524 - - 2025-11-19 08:3

SELECTED FIELDS

1:33:54.000 AM 5:38 [admin] [Login] [Login]: Logged in from 10.222.178.15 via web

a host 1
a source 1 host = master-node source = /var/log/eskm/eskm.log sourcetype = utimaco:eskm
a sourcetype 1 > 119/25 Nov 19 01:33:54 172.31.1.81 1 2025-11-19T08:35:38.765122-08:00 VESKM_IG_1 KeyManagerAudit 3524 - - 2025-11-19 08:3

1:33:54.000 AM  5:38 [admin] [Login] [Loginl: Logged in from 10.222.178.15 via web
INTERESTING FIELDS
host = master-node source = /var/loa/eskm/eskm.loa sourcetvne = utimaco:eskm

Figure 14 : ESKM logs displayed in Splunk

0 After Splunk UF is configured, perform actions on the ESKM server, such as login,
logout, or any administrative operation, to ensure new events are captured.

6.2 Verification of Integration with TLS Enabled

6.2.1 Configuration of Syslog

1. Log in to the Linux machine where Splunk UF is installed.
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-

2. Create a Certificate Authority (CA).

openssl genrsa -out ca.key 4096
openssl req -x509 -new -nodes -key ca.key -sha256 -days 3650 -out ca.crt -subj "/
C=US/ST=TX/L=AU/0=Utimaco/0U=Security/CN=ESKM-CA"

3. Create a server certificate for syslog-ng.

openssl genrsa -out syslog.key 4096
openssl req -new -key syslog.key -out syslog.csr -subj "/C=US/ST=TX/L=AU/
0=Utimaco/0U=Security/CN=<SYSLOG_SERVER_IP>"

0 Replace <SYSLOG_SERVER_IP> with the IP address that ESKM uses to reach
syslog-ng.

4. Sign the server certificate with the CA.

openssl x509 -req -in syslog.csr -CA ca.crt -CAkey ca.key -CAcreateserial -out
syslog.crt -days 3650 -sha256

5. Create a folder certs in /etc/syslog-ng and copy the certificate and key files to it.

mkdir -p /etc/syslog-ng/certs
cp syslog.crt syslog.key ca.crt /etc/syslog-ng/certs/
chmod 600 /etc/syslog-ng/certs/*

6. Update eskm.conf in etc/syslog-ng/conf.d directory with the following set of
configurations.

# TLS options
source s_eskm_tls {

network(
ip("0.0.0.0")
port(6514)
transport("tls")
tls(

key-file("/etc/syslog-ng/certs/syslog.key")
cert-file("/etc/syslog-ng/certs/syslog.crt")
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ca-file("/etc/syslog-ng/certs/ca.crt")
peer-verify(optional-untrusted)

),
+
destination d_eskm {
file("/var/log/eskm/eskm.log" create_dirs(yes) perm(0640));

+

log {
source(s_eskm_tls);
destination(d_eskm);

+

7. Create a client certificate and copy the certificate to the machine where the user accesses
the ESKM application (WinSCP or any other means).

openssl pkcs12 -export -in server.crt -inkey server.key -certfile ca.crt -out
eskm-syslog-client.p12

8. Restart syslog-ng and check for no errors.

systemctl restart syslog-ng
systemctl status syslog-ng

6.2.2 Upload CA and Client Certificate to ESKM
1. Log in to the machine to which the CA and Client certificates have been copied.
2. Save both certificates as .pem files.
3. Log in to the ESKM Web UI.
4. Click the Security tab and click the Known CA link under the Certificates & CA section.

5. Under the Install CA Certificate Section, enter the CA name in the Certificate Name field
and copy the content of the CA certificate to the Certificate textbox.
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Install CA Certificate

Certificate Name: [ CA

Certificate:
RS 1ISQJOJ+3BNVFOBFNLZATMOAEHUUVYTXOUA INCWIMELZJ+qVUVUNaxnTPvaJlzs
7m@Lno+JIm300ASo0tmbvQCRZa2IJ387m18YHv6t1zStsT1BPSUDD7QyZRm1@FDA .
ufAVAgMBAAGjUzBRMBOGA1UdDgQWBBSZDYBYaGQO51iB+aV+47teduyV8IzATfBgNV
HSMEGDAWgBSZDYBYaGQO5iB+aV+47teduyV8IzAPBgNVHRMBAT8EBTADAQH/MABG
CSqGSIb3DQEBCWUAA4ICAQAdN+B76VkOubQFZKjKlocCfl6a7R9ZehCycwuE2ywl
/3ZPQJ47HYo1BTFdGLa30t2Ueq/vp4sfuUm7/ompPswohltmh5wYTAyosZCzwC9d
0cAcP8K+600HBmMKk2HXx19zExmg9ho+xs@00b4cJor3MeSqnAqYOLyl20gAgMNuxs
VhgQVit+xuShbXIH1JzEdXaqxd/uB3riWneBahTvzvGKg2W+VHqdESpdks8IYhxua
©IAMe555IRZw4zFBJZVE9s3SDO0CIb4+CgVIohIpmtI+83skzKCUDugA/d8BgpkD
LNw161e5x16kMDTbMUEA28RUSMSLQ8BNix51FGPV+Vcdfs/uEUp8TuNTf1JoP7gn
ZK3k/NX1VwZ7SBMDOKF1lkgaYSxPzV5PSIKiwjTzVOWFqC6duVBVza+o2pl2KMMe
uL98k3wUVRfbcsvUAV1FrpjmddekoXh7oPLqZOzzrfYNNaUY1DEsfwmbHOVPtWVvM
QlsDLDiDIsYWkdiqyR6qSrNh5iXSpmO8SAABZsWOXOIf4rirFFtcalmao0C24Z00
eEPV6LF3EsvQBhIyhsh6W+0LEVjqQNsWzQ5W/vkDBkv34Et9hNNUCPg+Ixiz6Iir

SxbglLeDe/xGe+AekAIDpEWOWIZCMt7QGWgIjAjTzB1VS2Z0XJ11jq81iWZCQsjMzmr e
NG—— Yz
Figure 15 : Install CA Certificate
6. Click the Install button. The newly installed CA is listed under the CA Certificate List
section.
CA Certificate List
Filtered by - - - - v |where value| contains v I J I
Items per page:| 10 v |:I
a Certificate Name Certificate Information Certificate Status
® ca :Esxs;:Sl:J:\;r:va;g 09:21:07 2035 GMT Certificate Active

1-10of1

Figure 16 : CA Certificate List

7. Click on the Certificates link under the Certificates & CA section.

8. Select the Upload from browser radio button under Import Certificate section.
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9. Select the client certificate by clicking on the Choose File button.

10. Enter a name in the Certificate Name field.
11. Enter the Private Key Password if any password was set; otherwise, leave it blank.

Import Certificate

Source: ® Upload from browser  File: | Choose File | eskm-syslog-client.p12
Oscp

Filename: :
Usemname:| |
Password: -

Certificate Name: l client }

Private Key Password: l J

Figure 17 : Import client certificate to ESKM

12. Click on the Import Certificate button.

13. The newly imported certificate is listed under the Certificate List section.

Certificate List

Certificate Name Certificate Information

Common: 172.31.1.72
Issuer. Utimaco
Expires: Nov 30 09:24:18 2035 GMT

Certificate Purpose Certificate Status

@ client

Server/Client Active

Figure 18 : Client certificate listed in the Certificate List

6.2.3 Syslog TLS and Server Setting in ESKM

1. Click the Device tab and click the Log Configuration link under the Logs & Statistics
section.

2. Click the Edit button under the Syslog Settings table.
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3. Select the checkboxes under the Enable Syslog column for the logs that need to be

displayed in Splunk.

4. Enter the machine IP where Syslog and Splunk UF are installed in the Syslog Server #1 IP

column, and enter port number 6514 in the Syslog Server #1 Port column.

5. Click the Save button.

Syslog Settings

Log Name

o

able Syslog Syslog Server #1 IP Syslog Server #1 Port Syslog Server #2 IP

Syslog Server #2 Port

@ System

<]

172.31.1.72 6514

[None]

514

O Audit

<

172.31.1.72 6514 [None]

514

O Activity

<]

172.31.1.72 6514 [None]

514

(O Client Event [None] 514 [None]

514

O KMIP [None] 514 [None]

ooag

514

O REST

| Edit | SyslogTest

[None] 514 [None]

Figure 19 : Syslog Settings

6. Click the Edit button in the Syslog TLS Settings section.

7. Enable the Enable TLS checkbox.

514

8. Select the uploaded client certificate name from the Certificate dropdown list.

9. Select the uploaded CA from the Trusted Certificate Authority dropdown list.

10. Click the Save button.

Syslog TLS Settings

Enable TLS:

Certificate: client

Trusted Certificate Authority: Known: CA

Figure 20 : Syslog TLS Settings

11. Click on the Syslog Test button in the Syslog Settings section.
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Syslog Settings

Log Name Enable Syslog Syslog Server #1 IP Syslog Server #1 Port
@ System 172.31.1.72 6514
O Audit 172.31.1.72 6514
O Activity 172.31.1.72 6514
(O Client Event O [None] 514
O KMIP O [None] 514
O REST O [None] 514

n Note: Successfully connected to syslog server #1.

Figure 21 : Syslog server connection confirmation message

12. Log out from the ESKM Web Ul and log in again.
13. Click the Device tab and click the Log Viewer link under the Logs & Statistics section.

14. Click on the Audit link under the Log Viewer section and note down the latest logs
displayed under Log File: Current.

» Administrators

0gs & Statistics
» LogC I

¥ Log Viewer

L

Log File: Current (Showing Last 10 Lines)

+ System Audit Log:

2025-12-03 09:48:26 [admin] [Login] [Login]: Logged in from 10.222.178.15 via web
2025-12-03 09:56:18 [admin] [Login] [Login]: User admin login has expired.
2025-12-03 09:56:27 [admin] [Login] [Login]: Logged in from 172.31.1.54 via web

¢ Activity 2025-12-03 10:02:05 [admin] [Login] [Loginl: Logged out from 172.31.1.54 via web
+ Client Event 2025-12-03 10:02:15 [admin] [Login] [Login]: Logged in from 172.31.1.54 via web
2025-12-03 10:12:38 [admin] [Login] [Login]: User admin login has expired.
+ KMIP 2025-12-03 10:12:48 [admin] [Login] [Login]: Web login failure in login attempt for administrator "admin" from 10.222.178.15
2025-12-03 10:13:00 [admin] [Login] [Login]: Logged in from 10.222.178.15 via web
+ REST 2025-12-03 10:20:46 [admin] [Login] [Login]: Login attempted with invalid pending session ID.
) statistics 2025-12-03 10:21:00 [admin] [Login] [Login]: Logged in from 10.222.178.15 via web

Figure 22 : Audit log details

6.2.4 Verify Logs Displayed in Splunk

1. Log in to the Windows machine where Splunk Enterprise is configured and log in to Splunk
Enterprise.

2. Click the Apps menu and select Search & Reporting. The same link is also available in the
Splunk Enterprise dashboard.
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3. Enter index=<created_index> in the search bar and verify that the corresponding ESKM
logs are displayed in the results.

New Search SaveAsv  CreateTable View  Close
index= eskn_index Time range: Last 24 hours v E
177 events (12/2/25 3:00:00.000 AM to 12/3/25 3:20:6.000 AM)  No Event Sampling + Job~ , & L Smart Mode v
Events(177)  Pattems  Statistics  Visualization
7 Timeline format —Zoom Out 1hour per colul
s Format v Show:20PerPagev  View:Listv (123 4 s 6 7 8 5 nex>
< Hide Fields Al Fields i Mme Event
D FELDS > 12325 Dec 3 03:19:07 172.31.1.81 1 2025-12-03T10:21:00.364190-08:00 VESKM_IG_1 KeyManagerAudit 25489 - - 2025-12-03 10:21:00 [admin] [Login] [Login]: Logged in from 10.222.176.15 via web
whicet 31907000AM  post = de | source = log | sourcetype =
@soince 1 > 12325 Dec 3 03:19:07 172.31.1.81 1 2025-12-03710:21:00.364190-08:00 VESKM_IG_1 KeyManagerAudit 25489 - - 2025-12-03 10:21:00 [admin] [Login] [Login]: Logged in from 10.222.178.15 via web
a sourcetype 1
P 349:07000AM o5t = de | source = log | sourcetype =
INTERESTING FIELDS > 127325 Dec 3 03:19:07 172.31.1.81 1 2025-12-03710:21:00.364190-08:00 VESKM_IG_1 KeyManageraudit 25489 - - 2025-12-03 [admin] [Login] [Login]: Logged in from 10.222.178.15 via web
# date._hour 2 31907000 AM  host = master-node | source = Aarflogleskmieskmlog | sourcetype = utimaco:eskm
# date_mday 1
# date_minute 12 > 121325 Dec 3 03:18:53 172.31.1.81 1 2025-12-03T10:20:46.498269-08:00 VESKM_IG_1 KeyManagerAudit 25287 - - 2025-12-03 10:20:46 [admin] [Login] [Login]: Login attempted with invalid pending session ID.
a date_month 1 318:53000AM  host = master-node | source = Aarflogleskm/eskmlog | sourcetype = utimaco:eskm
# date_second 12
a dote_wday 1 > 12325 Dec 3 03:18:53 172.31.1.81 1 2025-12-03T10:20:46.498269-08:00 VESKM_IG_1 KeyManagerAudit 25287 - - 2025-12-03 10:20:46 [admin] [Login] [Login]: Login attempted with invalid pending session ID.
# date_year 1 318:53000AM  host = master-node | source = Aarflogleskmieskmlog | sourcetype = utimaco:eskm
a date_zone 1
& e > 121325 Dec 3 03:18:53 172.31.1.81 1 2025-12-03T10:20:46.498269-08:00 VESKM_IG_1 KeyManagerAudit 25287 - - 2025-12-03 10:20:46 [admin] [Login] [Login]: Login attempted with invalid pending session ID.
#linecount 1 SHEERLSDRL] (e source = log | sourcetype =
a punct 9
o > 12328 Dec 3 03:11:06 172.31.1.81 1 2025-12-03T10:13:00.228917-08:00 VESKM_IG_1 KeyManagerAudit 16986 - - 2025-12-03 10:13:00 [admin] [Login] [Loginl: Logged in from 10.222.176.15 via web

a splunk_server 1

3M06.000AM ot = master-nade | soirce = Aarinaleskm/eskmion | soircetvne = itimacoeskm

Figure 23 : ESKM logs displayed in Splunk
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T Troubleshooting

7.1 Common Issues

1. Verifying ESKM Logs on the Linux syslog-ng Server

= After configuring eskm.conf , verify logs are received by checking:

#tail -f /var/log/eskm/eskm.log

Ensure syslog-ng is listening on port 514 (TCP/UDP):

#ss -tulpn | grep 514

N

. Verifying Ports and Connectivity from Splunk Enterprise

Ensure Splunk Enterprise is listening on port 9997 on your Windows machine:

#netstat -ano | findstr 9997

Check that the receiving port is enabled in Splunk Enterprise at Settings — Forwarding &
Receiving — Receive Data — Port 9997.

Administrator v Messages v Settings v Activity v Help v Find

Add new

Forwarding and receiving » Receive data » Add new

Configure receiving

Set up this Splunk instance to receive data from forwarder(s)

Listen on this port * 9997

For example, 9997 will receive data on TCP port 9997.

Concel m

Figure 24 : Verify receiving port

3. Verifying Universal Forwarder Connectivity
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= Confirm the UF service is running:

#/opt/splunkforwarder/bin/splunk status

= Verify the UF is monitoring the correct log file:

#/opt/splunkforwarder/bin/splunk list monitor

= Test connectivity from UF to Splunk Enterprise:

#nc -vz <SPLUNK_ENTERPRISE_IP> 9997

4. Verifying Logs Arrive in Splunk Enterprise

= Confirm the index exists under Settings — Indexes — eskm_index

Apps v Administrator v Messages v Settings v Activity v

Indexes m

A repository for data in Splunk Enterprise. Indexes reside in flat files on the Splunk Enterprise instance known as the indexer. Learn more [2

1Indexes [ eskm_index X ] 20 per page ¥
Name * Actions Type = App * Current Size ¢ Max Size +* Event Count ¢ Earliest Event = Latest Event ¢ Home Path & Frozen Path <
eskm_index Edit Delete Disable [E Events search 1MB 500 GB 78 7 days ago 5 hours ago $SPLUNK_D -

Bleskm_inde
x\db

Figure 25 : Verify index

= Check if the UF has connected to Splunk by searching "index=_internal
sourcetype=splunkd component=Metrics group=tcpin_connections".
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splunk App Administrator v Me: Settings v Activity v Help v Find Q

Search Analytics Datasets Reports Alerts D > Search & Reporting

NeW SearCh Save As v Create Table View Close
index=_internal sourcetype=splunkd component=Metrics group=tcpin_connections Time range: Last 24 hours v n

v 5,871 events (11/25/25 12:00:00.000 AM to 11/26/25 12:36:38.000 AM) No Event Sampling ¥ Job~ Ied ] 3 ® Smart Mode v

Events (5,871) Patterns Statistics Visualization

# Timeline format v — Zoom Out 1 hour per column

# Format v Show: 20 Per Page v View: List v ’ 1 2 3 4 5 6 7 8 Next >
< Hide Fields i= All Fields i Time Event

> 11/26/25 11-26-2025 00:36:36.384 -0800 INFO Metrics - group=tcpin_connections, 172.31.1.72:43732:9997 connectionid=20047,
12:36:36.384 AM  connectionType=cooked, sourcePort=43732, sourceHost=172.31.1.72, sourceIp=172.31.1.72, destPort=9997, kb=0.428, _
tcp_Bps=14.608, _tcp_KBps=0.014, _tcp_avg_thruput=0.098, _tcp_Kprocessed=5.343, _tcp_eps=0.033, _process_time_ms=
0, build=e2d18b4767e9, version=10.0.2, os=Linux, arch=x86_64, hostname=master-node, guid=37AD879D-D425-4FEF-9CB6-

D10F4E9DFO6F, fwdType=uf, lastIndexer=172.31.1.62:9997, ssl=false, ack=false

SELECTED FIELDS
a host 1

a source 1

a sourcetype 1

INTERESTING FIELDS host = DESKTOP-C2Q8EHL source = C:\Program Files\Splunk\var\log\splunk\metrics.log sourcetype = splunkd

a arck 1 S

Figure 26 : Verify UF connection

5. Verifying Log Flow End-to-End
= Trigger an event on ESKM (login/logout, config change).
= Confirm the event appears in:

e Linux syslog file ( /var/log/eskm/eskm.log)
e Splunk UF monitored file list

e Splunk Enterprise search ( index=eskm_index )

Document No.: IG-2025-0066 Document Version: 1.0.0 Page 32 of 37



* ®
Contact and Support Information UtlmaCO

8 Contact and Support Information

You can reach us from Monday to Friday, 09.00 a.m. to 05.00 p.m., Central European Time (CET).

Utimaco IS GmbH
Krefelder Stralle 220
52070 Aachen
Germany

RMA Query

If you need to send the device back to Utimaco IS GmbH, please open a new RMA case (Return
Merchandise Authorization). We request that you use the following web address. RMA cases
cannot be opened by email or phone.

https://support.hsm.utimaco.com/support/rma/new

Other Support Queries

= Mail (preferred contact method)
support@utimaco.com
Attach the diagnostic information to your email.

= Web portal
https://support.hsm.utimaco.com/support/cases/new/
The diagnostic information will be requested in our response if necessary.

= By phone
AMERICAS +1-844-UTIMACO (+1 844-884-6226)
EMEA +49 800-627-3081
APAC +81 800-919-1301
The diagnostic information will be requested in our response if necessary.
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9 Appendices

9.1 Command Summary

Command

dnf dinstall -y epel-release

dnf dinstall -y syslog-ng

wget -0 splunkforwarder-10.0.2-
€2d18b4767e9.x86_64.rpm
"<Splunk_UF_Download_URL>"

sudo rpm -i splunkforwarder-10.0.2-
€2d18b4767e9.x86_64.rpm

sudo /opt/splunkforwarder/bin/splunk

start --accept-license

/opt/splunkforwarder/bin/splunk enable
boot-start

mkdir -p /var/log/eskm

Purpose

Enables the EPEL repository to access
additional packages required for
syslog-ng installation.

Installs the syslog-ng service on Rocky
Linux, which will receive syslog data
from ESKM.

Downloads the Splunk Universal
Forwarder installation package from
Splunk’s official repository.

Installs the Splunk Universal Forwarder
on the Rocky Linux syslog server.

Starts the Splunk Universal Forwarder
for the first time and prompts for
creating admin credentials.

Configures the Universal Forwarder to
automatically start on system boot.

Creates a dedicated directory to store
incoming ESKM syslog logs.
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Command

chown root:root /var/log/eskm

chmod 750 /var/log/eskm

tail -f /var/log/eskm/eskm.log

/opt/splunkforwarder/bin/splunk status

/opt/splunkforwarder/bin/splunk 1list

monitor

dnf dinstall -y epel-release

dnf install -y syslog-ng

wget -0 splunkforwarder-10.0.2-
€2d18b4767e9.x86_64.rpm
"<Splunk_UF_Download_URL>"

sudo rpm -i splunkforwarder-10.0.2-

€2d18b4767e9.x86_64.rpm

Document No.: IG-2025-0066

Document Version: 1.0.0

Purpose

Sets correct ownership for the ESKM
log directory so syslog-ng and Splunk
UF can access it.

Applies secure permissions to the
ESKM log directory.

Monitors ESKM logs in real time to
verify syslog-ng is receiving events.

Checks the running status of the
Splunk Universal Forwarder service.

Displays the list of log files currently
monitored by the Universal Forwarder.

Enables the EPEL repository to access
additional packages required for
syslog-ng installation.

Installs the syslog-ng service on Rocky
Linux, which will receive syslog data
from ESKM.

Downloads the Splunk Universal
Forwarder installation package from
Splunk’s official repository.

Installs the Splunk Universal Forwarder
on the Rocky Linux syslog server.
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Command

sudo /opt/splunkforwarder/bin/splunk

start --accept-license

/opt/splunkforwarder/bin/splunk enable
boot-start

mkdir -p /var/log/eskm

chown root:root /var/log/eskm

chmod 750 /var/log/eskm

tail -f /var/log/eskm/eskm.log

/opt/splunkforwarder/bin/splunk status

/opt/splunkforwarder/bin/splunk 1list

monitor

Purpose

Starts the Splunk Universal Forwarder
for the first time and prompts for
creating admin credentials.

Configures the Universal Forwarder to
automatically start on system boot.

Creates a dedicated directory to store
incoming ESKM syslog logs.

Sets correct ownership for the ESKM
log directory so syslog-ng and Splunk
UF can access it.

Applies secure permissions to the
ESKM log directory.

Monitors ESKM logs in real time to
verify syslog-ng is receiving events.

Checks the running status of the
Splunk Universal Forwarder service.

Displays the list of log files currently
monitored by the Universal Forwarder.

Table 5: Splunk CLI commands
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9.2 References

Title Description Document/Link

ESKM Installation Guide Step-by-step guide for installing  2027-0047 Installation and
and configuring ESKM Replacement Guide

Splunk Enterprise Windows  Installation guide for Splunk Install on Windows | Splunk

Installation Enterprise in Windows Docs

Table 6: References
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