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Introduction UtimaCO®

1 Introduction

This guide is part of the documentation provided by Utimaco to support the integration of
Utimaco Enterprise Secure Key Manager (ESKM) with VMware vCenter Server. It provides the
necessary information to configure ESKM, establish the integration, and validate the solution in a
secure and reproducible manner.

Additional documentation related to Utimaco products can be found on the Utimaco website at
https://utimaco.com/.

1.1 About this Guide

This guide provides information on how to configure the VMware to work with the Utimaco
Enterprise Secure Key Manager (ESKM). It describes only the features in the VMware and the
ESKM necessary for the configuration and integration.

For more information on installing an Utimaco Enterprise Secure Key Manager refer to the
“Installing Hardware” chapter in the Utimaco Enterprise Secure Key Manager Installation and
Replacement Guide.

1.2 Target Audience

This guide is intended for system and security administrators with knowledge of:

= Data security administration

= Network configuration

1.3 Purpose of the Integration

The integration of VMware vCenter Server with Utimaco Enterprise Secure Key Manager (ESKM)
is designed to provide centralized, secure, and standards-based key management for VMware
environments.

VMware vSphere supports encryption of virtual machines, virtual disks, and other sensitive data
through the use of an external Key Management Server (KMS). In this architecture, cryptographic
keys are not stored within vCenter itself but are managed externally, improving the overall
security posture and enabling compliance with enterprise security requirements.
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Utimaco ESKM acts as an external KMS by implementing the OASIS Key Management
Interoperability Protocol (KMIP), a standardized interface for key lifecycle management. Through
KMIP, vCenter can securely request, store, and manage encryption keys without direct exposure
to key material.

This integration enables organizations to:

= Centralize cryptographic key management in a dedicated and secure platform
= Enforce strong access control and key lifecycle policies
= Separate key management from application and infrastructure layers

= | everage a standards-based protocol (KMIP) for interoperability and scalability

By combining VMware's encryption capabilities with Utimaco's secure key management
platform, this integration ensures that sensitive data within virtualized environments is protected
using enterprise-grade cryptographic controls while maintaining operational flexibility and
compliance with security best practices.

1.4 Abbreviations

Abbreviation Meaning

CA Certificate Authority

CSR Certificate Signing Request

CN Common Name

SAN Subject Alternative Name

IP Internet Protocol

KMIP Key Management Interoperability Protocol
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Abbreviation Meaning

KMS Key Management Server

ESKM Enterprise Secure Key Manager

RSA Rivest-Shamir-Adleman

ECDSA Elliptic Curve Digital Signature Algorithm
VM Virtual Machine

Table 1: Abbreviations

1.5 Document Conventions

The following conventions are used in this guide:

Convention Use Example

Bold Items of the Graphical User Select Details and click on
Interface (GUI), e.g., menu options  Properties button

Monospaced Code that is given for explanation certreq.exe -new
or as an example, file paths request.inf

IISCertRequest.csr

Italic References and important terms Operating system listed in
Tested Versions

Table 2: Document conventions

We use special icons to highlight the most important notes and information.
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Here you will find important safety information that should be followed.

0 Here you will find additional notes or supplementary information.

Qy// This message marks the result expected after the successful execution of an
instruction.
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2 Product Overview

2.1 Overview of VMware vCenter/ESXI

VMware vCenter Server is the centralized management platform for VMware vSphere
environments, enabling the administration of ESXi hosts, virtual machines, and associated
resources. It provides features such as workload management, high availability, and lifecycle
operations across virtualized infrastructure.

VMware ESXi is the hypervisor that runs directly on physical hardware and hosts virtual
machines. Together with vCenter, it supports advanced capabilities including virtual machine
encryption, which relies on external Key Management Servers (KMS) for secure key handling.

Through its support for the OASIS Key Management Interoperability Protocol (KMIP), vCenter can
integrate with external key management solutions to enable secure encryption and key lifecycle
management.

2.2 Overview of ESKM

Utimaco Enterprise Secure Key Manager (ESKM) is a centralized key management platform
designed to securely generate, store, and manage cryptographic keys across enterprise
environments. It provides comprehensive key lifecycle management, including key creation,
distribution, rotation, and deletion.

ESKM supports industry standards such as KMIP, enabling interoperability with third-party
systems and applications. It also integrates with Hardware Security Modules (HSMs) to provide
hardware-backed key protection and secure cryptographic operations.

By separating key management from application infrastructure, ESKM enhances security,
simplifies compliance, and enables centralized control over cryptographic assets.

2.3 Joint Value Proposition

The integration of VMware vCenter with Utimaco ESKM enables secure and centralized key
management for encrypted virtualized environments. By leveraging the KMIP protocol, vCenter
can delegate key management operations to ESKM while maintaining seamless integration with
existing workflows.

This approach ensures that cryptographic keys are stored and managed outside of the
virtualization platform, reducing exposure and improving security. Additionally, when combined
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with HSM integration, the solution provides hardware-backed protection for sensitive key
material.

Together, VMware and Utimaco deliver a standards-based, scalable, and secure solution for
managing encryption in virtual infrastructures, supporting enterprise security requirements and
regulatory compliance.
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3 Integration Requirements and Prerequisites

3.1 Tested Versions

These integrations have been successfully tested with the Utimaco HSM and OpenSSL.

VMWare ESXi VMWare vCenter Utimaco ESKM Version Utimaco HSM

ESXiv8.0.3 VCenter v8.0.3g ESKM v8.564 ESKM Embedded HSM
ESXiv9.0.2 VCenter v9.0.2 ESKM v8.564.5 EKSM Embedded HSM
ESXiv8.0.3 vCenter v8.0.3g ESKM v8.564 u.trust Anchor Se-Series
ESXiv9.0.2 vCenter v9.0.2 ESKM v8.564.5 u.trust Anchor Se-Series

Table 3: List of tested versions

3.2 Hardware and Software Requirements

= Requires minimum VMWare ESXi version 9.0, or later.
= Requires minimum vCenter version 9.0, or later.

= Requires minimum Enterprise Secure Key Manager v8.54.5, or later.

6 For more information about VMware's documentation, refer to www.vmware.com/
support/pubs.

3.3 Prerequisites

= Administrative access to the ESKM Management Console.

= VMware vCenter Server access with sufficient privileges to configure a Key Management
Server (KMS).

= A properly initialized and network-accessible Hardware Security Module (HSM).
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= A Crypto User created on the HSM with the required permissions.

= Availability of the corresponding key material, including key file and password for the
Crypto User.

0 For more information about HSM setup and user provisioning, refer to the Utimaco
documentation available on the support portal https://utimaco.com/.
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4 Installation and Configuration

4.1 Setting Up ESKM

ESKM server must be configured with specific values such as time zone, IP address, netmask,
gateway, host name, and port number used for the ESKM Management Console interface.

This section includes procedures on the following topics:

= First Run

Setting Up Local CA

Setting Up ESKM Certificate

Set Up Cluster

Set Up KMIP Server

Set Up KMS Server

4.1.1 Accessing Serial Console via PuTTY

Use the following steps to set up PuTTY and access serial console.

1. Navigate to device manager and figure out the COM port that you'll be using.
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& PuTTY Configuration ? X
Category:
[=)- Session | Basic options for your PuTTY session |
i Ts"” l.pg|ging Specify the destination you want to connect to
ff_'"é::boa B Serial line Speed
i [coma I
- Features Connection type:
(=) Window ORaw O Telnet ORlogin (O SSH (@) Serial
- Appearance
- Load, save or delete a stored session
. Translation Saved Sessions
| Selection l I
| ' Colours Default Settings
(= Connection . ’ Load [
- Data ’ Save ‘
- Proxy
- Telnet | Delete |
i Rlogin
[+ SSH
- Sedal Close window on exit:
OAways (ONever  (® Only on clean exit
Mot || Hep | [ open || cancel

Figure 1: PuTTY Configuration

2. Run PUTTY.
3. Switch the Connection Type to Serial.

4. Edit the Serial Line to match the COM port you want to use.
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#R PuTTY Configuration
Cateqory:

~
X

. Bell
Features

=) Window
Appearance
Behaviour
Translation
Selection
Colours

(=) Connection
Data

Options controlling local serial lines

Select a senial ine
Serial line to connect to
Configure the serial line
Speed (baud)

Data bits

Stop bits

Party

Flow control

OoM3

i

XON/XOFF

3

Proxy

- Telnet

i Rlogin
- SSH

Figure 2 : Serial line

5. Make sure all of the settings are correct.

6. Click Open to start the session.

4.1.2 First Run

To configure the time zone, IP address, netmask, gateway, host name, and port number used for
the ESKM Management Console interface, the following procedure must be performed once for
each ESKM server. Ensure that the ESKM server is powered off before starting this procedure.

1. Power on the ESKM server by pressing the Power On/Standby button located behind the
front bezel door.

2. When the startup sequence completes, the following prompt displays on the PC or laptop
that is running the terminal emulator program (such as PuTTY):
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0 To setup and configure PuTTY, please refer to Accessing Serial Console via PuTTY.

Are you ready to begin setup? (y/halt):

Entery.

3. Follow the prompts to enter the necessary information:

0 Press Enter to accept the default.

a. Admin account password. Be sure to record this value and store it in a safe place. The
Security Officer will use the admin account to configure the ESKM servers.

Utimaco has no ability to assist or recover access if administrator credentials
L9 5 (username, password) are lost.

b. Time zone.
c. Date.

d. Time. The time is based on a 24—hour clock; there is no a.m. or p.m. designation. For
example, 1:20 p.m. is 13:20:00.

e. The static IPv4 address of the ESKM server. The ESKM server cannot obtain an IP
address from a Dynamic Host Configuration Protocol (DHCP) server.

f. Subnet mask.
g. Default gateway.

h. Hostname, including the domain. For example, eskm.example.com. The screen displays
the information you entered and the message:

“Is this correct? (y/n):"

If the information displayed is correct, enter y; if not, enter n and make the necessary
corrections.
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I. Enable IPv6. If the ESKM server will be installed in an IPv6 network, enter y to the prompt
and also the confirmation prompt. If the ESKM server will not be installed in an IPv6 network,
or you wish to enable IPv6 later, enter n. If you entered y, you will be prompted to specify the
IPv6 address. If you know the IPv6 address enter y, and then at the next prompt enter the
IPv6 address with prefix in this format.

IPv6 address/prefix. The default prefix is /64.

If you do not know the IPv6 address, enter n. You can enter IPv6 addresses later using either
the ESKM Management Console or Command Line Interface.

Only enable IPv6 if you are certain that the ESKM server is required to operate on an
IPv6 network. Once enabled it cannot be disabled via the ESKM Management
Console or the Command Line Interface.

0 Client systems can use IPv4 addresses to connect to the KMS and KMIP services

running on the ESKM system. ESKM supports IPv6 addresses for clients that use

either the KMIP or ESKM XML protocols, and are on the same subnet as the ESKM

server. The following ESKM features, which utilize SCP to move files, support IPv6
addresses:

= backup, restore, scheduled backup, transfer logs, and software upgrade/
install.

In addition, you can also use a server which has an IPv6 address to perform the
following functions:

= remotely administer the ESKM server via the ESKM Management Console or
the command line interface.

= perform network diagnostics (ping and netstat).

0 If you decide later, after completing the setup process, that you need to enable IPv6
support, you can use the Command Line Interface command ipv6 enable, to enable
IPv6. You can then use the ipv6 address command or the ESKM Management
Console interface to specify the IPv6 address.

j. Web interface port number.

k. Press Enter to complete and save the configuration settings.
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At this point, you have given the setup program everything it needs. The ESKM creates SSH
keys and also a self-signed Web Admin server certificate. They are used to authenticate the
ESKM to users making SSH and Web Admin connections to the ESKM. Because the actual
key is fairly large, the ESKM displays the key fingerprint on the console, as shown below.

Creating certificate for Web administration server...

Creating certificate for signing logs...

Creating SSH host keys...

SSH RSA key fingerprint:

2048 SHA256:aTp6A447vp8d0j43FTT5B/aux6V7zddPzNXxZBOC1SE

SSH ECDSA key fingerprint:

521 SHA256:BKO/EfVUKSFpIzVn/WiJ4fS+8CqlLyGJSawoQAsvmUoM

SSH ed25519 key fingerprint:

256 SHA256:/hWJGM+7hzDRWPsyCP6/gKqWR99cgMh9/TV5SWLTFIrs

Webadmin certificate fingerprint (SHA-1):

2048

64:50:e2:01:fb:2a:28:54:1a:3b:30:94:3b:25:b7:ff:97:73:13:70
Initializing key store. This could take several minutes. Performing KMIP setup
Starting services...

The Web-based Management Console will now be available at this URL:

<https://XXX.XXX.XXX.XXX:9443> This device has now been configured. Press Enter to
continue.

A'log-in prompt displays.

0 To prevent a "man-in-the-middle" attack when connecting to the ESKM, Utimaco
recommends that you write down these fingerprints and compare them with what is
presented when you connect to the ESKM via SSH or HTTPS.
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0 If necessary, you can install and specify a different server certificate for remote Web
Administration. See the sub-section Configuring the web admin server certificate,
which is located in section 4 of the Enterprise Secure Key Manager 5.1 User Guide.

4. Unplug the null modem cable from the laptop or PC and from the ESKM server. All
additional configuration will be done from the ESKM Management Console.

4.1.3 Setting Up Local CA

The local CA is used to sign and verify the server certificate and may also be used to sign client
certificate requests. To create and install a local CA, perform the following steps:

1. Log in to the ESKM Management Console using the admin username and the password
you supplied in First run, step 3a.

2. Select the Security tab.
3. In Certificates & CAs, click Local CAs.

4. Enter information required by the Create Local Certificate Authority section of the window
to create your local CA.
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Create Local Certificate Authority

Certificate Authority Name: |Your Local CA ]

Country Name:

State or Province Name: | CA

Locality Name: ICampbell

Organizational Unit Name: | Utimaco

Common Name: | Your Local CA

|
|
Organization Name: | Your Organization |
|
|
|

Email Address: | support@yourcompany.com

Algorithm: | ECDSA-P256 v |

(@ Self-signed Root CA

CA Certificate Duration (days): 3650
Maximum User Certificate Duration (days): | 3650

() Intermediate CA Request

Certificate Authority Type:

Create.

Figure 3 : Create Local Certificate Authority

a. Enter a Certificate Authority Name and Common Name. These may have the same value,
for example ESKM Local CA.

b. Enter your organizational information.

c. Select the Algorithm. Utimaco recommends using an algorithm with security strength of
at least 128 bits (e.g., ECDSA-P256).

d. Click Self-signed Root CA and enter the CA Certification Duration and Maximum User
Certificate Duration. These values determine when the certificate must be renewed and

should be set in accordance with your company's security policies. The default value for
both is 3650 days or 10 years.

5. Click Create.

6. If the local CA will be used to sign ESKM client certificate requests, add the CA to the
Trusted CA list.

Document No.: IG-2026-0025 Document Version: 2.0.0 Page 20 of 60



* ®
Installation and Configuration UtlmaCO

a. In Certificates & CAs, click Trusted CA Lists to display the Trusted Certificate
Authority List Profiles.

b. Click on the Default Profile Name (not the radio button).
c. In the Trusted Certificate Authority List, click Edit..

d. From the list of Available CAs in the right panel, select the CA you created in step 4.
For example, ESKM Local CA.

e. Click Add.
f. Click Save.

0 Repeat the steps above any time another local CA is needed. For example, you may
want to create a KMIP Local CA to support the KMIP Certify/Recertify operations.

Add a third-party CA certificate

If your client certificates were signed by a third-party CA, you must install the third-party CA
certificate, and then add it to the Trusted CA list.

To install a third-party CA certificate, perform the following steps:

1. In Certificates & CAs, click Known CAs to display the Install CA Certificate section.

2. Enter a value for the Certificate Name and paste the CA certificate text in the Certificate
field.

3. Click Install. The CA certificate will be added to the Known CAs list.

To add the third-party CA certificate to the Trusted CAs list, perform the following steps:

1. In Certificates & CAs, click Trusted CA Lists to display the Trusted Certificate Authority
List Profiles.

2. Click on the Default Profile Name.

3. In the Trusted Certificate Authority List, click Edit.

4. From the list of Available CAs in the right panel, select the third-party CA you require.
5. Click Add.

6. Click Save.
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4.1.4 Setting Up ESKM Certificate

ESKM server certificates are used by the client to authenticate the ESKM server during the TLS/
SSL handshake. ESKM supports two types of clients. Clients that use the ESKM protocol are
referred to as ESKM clients. Clients that use the KMIP protocol are referred to as KMIP-enabled
clients. The ESKM clients communicate with the KMS server and KMIP-enabled clients
communicate with the KMIP server.

0 During the execution of the Setup utility a default KMIP Server Certificate is
automatically created. This certificate should only be used for testing purposes, as it
is a self-signed certificate. If your ESKM system will be communicating with KMIP-
enabled clients, Utimaco highly recommends that you create a new KMIP server
certificate. The name you assign to these server certificates should clearly indicate
their purpose. For example:

ESKM KMS Server and ESKM KMIP Server.

0 KMIP requires mutual authentication. After configuring the KMIP server, enable
KMIP client certificate authentication. The KMIP client certificate authentication
status is disabled by default.

If you will be using a third-party CA, and wish to use an existing server certificate, see Import a
Third-Party Server Certificate.

To create an ESKM server certificate, perform the following steps:
1. Click the Security tab.

2. In Certificates and CAs, select Certificates.

3. Enter information required by the Create Certificate Request section of the window to
create the ESKM server certificate.
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Create Certificate Help @

Certificate Name: ’ ESKM I

Country Name: El

State or Province Name: ‘ CA

Locality Name: I Campbell

Organization Name: ‘ Utimaco Inc.

Common Name: ‘ ESKM Server Certificate

Email Address: {test@utimaco.com

|
|
|
Organizational Unit Name: [ Utimaco ]
|
|
|

Subject Alternative Name: | 1P:10.10.200.20

Algorithm: | ECDSA-P256 v |

() Certificate Request - to be signed by external CA

Creation Type: . .
(@ Certificate Signed by Local CA
Local CA: | ESKMCA (maximum 3648 days) v |
Certificate Purpose: | Server v ’

Figure 4 : Create Certificate Request

a. Enter a Certificate Name and Common Name, for example ESKM KMS Server.
b. Enter your Organizational information.

c. Enter the Subject Alternative Name, and Algorithm. Utimaco recommends using an
algorithm with security strength of at least 128 bits (e.qg., ECDSA-P256).

d. Select the Local Certificate Authority (CA) to be used for signing the certiifcate.

e. Select the Certificate Purpose (e.g., Server or Client).

4. Click Create Certificate Request.
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The certificate is automatically signed by the selected Local CA and becomes active
immediately. No manual CSR export, signing, or certificate installation steps are
required.

Repeat all of the steps above for the KMIP server certificate. You must perform
these steps on each ESKM server after joining the cluster.

The “certificate name” must remain same on all ESKM servers across the cluster.

Import a third-party server certificate

An externally generated public/private key pair can be imported into the ESKM system for use as
a server certificate. The encrypted private key data and the public key certificate must be present
in the third-party server certificate file. For example:

In addition, the password for the private key file must be known.

To import a third-party server certificate, perform the following steps:

1. In Certificates & CAs, click Certificates to display the Import Certificate section.

2. Provide the source location of the certificate file.

3. Enter the Certificate Name and private key password.

4. Click Import Certificate.
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4.1.5 Setup Cluster

The procedures in this section will establish a cluster configuration on one ESKM server and then
transfer that configuration to the remaining ESKM servers.

0 If you only have one ESKM server, skip this section.

= |n Creating the Cluster, the cluster is created on one ESKM server.

a Skip this section if you already have an ESKM cluster.

= |In Adding ESKM Servers to the Cluster, each of the additional ESKM servers will be added
to the cluster.

4.1.5.1 Creating the Cluster

To create the cluster, perform the following steps on one of the ESKM servers to be clustered:

1. From the ESKM Management Console, click the Device tab.

2. In the Device Configuration menu, click Cluster.

Create Cluster

Local IP: [ 10.10.200.20 v |

Local Cluster Port 1: | 9001 ’

Local Cluster Port 2: | 9002

Cluster Password:

Confirm Cluster Password: | ---------- I

n Note: Cluster creation can take a while, please click the "Create” button once, and wait for the operation to complete.

Create

Figure 5: Create Cluster
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3. If required, change the Local IP value. If you have enabled Ethernet#2 you can use its IP
address for clustering.

0 All ESKM servers in a cluster must use an IPv4 address for the cluster.

4. If required, change the Local Port value. Utimaco recommends using the default value of
9001.

5. Choose a cluster password and enter it into the Cluster Password field. Enter the
password a second time into the Confirm Cluster Password field.

6. Click the Create button.
7. In the Cluster Settings section of the window, click Download Cluster Key and save the

key to a convenient location, such as your computer's desktop.

The cluster key is a text file and is only required temporarily. It may be deleted from your
computer’s desktop after all ESKM servers have been added to the cluster.

4.1.5.2 Adding ESKM Servers to the Cluster

To setup ESKM servers to the cluster, perform the following steps in the Join Cluster section on
each additional ESKM server.

Join Cluster Help @

Local IP: | 10.222.179.238 v |

Local Port: |9001

Cluster Member IP:  [10.222.179.247

Cluster Member Port: (9001

Cluster Key File: | Choose File | eskm_cluster

Cluster Password: ssssssssss

Figure 6 : Join Cluster
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0 Adding multiple ESKM servers to the cluster is a serial process. Add the first ESKM
server and then monitor the system log for the status of the synchronization
process. Wait until the “Cluster synchronization succeeded.” message appears in
the system log before attempting to add the next ESKM server to the cluster. The
amount of time required to complete the synchronization process is a function of
the number of keys in the cluster.

ﬂ If the new ESKM server is a replacement and is configured with the same IP address
as the failed ESKM server, make sure the client does not send any key generation
requests until the new ESKM server has successfully completed the cluster
synchronization process. Alternately, you can stop the KMS and KMIP servers and
then start them once the cluster synchronization process is complete. Use the
system log to monitor the progress of the cluster synchronization process.

1. Join the ESKM server to the cluster.

a. Select the Device tab.
b. In the Device Configuration menu, click on Cluster.

c. In the Join Cluster section of the window, select the appropriate Local IP value and
then input the appropriate value for the Local Port.

ﬂ All ESKM servers in a cluster must use an IPv4 address for the cluster.

d. Type the original cluster member’s IP into Cluster Member IP.

e. Type the original cluster member’s port into Cluster Member Port. The default value of
this port is 9001. If this value was changed in while creating the cluster, use that value.

f. Click Browse and select the Cluster Key File you saved in while creating the cluster.
g. Type the cluster password into Cluster Password.
h. Click Join.

I. Click Confirm to synchronize with the cluster.
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0 If the ESKM server joining the cluster is SSL enabled, this step will cause the

WebAdmin service and the KMS and KMIP servers to restart, resulting in a
temporary connection loss. To restore the connection, refresh the browser.

. After adding all members to the cluster, you can then delete the cluster key file from the

desktop.

. After clustering the ESKM servers, follow the steps in Setting up ESKM Certificate to

create and install the server certificates on each ESKM server that has joined the cluster.
Depending on the KMS and KMIP configuration, two server certificates may need to be
created for each ESKM server in the cluster. Be sure to use the same server certificate
name as specified under KMS Server Settings and KMIP Server Settings.

. After creating the KMIP server certificate you must manually restart the KMIP server. Go to

the Services List section of the Services Configuration page (Device -> Maintenance ->
Services -> KMIP Server).

. Go to the Services List section (Device > Services) and start the KMIP server.

4.1.6 Setup KMIP Server

Skip this section if your ESKM system will not be communicating with KMIP-enabled clients.

The KMIP server provides the interface to clients that use the KMIP protocol. Transport Layer
Security (TLS) is required, therefore you must specify the name of the server certificate.

To configure the KMIP server, perform the following steps:

1.

2.

Select the Device tab.

In the Device Configuration menu, click KMIP Server to display the KMIP Server
Configuration window.

. In the KMIP Server Settings section of the window, click Edit.

. Configure the KMIP Server Settings. The IP address can be an IPv4 address, or IPv6

address. If support for IPv6 has been enabled, see First run. If necessary, change the Port
and Connection Timeout values. Utimaco recommends the default values of 5696 for the
Port and 3600 for the Connection Timeout. For Server Certificate, select the name of the
certificate you created in Setting up ESKM certificate. For example, ESKM KMIP Server.

Document No.: IG-2026-0025 Document Version: 2.0.0 Page 28 of 60



* ®
Installation and Configuration UtlmaCO

If your ESKM server is operating in FIPS compliant mode, you must specify a KMIP
server certificate that complies with the FIPS requirements.

If your ESKM servers are in a cluster and you are selecting a new KMIP server
certificate from the “Server Certificate:” field, you must make sure that all of the
ESKM servers in the cluster already have a KMIP server certificate installed with this
same name.

If your ESKM server will support the KMIP Certify or Re-certify operations you must
specify the name of a Local CA that will be used to create the certificate. In addition,
you must set the KMIP user group permissions for these operations to enabled. For
more information on setting KMIP user group permissions, see the KMIP Permission
model description, which is located in section 3 of the Enterprise Secure Key Manager
User Guide.

KMIP Server Settings Help @

IP: | [Al v |

Port: 5696

Server Certificate: | kmip_server v |

Local CA Certificate for Certify/Re-certify: |[Disabled] ¥ |

Connection Timeout (sec):

Default number of items returned in Locate:

Maximum number of items returned in Locate: (1000

Figure 7 : KMIP Server Settings

5. Click Save.
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0 Changing the KMIP server setting causes the KMIP server to restart.

6. Confirm that the KMIP server is started.
a. Go to the Services List section of the Services Configuration page (Device ->
Maintenance -> Services -> KMIP Server).

b. The status of the KMIP server should be Started. If the status is Stopped, select the
KMIP Server, and then click Start.

0 During the execution of the Setup utility a default KMIP Server Certificate is
automatically created. This certificate should only be used for testing purposes, as it
is a self-signed certificate. If your ESKM system will be communicating with KMIP-
enabled clients, Utimaco highly recommends that you create a new KMIP server
certificate. The name you assign to these server certificates should clearly indicate
their purpose. For example:

ESKM KMS Server and ESKM KMIP Server.

0 KMIP requires mutual authentication. After configuring the KMIP server, enable
KMIP client certificate authentication. The KMIP client certificate authentication
status is disabled by default.

To enable KMIP client certificate, perform the following steps.

1. In the KMIP Server Authentication Settings section of the window, click Edit.

KMIP Server Authentication Settings Help @

Client Certificate Authentication: disable
Trusted CA List Profile: [Mone]

Figure 8 : KMIP Server Authentication Settings

2. Click enable, select the appropriate Trusted CA list and click Save.
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KMIP Server Authentication Settings Help @

' disable
‘® enable

Client Certificate Authentication:

Trusted CA List Profile: | Default v |

Figure 9 : KMIP Server Authentication Settings - enable

4.1.7 Setup KMS Server

The KMS server provides the interface to clients that use the KMS protocol. Secure Sockets
Layer (SSL) is required, therefore you must specify the name of the server certificate.

To configure the KMS server, perform the following steps:

1. Select the Device tab.

2. In the Device Configuration menu, click KMS Server to display the KMS Server
Configuration window.

3. In the KMS Server Settings section of the window, click Edit.

4. Configure the KMIP Server Settings. The IP address can be an IPv4 address, or IPv6
address. If support for IPv6 has been enabled, see First run. If necessary, change the Port
and Connection Timeout values. Utimaco recommends the default values of 9000 for the
Port and 3600 for the Connection Timeout. For Server Certificate, select the name of the
certificate you created in Setting up ESKM certificate. For example, ESKM KMS Server.
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KMS Server Settings Help @
IP:  [AI] v
Port: 9000
UseSSL:
Server Certificate:  kms_server v
Connection Timeout (sec): 3600

Allow Key and Policy Configuration Operations:

Allow Key Export:
| Save | Cancel

Figure 10 : KMS Server Settings

5. Click Save.
6. Confirm that the KMS server is started.

a. Go to the Services List section of the Services Configuration page (Device ->
Maintenance -> Services -> KMS Server).

b. The status of the KMS server should be Started. If the status is Stopped, select the
KMS Server, and then click Start.

To enable KMIP client certificate, perform the following steps.

1. In the KMS Server Authentication Settings section of the window, click Edit.

KMS Server Authentication Settings Help @
User Directory: Local
Password Authentication: Required
Client Certificate Authentication: Not used
Trusted CA List Profile: [None]
Username Field in Client Certificate: [None)
Require Client Certificate to Contain Source IP: [
Figure 11 : KMS Server Authentication Settings
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2. Click appropriate option under User Directory, Password Authentication, and Client
Certificate Authentication. Select the appropriate Trusted CA list, and Username in Client
Certificate and click Save.

KMS Server Authentication Settings .
User Directory: ® Local
LDAP
Password Authentication: Optional

* Required (most secure)

* Not used
Used for SSL session only
Used for SSL session and
username (most secure)

Trusted CA List Profile: | [None] ¥
Username Field in Client Certificate: | [None] v

Client Certificate Authentication:

Require Client Certificate to Contain Source IP:

 Save | Cancel |

Figure 12 : KMS Server Authentication Settings
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5 Integration Steps

This section provides the step-by-step procedure of integrating ESKM with VMware.

5.1 Configuration on VMWare vCenter

The steps below illustrate the configurations using a VMware vSphere Web Client.

/ This section is not a substitute for VMware documentation. Should this section offer
different instructions than VMware's documentation, follow the instructions issued
by VMware.

1. Open a web browser and enter the vSphere Web Client URL.

2. Go to Configure > Key Providers.

0 The screenshots used in the following sections, are captured from vSphere version

Summary Monitor  Configure Permissions Datacenters Hosts & Clusters ~ VMs Datastores Networks Linked vCenter Server Systems Extensions
Settings v Key Providers
General
ADD v RESTORE
Licensing
Message of the Day Key Provider 0 Type Status Certificates

Advanced Settings
Authentication Proxy
vCenter HA

Security v

Trust Authority No items found

Key Providers

Alarm Definitions
Scheduled Tasks
Storage Providers

VSAN v

Figure 13 : Configure

3. Click on ADD.

4. Enter the following details to add a new Key Management Server (KMS).
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Filed .

Name Details

Name Enter a name for the key provider configuration in vCenter. This is an internal
identifier used to reference the KMS instance.

KMS Enter a name or alias for the Key Management Server. This value is used to

identify the KMS within the key provider configuration.

address  Enter the IP address of the configured ESKM.

port KMIP port number 5696.

Proxy Do not enter anything.
server

Proxy
port

User
name

Passwor
d

Table 4: New ESKM
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Add Standard Key Provider

Fields marked with * are required

ESKM-PROVIDER

KMS * Address *
ESKM-01 10.10.200.20

ADD KMS

[j Use a single KMS wrapping key (Default) @

Wrapping key configuration (Optional)

> Proxy configuration (optional)

> Password protection (optional)

CANCEL ADD KEY PROVIDER

Figure 14 : Add KMS

5. Review the input information and click ADD.

vCenter Server provides an optional configuration to use a single KMS wrapping
key. When this option is enabled, vCenter retrieves a single key from the KMS and

uses it to wrap internally generated data encryption keys. This approach reduces the
number of KMIP operations and minimizes key management overhead on the KMS.
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While this mode can improve performance and scalability in environments with a
large number of encrypted workloads, it also reduces the visibility of individual key
lifecycle operations at the KMIP level. In contrast, when this option is not enabled,
vCenter requests a unique key from the KMS for each encryption operation, allowing
full traceability and management of keys within the KMS.

5.1.1 Establish trust between vCenter and ESKM

1. Click TRUST in the “Make vCenter Trust KMS" window and click on “MAKE KMS TRUST
VCENTER".

Make vCenter Trust KMS

Serial number 0x05

Subject eskm-kmip

Issuer KMIP-Local-CA

Valid from 16/03/2026, 16:33:24

Valid to 13/03/2036, 16:33:24

Fingerprint F3:2C:23:C8:F8:C3:32:21:B6:DA:4C:66:C6:96:CF:BF.C6:26:77:AC

Certificate Expand to view details

CANCEL TRUST

Figure 15 : Make vCenter Trust KMS Dialog window

Provider ESKM-KMIP-PROVIDER - Key Management Servers
ESTABLISH TRUST v
KMS 1 Address Port Connection Status vCenter Certificate KMS Certificate

v | ESKM-01 10.10.200.20 Client trusts server = Valid until: 3/13/2036,
4:33:24 PM

O —)

Add KMS Servers Make vCenter Trust KMS Make KMS Trust vCenter Connected

Manage Columns

Figure 16 : Steps to stablish trust between vCenter and ESKM
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2. Navigate to Choose a method, Select “New Certificate Signing Request (CSR)" and click
NEXT.

Make KMS trust Choose a method X

vCenter
Choose a method to make the KMS trust the vCenter based on the KMS

vendor's requirements. Once the trust is established, all replicas in the same
1 Choose a method KMS cluster will also trust the vCenter.

© vCenter Root CA Certificate

Download the vCenter root certificate and upload it to the KMS. All
certificates signed by this root certificate will be trusted by the KMS.

() vCenter Certificate

Download the vCenter certificate and upload it to the KMS.

(O KMS certificate and private key
Upload the KMS certificate and private key to vCenter.

() New Certificate Signing Request (CSR)

Submit the vCenter-generated CSR to the KMS then upload the new KMS-
signed certificate to vCenter.

CANCEL NEXT

Figure 17 : Method selection for trust stablishment

3. In “Submit CSR to KMS", click on COPY to copy the certificate request. Alternatively, click
on DOWNLOAD to download the certificate request.
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Make KMS trust Submit CSR to KMS X
vCenter

Copy or download the CSR below, make it available to KMS, and have the KMS
sign the certificate.
1 Choose a method

----- BEGIN CERTIFICATE REQUEST-----

2 Submit CSR to KMS MIIFADCCAugCAQAWbzZEdMBsSGATUEAwWWUa21pcENsbnQyNjAzZMTcxNDMzMjYxCzAJ
BgNVBAYTAIVTMRMWEQYDVQQIDApDYWxpZm9ybmIhMQ8wDQYDVQQKDAZWTXdh
cmUx
GzAZBgNVBASMEIZNd2FyZSBFbmdpbmVIicmiuZzCCAilwDQY JKoZIhveNAQEBBQAD
ggIPADCCAgoCggIBAKd91uzMInj9DMrB+aEHWH+/rwLIIN7 WozYw3t+N14gfChpd
x2gZY1InkexoVOVjdb/uZOf/MIL7 26 UISXPECemnt2b6PHIL9squVONt+7fXIXmgi
ix11p5COMEudgCzZWvI/Ahqd3LUnJfVUxi09p7M3uBuijKLBGqMdPyKo/vXIPXTq
25d2q90LyFFzMIkSOOWInwAjc6tzLsUGD73Ix6+rfgCOM2H/ljgCiXiQWotZvPcu
DSitBisHXEYdiswl9SU7XZHOhPEEmMIFjvO00/9pMF8wocNOotAFROryLRNGxMIla6
36Bafd415vmgOEOZd0Z60xze ANBMgeJNucpWvwgXzh/EPESTgYP4ndB+udwiwtKZ
2Pvpik6tisfOvEedxxo+RPeXqgesKC55xQoPjFOyD3RIbpCiGxVRPs77ZsD8ifo+j7
SoANGBESqVKhFEOXVTBHotZ/0ScnJy+IU4f3WIlyXuBFTe6ZLa+aQu8SsN7GCzU
/mQOydigNopXjULGJtDtkKgC9Q93ZYts2zTFKjskFayRzRgew6e6s2kLLNBKx5C8
SbCkQDBRhx4cPd6rFhlj/01uKnKag/Tf3um1g4HjSvi++ulX5Yo74Mad4a3mOvM4S
| A7zGATIEANNKAE+]l eaTMP7I NIKLINYnAIAr Y iRtdAv7TnzyD 1I7NDvHNOhEvHaimaCRAAMR

GENERATE NEW CSR ‘ COPY ’ DOWNLOAD

@ The trust won't be established after you finish this wizard. Go to the KMS to
upload the CSR, have the KMS sign the certificate, and upload it to the
vCenter to establish the trust.

CANCEL BACK DONE

Figure 18 : Submit CSR to KMS dialog window

4. Click on DONE.

5. Go to ESKM and click on Security > Certificates & CAs > Local CAs.

6. Select the CA, and then click Sign Request.
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Local Certificate Authority List Help @
CA Name CA Information CA Status
Common: KMIP-Local-CA
@ KMIP-Local-CA Issuer. Utimaco Inc. CA Certificate Active

Expires: Mar 14 15:32:48 2036 GMT

Figure 19 : Local Certificate Authority List window

7. Set “Certificate Purpose” to Client.

8. Paste the certificate request generated by the client application into the certificate request
field.

9. Click Sign Request.

Sign Certificate Request

Sign with Certificate Authority: | KMIP-Local-CA (maximum 3649 days) v |

() Server
Certificate Purpose: (@) Client
(") Server and Client

Certificate Duration (days): | 3649

Certificate Request:

sOxkSiZLwiggEC8RQ710z21NOGBWUB4NngfGWXSX6TgZpLmmTdx7A6gcBtpwlAgMB
AAGgTDBKBgkqhkiG9w0OBCQ4xPTA7MBoGALUdEQQTMBGBD3ZtY2FAdm13YXJ1LmNv
bTAdBgNVHQ4EFgQUmpkwtwKqtwOgRO8LFldXdHRb6hcwDQYJIKoZIhvcNAQELBQAD
ggIBAAieYqNNSTXVsN2oxkbXnOyw95A35UZUZIgKowWrcIIDdkSgATuVfALIXd+ihg
ZF16FWw54z3GpVdrwcVIkTryfQ7d450YL7AXrG8DKBqTW1cGO11HK6nceAmhpNBD
kmQ8mOcjFLEWsbKU4F+14z30+d5BhWDRPG1j5420VXrUIRsAfiPaxMcDf67L609a
1UGB5YhpBGD41zJyiavc4RInPXCmBDIS60tcBy43ZT3UnG2Sd1SPTNOgXEMHLWT T
YeX0G7HVOT3hrk5HO4/TpBarphQf/aD1f11dYCD2+ulcnCHV3API1Uiqafb/GXsS
HZHkdIrRco5mHcmDANVcqlaNsODawSI+AFKhR2nf00I+5Rs21Z55019bwepm6OPw
156p75NsTdDIN9ySfI7RzCxaGbVjPkWvrfv7PofhgE7AhocjcpjI1STuIE/EKTYS.
MbRyLyfBH3D4LwAqqqfXhUnVqdxYc1BeBhiCX9r8LWdpx3LrLe0+/9tI6GFAXILF
SfCfmydJ22rabrGErNMHyVFvmt8YajeuzUZOQ9HYpIv48ns2GmY17i8]bCBA281e
ShPKOD/K fxHoyL9Rup984XhBAH+HADRKS 1Immf j OKU7B55V]j VNdm5QaghtBFiaM/
SFPgd4kJ25zK1DgJDQOArjQe0LieHS3Hib8KGXWO51ETAIH1

----- ENR CERTIEICATE REQUEST----- 4

Figure 20 : Sign Certificate Request window
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CA Certificate Information

Key Size: 4096
Start Date: Mar 16 15:40:32 2026 GMT
Expiration: Mar 13 15:40:32 2036 GMT

C: uUs
ST. CA
L: Campbell
Issuer: 0: Utimaco Inc.
OU: Utimaco
CN: KMIP-Local-CA
emailAddress: test@utimaco.com

C: Us
ST. California
Subject: 0: VMware
OU: VMware Engineering
CN: kmipCInt260317153915

MIIENDCCASugAwIBAQIBBjAKBgggqhkjOPQQDAjCBjzELMAKGATUEBhMCVVMXCzAJ
BgNVBAQTAKNBMREWDWYDVQQHEWhDYW1wYmVsbDEVMBMGALUEChMMVXRpbWFjbyBJ
bmMuMRAWDgYDVQQLEwdVdG1tYWNVMRYwWFAYDVQQDEW1LTULIQLUXVY2FSLUNBMR8w
HQYJKoZIhvcNAQkBFhBOZXNOQHVOaW1hY28uY29tMB4XDTI2MDMXNJEINDAZM1oX
DTM2MDMxMzE1NDAzMlowbzELMAKGA1UEBhMCVVMXEzZARBgNVBAgMCKNhbG1mb3Ju
aWExDzANBgNVBAOMB1ZNd2FyZTEbMBKGALUECWWSVK13YXJ1IEVUZ21uZWVyaWsn
MROWGWYDVQQDDBRrbW1lwQ2xudDI2MDMxNzE1MzkxNTCCALiIwDQY JKoZIhvcNAQEB
BQADggIPADCCAgoCggIBAIqdHvVZXZqMJINd5+4tWOXFIC2vHE4K]jggqQoRgmim2r3
+HCwmnWuT2nnc4CkpV2oFrLRoTUNVX7tC1gKubjNwOu412Le21ZQDp6hCunOajvz

Figure 21 : CA Certificate Information window

10. Please note down the Common Name (CN) from the certificate information page and
download the certificate.

11. Open the Management Console of the ESKM and navigate to Security > Local Users &
Groups > Local Users.

12. At the bottom of the list, click Add.
13. The Create Local User window appears.

14. Create a KMIP local user in ESKM and provide the signed certificate content.
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0 The “Username” must match with the noted “Common Name (CN)".

Create Local User Help @

Username: |kmipClnt260317153915 |

Password: sessssssses |
Confirm Password: |.......... I
License Type: | Custom v

User Administration Permission:

Change Password Permission:

Enable KMIP:

Map non-existent Object Group to x-Object Group: | |

KMIP User Group: | default user group v |

KMIP Object Group: | default object group v |

KMIP Client Certificate:

----- BEGIN CERTIFICATE-----

MITENDCCA9ugAwIBAQIBBjAKBggqhkjOPQQDA;]CBj ZELMAKGA1UEBhMCVVMXCZAD
BgNVBAQTAKNBMREWDWYDVQQHEWhDYW1wYmVsbDEVMBMGA1UEChMMVXRpbWF j byBJ
bmMuMRAWDGYDVQQL EwdVdG 1 tYWNVMRYWFAYDVQQDEW1LTULQLUXVY2FSLUNBMRSwW

Figure 22 : Create Local User dialog window
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Selected Local User

Username: kmipCInt260317153915
Password: xkkiix
License Type: Custom
User Administration Permission:
Change Password Permission:
Enable KMIP:
Default KMIP Object Group: default object group
C: UsS
ST: California
Subject: L:
O: VMware

Client Certificate:

emailAddress:

Common Name: kmipCInt260317153915

NotValid 16 15:40:32 2026 GMT
Before:

Not Valid After. Mar 13 15:40:32 2036 GMT

Date Created:

2026-03-17 16:44:22

Date Last Modified:

2026-03-17 16:44:22

Last Access Time:

KMIP Client Certificate Contents:

----- BEGIN CERTIFICATE-----

MIIENDCCA9ugAwIBAQIBBjAKBggqhkjOPQQDAjCBjZELMAKGA1UEBhMCVVMXCZAJ

Figure 23 : Selected Local User

15. Go to vCenter and click on Establish Trust > “Upload Signed CSR Certificate”.
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Provider ESKM-KMIP-PROVIDER - Key Management Servers
ESTABLISH TRUST v

Address Port Connection Status vCenter Certificate KMS Certificate

KMS trust vCenter

Make KMS trust vCenter 10.10.200.20 /\ Client trusts server - © Valid until: 3/13/2036,
4:33:24 PM

I Upload Signed CSR Certificate ]

vCenter Trust KMS & —O—O

Make vCenter Trust KMS vCenter Trust KMS Make KMS Trust vCenter Connected

Upload KMS Certificate

‘ Manage Columns ‘ Titem

Figure 24 : Upload Signed Certificate Menu

16. Click UPLOAD A FILE and select the downloaded certificate from ESKM.
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Upload Signed CSR Certificate X

[ UPLOAD A FILE ]| Browse... | signed(8).crt

MIEENDCCASugAwIBAgGIBBJAKBggqhkjOPQQDA|CBjzELMAKGAITUEBhMCVVMxCzAJ
BgNVBAgTAKNBMREWDWYDVQQHEWhDYWIwYmVsbDEVMBMGATUEChMMVXRpbWF
jbyBJ
bmMuMRAwWDgYDVQQLEwdVAGIYWNVMRYWFAYDVQQDEWILTUIQLUxvY2FsLUNBMR
8w
HQYJKoZIhveNAQkBFhBOZXNOQHVOaWIhY28uY29tMB4XDTI2ZMDMxNJEINDAzMIoX
DTM2MDMxMzEINDAzMIowbzELMAKGATUEBhMCVVMXEzZARBgNVBAgMCKNhbGImb3J
u
 A6gcBtpwl
AgMBAAGfDBEMAKGAIUdEWQCMAAWHQYDVROOBBYEFJGQZMLcCqrcDoEdPCxZXV3R
o}
W+oXMB8GAIUdIwQYMBaAFDtIWP2vUfSpKKJCW/70cuFZGmK4MBEGCWCGSAGG+EIB
AQQEAwIHgDAaBgNVHREEEZARgQ92bWNhQHZtd2FyZS5jb20wCgYIKoZIzjOEAWID
RwAwRAIgbbma7ndUe9hGbyhO3dAavrvriwWaNQcablbAr6ATyz88QCIH+gceGGDYSX
Evg6MXZBFDKMbO9utDH1gCjaUSq4qqyH

CANCEL UPLOAD

Figure 25 : Upload Signed CSR Certificate
17. Click on UPLOAD to confirm trust.

18. Confirm that the ESKM server is accessible and connected.
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Provider ESKM-KMIP-PROVIDER - Key Management Servers
ESTABLISH TRUST v

KMS () Address Port Connection Status vCenter Certificate KMS Certificate

v | ESKM-01 10.10.200.20 © Connected ) Valid until: 3/13/2036, 4: ) Valid until: 3/13/2036,
4:33:24 PM

Q) Q)
N —\T

Add KMS Servers Make vCenter Trust KMS

Manage Columns Titer

Figure 26 : Cpmpleted trust stablishment process

19. Click on EDIT in the key Provider then ADD KMS to add another ESKM server to the
existing cluster and allow failover.

20. Enter the details to add a Key Management Server (ESKM).
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Edit Standard Key Provider

ESKM-KMIP-PROVIDER

Address
10.10.200.20

ESKM-02 10.10.200.20

ADD KMS

> Proxy configuration (optional)

> Password protection (optional)

CANCEL EDIT KEY PROVIDER

Figure 27 : Add Standard Key Provider for second ESKM

21. Review the input information and click ADD.

22. Click TRUST to make the vCenter trust KMS.
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ESKM-02
Serial number 0x05
> Subject eskm-kmip
> lssuer KMIP-Local-CA
Valid from 16/03/2026, 16:33:24
Valid to 13/03/2036, 16:33:24
Fingerprint F3:2C:23:C8:F8:C3:32:21:B6:DA:4C:66:C6:96:Cl
BF:C6:26:77:AC
> Certificate Expand to view details

CANCEL TRUST

Figure 28 : Make vCenter Trust KMS on second ESKM

23. Confirm both the ESKM servers are accessible.

Provider ESKM-KMIP-PROVIDER - Key Management Servers
ESTABLISH TRUST v

KMS () Address Port Connection Status vCenter Certificate

> ESKM-01 10.10.200.20 5696 © Connected © Valid until: 3/13/2036, 4:40:32 PM

ESKM-02 10.10.200.20 © Connected © Valid until: 3/13/2036, 4:40:32 PM

Make KMS Trust vCenter Connected

KMS Certificate
© Valid until: 3/13/2036, 4:33:24 PM
2 Valid until: 3/13/2036, 4:33:24 PM

Manage Columns

Figure 29 : Completed trust stablishment process on second ESKM

ESKM will be successfully integrated with VMware by following the procedure described above.

Please follow the VMware policy guidelines to encrypt the VMs/ VSAN.

Document No.: 1G-2026-0025 Document Version: 2.0.0

Page 48 of 60



Integration Steps UtimaCO®

5.2 Configuration on Utimaco ESKM

5.2.1 HSM Integration

The VESKM or ESKM L2 appliance can be integrated with the Utimaco CryptoServer LAN
Hardware Security Module (HSM) which is a special “trusted” network computer performing
a variety of cryptographic operations:

= key management, key exchange, encryption etc.

Is built on top of specialized hardware.

The hardware is well-tested and certified in Utimaco's special laboratories.

Has a security-focused OS.

Has limited access via a network interface that is strictly controlled by internal rules

Actively hides and protects cryptographic material.

To configure the HSM integration in ESKM, perform the following steps:

1. Log in to the ESKM Management Console.
2. Select the Device tab.
3. In Device Configuration, click HSM Integration.

4. The HSM Integration dashboard is displayed.

'SR - I -+ Add New HSM

HSM NAME STATUS IP ADDRESS

No HSMs Configured

Figure 30 : HSM Integration Dashboard

5. Click Add New HSM.

6. Enter the required information in the configuration form:
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Add New HSM

HSM Name
HSM_1

|IP Address
10.5.5.71

Users +8 Add User

User Name

ESKMUser1

+ Upload Key File

Key Password

HSM users have permission to access key group with the name a9074d56-1¢72-

ealf-5681-96a93ee803da .
Add HSM Cancel

Figure 31 : Add New HSM

= Enter a name to identify the HSM.

= Enter the IP address of the HSM.

= Enter the communication port.

= Enter the Crypto User name configured on the HSM.
= Enter the password associated with the Crypto User.

= Upload the corresponding key file.

7. Click Add HSM to register the HSM.
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HSM NAME STATUS IP ADDRESS PORT USERS

HSM_1 10.5.5.71 4001 1

Figure 32 : HSM Added (Not Enrolled)

8. Initially, the HSM will not be enrolled. Click on the 3 dots and then enroll to enroll the HSM
and make it available

HSM NAME STATUS IP ADDRESS PORT USERS
HSM_1 O 10.5.5.71 4001 1
\/ AVAILABLE 0

Last Checked - 03/23/26 - 12.32PM

Figure 33 : HSM Added and Available

The new HSM is now sucessfully added.

Please refer to the “CryptoServer” documentation to create the HSM users.

, It is recommended to enroll 2 HSMs for redundancy. An ESKM supports
L9 5 maximum number of 4 HSMs.
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6 Verification and Testing

6.1 Functional Testing

This section describes common procedures for testing the integration between the VMWare
vCenter and the Utimaco ESKM.

6.1.1 Encrypting a Virtual Machine

To validate the integration between VMware vCenter and Utimaco ESKM, perform the following
steps to encrypt a virtual machine:

1. Log in to the vCenter Server.
2. Navigate to Menu - VMs and Templates.
3. Select an existing virtual machine.
4. Right-click the virtual machine and select VM Policies — Edit VM Storage Policies
5. In the VM Storage Policy section:
e Select a policy that includes VM Encryption.

e Ensure the policy is associated with the configured key provider (ESKM).

e it can be configured for the whole VM or per disk

6. Click OK to apply the policy.
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Edit VM Storage Policies | auxiliar

Configure per disk ()

Name

Disk Size VM Storage Policy Datastore Datastore Type
> B VM home VM Encryption Policy truenas NFS 3
> & Hard disk 1 50 GB VM Encryption Policy truenas NFS 3

Figure 34 : Edit VM Storage Policies

7. Monitor the task progress in the Recent Tasks panel until completion.
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& auxiliar 22 & & | : Actons
Summary Monitor Configure Permissions Datastores Networks Snapshots
Guest OS . Virtual Machine Details
CP e AR
Power Status G Powered O
Guest OS A Ubuntu Linux (64-bit)

| i I | VMware Tools

DNS Name
IP Addresses

Updates

ACTIONS v

Encryption

[ LAUNCH ReMOTE consoLE |

3B

Figure 35 : Encrypted VM

The virtual machine should display as Encrypted in its summary.

= |n ESKM, navigate to Security - KMIP Objects
= Verify that a new Symmetric Key (AES-256) has been created.

KMIP Objects

query.[ [AILKMIP Keys] v [:]
NS T .ot

a UUID Object Name Owner Object Type State Creation Date
(@ 575b37¢5-5a54-4500-8¢62-b: - kmipCInt260324104441 SymmetricKey Active 2026-03-24 10:47:57
7536d055-76c7-4ab7-a741-d78ac31a5715 - kmipCInt260324104441 SymmetricKey Active 2026-03-24 10:47:24

Figure 36 : KMIP Objects created

= Navigate to Device —» Log Viewer - KMIP to verify the logs
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KMIP
KMIP
KMIP
KMIP
KMIP
KMIP
KMIP
KMIP
KMIP
KMIP
KMIP
KMIP
KMIP
KMIP
KMIP
KMIP
KMIP
KMIP
KMIP
KMIP

Server
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server
Server

Authentication Success] User: [km1pClnt260324104441] From IP: 10.10.20

0.10
ClientOperation] User:[kmipClnt260324104441] UUID:[] Operation:[DISCOVER_VERSIONS] Result:[SUCCESS]
10

Authentication Success] User:[kmipClnt260324104441] From IP: 10.160.200.

ClientOperation] User:[kmipClnt260324104441] UUID:[575b37c5-5a54-4500-8c62-b204c6954933] Operation:[GET_ATTRIBUTES] Object Type:[SYMMETRIC_KEY] Result:[SUCCESS]

Authentication Success] User:[kmipClnt260324104441] From IP: 10.10.200.10

ClientOperation] User:[kmipClnt260324104441] UUID:[575b37c5-5a54-4500-8c62-

Authentication Success] User:[kmipClnt260324104441] From IP: 10.10.200.10

ClientOperation] User:[kmipClnt260324104441] UUID:[575b37c5-5a54-4500-8c62-

Authentication Success] User:[kmipClnt260324104441] From IP: 10.10.200.10

ClientOperation] User:[kmipClnt260324104441] UUID:[575b37c5-5a54-4500-8c62-
ClientOperation] User:[kmipClnt260324104441] UUID:[575b37c5-5a54-4500-8c62-
ClientOperation] User:[kmipClnt260324104441] UUID:[575b37c5-5a54-4500-8c62-

Authentication Success] User:[kmipClnt260324104441] From IP: 10.10.200.10

b204c6954933]
b204c6954933]
b204c6954933]

b204c6954933]
b204c6954933]

Operation: [GET_ATTRIBUTES] Object Type:[SYMMETRIC_KEY] Result:[SUCCESS]
Operation:[GET_ATTRIBUTES] Object Type:[SYMMETRIC_KEY] Result:[SUCCESS]
Operation: [ADD_ATTRIBUTE] Object Type:[SYMMETRIC_KEY] Result:[SUCCESS]

Operation: [ADD_ATTRIBUTE] Object Type:[SYMMETRIC_KEY] Result:[SUCCESS]
Operation: [ADD_ATTRIBUTE] Object Type:[SYMMETRIC_KEY] Result:[SUCCESS]

ClientOperation] User:[kmipClnt260324104441] UUID:[] Operation:[DISCOVER_VERSIONS] Result:[SUCCESS]

Authentication Success] User:[kmipClnt260324104441] From IP: 10.10.200.10

ClientOperation] User:[kmipClnt260324104441] UUID:[] Operation:[DISCOVER VERSIONS] Result:[SUCCESS]

Authentication Success] User:[kmipClnt260324104441] From IP: 10.10.200.10

ClientOperation] User:[kmipClnt260324104441] UUID:[] Operation:[DISCOVER_VERSIONS] Result:[SUCCESS]

Authentication Success] User:[kmipClnt260324104441] From IP: 10.10.200.10

ClientOperation] User:[kmipClnt260324104441] UUID:[] Operation:[DISCOVER_VERSIONS] Result:[SUCCESS]

Figure 37 : Successful Key Retrieval

6.1.2 Key Rotation (Re-encryption)

If during the vCenter configuration, the Key Provider is configured to use a single

/5 N KMS wrapping key option, the re-encryption operation may not result in the creation

of a new KMIP object in ESKM. In this mode, vCenter uses a single key obtained
from the KMS to wrap internally generated encryption keys, reducing the number of

KMIP key creation operations.

As a result, key rotation at the KMIP level may not be visible, and the same KMS key
may continue to be used for multiple encryption operations.

To validate key rotation, perform a re-encryption of the virtual machine:

Document No.:

1. In vCenter, select the encrypted virtual machine.

2. Right-click the virtual machine and select VM Policies — Re-encrypt

3. Confirm the operation when prompted.

1G-2026-0025
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v [@ vcenter9.utimaco.local Power
v ﬂ'] Datacenter Guest OS y HH Virtual Machine Details
v [ 10.10.2008

- Snapshots
w auxiliar

Power Statu
e L % Open Remote Console ower Status
@ Cloud Director =

Guest OS

| i I I VMware Tools

DNS Name (1)

&Y Encryption Man .
2 - @ Migrate...
vcenter
Clone

B &

VMware Cloud |

Fault Tolerance

IP Addresses (2
VM Policies n
Edit VM Storage Policies...
Template &5 Check VM Storage Policy Compliance

Compatibility

Re-encrypt

Export System Logs...

L [T TR

Figure 38 : VM Re-encryption
4. Monitor the task progress until completion.
5. In ESKM:
e Anew KMIP object is created.
e The new object has a different Unique Identifier (UUID) than the previous key.

KMIP Objects

Query| [AILKMIP Keys] v |
Items per page: [ 10 v\|:|

a UUID Object Name Owner Object Type State Creation Date FIPS Security Level
@ 3385cad4-1580-4758-6715-7ac24f 6 - kmipCInt260324104441 SymmetricKey Active 2026-03-24 11:03:46 1
() 575b37c5-5a54-4500-8¢c62-b: - kmipCInt260324104441 SymmetricKey Active 2026-03-24 10:47:57 1
() 7536d055-76c7-4ab7-a741-d78ac31a5715 - kmipCInt260324104441 SymmetricKey Active 2026-03-2410:47:24 1

1-30f3

Figure 39 : New Key Created

6.1.3 Key Lifecycle Behaviour

To validate key lifecycle behavior, remove encryption from the virtual machine:

1. In vCenter, select the encrypted virtual machine.
2. Right-click the virtual machine and select VM Policies - Edit VM Storage Policies
3. In the VM Storage Policy section:

e Select a non-encrypted (default) policy.
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4. Click OK to apply the changes.

5. Monitor the task progress until completion.

= The virtual machine is no longer marked as encrypted.
= [n ESKM:

e The previously created KMIP keys remain present.

e The keys remain in Active state.
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T Troubleshooting

Problem Possible solution

= Ensure that the browser version you're using supports
TLS
1.1 and above.

Unable to connect to the
Management Console

= Ensure that the URL you are using to connect to the
ESKM
appliance begins with “HTTPS" (not simply "HTTP") and
that the port number is correct. The default web
administration port is 9443.

. = Ensure that cookies are enabled on the browser.
Unable to log into the

Management Console = Ensure that the user account was granted the “Web
Admin
Access" privilege.

= Ensure that the “Web Administration” service is running.

= Ensure that the user account was granted the “SSH
Admin
Access" privilege.

Unable to log in via SSH

= Ensure that the “SSH Administration” service is running.

= Ensure that the Country Name is the two letter country
code. For example, the country code for the United States
is the two letters “US",

Unable to create certificate

; Update the ESKM to the latest [
ESKM is unable to trust " Updatetne O the latest version

Vcenter = Use an alternative trust establishment method, such as
importing the vCenter Root CA certificate into ESKM and
configuring it as a trusted Certificate Authority.
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Problem Possible solution

= Ensure that the KMIP service on ESKM is running and

Encrypted virtual machine reachable from vCenter.

cannot be powered on due
to key access failure. = Ensure network connectivity between vCenter/ESXi hosts
and the ESKM (correct IP, port 5696, no firewall blocking).

= Confirm that the Key Provider is correctly configured and
in a Connected/Trusted state in vCenter.

Lost the “admin” account Contact Utimaco Technical Support .
password and no other
users exist.

Table 5. Troubleshooting
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8 Contact and Support Information

8.1 Utimaco Technical Support

For technical questions, contact Utimaco Technical Support:

= E-mail: support-atalla@utimaco.com
= Telephone: 800-500-7858 (U.S.A.) +1-916-414-0216 (International)

= Website: https://support.utimaco.com/

Before contacting Utimaco with your questions, collect the following information:

= Product model names and numbers

Technical support registration number or NonStop system number (if applicable)

Service Agreement ID number (SAID)

Product serial numbers

= Error messages

Software version number

8.2 24-hour support

24-hour emergency support is available to those customers who have valid service contracts.
Use this service for product and system emergencies that occur after normal working hours or
on weekends and U.S. holidays. Questions about product installation and setup are supported
during normal working hours.

For 24-hour emergency support call: 800-500-7858 (U.S.A.) +1-916-414-0216 (International).
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