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Introduction UtimaCO®

1 Introduction

This guide is part of the information and support provided by Utimaco. Additional documentation
produced to support your Utimaco SecurityServer product can be found in the document
directory of the Utimaco SecurityServer product bundle.

All Utimaco SecurityServer product documentation is available from Utimaco's website at
https://utimaco.com/.

1.1 About This Guide

This guide describes how to integrate an Utimaco SecurityServer Hardware Security Module
(HSM) with Oracle WebLogic Server. Utimaco HSM securely stores the private key for SSL and
offloads the cryptographic operations to the HSM.

1.1.1 Target Audience for This Guide

This guide is intended for Oracle WebLogic Server and Utimaco HSM administrators.

1.1.2 Document Conventions

The following conventions are used in this guide:

Convention Use Example
Bold Items of the Graphical User Select Details and click on
Interface (GUI), e.g., menu Properties button
options
Monospaced Code that is given for certreg.exe -new
explanation or as an example, request.inf
file paths IISCertRequest.csr
Italic References and important terms ~ Operating system listed in

Tested Versions

Table 1: Document conventions
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We use special icons to highlight the most important notes and information.

Here you will find important safety information that should be followed.

ﬂ Here you will find additional notes or supplementary information.

<\;¢‘;;?"/; This message marks the result expected after the successful execution of an
instruction.

1.1.3 Abbreviations

The following abbreviations are used in this guide:

Abbreviation Meaning
CA Certificate Authority
CD Compact Disc
CSADM CryptoServer Command-line Administration Tool
CSR Certificate Signing Request
EC Elliptic Curve
GUI Graphical User Interface
HSM Hardware Security Module
Document No.: 1G-2026-0047 Document Version: 1.0.0
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Abbreviation

IP

JDK

JSPs

LAN

MBK

PT1CAT

PCle

PIN

RSA

SSL

URL

VM

Document No.: IG-2026-0047

Meaning

Internet Protocol

Java Development Kit

JavaServer Pages

Local Area Network

Master Backup Key

PKCS#11 CryptoServer Administration Tool

PCI Express Interface

Personal Identification number

Rivest-Shamir-Adleman

Secure Socket Layer

Uniform Resource Locator

Virtual Machine

Table 2: List of abbreviations

Document Version: 1.0.0
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2 Overview

2.1 Oracle WebLogic Server

Oracle WebLogic Server is a unified and extensible platform for developing, deploying and
running enterprise applications, such as Java, for on-premises and in the cloud. WebLogic Server
offers a robust, mature, and scalable implementation of Java Enterprise Edition (EE) and Jakarta
EE.

2.2 Utimaco SecurityServer HSM

SecurityServer is a hardware security module developed by Utimaco IS GmbH. SecurityServer is
a physically protected, specialized computer unit designed to perform sensitive cryptographic
tasks and to securely manage, as well as store, cryptographic keys and data. It can be used as a
universal, independent security component for heterogeneous computer systems.
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3 Integration Requirements and Prerequisites

Ensure the system environment you will be using meets the following hardware and software
requirements.

3.1 Tested Versions

The integrations that have been successfully tested with the Utimaco HSM with Oracle WebLogic
Server.

_ Oracle Utima_co
gpset’:;"g WebLogic JAVA gz‘r"‘,‘;ty Utimaco HSM
y Server Version Version
Rhel 8 1411 Java 11 SecurityServer = CryptoServer
V4.50.0.2 CSe-Series/Se-
Java 8 :
Series

Table 3: List of tested versions

3.2 Software Requirements

Software Software Requirements

HSM Interfaces SecurityServer PKCS#11 configured

JDK 8 1.8.0_361

JDK 11 11.0.16

Host OS Redhat 8

HSM software Utimaco SecurityServer Software 4.50.0.2
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Software Software Requirements
p11tool2 p11tool2 from product package Utimaco SecurityServer 4.50.0.2

Oracle WebLogic Server  Oracle WebLogic Server version 14.1.1

Table 4: List of software requirements

3.3 Hardware Requirements

Hardware Hardware Requirements

Utimaco LANHSM  CryptoServer CSe-Series/Se-Series LAN with firmware SecurityServer

4.50.0.2 or higher

Utimaco PCl-e HSM = CryptoServer CSe-Series/Se-Series PCl-e with firmware SecurityServer

4.50.0.2 or higher

Table 5. List of hardware requirements

ﬂ Set up an account on the Utimaco support portal and request download access at
the following URL: https://support.hsm.utimaco.com/.

3.4 Prerequisites

Before you begin, please ensure that:

= The SecurityServer is set up and configured. Refer to the SecurityServer documentation to
set up the HSM.

= The SecurityServer Default Admin is replaced with a new admin user.

= The MBK has been created and stored onto each HSM. Refer to the SecurityServer
documentation to set up the MBK.

= The operating system used is listed in Tested Versions.
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= The SecurityServer used is listed in Tested Versions.
= You familiarize yourself with the Oracle WeblLogic Server documents and setup process.
= You have set up an admin user for installing software on Oracle WebLogic Server.

= Port 7002 is allowed through the Firewall.
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4 Installing and Configuring Utimaco SecurityServer Software

4.1 Download and Install Utimaco Software

If you have not already done so, please create and request an Utimaco Support Portal Account.
This will allow you to download the software components needed for this installation.

1. Copy the downloaded software at the appropriate location on the Oracle WeblLogic Server.

2. Create utimaco folder under /opt directory, and further create 2 directories /opt/
utimaco/bin and /opt/utimaco/1lib.

_ Console

v

# mkdir -p /opt/utimaco/bin # mkdir /opt/utimaco/lib

3. Copy pkes11 library file 1ibcs_pkes11_R3.so from Utimaco SecurityServer software to
the /opt/utimaco/lib directory.

»_ Console

# # cp ~/path_to_application_folder/lib/libcs_pkcs11_R3.so /opt/utimaco/lib

4. Copy the csadm, ADMIN.key and plltool2 files from Utimaco SecurityServer software
to /opt/utimaco/bin directory and make both the files executable.
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»_ Console

# cd ~/path_to_application_folder
# cp csadm ADMIN.key p11tool2 /opt/utimaco/bin

# chmod +x /opt/utimaco/bin/csadm /opt/utimaco/bin/p11tool2

4.2 SecurityServer PKCS#11 Configuration

1. Create the directory /etc/utimaco . Locate the Utimaco PKCS#11 configuration file in
your SecurityServer directory: Linux/x86-64/Crypto_APIS/PKCS11_R3/sample . Copy
the Utimaco PKCS#11 configuration file cs_pkcs11_R3.cfg into /etc/utimaco
directory

»_ Console

# mkdir /etc/utimaco

# cd <install directory>/Software/Linux/x86-64/Crypto_APIs/PKCS11_R3/sample # cp
cs_pkcs11_R3.cfg /etc/utimaco

# cd /etc/utimaco

2. Editthe cs_pkes11_R3.cfg file and make the appropriate changes to the file.
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cs_pkecs11_R3.cfg

[Global]

# For unix:

Logpath = /tmp

# Loglevel (0 = NONE; 1 = ERROR; 2 = WARNING; 3 = INFO; 4 = TRACE)

Logging = 1 Keepalive = true

# Set the Device to connect with [CryptoServer]

# Device specifier

Device

= <HSM_IP>

For more information regarding the commands and command parameters please
check the SecurityServer documentation. The device may be a SecurityServer (PCle
or LAN) device. The device line will follow one of these patterns, based on the HSM
form-factor:

Device = 288@<HSM IP address> Hardware (LAN) HSM
OR
Device = /dev/cs2.0 Hardware (PCle) HSM

To make your testing easier, it would be good to enable the PKCS#11 log file.

That can be enabled by editing the Logging Loglevel. Set the LogPath and Logging
Loglevel to 1. For testing you may want to increase it to 4.

The added LogPath points to a writable directory, not to a file.

If you encounter problems, check the log file named cs_pkecs11_R3.1log inthe
LogPath defined directory. When you are done testing, you should change Logging
to1or?2.

This will limit the logging to only critical and important messages.

3. Create a non-root user and set its password.
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»_ Console

# useradd oracle # passwd oracle

4.3 Create SO User and Initialize a Slot

You must initialize a slot with a custom label using p11tool2.
First, using p11tool2 create the Security Officer (SO) and using the p11tool2 command initialize

the slot that you want to use, and the slot user, as shown below.

>_ Console

# ./p11tool2 slot=<slot_no> Label=<token_label> Login=ADMIN,ADMIN.key
InitToken=<ask>

# ./p11tool2 slot=<slot_no> LoginSO=<ask> InitPin=<ask>

[root@weblserver jdk-11.0.6]# /opt/utimaco/bin/pl1tool2 slot=0 Label=weblogic Login=ADMIN,/opt/utimaco/bin/ADMIN.key InitToken
=ask

Enter SO PIN:

Repeat SO PIN:

[root@weblserver jdk-11.0.6]# /opt/utimaco/bin/pl1ltool2 slot=0 LoginSO=ask InitPin=ask
Enter SO PIN:

Enter normal user PIN:

Repeat normal user PIN:

[root@weblserver jdk-11.0.67# Ji

Figure 1 : Slot Initialization output
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5 Oracle WebLogic Server Download and Installation

To install Oracle WebLogic server:

1. (Optional) It is recommended to update the system with latest security patch.

»_ Console

# dnf -y update

2. Install/Open Oracle JDK.

0 Refer to the Oracle WebLogic support matrix for the version of java compatible with
Weblogic 12c and 14c.

For java 8:

»_ Console

# tar -xvf jdk-8u361-linux-x64.tar.gz

# export PATH =/usr/lib/java/jdk1.8.0_361/

Forjava 11:

»_ Console

# tar -xvf jdk-11.0.6_linux-x64_bin.tar.gz

# export PATH=/home/oracle/jdk-11.0.6/bin:$PATH

3. Download the Generic Installer for Oracle WebLogic server from the Oracle official site
https://www.oracle.com/middleware/technologies/weblogic-server-installers-
downloads.html.

Document No.: IG-2026-0047 Document Version: 1.0.0 Page 16 of 59


https://www.oracle.com/middleware/technologies/weblogic-server-installers-downloads.html

* ®
Oracle WebLogic Server Download and Installation UtlmaCO

4. Pre-installation tasks:

»_ Console

# groupadd -g 1001 oinstall

# usermod -u 1001 -g oinstall oracle

5. Create a directory to install the Webl ogic software and set the necessary permissions.

»_ Console

# mkdir -p /u01/app/oracle/product/<WebLogic_Version> # chown -R
oracle:oinstall /u01/app

# chmod -R 775 /u01

6. Log in to Oracle user.

7. Edit .bash_profile of Oracle user in vim text editor and add following environment variables
in this file.

»_ Console

export JAVA_HOME=/usr/lib/java/jdk1.8.0_361/ export JRE_HOME=/usr/lib/java/
jdk1.8.0_361/jre export PATH=$PATH:/usr/lib/java/jdk1.8.0_361/ export
ORACLE_BASE=/u01/app/oracle

export MwW_HOME=$0RACLE_BASE/product/14.1.1 export WLS_HOME=$MW_HOME/wlserver
export WL_HOME=$WLS_HOME

export DOMAIN_BASE=$0RACLE_BASE/config/domain export DOMAIN_HOME=$DOMAIN_BASE/
admin/admindomain

Document No.: 1G-2026-0047 Document Version: 1.0.0 Page 17 of 59



* ®
Oracle WebLogic Server Download and Installation UtlmaCO

o Change the values according to your system configuration.

8. Source/Execute the .bash_profile script to set environment variables for the current Linux
shell.

»_ Console

$ . ~/.bash_profile

9. Execute the unzip command to extract the WebLogic Generic Installer.

»_ Console

[oracle@orcl-weblogic ~]$ unzip fmw_<version>_wls_lite_Disk1_1of1.zip

[oracle@rcl-weblogic ~]$ unzip fmw_14.1.1.0.0_wls_lite_Diskl_lofl.zip
Archive: fmw_14.1.1.0.0_wls_l1ite Diskl_1lofl.z1ip

inflating: fmw_14.1.1.0.0_wls_lite_generic.jar
[oracle@orcl-weblogic ~]$ l

Figure 2 : Unzipping the Installer

10. Execute the Generic Installer JAR file by using the following java command with Oracle
user.

»_Console

$ java -jar fmw_<version>_wls_lite_generic.jar

11. A window will appear asking for installation related information. Follow the prompt and
finish the installation.
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12. Open http://<oracle_weblogic_-server-ip>:7001 in any web browser and verify if the Oracle
Weblogic page is visible. Log in with the Administrative user which was created in the
installation and configuration steps.

<« C A Notsecure | 172.23.0.10:7001/console/login/LoginForm.jsp L2 AN e o o = ®

ORACLE WeblLogic Server Administration Console 14.1.1

Welcome

Log in to work with the WeblLogic Server domain

Username:
Password:

Figure 3 : Browser output over page 7001
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6 Java Configuration to use Utimaco HSM

6.1 Create a pkcs11 File

1. Create afile /u@1/app/oracle/config/domain/admindomain/pkcsll and add the
below contents to it.

»_ Console

name=CryptoServer library=/opt/utimaco/lib/libcs_pkcs11_R3.so slotListIndex=0
attributes=compatibility attributes(*,*,*) = { CKA_TOKEN = true

}

This file will be used by the SUnPKCS11 provider to perform cryptographic operations on the
Utimaco HSM.

2. Obtain the below jurisdiction (unlimited strength) policy files from Oracle for your country
and Java version:

a. US_export_policy.jar

b. local_policy.jar

0 The unlimited policy files are required only for JDK 8 updates earlier than 8u161. On
those and later versions, the stronger cryptographic algorithms are available by
default.

5. Copy these jurisdiction policy files into the directory <java-home>/1lib/security .

»_ Console

# cp US_export_policy.jar <java_home>/lib/security # cp local_policy.jar
<java_home>/1ib/security
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a

6.2 Update java.security File to use Utimaco HSM for JDK8

1. Gotothe <JDK_Installation_directory>/jre/lib/security directory.

»_ Console

# cd /usr/lib/java/jdk1.8.0_361/jre/lib/security/

2. Editthe java.security configuration file to add the SunPKCS11 provider, as highlighted

below.

»_Console

security.
security.
security.
security.
security.
security.
security.
security.
security.

security.

provider.
provider.
provider.
provider.
provider.
provider.
provider.
provider.
provider.

1=sun.
2=sun.
3=sun.
4=com.
5=com.
6=sun.
7=com.
8=org.
9=sun.

security.provider.Sun
security.rsa.SunRsaSign
security.ec.SunkC
sun.net.ssl.internal.ssl.Provider
sun.crypto.provider.SunJCE
security.jgss.SunProvider
sun.security.sasl.Provider
jcp.xml.dsig.internal.dom.XMLDSigRI
security.smartcardio.SunPCSC

provider.10=sun.security.pkcs11.SunPKCS11

/u01/app/oracle/config/domain/admindomain/pkcs11

o Specify the correct provider number for SunPKCS11 Provider and path for the
pkcs11 file.

6.3 Update java.security File to use Utimaco HSM for JDK11

1. Gotothe <JIDK_Installation_directory> conf/security directory.

Document No.: 1G-2026-0047

Document Version: 1.0.0 Page 21 of 59



* ®
Java Configuration to use Utimaco HSM UtlmaCO

=]

»_ Console

# cd /home/oracle/jdk-11.0.6/conf/security/

2. Editthe java.security configuration file to add the SunPKCS11 provider.

»_Console

security.provider.1=SUN security.provider.2=SunRsaSign security.provider.3=SunEC
security.provider.4=SunJSSE security.provider.5=SunJCE
security.provider.6=SunJGSS

security.provider.7=SunSASL security.provider.8=XMLDSig
security.provider.9=SunPCSC security.provider.10=JdkLDAP
security.provider.11=JdkSASL

security.provider.12=SunPKCS11

/u01/app/oracle/config/domain/admindomain/pkcs11

o Specify the correct provider number for the SunPKCS11 Provider and path for
pkcs11 file.
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T SSL Setup for Oracle WebLogic Server on Utimaco HSM

7.1 For OpenJDK8 with RSA Key

1. Log in as root user, and generate a keypair on Utimaco HSM.

»_ Console

# keytool -genkey -alias weblkey -keyalg RSA -keysize 2048 -keystore NONE -
storetype PKCS11 -storepass 12345678 -providername SunPKCS11-CryptoServer -v
Provide information when prompted.

Here:

= RSA is the key algorithm.

2048 is the key size.

NONE is the keystore for HSM.

PKCS11 is the storetype.

12345678 is the slot PIN.

SunPKCS11-CryptoServer is the provider name.

weblkey is the key name that will be generated on Utimaco HSM.

[root@weblogic-sunpkcs1l ~]# keytool -genkey -alias weblkey -keyalg RSA -keysize 2048 -keystore NO -storetype PKCS11 -storep
ass 12345678 -providername SunPKCS11-CryptoServer -v
What is your first and last name?
[Unknown]: rsa demo
What is the name of your organizational unit?
[Unknown]: security
What is the name of your organization?
[Unknown]: utimaco
What is the name of your City or Locality?
[Unknown]: pune
What is the name of your State or Province?
[Unknown]: MH
What is the two-letter country code for this unit?
[Unknown]: IN
Is CN=rsa demo, OU=security, O=utimaco, L=pune, ST=MH, C=IN correct?
[no]: yes

Generating 2,048 bit RSA key pair and self-signed certificate (SHA256withRSA) with a validity of 90 days
for: CN=rsa demo, OU=security, O=utimaco, L=pune, ST=MH, C=IN

[Storing keystore]

[root@weblogic-sunpkecsil ~J# [l

Figure 4 : Key generation using keytool command

Document No.: 1G-2026-0047 Document Version: 1.0.0 Page 23 of 59



@
SSL Setup for Oracle WebLogic Server on Utimaco HSM UtlmaCO

o Self-sign certificate doesn't work with Webl ogic server.

2. Verify that the keys have been generated using the keytool command.

»_ Console

# keytool -list -keystore NONE -storetype PKCS11 -providername SunPKCS11-
CryptoServer -storepass 12345678 -v

Here:

= NONE is the keystore for HSM.
= PKCS11 is the storetype.
= 12345678 is the slot PIN.

= SunPKCS11-CryptoServer is the provider's name.

[root@weblogic-sunpkcsil ~]# keytool -list -keystore NONE -storetype PKCS11 -providername SunPKCS11-CryptoServer -storepass 12345678 -v
Keystore type: PKCS11
Keystore provider: SunPKCS11-CryptoServer

Your keystore contains 1 entry

Alias name: weblkey

Entry type: PrivateKeyEntry

Certificate chain length: 1

Certificate

Owner: CN=rsa demo, OU=security, O=utimaco, L=pune, ST=MH, C=IN

Issuer: CN=rsa demo, OU=security, O=utimaco, L=pune, ST=MH, C=IN

Serial number: 562fa949

Valid from: Mon May 29 05:41:15 UTC 2023 until: Sun Aug 27 05:41:15 UTC 2023

Certificate fingerprints:
SHA1: EC
SHA25

Signature algorithm na HA256w1thRSA

Subject Public Key Algorithm: 2048-bit RSA key

Version: 3

Extensions:

#1: ObjectId: 2.5.29.14 Criticality=fa
SubjectKeyIdentifier [

KeyIdentifier [

0000: B7 A2 23 87 48 39 CA 7B E7 18 D9 2B 5E DO 2E B3
0010: 1A 91 96 2E

]

S e S e
R e e T

Figure 5: List keys output
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3. List the keys using pl1ltool2 .

»_ Console

# /opt/utimaco/bin/p11tool2 Slot=0 LoginUser=<slot_PIN> ListObjects

[root@weblogic-sunpkcs1l ~]# /opt/utimaco/bin/pl1ltool2 Slot=0 LoginUser=12345678 ListObjects

CKO_CERTIFICATE:

+ 1.1
CKA_CERTIFICATE_ TYPE
CKA_UNIQUE_ID
CKA_LABEL
CKA_ID
CKA_SUBJECT

CKC_X 509
AAB9C98C-790E-4878-A184-67C733335B30
weblkey

0x7765626C 6B6579 (weblkey)

0x3061310B 30090603 55040613 02494E31

|@al @ U IN1|
0B300906 03550408 13024D48 310D300B | 06 U  MH1 0 |
06035504 07130470 756E6531 10300E06 | U  punel 0 |
0355040A 13077574 696D6163 6F311130 | U  utimacol O]
0F060355 040B1308 73656375 72697479 | U  security]
3111300F 06035504 03130872 73612064 [1 @ U  rsa d|
656D6F | emo |

CKO_PUBLIC_KEY:

+ 2.1
CKA_KEY_TYPE
CKA_UNIQUE_ID
CKA_LABEL
CKA_ID

CKK_RSA
404ED210-9BD6-4D59-90EB- CFE7FDAB8665

CKO_PRIVATE_KEY:

+ 3.1
CKA_KEY_TYPE
CKA_UNIQUE_ID
CKA_SENSITIVE
CKA_EXTRACTABLE
CKA_LABEL
CKA_ID

CKK_RSA
EDA95275-F6F1-467D-85A1-DDED10F5FCAF
CK_FALSE

CK_TRUE

0x7765626C 6B6579 (weblkey)

Figure 6 : List keys output using p11tool2

4. Generate a CSR using the keytool command
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-

»_ Console

# keytool -certreq -alias weblkey -file rsa.csr -storetype PKCS11 -keystore NONE
-V
Provide the keystore password when prompted.

Here:

= NONE is the keystore for HSM.
= PKCS11 is the storetype.
= weblkey is the key name.

= rsa.csris the CSR file name that will be generated.

5. Get this CSR signed by CA.

6. Copy the signed certificate on the WebLogic server.

7. Copy the cacerts from <java_installation_path>/jdk1.8.0_361/jre/lib/
security/ to /u®l/app/oracle/config/domain/admindomain/ .

8. Import the signed certificate reply using the command below.

»_Console

# keytool -importcert -alias weblkey -file /home/rsa_demo.p7b -storetype PKCS11
-keystore NONE -providername SunPKCS11-CryptoServer -storepass 12345678
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[root@weblogic-sunpkcs1l ~]# keytool -im cert -a weblkey -file /home/rsa_demo.p7b -storetype PKCS11 -ke ore NONE - me SunPKCS11-Crypto
Server -st 12345678

Top-level certificate in reply:

Owner: CN=LabCA-Root, OU=IT, O=security, L=Campbell, ST=Austin, C=US
Issuer: CN=LabCA-Root, OU=IT, O=security, L=Campbell, ST=Austin, C=US
Serial number: 40f8f17a48d0bcc3
Valid from: Tue Nov 29 05:36:00 UTC 2022 until: Mon Nov 29 05:36:00 UTC 2032
Certificate fingerprints:
HAL: BE:FA:00:CB

:1F:4 1:B8:A1

SHA256: 58:E AS:10: A :
Signature algorithm name: SHA256withRSA
Subject Public Key Algorithm: 4096-bit RSA key
Version: 3

Extensions:

#1: ObjectId: 16.8460.1.113730.1.13 Criticality=fa
0000: 16 OE 49 6E 66 6F 73 65 63 20 4C 61 62 20 43 41 ..Infosec Lab CA

#2: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:[

CA:true

PathLen:2147483647

: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [

Key_CertSign

Crl_Sign

#4: ObjectId: 2.16.840.1.113730.1.1 Criticality=
NetscapeCertType [

SSL CA

S/MIME CA

Object Signing CA]

#5: ObjectId: 2.5.29.14 Criticality=f

Figure 7 : Import user certificate into keystore

SubjectKeyIdentifier [

KeyIdentifier [

0000: 85 42 28 42 84 18 55 2C 73 AA 74 DC 23 EE 74 7A .B(B..U,s.t.#.tz
0010: 00 FE 2E DC e

]
]

is not trusted. Install reply anyway? [no]:
Certificate reply was installed in keystore
[root@weblogic-sunpkcs1l ~]# I

Figure 8 : Import user certificate into keystore

9. Verify that the keytool command shows the signed certificate.

>_ Console

# keytool -list -keystore NONE -storetype PKCS11 -providername SunPKCS11-
CryptoServer -storepass 12345678 -v

Here:

= NONE is the keystore for HSM.
= PKCS11 is the storetype.

= 12345678 is the slot PIN.
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= SUunPKCS11-CryptoServer is the provider's name.

[root@weblogic-sunpkcs1l ~]# keytool -list store NONE -storetype Drov name SunPKCS11-CryptoServer -storepass 12345678 -v
Keystore type: PKCS11
Keystore provider: SunPKCS11-CryptoServer

Your keystore contains 1 entry

/ name: weblkey

Entry type: PrivateKeyEntry

Certificate chain length: 2

Certificate

Owner: CN=rsa demo, OU=security, O=utimaco, L=pune, ST=MH, C=IN

Issuer: CN=LabCA-Root, OU=IT, O=security, L=Campbell, ST=Austin, C=US

Serial number: 9ea4b6952218a2c

Valid from: Mon May 29 05:47:00 UTC 2023 until: Wed May 29 05:47:00 UTC 2024
Certificate fingerprints:

SHA256: 111 HIH 0:A9
Signature algorithm name: SHA256withRSA
Subject Public Key Algorithm: 2048-bit RSA key
Version: 3

Extensions:

#1: ObjectId: 2.5.29.37 Criticality=
ExtendedKeyUsages [
codeSigning

#2: ObjectId: 2.5.29.15 Criticality=
KeyUsage [

DigitalSignature
]

#3: ObjectId: 2.5.29.14 Criticality=
SubjectKeyIdentifier [

KeyIdentifier [

0000: B7 A2 23 87 48 39 CA 7B E7 18 D9 2B 5E DO 2E B3
0010: 1A 91 96 2E

]
]

Figure 9 : Keytool list output

Document No.: 1G-2026-0047 Document Version: 1.0.0 Page 28 of 59



@
SSL Setup for Oracle WebLogic Server on Utimaco HSM UtlmaCO

Certificate
Owner: CN=LabCA-Root, OU=IT, O=security, L=Campbell, ST=Austin, C=US
Issuer: CN=LabCA-Root, OU=IT, O=security, L=Campbell, ST=Austin, C=US
Serial number: 40f8f17a48dobcc3
Valid from: Tue Nov 29 05:36:00 UTC 2022 until: Mon Nov 29 05:36:00 UTC 2032
Certificate fingerprints:

SHA1: D9:BE:FA:00:CB:5

SHA256: = A3:1 tA9:3A:97
Signature algorithm name: SHA256withRSA
Subject Public Key Algorithm: 4096-bit RSA key
Version: 3

Extensions:

#1: ObjectId: 2.16.840.1.113730.1.13 Criticality=
0000: 16 OE 49 6E 66 6F 73 65 63 20 4C 61 62 20 43 41 ..Infosec Lab CA

#2: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:[

CA:true

PathLen:2147483647
]

#3: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [

Key_CertSign

Crl_Sign
]

#4: ObjectId: 2.16.8 .113730.1.1 Criticality=
NetscapeCertType [

SSL CA

S/MIME CA

Object Signing CA]

#5: ObjectId: 2.5.29.14 Criticality=f

SubjectKeyIdentifier [

KeyIdentifier [

0000: 85 42 28 42 84 18 55 2C 73 AA 74 DC 23 EE 74 7A .B(B..U,s.t.#.tz
0010: 00 FE 2E DC ceore

]
]

KKK KKK KKK KKKKKKKKKKKKKKK KKK IR KKK KK KKK
T e e T T T

Figure 10 : Keytool list output

7.2 For OpenJDK8 with EC Key

1. Generate an EC keypair on Utimaco HSM.

»_ Console

# keytool -genkey -keyalg EC -keystore NONE -storetype PKCS11 -storepass
12345678 -providername SunPKCS11-CryptoServer -alias webleckey

Provide information when prompted.

Here:
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EC is the key algorithm.

NONE is the keystore for HSM.

PKCS11 is the storetype.

12345678 is the slot PIN.

SunPKCS11-CryptoServer is the provider name.

webleckey is the key name that will be generated on Utimaco HSM.

[root@weblogic-sunpkcs1l securityl]# keytool -ge alg -keystore NONE -sto ) =St ss 12345678 -providername SunPKCS11-CryptoServer
-alias webleckey
your first and last name?
:  ec demo
name of your organizational unit?
i security
name of your organization?
[Unknown]: utimaco
What is the name of your City or Locality?
[Unknown]: pune
What is the name of your State or Province?
[Unknown]: MH
two-letter country code for this unit?

, OU=security, O=utimaco, L=pune, ST=MH, C=IN correct?

[root@weblogic-sunpkcs1l security]# l

Figure 11 : Key generation using keytool command output

2. Verify that the keys have been generated.

»_ Console

# keytool -list -keystore NONE -storetype PKCS11 -providername SunPKCS11-
CryptoServer -storepass 12345678 -v

Here:

= NONE is the keystore for HSM.
= PKCS11 is the storetype.
= 12345678 is the slot PIN.

= SUnPKCS11-CryptoServer is the provider's name.
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[root@weblogic-sunpkcs1l security]# keytool -list -keystore NON t PKCS11 -pr ame SunPKCS11-CryptoServer -storepass 12345678 -v
Keystore type: PKCS11
Keystore provider: SunPKCS11-CryptoServer

Your keystore contains 1 entry

webleckey
pe: PrivateKeyEntry
Certificate chain length: 1
Certificate
: CN=ec demo, OU=security, O=utimaco, L=pune, ST=MH, C=IN
er: CN=ec demo, OU=security, O=utimaco, L=pune, ST: SR GC—IN
Serial number: 11a37b15
Valid from: Thu May 25 06:54:17 UTC 2023 until: Wed Aug 23 06:54:17 UTC 2023
Certificate fingerprin
HA1: Bk
SHA256: :2B: 144:
Signature algorithm name: SHA256withECDSA
Subject Public Key Algorithm: 256-bit EC key
Version: 3

Extensions:

#1: ObjectId: 2.5.29.14 Criticality=
SubjectKeyIdentifier [

KeyIdentifier [

0000: C9 D3 6C 98 A1 6E 98 44 D1 69 63 18 41 B5 99 AF
0010: 40 25 47 54

]

]

KRR KK KKK KKK KK KKK KKK KKK KK KKK KKK KK KK KK KK HK KKK
ekok ok Kok ok Kok kK Kok ok Rk Rk ok K ok ok R R kR ok kK kKR kK

[root@weblogic-sunpkcs1l securityl# fi

Figure 12 : List keys output

3. List the keys using pl1ltool2 .

»_Console

# p11tool2 Slot=0 LoginUser=<slot_PIN> ListObjects
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[root@weblogic-sunpkcsil securityl# /opt/utimaco/bin/p11tool2 Slot=0 LoginUser=12345678 ListObjects

CKO_CERTIFICATE:

Zpa bzl
CKA_CERTIFICATE_TYPE CKC_X 509
CKA_UNIQUE_ID 2971BD1A-52EE-4C58-AF6E -CA33D79D9D5C
CKA_LABEL webleckey
CKA_ID =
OX7765626C 65636B65 79 |webleckey

CKA_SUBJECT =
0x3060310B 30090603 55040613 02494E31 |01 © U  IN1|

0B300906 03550408 13024D48 310D300B | © U  MH1 O |

06035504 07130470 756E6531 10300E06 | U  punel 0 |

0355040A 13077574 696D6163 6F311130 | U  utimacol O]

OFO60355 040B1308 73656375 72697479 | U  security|

3110300E 06035504 03130765 63206465 [1 © U  ec de|

6D6F [ mo I

1

N
0

CKO_PUBLIC_KEY:

ar Al
CKA_KEY_TYPE
CKA_UNIQUE_ID
CKA_LABEL
CKA_ID

CKK_ECDSA
D74CEDE©-4A3E-4B53-9554-C25DC4ADOD1D

R

CKO_PRIVATE_KEY:

S
CKA_KEY_TYPE = CKK_ECDSA
CKA_UNIQUE_ID = B814FB58-D887-4BBC-9F08-4BF9D3C30AB4
CKA_SENSITIVE = CK_FALSE
CKA_EXTRACTABLE = CK_TRUE
CKA_LABEL =
CKA_ID =
0x7765626C 65636B65 79 | webleckey

[root@weblogic-sunpkcs1l securityl# i

Figure 13 : List keys output using p11tool2

4. Generate a CSR using the keytool command.

»_ Console

# keytool -certreq -alias webleckey -file ec.csr -storetype PKCS11 -keystore
NONE -v
Provide the keystore password when prompted.

Here:

= NONE is the keystore for HSM.
= PKCS11 is the storetype.

= webleckey is the key name.
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= ec.csris the CSR file name that will be generated.

5. Get this CSR signed by the CA.

6. Copy the signed certificate on the WebLogic server.

7. Copy the cacerts from <java_installation_path>/jdk1.8.0_361/jre/lib/
security/ to /u@l/app/oracle/config/domain/admindomain/ .

8. Import the signed certificate using the command below.

>_ Console

# keytool -importcert -alias webleckey -file /home/ec_demo.p7b -storetype PKCS11
-keystore NONE -providername SunPKCS11-CryptoServer -storepass 12345678

[root@weblogic-sunpkcs1l securityl]# keytool -inm t -alias webleckey -file /home/ec_demo.p7b -
1-CryptoServer -storepass 12345678

Top-level certificate in reply:

Owner: CN=LabCA-Root, OU=IT, O=security, L=Campbell, ST=Austin, C=US

Issuer: CN=LabCA-Root, OU=IT, O=security, L=Campbell, ST=Austin, C=US

Serial number: 40f8f17a48d0bcc3

Valid from: Tue Nov 29 05:36:00 UTC 2022 until: Mon Nov 29 05:36:00 UTC 2032
Certificate fingerprints:

3:54:02:BB:1F:43:21:B8:A1

SHA256: E9:C6:A3:172 H: A:
Signature algorithm name: SHA256withRSA
Subject Public Key Algorithm: 4096-bit RSA key
Version: 3

Extensions:

#1: ObjectId: 2.1 40.1.113730.1.13 Criticality=
0000: 16 OE 49 6E 66 6F 73 65 63 20 4C 61 62 20 43 41 ..Infosec Lab CA

#2: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:[

CA:true

PathLen:2147483647
]

#3: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [

Key_CertSign

Crl_Sign
]

#4: ObjectId: 2.16.840.1.113730.1.1 Criticality=
NetscapeCertType [

SSL CA

S/MIME CA

Object Signing CA]

Figure 14 : Import user certificate into keystore
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#5: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyIdentifier [

KeyIdentifier [

0000: 85 42 28 42 84 18 55 2C 73 AA 74 DC 23 EE 74 7A .B(B..U,s.t.#.tz
0010: 00 FE 2E DC e

]
]

. 1s not trusted. Install reply anyway? [no]:
Certificate reply was installed in keystore
[root@weblogic-sunpkcs1l securityl# []

Figure 15 : Import user certificate into keystore

9. Verify that the keytool command shows the signed certificate.

>_ Console

# keytool -list -keystore NONE -storetype PKCS11 -providername SunPKCS11-
CryptoServer -storepass 12345678 -v

Here:

= NONE is the keystore for HSM.
= PKCS11 is the storetype.
= 12345678 is the slot PIN.

= SUunPKCS11-CryptoServer is the provider's name.
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utimaco’

[root@weblogic-sunpkcs1l security]# keytool -list -keystore NONE -storetype PKCS11 -providername SunPKCS11-CryptoServer -storepass 12345678 -v

Keystore type: PKCS11
Keystore provider: SunPKCS11-CryptoServer

Your keystore contains 1 entry

Alias name: webleckey
Entry type: PrivateKeyEntry
Certificate chain length: 2
Certificate

Owner: CN=ec demo, OU=security, O=utimaco, L=pune, ST=MH, C=IN
Issuer: CN=LabCA-Root, OU=IT, O=security, L=Campbell, ST=Austin, C=US

Serial number: 303db41deaec2d5b

Valid from: Thu May 25 07:05:00 UTC 2023 until: Sat May 25 07:05:00 UTC 2024

Certificate fingerprints:

HA1: 7D:00:A5:4E:EF

SHA256: 64:E3:6C:A9:66:6C:BD:47:
Signature algorithm name: SHA256withRSA
Subject Public Key Algorithm: 256-bit EC key
Version: 3

Extensions:

#1: ObjectId: 2.5.29.37 Criticality=
ExtendedKeyUsages [
codeSigning

]

#2: ObjectId: 2.5.29.15 Criticality=
KeyUsage [
DigitalSignature

#3: ObjectId: 2.5.29.14 Criticality=
SubjectKeyIdentifier [
KeyIdentifier [

=03

0000: C9 D3 O6C 98 A1 6E 98 44 D1 69 63 18 41 B5 99 AF

0010: 40 25 47 54
]

]

Certificate

Figure 16 : Keytool list output

Owner: CN=LabCA-Root, OU=IT, O=security, L=Campbell, ST=Austin, C=US
Issuer: CN=LabCA-Root, OU=IT, O=security, L=Campbell, ST=Austin, C=US

Serial number: 40f8f17a48debcc3

Valid from: Tue Nov 29 05:36:00 UTC 2022 until: Mon Nov 29 05:36:00 UTC 2032

Certificate fingerprints:
SHAL: O FA:00
SHA256: 58:E9:C6:A3: tA9:3A
Signature algorithm name: SHA256withRSA
Subject Public Key Algorithm: 4096-bit RSA key
Version: 3

Extensions:

#1: ObjectId: 2.16.8 1.113730.1.13 Criticality=f
0000: 16 OE 49 6E 66 6F 73 65 63 20 4C 61 62 20 43 41

#2: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:[

CA:true

PathLen:2147483647

#3: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [

Key_CertSign

Crl_Sign

#4: ObjectId: 2.16.840.1.113730.1.1 Criticality=f
NetscapeCertType [

SSL CA

S/MIME CA

Object Signing CA]

#5: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [

KeyIdentifier [

0000: 85 42 28 42 84 18 55 2C 73 AA 74 DC 23 EE 74 7A
0010: 00 FE 2E DC

]

]

HHKKIKKKRKKIKKRRK KKK AR IR KKK KKK KARK AR K AR
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Figure 17 : Keytool list output
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7.3 For OpenJDK11 with RSA Key

1. Generate an RSA Keypair on Utimaco HSM.

>_ Console

# keytool -genkey -alias webrsa -keyalg RSA -keysize 2048 -keystore NONE -
storetype PKCS11 -storepass 12345678 -providername SunPKCS11-CryptoServer -v

Provide information when prompted.

Here:

= RSA is the key algorithm.

2048 is the key size.

NONE is the keystore for HSM.

PKCS11 is the storetype.

12345678 is the slot PIN.

SunPKCS11-CryptoServer is the provider name.

webrsa is the key name that will be generated on Utimaco HSM.

[root@weblserver ~]# keytool -genkey -alias webrsa -keyalg RSA -keysize 2048 -keystore NONE -storetype PKCS11 -storepass 12345678 -provide
rname SunPKCS11-CryptoServer -v
What is your first and last name?
[Unknown]: rsa demo
What is the name of your organizational unit?
[Unknown]: security
What is the name of your organization?
[Unknown]: wutimaco
What is the name of your City or Locality?
[Unknown]: pune
What is the name of your State or Province?
[Unknown]: MH
What is the two-letter country code for this unit?
[Unknown]: 1IN
Is CN=rsa demo, OU=security, O=utimaco, L=pune, ST=MH, C=IN correct?
[no]: yes

Generating 2,048 bit RSA key pair and self-signed certificate (SHA256withRSA) with a validity of 90 days
for: CN=rsa demo, OU=security, O=utimaco, L=pune, ST=MH, C=IN

[Storing keystore]

[root@weblserver ~J# li

Figure 18 : Key generation using keytool command
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2. Verify that the keys have been generated.

»_ Console

# keytool -list -keystore NONE -storetype PKCS11 -providername SunPKCS11-
CryptoServer -storepass 12345678 -v

Here:

= NONE is the keystore for HSM.
= PKCS11 is the storetype.
= 12345678 is the slot PIN.

= SunPKCS11-CryptoServer is the provider's name.

[root@weblserver ~]# keytool -list -keystore NO -storetype PKCS11 -providername SunPKCS11-CryptoServer -storepass 12345678 -
v

Keystore type: PKCS11
Keystore provider: SunPKCS11-CryptoServer

Your keystore contains 1 entry

Alias name: webrsa
Entry type: PrivateKeyEntry
Certificate chain length: 1
Certificate
Owner: CN=rsa demo, OU=security, O=utimaco, L=pune, ST=MH, C=IN
Issuer: CN=rsa demo, OU=security, O=utimaco, L=pune, ST=MH, C=IN
Serial number: 3ef8be2f
Valid from: Mon May 29 06:03:24 UTC 2023 until: Sun Aug 27 06:03:24 UTC 2023
Certificate fingerprints:
SHA1 6A:BO
SHA256 T AE
Signature algorithm name: SHA256withRSA
Subject Public Key Algorithm: 2048-bit RSA key
Version: 3

Extensions:

#1: ObjectId: 2.5.29.14 Criticality=f
SubjectKeyIdentifier [

KeyIdentifier [

0000: 79 00 6B C2 C9 DC DD 16 24 64 3E A8 12 97 46 75
0010: 66 CE 5B 8D

]
]

B e e S e T e
E S e T e

Figure 19 : List keys output

3. List the keys using pliltool2.
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»_ Console

# p11tool2 Slot=0 LoginUser=<slot_PIN> ListObjects

[root@weblserver ~]# /opt/utimaco/bin/p11tool2 Slot=0 LoginUser=12345678 ListObjects

CKO_CERTIFICATE:

+ 1.1
CKA_CERTIFICATE_TYPE
CKA_UNIQUE ID
CKA LABEL
CKA_ID
CKA_SUBJECT

CKC_X 509
94COADCD-A47C-43DC-8258-DE95A096FC4D
webrsa

0x77656272 7361 (webrsa)

0x3061310B 30090603 55040613 02494E31 |Oa |
0B300906 03550408 13024D48 310D300B | O
06035504 07130470 756E6531 10300E06 | U punel 0
0355040A 13077574 696D6163 6F311130 | U utimacol 0|
I
|1
| em

10 U IN1
0

U MH1

0FO060355 040B1308 73656375 72697479 U security|
3111300F 06035504 03130872 73612064 0 U rsa dj
656D6F (o] |

CKO_PUBLIC_KEY:

+ 2.1
CKA KEY_TYPE
CKA_UNIQUE ID
CKA_LABEL
CKA_ID

CKK_RSA
179163A3-FA39-48A9-A566-966D04F404B1

CKO_PRIVATE_KEY:

+ 3.1
CKA_KEY TYPE
CKA_UNIQUE ID
CKA_SENSITIVE
CKA_EXTRACTABLE
CKA_LABEL
CKA_ID
[root@weblserver ~]# [}

CKK_RSA
OF1F01B9-966E -4F4D-93ED- FEC069505D79
CK_FALSE
CK_TRUE

Ox77656272 7361 (webrsa)

Figure 20 : List keys output using p11tool2

4. Generate a CSR using the keytool command
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»_ Console

# keytool -certreq -alias webrsa -file rsa.csr -storetype PKCS11 -keystore NONE
-V
Provide the keystore password when prompted.

Here:

= NONE is the keystore for HSM.

= SUnPKCS11 is the storetype.

= SunPKCS11-CryptoServer is the provider name.
= webrsa is the key name.

= rsa.csris the CSR file name that will be generated.

5. Get this CSR signed by the CA.
6. Copy the signed certificate on the WebLogic server.

7. Copy the cacerts from <java_installation_path>/jdk-11.0.6/1ib/security/ to /

u@l/app/oracle/config/domain/admindomain/ .

8. Import the signed certificate using the command below.

»_ Console

# keytool -importcert -alias webrsa -file /home/rsa_demo.p7b -storetype PKCS11

-keystore NONE -providername SunPKCS11-CryptoServer -storepass 12345678
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[root@weblserver ~]# keytool -importcert -alias webrsa -file /home/rsa_demo.p7b -storetyp - re NONE -providername SunPKCS11-CryptoServer -s
torepass 12345678

Top-level certificate in reply:

Owner: CN=LabCA-Root, OU=IT, O=security, L=Campbell, ST=Austin,
Issuer: CN=LabCA-Root, OU=IT, O=security, L=Campbell, ST=Austin,
Serial number: 40f8f17a48d0bcc3
Valid from: Tue Nov 29 05:36:00 UTC 2022 until: Mon Nov 29 05:36:00 UTC 2032
Certificate fingerprint
SHA1:
SHA25 6 12
Signature algorithm name: SHA256withRSA
Subject Public Key Algorithm: 4096-bit RSA key
Version: 3

Extensions:

#1: ObjectId: 2.16.840.1.113730.1.13 Criticality= S€
0000: 16 OE 49 6E 66 6F 73 65 63 20 4C 61 62 20 43 4 ..Infosec Lab CA

#2: ObjectId: 5 19 Criticality=true
BasicConstraints:[

#3: ObjectId: 15 Criticality=true
KeyUsage [

Key_CertSign

Crl_Sign

#4: ObjectId: 16.840.1.113730.1.1 Criticality=
NetscapeCertType [

SSL CA

S/MIME CA

Object Signing CA]

#5: ObjectId: i 14 Criticality=

Figure 21 : Import user certificate into keystore

#5: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyIdentifier [

KeyIdentifier [

0000: 85 42 28 42 84 18 55 2C 73 AA 74 DC 23 EE 74 7A .B(B..U,s.t.#.tz
0010: 00 FE 2E DC 5000

]
]

is not trusted. Install reply anyway? [
Certificate reply was installed in keystore
[root@weblserver ~J# [}

Figure 22 : Import user certificate into keystore

9. Verify that the keytool command shows the signed certificate.

»_ Console

# keytool -list -keystore NONE -storetype PKCS11 -providername SunPKCS11-
CryptoServer -storepass 12345678 -v

Here:

= NONE is the keystore for HSM.

= PKCS11 is the storetype.
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= 12345678 is the slot PIN.

= SunPKCS11-CryptoServer is the provider's name.

[root@weblserver ~]# keytool -list -key e NONE type PKCS11 -p idername SunPKCS11-CryptoServer 0 ss 12345678 -v
Keystore type: PKCS11
Keystore provider: SunPKCS11-CryptoServer

Your keystore contains 1 entry

Alias name: webrsa
Entry type: PrivateKeyEntry
Certificate chain length: 2
Certificate
Owner: CN=rsa demo, OU=security, O=utimaco, L=pune, ST=MH, C=IN
Issuer: CN=LabCA-Root, 0 T, O=security, L=Campbell, ST=Austin, C=US
Serial number: 46bc22b2720c699a
Valid from: Mon May 29 06:14:00 UTC 2023 until: Wed May 29 06:14:00 UTC 2024
Certificate fingerprints
SHA1: FE: - C :EA:07
SHA256: B:B s - :
Signature algorithm name: SHA256withRSA
Subject Public Key Algorithm: 2048-bit RSA key
Version: 3

Extensions:

#1: ObjectId: 2.5.29.37 Criticality=
ExtendedKeyUsages [
codeSigning

#2: ObjectId: 2.5.29.15 Criticality=f
KeyUsage [
DigitalSignature

#3: ObjectId: 29.1
SubjectKeyIdentifier [
KeyIdentifier [

0000: 79 00 6B C2 C9 DC DD 16 24 64 3E A8 12 97 46 75 y.k
0010: 66 CE 5B 8D {Folke
1]
]

1 Criticality=

Figure 23 : Keytool list output
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Certificate
Owner: CN=LabCA-Root, OU=IT, O=security, L=Campbell, ST=Austin, C=US
Issuer: CN=LabCA-Root, OU=IT, O=security, L=Campbell, ST=Austin, C=US
Serial number: 40f8f17a48dobcc3
Valid from: Tue Nov 29 05:36:00 UTC 2022 until: Mon Nov 29 05:36:00 UTC 2032
Certificate fingerprints:

SHA1: C

SHA256: D:A9:3
Signature algorithm name: SHA256withRSA
Subject Public Key Algorithm: 4096-bit RSA key
Version: 3

Extensions:

#1: ObjectId: 2.16.840.1.113730.1.13 Criticality=
0000: 16 OE 49 6E 66 6F 73 65 63 20 4C 61 62 20 43 41 ..Infosec Lab CA

#2: ObjectId: 9.19 Criticality=true
BasicConstrain

CA:true

PathLen:2147483647

#3: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [

Key_CertSign

Crl_Sign

#4: ObjectId: 2.16.840.1.113730.1.1 Criticality=
NetscapeCertType [

SSL CA

S/MIME CA

Object Signing CA]

#5: ObjectId: 2.5.29.14 Criticality=f

SubjectKeyIdentifier [

KeyIdentifier [

0000: 85 42 28 42 84 18 55 2C 73 AA 74 DC 23 EE 74 7A .B(B..U,s.t.#.tz
0010: 00 FE 2E DC cec

1

1

B e T e e

Figure 24 : Keytool list output

7.4 For OpenJDK11 with EC Key

1. Generate an EC keypair on Utimaco HSM.

»_ Console

# keytool -genkey -alias weblogiceckey -keyalg EC -keystore NONE -storetype
PKCS11 -storepass 12345678 -providername SunPKCS11-CryptoServer -v
Provide information when prompted.

Here:

= £EC is the key algorithm.

= NONE is the keystore for HSM.
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PKCS11 is the storetype.

12345678 is the slot PIN.

SunPKCS11-CryptoServer is the provider name.

weblogiceckey is the key name that will be generated on Utimaco HSM.

[root@weblserver ~]# keytool -genkey -alias weblogiceckey -keyalg EC -keystore NONE -storetype PKCS11 -storepass 12345678 -pro
vidername SunPKCS11-CryptoServer -v
What is your first and last name?
[Unknown]: ec demo
What is the name of your organizational unit?
[Unknown]: security
What is the name of your organization?
[Unknown]: utimaco
What is the name of your City or Locality?
[Unknown]: pune

What is the name of your State or Province?
[Unknown]: MH

What is the two-letter country code for this unit?
[Unknown]: 1IN

Is CN=ec demo, OU=security, O=utimaco, L=pune, ST=MH, C=IN correct?
[no]: yes

Generating 256 bit EC key pair and self-signed certificate (SHA256withECDSA) with a validity of 90 days
for: CN=ec demo, OU=security, O=utimaco, L=pune, ST=MH, C=IN
[Storing keystore]

Figure 25 : Key generation using keytool command

2. Verify that the keys have been generated.

»_ Console

# keytool -list -keystore NONE -storetype PKCS11 -providername SunPKCS11-
CryptoServer -storepass 12345678 -v

Here:

= NONE is the keystore for HSM.
= PKCS11 is the storetype.
= 12345678 is the slot PIN.

= SunPKCS11-CryptoServer is the provider's name.
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[root@weblserver ~]# keytool -list -keystore \E -storetype PKCS11 -providername SunPKCS11-CryptoServer -storepass 12345678 -

%
Keystore type: PKCS11
Keystore provider: SunPKCS11-CryptoServer

Your keystore contains 1 entry

Alias name: weblogiceckey
Entry type: PrivateKeyEntry
Certificate chain length: 1
Certificate
Owner: CN=ec demo, OU=security, O=utimaco, L=pune, ST=MH, C=IN
Issuer: CN=ec demo, OU=security, O=utimaco, L=pune, ST=MH, C=IN
Serial number: 43b782aa
Valid from: Fri May 26 10:29:34 UTC 2023 until: Thu Aug 24 10:29:34 UTC 2023
Certificate fingerprints

SHA1: 1C:15:98:9

SHA256: \

Signature algorithm name: SHA256withECDSA
Subject Public Key Algorithm: 256-bit EC key
Version: 3

Extensions:

#1: ObjectId: 5.29.14 Criticality=fa

SubjectKeyIdentifier [

KeyIdentifier [

0000: D2 A2 62 BA 95 D7 4F 84 26 09 18 66 C8 5B A® 4E ..b...0.&..f.[.N
0010: 53 E4 8A 6B S Wk

]
]

B e e e
B R e e P

Figure 26 : List keys output

3. List the keys using pl1itool2 .

>_ Console

# p11tool2 Slot=0 LoginUser=<slot_PIN> ListObjects
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[root@weblserver ~J# fopt/utimaco/bin/p11tool2 Slot=0 LoginUser=12345678 ListObjects

CKO_CERTIFICATE:

+ 1.1
CKA_CERTIFICATE_TYPE CKC_X_509
CKA_UNIQUE_ID F5BC160C-5ECB-446D-A330-640F703E4BA6
weblogiceckey

OX7765626C 6F676963 65636B65 79 |weblogiceckey |

CKA_SUBJECT =

0x3060310B 30090603 55040613 02494E31 [0'1 0 U IN1|
0B300906 03550408 13024D48 310D300B | © U MH1 ©
06035504 07130470 756E6531 10300E06 | U punel 0 |
0355040A 13077574 696D6163 6F311130 | U utimacol 0|
OF060355 040B1308 73656375 72697479 | u security]|
3110300E 06035504 03130765 63206465 |1 © U ec de|
6D6F | mo |

CKO_PUBLIC_KEY:

+ 2.1
CKA_KEY_TYPE
CKA_UNIQUE_ID
CKA_LABEL
CKA_ID

CKK_ECDSA
71937B1F-4577-4D06-8D41-ECO566ACD324

CKO_PRIVATE_KEY:

i 3kl
CKA_KEY_TYPE
CKA_UNIQUE_ID
CKA_SENSITIVE
CKA_EXTRACTABLE
CKA_LABEL
CKA_ID

CKK_ECDSA
AOD78F53-6778-4D42-8540-477EEGEE77D8
CK_FALSE

CK_TRUE

LA L [ 1|

OX7765626C 6F676963 65636B65 79 |weblogiceckey |

Figure 27 : List keys output using p11tool2

4. Generate a CSR using the keytool command.

»_ Console

# keytool -certreq -alias weblogiceckey -file ec.csr -storetype PKCS11 -
keystore NONE -v
Provide the keystore password when prompted.

Here:

= NONE is the keystore for HSM.
= PKCS11 is the storetype.

= weblogiceckey is the key name.
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= ec.csris the CSR file name that will be generated.

5. Get this CSR signed by the CA.
6. Copy the signed certificate on the WebLogic server.

7. Copy the cacerts from <java_installation_path>/jdk-11.0.6/1ib/security/ to /

u@l/app/oracle/config/domain/admindomain/ .

8. Import the signed certificate using the command below.

>_ Console

# keytool -importcert -alias weblogiceckey -file /home/ec_demo.p7b -storetype
PKCS11 -keystore NONE -providername SunPKCS11-CryptoServer -storepass 12345678

[root@weblserver ~]# keytool -1im -alias weblogiceckey -file /home/ec_demo.p7b -storetype PKCS11 -
ername SunPKCS11-CryptoServer -sto s 12345678

Top-level certificate in reply:

Owner: CN=LabCA-Root, OU=IT, O=security, L=Campbell, ST=Austin, C=US
Issuer: CN=LabCA-Root, OU=IT, O=security, L=Campbell, ST=Austin, C=US
Serial number: 40f8f17a48d0Obcc3
Valid from: Tue Nov 29 05:36:00 UTC 2022 until: Mon Nov 29 05:36:00 UTC 2032
Certificate fingerprints
HA1: D9: :
SHA256: 5 A :3A:9
Signature algorithm name: SHA256withRSA
Subject Public Key Algorithm: 4096-bit RSA key
Version: 3

Extensions:

#1: ObjectId: 2.16.840.1.113730.1.13 Criticality=f
0000: 16 OE 49 6E 66 6F 73 65 63 20 4C 61 62 20 43 41 ..Infosec Lab CA

#2: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:[

CA:true

PathlLen:2147483647

: ObjectId: 2.5.29.15 Criticality=t
KeyUsage [

Key CertSign

Crl_Sign
]

#4: ObjectId: 2.16.840.1.113730.1.1 Criticality=fa
NetscapeCertType [

SSL CA

S/MIME CA

Object Signing CA]

#5: ObjectId: 2.5.29.14 Criticality=fa

Figure 28 : Import user certificate into keystore
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SubjectKeyIdentifier [

KeyIdentifier [

0000: 85 42 28 42 84 18 55 2C 73 AA 74 DC 23 EE 74 7A .B(B..U,s.t.#.tz
0010: 00 FE 2E DC cooa

]
]

. 1s not trusted. Install reply anyway? [
Certificate reply was installed in keystore

Figure 29 : Import user certificate into keystore

9. Verify that the keytool command shows the signed certificate.

»_ Console

# keytool -list -keystore NONE -storetype PKCS11 -providername SunPKCS11-
CryptoServer -storepass 12345678 -v

Here:

= NONE is the keystore for HSM.
= PKCS11 is the storetype.
= 12345678 is the slot PIN.

= SUunPKCS11-CryptoServer is the provider's name.
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utimaco’

[root@weblserver ~]# keytool -list -keysto
%

Keystore type: PKCS11

Keystore provider: SunPKCS11-CryptoServer

Your keystore contains 1 entry

Alias name: weblogiceckey

Entry type: PrivateKeyEntry

Certificate chain length: 2

Certificate

Owner: CN=ec demo, OU=security, O=utimaco, L=pune, ST=MH, C=IN
Issuer: CN=LabCA-Root, OU=IT, O=security, L=Campbell, ST=Austin, C=US

Serial number: 7303345f221b9a74

Valid from: Fri May 26 10:47:00 UTC 2023 until: Sun May 26 10:47:00 UTC 2024
Certificate fingerprints:

8F:06

SHA256: 5L : 3B 1
Signature algorithm name: SHA256withRSA
Subject Public Key Algorithm: 256-bit EC
Version: 3

Extensions:

#1: ObjectId: 2.5.29.37 Criticality=
ExtendedKeyUsages [
codeSigning

#2: ObjectId: 2.5.29.15 Criticality=
KeyUsage [
DigitalSignature

#3: ObjectId: 2.5.29.

SubjectKeyIdentifier [

KeyIdentifier [

0000: D2 A2 62 BA 95 D7 4F 84 26 09 18 66 C8 5B A@ 4E ..b...0.&..f.[.N
Sak

1 Criticality=fal

0010: 53 E4 8A 6B
1
]

e SunPKCS11-CryptoServer

Figure 30 : Keytool list output
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Certificate .
Owner: CN=LabCA-Root, OU=IT, O=security, L=Campbell, ST=Austin, C=US
Issuer: CN=LabCA-Root, OU=IT, O=security, L=Campbell, ST=Austin, C=US
Serial number: 40f8f17a48d0bcc3
Valid from: Tue Nov 29 05:36:00 UTC 2022 until: Mon Nov 29 05:36:00 UTC 2032
Certificate finger 5

SHA1: D9:

SHA256: 58:E :97:
Signature algorithm name: SHA256withRSA
Subject Public Key Algorithm: 4096-bit RSA key
Version: 3

Extensions:

#1: ObjectId: 2.16.840.1.113730.1.13 Criticality= 3
0000: 16 OE 49 6E 66 6F 73 65 63 20 4C 61 62 20 43 41 ..Infosec Lab CA

#2: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:[

CA:true

PathLen:2147483647
]

#3: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [

Key CertSign

Crl_Sign
]

#4: ObjectId: 2.16.840.1.113730.1.1 Criticality=fals
NetscapeCertType [

SSL CA

S/MIME CA

Object Signing CA]

#5: ObjectId: 2.5.29.14 Criticality=fal

SubjectKeyIdentifier [

KeyIdentifier [

0000: 85 42 28 42 84 18 55 2C 73 AA 74 DC 23 EE 74 7A .B(B..U,s.t.#.tz
0010: 00 FE 2E DC S

Figure 31 : Keytool list output

7.5 Update Domain Structure in Oracle Web Console to use HSM for SSL

1. Open the Administration Console using the link http://hostname:7001/console. Navigate
to Domain Structure > Environment.

2. Click Servers.

3. Click AdminServer as shown in the figure.
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<« O A Not secure | 172.23.0.10:7001/console/console.portal?_nfpb=true& pagelabel=CoreServerServerTablePage A Q v [v] a3 = @
ORACLE WebLogic Server Administration Console 14.1.1 —
Change Center @ Home Log Out Preferences [& Record Help Q Welcome, weblogic | Connected to: admindom
Vs s ey et Home >Summary of Servers >AdminServer >Summary of Environment >admindomain >Summary of Servers >AdminServer >Summary of Servers >AdminServer >Summary of Servers
Configuration editing is enabled. Future Sumenry of Sesvers
changes will automatically be activated as you
modify, add or delete items in this domain. Configuration  Control
Domain Structure
oo = A server is an instance of WebLogic Server that runs in its own Java Virtual Machine (JVM) and has its own configuration.
= Environment This page summarizes each server that has been configured in the current WebLogic Server domain.
@'Ousters 3
i-Coherence Clusters
i-Machines
{Virtual Hosts b Customize this table
t--Work Managers
{-Concurrent Templates Servers (Filtered - More Columns Exist)
*--Startup and Shutdown Classes New| Clone |Delete Showing 1to 1 of 1 Previous | Next
Deployments
H-Services )| Name & Type Cluster Machine State Health Listen Port
Security Realms =~ Sl : )
Al () | AdminServer(admin) Configured RUNNING & 0K 7001
How do ... 8 ’ |New| [Clone! [Delete Showing 1to 1 of 1 Previous | Next
 Crasta Mananad Caniars

Figure 32 : Updating AdminServer

4. Select the SSL Listen Port Enabled checkbox and click Save.

< O A Not secure | 172.23.0.10:7001/console/console.portal?_nfpb=true& _pagelabel=ServerConfigGeneralTabPage&hand... A & g u ¢ ¢ @ |

ORACLE webLogic Server Administration Console 14.1.1
Change Conter @ Home Log Out Preferences (5] Record Help Q Welcome, weblogic | Cannected to: admindom

Ui Ao et paiaris Mo > Sumemary of Envronment > Summary of Servers >AdminServer
Configuration editing is enabled. Future Settings for AdminServer

changes wi automatically be actated as you
modfy, add or delete items i this domain. Configuration | Protocols | Logging | Debug  Montoring | Control  Deployments | Services  Securty | Notes

pre——m—— General | Cluster  Senices | Keystores  SSL | Federstion Services | Deployment | Migration | Tuning | Overload ~ Concumency | Hesith Montoring | Server Start | Web Services | Coherence

admadoman o
-Enveonment Swre,
Servers
- Clusters Use this page to of thes server such as
Coherence Clusters
Machines View IND Tree &
Virtus! Mosts
ab::::-:z:o e Name: Adminerver An alphsnumenc name for ths server mstance. More lnfo..
Startup and Shutdown Classes
Deployments Template: (10 value specfied) Change | The template used to configure this server. More Info.
®-Senvices
~Secunty Realms | | Machine: (one) The ViebLogic Server hest computer (machine) on which thes server is meset ta run.  More Info...
T 5] 4f Cluster: (stand-Alone) The chister, o group of Webl.ogic Server instances, to which this server belongs.  More Info...
« Configure default network connections ] Listen Address: 17223010 The 1P address or DNS name this server uses to listen for incoming comnections. For example, enter 12.34.5.67
« Create and configure machines ormymachine, respectvely. Mere Info...
« Configure clusters .
Uisten Port Enabled Spedfies whether this server can be reached through the defaul plain-text (non-SSL) bsten port. More Inf.
« Start and stop servers
« Configure WLOF diagnestic volume Listen Port: 7001 The default TCP port that this server uses to hsten for regular (non-SSL) incoming connections. Mo Info...
o Aoy & server template
= SSL Listen Port Enabled Indicates whether the server can be reached through the default SSL listen port.  More Info.
System Status =
Heslth of Running Servers a6 of 10:46 A S5 Listen Port: 7002 The TCP/IP port at which this server listens for S5L connection requests.  More Info...
I Faled (0)
I Critical (0) ") 4] Clhent Cert Proxy Enabled Specifies whether the HitpClusterServiet praxies the chent certificate in a specal header. More Info.
I Overloaded (0)
[ Warming (0) 3ava Compiler: javac The Java compler to use for i applkations hosted on this server that need to compde Java code. More Info..
Diagnostic Volume: Low W Specifies the volume of diagnostic data that is automatically produced by jc Server at run time. Note that the WLDF

iagnastic volume setting does not affect expiiatly configured diagnostc
events genersted for Fight Recorder. More Info..

. For example, this controls the volume of

Default Datasource: The JNDI name of a system resource data source used to overide the default datasource. More Info...

¥ Advanced
Save

Figure 33 : Enabling SSL configuration

5. Open the Keystores tab and then complete the following steps:

a. Click on the Change button.

b. From the drop-down menu, select Custom Identity and Custom Trust and click
Save.
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& G A Notsecure | 172.23.0.10:7001/console/console.portal?_nfpb=true& _pagelabel=ServerConfigTabkeystoreTabPage&h... A & 173 v G o=

TV e —  —
Change Center @ Home Log Out Preferences [52) Record Help Q Welcome, weblogic | Cont
View changes and restarts Home
Configuration editing Is enabled. Future Settings for AdminServer
changes will automatically be activated as you -
modify, 2dd or delete items in this domain. Configuration ~Protocols  Logging Debug  Monitoring  Control ~ Deployments  Services  Security  Notes
S —— General | Cluster | Services | Keystores | SSL | Federation Services | Deployment Migration | Tunng ~ Overload | Concurrency | Health Monitoring | Server Start | Web Services | Coherence
admindomain Save.
Enveonment |Save; | Conces
Deployments.
-Services

Keystores ensure the secure storage and management of private keys and trusted certificate authorties (CAs). This page lets you view and define various keystore configurations. These settings help you to manage the security of message transmissions
Security Realms
&5~ Interoperabiity
- Diagnostics Keystores: Custom Identity and Custom Trust v
Custom Identity and Command Line Trust
Custom Identity and Custom Trust
Custom Identity and Java Standard Trust
=== Demo Identity and Demo Trust

Which configuration rules should be used for finding the server's identity and trust keys

Save  Cancel

How do L...

« Configure identty and trust
« Configure keystores
* Setup SSL

Figure 34 : Updating the Keystore configuration

c. In the Custom Identity Keystore field, enter pkcs11.
d. In the Custom Identity Keystore Type field, enter pkes11.

e. In the Custom Identity Keystore Passphrase and Confirm Custom Identity Keystore
Passphrase fields, enter the password for the HSM.

f. In the Custom Trust Keystore field, enter cacerts.

g. In the Custom Trust Keystore Type field, enter jks.

0 You cannot set the Custom Trust Keystore Type to pkes11 as SunPKCS11 does not
support the importing of root Certificate itself to HSM, so you have to use cacerts
keystore for trusted root certificate authorities.

h. In the Custom Trust Keystore Passphrase and Confirm Custom Trust Keystore

Passphrase fields, enter the password for the cacerts keystore as changeit and click
Save as shown in the screenshot.
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& C A Notsecure | https://172.23.0.92:7002/console/console.portal?_nfpb=true& pagelabel=ServerConfigTabkeystoreTabPage&handle=combea.cons.. Q @ Y« R = 0O o i
P Pi-Home @ Utimaco-Home @ AWS Certified Solut.. @B (379) HowtoPasst.. @ (382) How CanYou.. €p [HAPPI-10] Integrat.. (@) How to Install VNC.. @B (468) Install and Co. »
ORACLE WeblLogic Server Asmmnistration Console 14.1.1

Change Canter @ Home Log Out Preferences (3] Record Help (&) Wolcome, weblogic | Cannected to: admindomain
e i Hame >Summuy of Sarves > AdmnSarve >Summiry of Stvers > AdemiaServer

Configuration eding is ensbled. Future Settings for AdminServer

changes wil automabeally be acbvated a5 you -

mody, 3dd or delete ftems i this domain. Configuration ~ Protocols  Logging | Debug  Monitoring ~ Control  Deployments  Services  Security  Notes

e Genersl | Custer | Sevkes  Keystores SSL | Federaton Sevices | Deployment Migration | Tuning  Overload | Concurency ~ Heath Monftoring | Server Start | Web Services | Coherence
sdmindomain ol |

Keystores ensure the secure storage and management of private keys 2nd trusted cartficate authorities (CAS). This page lets you view and define various keystore configurations. These settings help you to manage the security of message transmissions.

Keystores: Custom Ientity and Custom Trust, Change Which configuration rdes should be used for finding the server's senbty and trust beystares? More Info,..

Work Managers

Concurrent Templates Moty

SRirtup dnd ShipdopRCames Custom Identity Keystore: pkestl T of the entzy key or PKCS12 keystore, the source s the path and file name. For an

~Depioments Oradle Key Store Sesvice (KSS source i the KSS URL More Info
@ Services
Securtty Realms - Custom Identity Keystore Type: " The type of the keystora. Generally, this &s JKS orPKCS12. If usng the Orade Key Store Service, this
Ei:oteronerzh phes SKSS Mece Info..
How do L.
Custom Identity Keystore Passphrase: [rrss— The encrypted custom ienty keystore's se. If empty o res, then the keystare wil be opened without
« Configure identty and trust 2 passghras.  More Inf
« Configure keystores e —
- setupssL
— Trust - ~
System Status ]
Custom Trust Keystore: pomecy The source of the cstom trust keystore. For a JKS of PXCS12 keystore, the source is the path and fis name.

Health of Runng Servers as of 11:16 A For an Oradle Key Store Service (KSS) keystore, the source s the KSS URL  More Info.
[ Faled (0) Custom Trust Keystore Type: ks The type of the keystore, Generaly, this i JKS srPKCS12. If using the Orade Xey Store Service, this
[ crteal (0) XSS More Info.
[ Ovarloaded (0)
[ Custom Trust Keystore Passphrase: —— The custom trust ke assphrase. If emoty or null, then the keystore wil be opened without a

Mare

Confirm Custom Trust Keystore Passphrase:

Save

Figure 35 : Updating the Keystore configuration

6. Open the SSL tab.

a. In the Private Key Alias field, enter the name of the SSL key generated on the HSM.
For example: weblogiceckey.

b. In the Private Key Passphrase field, provide the slot PIN and click on Save.

€ C A Notsecure | https://172.23.0.92:7002/console/console.portal?_nfpb=true& pageLabel=ServerConfigTabSSLTabPage&handle=com.bea.console. Q 2 w » = 0O o :
P Pi-Home @ Utimaco-Home @ AWS Certified Solut.. @B (379) Howto Passt.. @B (382) How CanYou.. € [HAPPI-10] Integrat.. (@) How to Install VNC.. @B (468) Install and Co... »
ORACLE' WeblLogic Server Agminsstration Console 14.1.1
Change Center @ Home Log Out Preferences (] Record Help | Q
= i Mome >Summary of Serves >AdminServer >Summary of Servers > AdemimServer
Configuration eding i enabled. Future Settings for AdminServer
changes wil automaticaly be actated 35 you
modify, add or delete items in this domain. Configuration ~Protocols  Logging  Debug  Monitoring ~ Control | Deployments | Senvices ~ Security ~ Notes
T —— General | Custer | Services | Keystores | SSL  Federation Services | Deployment | Migration ~ Tuning  Overload | Concurrency | Heath Monitoring | Server Start  \Web Services | Coherence
admindomain - Save
&-Environment
Servers
- Clusters This page lets you view and define various Secure Sockets Layer (SSL) settings for this server instance. These settings help you to manage the securly of message transmissions.
t-Coherence Clusters
Machines
Virtual Hosts 4F] 1dentity and Trust Locations: Keystores, Change Indicates where SSL should find the server's identty (certficate and private key) as well as the server's trust
.Chenge (wusted CAs). More Info...
Work Managers
i-~Concurrent Templates v e
*--Startup and Shutdown Classes
—-Deployments Private Key Location: from Custom Identy Keystore The keystore attribute that defines the location of the private key file. More Info.
#-Servces
‘Security Realms e Private Key Alias: weblogiceckey The keystore attribute that defines the string alas used to store and retrieve the server’s private key. More
- ntarnnarabity Info..
HowdolL... a

4] Private Key Passphrase: The keystore attribute that defines the passphrase

to retrieve the server's prvate key. More Info...

Configure identity and trust

« SetupSsi 4] Confirm Private Key Passphrase: )
« Varify host name verfication is snabled

« Configure 3 custom host name verifier

Certificate Location: from Custom Identty Keystore The keystore attribute that defes the location of the trusted certficate. More Info...
* Configure two-way SSL
Trust

System status Trusted Certificate Authorities: from Custom Trust Keystore The keystore attrbute that defies the location of the certificate authorities. More Info.
Health of Ruaning Servers as of 11:16 AM ¥ Advanced
| Faed (0) |Seve
[ Critical (0)

Overioaded
[ Warning (0)
IO (

Figure 36 : Updating SSL Private Key
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7. Restart the WebLogic server by clicking on Environment > Servers, click on AdminServer
and click on control tab. Then, click on restart the SSL.

& C A Not secure | https://172.23.0.92:7002/console/console.portal?_nfpb=true& pagelabel=ServerControlTabcontrolTabPage&handle=com.bea.cons... @ |2 ¥ *» = 0O o H
P Pi-Home @ Utimaco-Home @ AWS Certified Solut.. @B (379) HowtoPasst.. @ (382) How CanYou.. € [HAPPI-10]Integrat.. (@) How toInstall VNC.. @B (468) Install and Co... »
LT T —
Change Center @ Home Log Ot Preferences [ Record Help ‘ Q Welcome, weblogic | Connected to: admindomain
Vios dhunmas tnd rastrts Wome >Summary of Servers >AdmnServer >Summary of Servers >AdmiServer >Summary of Servers >AdminServer
Configuration eding s enabled. Future Sottings for AdminServer
changes will automatically be actvated as you
modiy, 3dd or delete items In this domain. Configuration | Protocols ~ Logging  Debug ~ Monitoring ~ Control ~ Deployments ~ Senvices  Security  Notes
Domain Structure Start/Stop = Remote Start Output | Migration
admindomain a -
Eh-Environment ==
Servers
- Clusters Use this page to change the state of the current server. You can aiso speciy particular shutdown settings or view the current status of this server, (Some operations require the Node Manager and the domain-wide administration port.)
Coherence Clusters
Machines =
Lvinual Hosts Tgnore Sessions During Shutdown Indicates whether a graceful shutdown operation drops al HTTP sessions immediately. More Info.

Viork Managers

Graceful Shutdown Timeout: ) Number or n. A graceful shutdown gives
WiebLogi e e applicat ently in progress. If
sub t you specify here, then the
server wi

wn automaticall. Moce Info.
Securtty Resims

43 Intecanecahiity Y (] Startup Timeout: 0 Timeout value for server start and resume operations. If the server fails to start in the timeout period, it will

Ll force shutdown. More Info.

Howdo ... a

Server LifeCycle Timeout: 20 tumber of seco

shutdown operation waits before timing out and killng itself.1f the opy
nfigured timeout seconds, the server will shutdown automatically ¥ the
2t tme wasSHUTTING_DOWN. More Info...

« Start and stop servers

« Start Managed Servess from the
Administration Console

save

« Start Managed Servess in a Custer

« Configure startup arguments for Managed

¥ Customize this table

Server Status (Filtered - More Columns Exist)
System Status a

Stat| Resume  Suspendv  Shuldownv  Restart SSL Showng 1to 1 of 1 Prewious | Next
Health of Running Servers as of 11:19 AM
[ Fated (0) Server & Hachine state ‘smswmmm ’
[ crtical (0) | & | adminsenver(adme) RUNNING [ none J
[ Overloaded (0) Start| (R Suspendv | Shutdownv | Restart SSL Sh of1 Pr e
I Warnag (0) it \Reuime) |Suspeody) |Shukionn) owng 3 to 1 of 1 Previous | Next
I o (1)

Figure 37 : Restarting SSL

8. After restarting the WebLogic server in the above step, access the Administration console
over https using https://hostname:7002/console.

<« O A Notsecure | hitps//172.23.0.10:7002/console/login/LoginForm.jsp A Y8 v It = @

ORACLE WebLogic Server Administration Console 14.1.1

Welcome

Log in to work with the WebLogic Server domain

| Login/

Figure 38 : Weblogic service status over https
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\// This completes the integration of Oracle WeblLogic Server with Utimaco SecurityServer
using SunPKCS11.
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8 Troubleshooting

Error

After restarting weblogic service and loading the page over SSL,
the key alias name is getting altered with some new random alias
name. Because of this, whenever you will restart weblogic server
next time you will not be able to load the page over SSL.

<Error> <Server> <BEA-002606> <The server is unable to create a
server socket for listening on channel "DefaultSecureliiops][1]".
The address 192.168.122.1 might be incorrect or another process
is using port 7002: java.io.lOException: No identity key/certificate
entry was found under alias weblogiceckey in keystore /u01/app/
oracle/config/domain/admindomain/pkcs11 on server
AdminServer.>

Table 6: List of errors and their diagnoses
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Diagnosis

You need to replace the
key alias name from Ul
with the newly altered key
alias name, and restart
the weblogic service.

Update the correct alias
name of the key from U,
to be used by the server.
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9 Further Information

This document forms a part of the information and support which is provided by Utimaco IS
GmbH. Additional documentation can be found on the product CD in the Documentation
directory.

All CryptoServer product documentation is also available on the Utimaco IS GmbH website:
https://utimaco.com/.
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Reference Title/Company Document No.
[CSADMIN] CryptoServer — csadm Manual/Utimaco IS GmbH 2009-0003
[CSTrSh] CryptoServer Troubleshooting/Utimaco IS GmbH MO011-0008-en

[CSADMIN2]  CryptoServer_csadm_Manual_Systemadministrators.pdf 2009-0003

[CSLANS] CryptoServerLAN_Manual_Systemadministrators.pdf 2018-000
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11 Contact and Support Information

You can reach us from Monday to Friday, 09.00 a.m. to 05.00 p.m., Central European Time (CET).

Utimaco IS GmbH
Krefelder Str. 220
52070 Aachen
Germany

RMA Query

If you need to send the device back to Utimaco IS GmbH, please open a new RMA case (Return
Merchandise Authorization). We request that you use the following web address. RMA cases
cannot be opened by email or phone.

https://support.hsm.utimaco.com/support/rma/new

Other Support Queries

= Mail (preferred contact method)
support@utimaco.com
Attach the diagnostic information to your email.

= Web portal
https://support.hsm.utimaco.com/support/cases/new/
The diagnostic information will be requested in our response if necessary.

= By phone
AMERICAS +1-844-UTIMACO (+1 844-884-6226)
EMEA +49 800-627-3081
APAC +81 800-919-1301
The diagnostic information will be requested in our response if necessary.

You can reach us from Monday to Friday, 09.00 a.m. to 05.00 p.m., Central European Time (CET).

Utimaco IS GmbH
Krefelder Str. 220
52070 Aachen
Germany

RMA Query
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If you need to send the device back to Utimaco IS GmbH, please open a new RMA case (Return
Merchandise Authorization). We request that you use the following web address. RMA cases
cannot be opened by email or phone.

https://support.hsm.utimaco.com/support/rma/new

Other Support Queries

= Mail (preferred contact method)
support@utimaco.com
Attach the diagnostic information to your email.

= Web portal
https://support.hsm.utimaco.com/support/cases/new/
The diagnostic information will be requested in our response if necessary.

= By phone
AMERICAS +1-844-UTIMACO (+1 844-884-6226)
EMEA +49 800-627-3081
APAC +81 800-919-1301
The diagnostic information will be requested in our response if necessary.
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