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1 About This Guide

This guide provides information on how to configure Oracle Cloud Infrastructure (OCI) to work
with the Utimaco Enterprise Secure Key Manager (ESKM) for Hold Your Own Key (HYOK)
scenarios. It describes the features and configuration steps in OCl and ESKM that are necessary
to establish and validate the integration.

The guide describes the configuration required to securely create and manage cryptographic
keys in ESKM while enabling Oracle Cloud Infrastructure Key Management Service (OCI KMS)
and supported OCI services to use keys that remain under the control of the ESKM environment.

This guide focuses only on the configuration and integration aspects required for the OCI—ESKM
HYOK scenario. It does not provide general installation or administration procedures for OCI or
ESKM beyond those required to establish the integration.

For more information on installing and configuring the Utimaco Enterprise Secure Key Manager,
refer to the applicable Utimaco Enterprise Secure Key Manager installation and administration
documentation.

1.1 Target Audience

This guide is intended for Oracle Cloud Infrastructure (OCI) and Utimaco Enterprise Secure Key
Manager (ESKM) administrators responsible for configuring and managing the integration
between OCl and ESKM.

1.2 Purpose of the Integration

The purpose of this integration is to enable Oracle Cloud Infrastructure (OCI) services to use
customer-controlled cryptographic keys that are created and securely managed within the
Utimaco Enterprise Secure Key Manager (ESKM) while keeping the key material under the control
of the ESKM environment.

In the HYOK model, cryptographic keys remain within ESKM and are not uploaded or transferred
into Oracle Cloud Infrastructure Key Management Service (OCI KMS). OCI uses a reference to the
externally managed key to perform supported cryptographic operations while the key material
remains under the control of ESKM.

The integration aims to:

= Enable OCI services to use customer-controlled cryptographic keys for supported
encryption operations.
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Keep cryptographic key material within the Utimaco ESKM environment.

Enable OCI to reference and use externally managed keys without importing the key
material into OCI KMS.

Provide centralized key management and lifecycle control through Utimaco ESKM.

Maintain secure authentication and communication between ESKM and OCI.

Support enterprise security and compliance requirements through controlled management
of cryptographic material.

1.3 Abbreviations

Abbreviation Meaning

API Application Programming Interface
HYOK Hold Your Own Key

CA Certificate Authority

ESKM Enterprise Secure Key Manager
HSM Hardware Security Module

IAM Identity and Access Management
KMS Key Management Service

OCID Oracle Cloud Identifier

OCl Oracle Cloud Infrastructure
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Abbreviation Meaning
RSA Rivest—Shamir—Adleman
TLS Transport Layer Security

Table 1: Abbreviations

1.4 Document Conventions

The following conventions are used in this guide:

Convention Use Example

Bold ltems of the Graphical = Press OK
User Interface (GUI),
e.g., menu options

Monospaced Code that is given for chsm-create
explanation or as an
example, file paths

Italic References and See Sample Chapter in
important terms the CryptoServer -
Sample Manual

Table 2: Document conventions

We use special icons to highlight the most important notes and information.

Here you will find important safety information that should be followed.

0 Here you will find additional notes or supplementary information.
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\\/ This message indicates the expected result after the successful execution of an
instruction.
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2 Product Overview

2.1 Overview of the Partner Product

Oracle Cloud Infrastructure (OCI) is Oracle's cloud platform providing a broad range of
infrastructure and platform services, including compute, storage, databases, and security
services. OCI provides the Key Management Service (KMS) and Vault capabilities for creating,
storing, and managing cryptographic keys used to protect data at rest across OCI services.

For the HYOK integration, OCI provides the cloud-side capabilities required to use cryptographic
keys that are managed externally through the Utimaco Enterprise Secure Key Manager (ESKM).

2.2 Overview of ESKM

ESKM is a centralized key management solution that securely stores, distributes, and manages
encryption keys throughout their lifecycle. It supports industry standards, including the KMIP,
enabling integration with various enterprise applications and storage systems.

2.3 Joint Value Proposition

The integration of Oracle Cloud Infrastructure (OCI) with Utimaco Enterprise Secure Key Manager
(ESKM) enables customers to maintain cryptographic keys within the ESKM environment while
allowing supported OCI services to use externally managed keys.

In the HYOK model, cryptographic keys are created and managed within the Utimaco ESKM
environment and are not transferred to or stored as key material within OClI KMS. OCl uses the
externally managed key through the integration with ESKM, while ESKM remains responsible for
the management and lifecycle of the cryptographic key.

The HYOK integration provides customers with greater control over their cryptographic keys by
keeping the key material within the ESKM environment while enabling its use by supported OCI
services.

This joint solution combines OCl's cloud-native services and encryption capabilities with the
centralized key management and security capabilities of Utimaco ESKM. It enables organizations
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to maintain control over their cryptographic key material and its lifecycle while leveraging OCI
services, supporting enterprise security, governance, and compliance requirements.
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3 Integration Requirements and Prerequisites

3.1 Tested Versions

Utimaco ESKM Version

8.54.x

Table 3: Tested versions

3.2 Supported Platforms

= Utimaco ESKM hardware appliance.

= Utimaco ESKM virtual/cloud appliance.

3.3 Hardware and Software Requirements

Software Software Requirements
Utimaco ESKM 8.54.x

Oracle Cloud Infrastructure (OClI) -
Table 4: Hardware and software requirements
3.4 Prerequisites
1. Utimaco ESKM version 8.54.x or later.

2. Admin access to Utimaco ESKM.

3. Access to an Oracle Cloud Infrastructure (OCI) tenancy.
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4 Installing and Configuring ESKM
The following section outlines the procedures required to configure ESKM.

The initial phase involves configuring the ESKM before proceeding to Partner Product.
For detailed configuration steps, refer to the “ESKM_Installation and Replacement_Guide_8.54.0".

After successful installation and configuration, log in to the ESKM.

<« > C M o5 kms1.testeskm.com:9443 Pie (DN
4 Enterprise Secure Key Manager utim a C°®

eskm

Administrator Authentication

(Login]

Figure 1: ESKM login page
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@ Enterprise Secure Key Manager utimaCO®

Home Security Device Help + LogOut

Home / Summary eskm
* Summary .
Logged in as admin

+ Search H ome

System Summary Help @

Product:  Enterprise Secure Key Manager L1
UnitID:  UL14NFABHJK
Hardware Platform: Cloud Platform
Software Version:  8.54.0 (VESKM 8.54)

Date:  09/08/2025
Time: 23:27:31

Time Zone:  Pacific Time

System Uptime: 26 days, 18:59:13

Licenses: 100

Licenses in Use: 25

Figure 2 : ESKM home page
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5 Installing and Configuring OCI
The following section outlines the procedures required to configure OCI.

The initial phase involves configuring the OCI before proceeding to Partner Product.
For detailed configuration steps, refer to the “OCI installation Documentation”.

After successful installation and configuration, log in to the OCI.

imentation, and M.

Home Normal performance .
View service health @ |_ Customize

Tenancy.
WYY ———
Resources Build
My recently viewed oo Compute 2-6 mins
. BY CreateaVMinstance
Recently created Create or add your first resource collection
Autonomous Al Transaction Processing -
Resource collections You can create a resource collection by setting up and saving search criteria to run again later. Resource results B Create an ATP database °
dynamically update as your infrastructure scales. Adding resource collections to the home page lets you more quickly
view and manage collections of resources for a specific project, team, or solution. Autonomous Al Lakehouse .
B Create an LH database Fomins
Networking
Resource Explorer ‘ Show all ‘
Services Service spotlight
Customize the recommendations by choosing a profile. Update
Pinned Recently visited

Object Storage & Archive Storage
o Instances Compute 5 Domains dentity Buckets
Securely store any type of data in its native format. Upload your data as objects that
are stored in buckets
o Virtual cloud networks Networking

Figure 3: OCI Login
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6 Integration Steps on Utimaco ESKM

This section describes the configuration steps required on Utimaco Enterprise Secure Key
Manager (ESKM) to establish the HYOK integration. The following sections guide you through the
ESKM-side configuration, including the creation of the OCI-HYOK cloud instance and the
management of cryptographic keys that remain under the control of ESKM while being
referenced by OCI. The procedures assume that ESKM is already installed, configured, and
accessible to an administrator. Therefore, the installation and general administration of ESKM
are outside the scope of this chapter. The required OCI configuration and connection information
is also assumed to have been prepared as described in the preceding section. Configuration of
specific OCI services that will consume or use the externally managed cryptographic keys is not
covered and must be performed separately according to the requirements of the corresponding
OCl service.

6.1 Add an OCI-HYOK Cloud Instance

1. Go to ESKM Management Console > Security > Cloud Integration.

Keys & KMIP Objects

*

Keys
+ Query Keys
+ Create Keys
+ Import Keys
+ Key Options
» KMIP Objects

+ Cloud Integration

+ Authorization Policies

Users & Groups

Figure 4 : Cloud Integration

2. Go to Cloud and click Add Cloud Instance.
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4 Enterprise Secure Key Manager

4 Home HSM Cloud
fo -l + Add Cloud Instance

No Cloud Instances Available

Figure 5: Add Cloud Instance

3. Enter an Instance Name and select OCI-HYOK from the Cloud Type dropdown list.

Add Cloud Instance

*Instance Name

OCI-HYOK-TEST

*Cloud Type
Select

Figure 6 : Add Cloud Instance — OCI Configuration

4. Click Verify.
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5. Verify that the instance was created successfully.

Instance Name ~ Cloud Type % ESKM User S Creation Date &

OCI-HYOK-TEST © OCI-HYOK 0ci-OCI-HYOK-TEST 2026-09-30

Figure 7 : OCI-HYOK Cloud Instance

6.2 Delete an OCI-HYOK Cloud Instance

te 3 + Add Cloud Instance

Last Updated % Action
N |

2026-09-30 VA |
VN |

1. Go to ESKM Management Console > Security > Cloud Integration.

2. Select and Click the Cloud Instance to be deleted.

3. Click The Delete Icon.

Instance Name = Cloud Type 3 ESKM User & Creation Date %
ESKM-vault O OCI-HYOK oci-ESKM-vault 2026-09-08
HYOK-TEST O OCI-HYOK ocCi-HYOK-TEST 2026-09-28

Figure 8 : Delete Cloud Instance

4. Confirm the Delete prompt.

Document No.: IG-2026-0097 Document Version: 1.0.0

fe 3 + Add Cloud Instance

Last Updated < Action
2026-09-08 v ﬁ[ﬂ
2026-09-28 P |
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Delete Cloud Instance

Are you sure you want to delete instance ESKM-vault?

Figure 9 : Delete Instance Confirmation

Cloud Instance ESKM-vault [OCI-HYOK] deleted successfully. ~ Hide

Figure 10 : Cloud Instance Deleted

6.3 Manage OCI-HYOK Keys

1. Go to ESKM Management Console > Security > Cloud Integration.

2. Locate the configured OCI-HYOK cloud instance and click Manage Keys icon.

te W + Add Cloud Instance

Instance Name = Cloud Type % ESKM User & Creation Date % Last Updated % Action
PN |
OCI-HYOK-TEST O OCI-HYOK 0oci-OCI-HYOK-TEST 2026-09-30 2026-09-30 ,.
= PN |

Figure 11 : OCI-HYOK Cloud Instance — Manage Keys

Page 18 of 54
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3. The OCI-HYOK Keys page is displayed.

« Cloud Instance: © vault4 -+ Create Key

Key Name ¥ Source % Status + ESKM Key Owner % Action

0ci-94d95470-f444-4fd5- 0ci-94d95470-f444-4fd5- . ( )
Active oci-vault4 | Select v ‘

alc3-2f84e83ec30a al1c3-2f84e83ec30a(ESKM) S

oci-691ea8b1-0bcd-42a6-95c8-86  oci-691ea8b1-0bcd-42a6-95¢

Active oci-vault4 | Select v ‘
3359ce5dc0 8-863359ce5dcO(ESKM) -

Figure 12 : OCI-HYOK Keys

4. Click the desired key from the list to view its details, then click Close when done.

Document No.: IG-2026-0097 Document Version: 1.0.0 Page 19 of 54



* ®
Integration Steps on Utimaco ESKM UtlmaCO

0ci-94d95470-f444-4fd5-a1c3-2f84e83ec30a

ESKM Key Name
0ci-94d95470-f444-4fd5-a1¢c3-2f84e83ec30a

Key ID

94d95470-f444-4fd5-a1c3-2f84e83ec30a

Key URL

https://10.5.4.187/ekm/v1/vaults/vault4/keys/94d95470-f444-4fd5-alc
3-2f84e83ec30a

ESKM Key Owner

oci-vault4

Figure 13 : OCI-HYOK Key details

5. To delete a Key, change the Action to Delete.
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Are you sure you want to delete key (oci-94d95470-f444-4fd5-
alc3-2f84e83ec30a) from ESKM ?

Cancel

Figure 14 : OCI-HYOK Key deletion

6.4 Create a Key

1. From the OCI-HYOK Keys page, click Create Key.

« Cloud Instance: o© vault4 =+ Create Key

No Keys Available

Figure 15 : Create Key

2. Select Create Key & Upload.
3. Enter the ESKM Key Name and select the required Algorithm.

4. Click Create.
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Create Key

7 N .
1‘0] Key Selection Summary
-/

*Algorithm
AES-256

ESKM Key Owner

oci-vault4

Figure 16 : Key Selection — ESKM Key Name and Algorithm

5. Review the key information displayed on the Key Summary page.
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Create Key

(°] Key Selection

¢ Key created successfully on ESKM

ESKM Key Name oci-8f22be63-8b4c-4341-
b679-45b6346e7a36

Key ID 8f22be63-8b4c-4341-b679-45b6346e7a36
Algorithm AES-256

ESKM Key Owner oci-vault4

Close

Figure 17 : Key Summary

0 The Key ID will be useful later on when creating the key Reference in OCI.
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7 Integration Steps on OCI

The following section describes the Oracle Cloud Infrastructure (OCI) configuration steps
required to prepare the environment for the HYOK integration. The following sections guide you
through the OCl-side configuration and the collection of the information required to establish the
integration with Utimaco ESKM. The procedures assume that an OCI tenancy is already available
and appropriately accessible. Therefore, the creation or initial setup of an OCI tenancy is outside
the scope of this chapter. In addition, this chapter does not cover the configuration of specific
OCl services that will use the externally managed cryptographic keys. Such service-specific
configuration should be performed separately according to the requirements of the
corresponding OCI service.

7.1 Prepare the Private Network

The HYOK integration requires a private network connection between OCI and the external KMS.

1. Log in to the OCI Console.
2. In the OCI Console, go to Networking — Virtual Cloud Networks.
3. Select the VCN to be used for the Private Endpoint.

4. Verify that the VCN has the required IPv4 CIDR configured.

Create a Virtual Cloud Network ‘

~——a w— ———a w1

Name
VCN_HYOK

Create In Compartment

IPv4 CIDR Blocks

You can assign up to 16 IPv4 CIDR blocks to a VCN. There must be at least one IPv4 CIDR block assigned to a VCN. Learn more.

1Pv4 CIDR Blocks -
10.1.00/16 ‘

@ 10.100/16

BYOIPV6 Prefix

1Pv6 prefix 1P range Total IPs.

No items to display

Create new items or search again using different filters or search terms.

Figure 18 : Create a Virtual Cloud Network
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5. From the VCN, go to Subnets.

6. Click Create Subnet.

VCN_HYOK e Actions v
Vit cloud Network

~—a — B Sy ————
Details IP administration I Subnets | Gateways Routing Private service access Security VLANs Work requests Tags
Subnets

L2 =

Appli

o

Name State IPv4 CIDR Block Oracle-allocated IPv6 Prefix BYOIP IPv6 Prefixes ULA IPv6 Prefixes Subnet Access Created

No items to display

e new Items or search again using diferent flkers or search terms.

Figure 19 : Subnets menu in VCN

7. Enter the subnet Name and Compartment.
8. Define the subnet CIDR within the VCN CIDR range.

9. Leave the remaining values at their default settings unless additional network
configuration is required.

10. Click Create Subnet.
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Create Subnet ‘

Name
hyok_subnet

‘ Create In Comoartment

‘Subnet Type

Regional (Recommended) Availabiity Domain-specific
Instances i the subnet can be created in any avallabiity domain in the region. Useful for Instances i the subnet can only be created in one availabiity domain in the region.
high avalabity.

CIDR blocks and prefixes

CIDR blocks,
IR block or
wiype
1Pva CIDR Block
the CIDRs o pref VN
‘Route Table compartment Route Table
Defoult Route Table for VCN_HYOK.
‘Subnet Access.
Private Subnet Public Subnet

Prohibit public IP addresses for Instances in this Subnet Allow public IP addresses for instances in this subnet. To reach the internet,
Subnets must have internet routable addresses advertised by OCL

DNS Resolution
Use DNS hostnames in this Subnet ©

DNS Label

-

Figure 20 : Create Subnet

7.2 Direct VPN Configuration

ﬂ This section is only needed if the ESKM is inside a private network, if the ESKM has a
public address configured this step shouldn't be configured.

The Private Network configuration in OCI needs the stablishment of a Site-to-Site VPN in order to
connect the OCI private network with the ESKM private network.

1. In the OCI Console, go to Networking — Customer-premises equipment.
2. Select Create CPE.

3. Insert the Name and select the Compartment.

4. Insert the Customer-premises public IP address.

5. Select the CPE Vendor and Platform/Version.

6. Create CPE.
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Create CPE

Name
CPE-VCN-Prod-Shared

1234

CPE vendor information

Used by the CPE hel rk

xxxxxxxxxxxxxx

v Tags

No items to display

Addtag

Figure 21 : Create a CPE

7. Go to Networking — Site-to-Site VPN.

8. Create IPSec Connection.

o —

9. Define the Name and select the Compartment, CPE and Network Dynamic Route Gateway

created before.

10. Introduce <IP_ADDRESS>/32 as the static route to the on-premise network.

11. Expand Tunnel 1 and select IKEv2 and Static Route.

Document No.: IG-2026-0097
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Figure 22 : Create IPSec connection

12. Expand Tunnel 2 and select IKv2 and Static Routing.

To define the algorithms used in the IKEv2 phases, expand the advanced options
and the desired phase. Some companies may have restrictions with the allowed

algorithms.

13. Create IPSec Connection.

14. In the Site-to-Site VPN panel, select the created IPSec VPN panel, select the created IPSec
Connection - Tunnels — tunnel-1.

15. Copy the Oracle VPN IP address and the Shared Secret.

16. Use these parameters to configure the ESKM network side.
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The Site-to-Site VPN tunnels are commonly managed in the gateway's firewall. If the
ESKM environment's firewall requires the modification of the algorithms or the

session key lifetime, it can be done by selecting the Edit button, Advanced Options —

> Phase One/Two — Set custom configurations.

7.3 Create the Confidential Resource Application

The Confidential Resource Application is used as the OAuth Resource Server for the HYOK

integration.

1. In the OCI Console, go to Identity & Security > Domains.
2. Select the domain to be used for the integration.

3. Go to Integrated Applications.

4. Click Add Application.

5. Select Confidential Application.

Add application

application templates for popular
(Saas) applications, such
th

Be type
of application has reduced integration options. These
t maintain the of their

client secret.

Confidential Application

Create a web-server/server-side application that uses
s

pury ra
Gateway passes HTTP headers to the applications after
These applications typically run on a server and can authenticating and authorizing the ser's access
maintain the confidentiality of their client secret.

r
D and client secret are called confidential applications.

equred.

Figure 23 : Add a Confidential Application

6. Click Launch workflow.

7. Enter the application name:
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<RESOURCE_APP_NAME>

8. Click Create.

9. Select the application and go to Actions — Activate.

test-confidential-app e
Application

A Next steps
Configure OAuth and Web tier policy

Details OAuth configuration Web tier policy Users Groups

Application information

Application ID

Description Confidential App Description
Custom sign-in URL

Custom error URL

Display in My Apps No
User can request access No
Enforce grants as authorization Disabled

Application type Confidential Application
Application URL
Custom sign-out URL

Custom social linking callback URL -

User can view their credentials No

Figure 24 : Activate the Confidential Application

10. Go to OAuth Configuration.

11. Click Edit OAuth Configuration.

Document No.: IG-2026-0097

Tags
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& Identity & Security < Integrated applications
test-confidential-app 4
< identity Aoptcation
Overview e -
A Next steps
Domains

Configure OAuth and Web tier policy

Network Sources ,, -
Details | OAuth configuration | Web tier policy Users  Groups Tags
Policies
oo z N T S
application is disabled.

My profile

Figure 25 : Edit OAuth configuration

12. Select Configure this Application as a Resource Server now.
13. Enter the public IP address that will access the ESKM resources as Primary Audience.

14. Activate the Add Scope and click Add.

Edit OAuth configuration
v Resource server configuration

@ Configure this spplication s a resource server now

O Noresource server configuration

Configure application APIs that need to be OAuth protected

‘Access token expiration (seconds)
3600

)

Scope. Protected Display name Description Requires user consent

No items to display

=
Figure 26 : Resource Server Configuration

15. Insert the Scope and click Add.
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16. Click Submit.

0 The Resource Server application and the Confidential Client Application can be the
same application. if the same application is used, configure the Resource Server first
so that the OAuth scope is available when configuring the client.

7.4 Create the Confidential Client Application

The Confidential Client Application is used by the external KMS to authenticate with OCI.

0 If the Resource Server application and the Confidential Client Application are the
same application, then move to step 5.

—_

. In Integrated Applications, click Add Application.
2. Select Confidential Application.
3. Enter the application name:
<CLIENT_APP_NAME>
4. Select the application and go to Actions — Activate.
5. Go to OAuth Configuration.
6. Click Edit OAuth Configuration.
7. Select Configure this Application as a Client now.

8. Configure the application to use Client Credentials.
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Edit OAuth configuration
»
spptcaton.
thangscope il equre consent.
crent 1 sadress
QO Anywhere

O Restrict by netuork perimeter

Token issuance policy

Authorized resources

— pectic o access any
oAl
O Speciic
| [ =) |
¥
Resources
= |
Resource Protected Scope

No items to display
a

Add app roles

»

Figure 27 : Add scope as a resource

9. Associate the application with the scope created for <RESOURCE_APP_NAME> .
10. Click Create.
11. Open the OAuth configuration.
12. Record the following values available in the General Information section:

e Client ID

e Client Secret

Details  OAuthconfiguration ~ Web tier policy ~ Consentinformation ~ Users  Groups  Tags
& Identity & Security

I —— —
< Identity

Overview General Information Allow non-HTTPS URLS Disabled
Client ID 0654e2a433b542428c2be76ad0cc8416 Redirect URL -
Network Sources
Post-logout redirect URL. -
Policies -
Client secret Logout URL
Compartments
G cm = Bypass consent Disabled
My profile
Regenerate Client secret available for regeneration None
Client type Confidential
@ @ Certificate

Allowed operations
Authorization

Client IP address Restrict by network perimeter
Grant Types. -
Resource owner Disabled Token issuance policy
Client credentials Enabled Authorized resources. Explicit
JWT assertion Disabled

Figure 28 : Client ID and Secret
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0 Store the Client Secret securely. It is required later when configuring the external
KMS.

7.5 Obtain the Identity Domain URL

The Identity Domain URL is required to configure the OAuth connection with the external KMS.

1. In the OCI Console, go to Identity & Security — Domains.
2. Select the domain used for the integration.

3. Copy the Domain URL.

Record the value as:

<ID_DOMAIN_URL>

Default o=
‘Domain
~——a - e e —
Details  User Directon v Integrated appl o Federation Domain policies  Security  Authentication Branding  Settings  Schemamanagement  App gateways  Reporting  Notif
Details
oap Copy
Domain type free
Description Defauilt domain Copy.
Domain replication
Home region
Created Apr 09, 2026, 11:09:10 UTC
Show domain on login On
Domain URL I hitps://idcs- I <ty oraclecloud com:443 Copy) I
Regional URL Copy

Status. Acve

Figure 29 : Domain URL

a When the OpenlID Configuration endpoint is required, use:

<ID_DOMAIN_URL>/.well-known/openid-configuration

7.6 Configure OAuth Trust in the ESKM

In the ESKM, create or configure the Identity Provider for OCI.
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1. In Device --> REST Server —> Advanced REST Settings select Edit.

2. Activate the Enable OCI HYOK checkbox.
3. Use <ID_DOMAIN_URL>/admin/v1/SigningCert/jwk as the OCI HYOK JWKS URL.

4. Set the OCI HYOK Issuer field as identity.oraclecloud.com.

5. Save.

Advanced REST Settings

Enable ETSIQKD 14: [

ETSIQKD 14 Port: |7443

ETSI QKD 14 CA: | [None] v
Enable Google Workspace: [
Google Workspace Server Certificate: | [None] v|
IDP JWKS Endpoint: | |
IDP Client ID: | |
IDP Issuer: ‘ |

Enable Azure EKM Proxy: [J

Azure EKM Proxy Server Certificate: | [None] v|

Azure EKM Proxy Server name: ‘[None] |

Azure EKM Proxy CA: | [None] v/
Enable OCI HYOK:

OCI HYOK JWKS URL: ‘ httpsZ//idcs—26bd05a584ef4l|

OCI HYOK Issuer: ‘identityoraclecloud.com |

save | cancel |

Figure 30 : Enable OCI HYOK in the ESKM
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7.7 Create the OCI External KMS Private Endpoint

The Private Endpoint provides the private connection between OCI and the external KMS.

1. In the OCI Console, go to Identity & Security — Private Endpoints.

2. Click Create Private Endpoint.

@& Identity & Security Private Endpoints

< KeyManagement

a =

Applied filters _ compartment gradiantsysadmin (toot)

Created

No items to display

Figure 31 : Create Private Endpoint

3. Enter the Private Endpoint name:
<EKMS_PRIVATE_ENDPOINT_NAME>

4. Select the VCN created previously.

5. Select the required subnet.

6. Enter the external KMS destination:

<KMS_PRIVATE_IP/FQDN>

If the KMS has a private IP instead of a public IP, it will be necesary to configure a
(2 5 VPN / FastConnect. This configuration must be performed both in OCI and the KMS
network.

7. Enter port 443, or the port configured for the ESKM service.
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Create Private Endpoint ‘

Pre. : Create Virtual Fast Connect, set up policies. Lear more:

Type
External

Name

File upload Clear

ESKMCA.crt 1.4k

v Tags

Add What can

No items to display

=]

Figure 32 : Create Private Endpoint parameters

8. Upload the CA bundle used to sign the ESKM's service certificate:

<KMS_CA_BUNDLE>

9. Click Create.

10. Verify that the Private Endpoint is in the expected active state.

7.8 Create the Cloud instance in the External KMS

The External Vault used for the OCI HYOK integration corresponds to the cloud instance created
in ESKM.

You can either use an existing ESKM cloud instance or create a new one by following the
procedure described in 1G-2026-0097 Add an OCI-HYOK Cloud Instance .

1. In the ESKM Management Console, go to the Cloud Instances section.
2. Select the cloud instance to be used for the OCI HYOK integration.

3. Click Edit.
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te 3 + Add Cloud Instance

Instance Name ~ Cloud Type ESKM User & s

Creation Date % Last Updated & Action
vault3 © OCI-HYOK oci-vault3 2026-09-11 2026-09-11 VA |
vault4 © 0OCI-HYOK oci-vault4 2026-09-24 2026-09-24 [}

K]q12 5\

Figure 33 : Edit Cloud Instance

4. From the cloud instance configuration, copy the External Vault URL.

Edit Cloud Instance

Instance Name

vault4

Cloud Type
OCI-HYOK

Vault URL
https://10.5.4.187/ekm/v1/vaults/vault4

Note: This instance is not editable.

Cancel

Figure 34 : ESKM Vault URL

Record the value as:

<EXTERNAL_VAULT_URL>
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0 The External Vault URL is required when creationg the External Vault in OCI.

7.9 Create the External Key Management Vault in OCI

1. In the OCI Console, go to Identity & Security — External Key Management.

2. Click Create Vault.

Vaults

External Key You to use a third-party nd control data in the Oracle cloud. Lear more about External KMS.

A Pre-requisites for configuration

View steps Never show this again

e ——

[a

Applied filters  compartment

Create Vault

Name. State Created

No items to display
Creste newtems o search again usi

sing difeent fikers or search terms.

Figure 35 : Create External Key Management Vault

3. Enter the Vault name:
<EKMS_VAULT_NAME>

4. Select the desired Compartment.

5. Enter in the IDCS Acount URL:

<ID_DOMAIN_URL>

6. Enter the required OAuth information.
7. Select the Private Endpoint created previously.

8. Enter the External Vault URL:

<EXTERNAL_VAULT_URL>
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Create Vault -

~——a - ~~—a —
Pre-requisites:

« Register Lesm more.

. d register KMS ol

« Creste Private Endpoint in OCI KMS.

Name

ESKM-vault
[ (((((((((((( partment

10CS Account Name URL

hitps://idcs" Lidentity oraclecloud.com443

Client Appiication 10

®
vote Endpoint
ESKM_pvt_endpoint

‘External vault URL
hitps://15.678/ekm/v)/vaults /oc-vult]

> Advanced options

Concel

Figure 36 : External Key Management parameters

9. Click Create Vault.

10. Wait until the External Vault reaches the Active state.

& Identity & Security Vaults

< KeyManagement

Vault

[a

Dedicated Key Management
Applied filters  compartment wipro

S )

Private Endpoints

Neme State Created v
ESKM-vauitd acve Thu, Sep 24, 2026, 124407 UTC
ESKM-vault3 scve Mon, Sep 14, 2026, 123558 UTC
ESKM.vault2 sce Thu, Sep 10,2026, 113420 UTC
ESKM-vault s Fri, Aug 14,2026, 09:50:38 UTC

Figure 37 : External Key Management Vault activated

0 The OCI External Key Management service is a paid resource. An OCI account with
the required service availability and billing configuration is required to create the
External Vault.
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8 Verification and Testing
8.1 Functional Testing

8.1.1 Create the Key Reference in OCI

1. In the OCI Console, open the External Vault created previously.

2. Goto Keys.

3. Click Create Key Reference.

ESKM-vault4 e

External Key Management
T W
Vault information Keys Tags
Key References
‘ Q ‘ ‘ Search
Applied filters Compartment &
‘ Create Key Reference ‘ ‘ o ‘

Name State Created v

n [ =

Page 10f 1(1- 2 of 2 total items)

Figure 38 : Create Key Reference

4. Enter the external key identifier created in the ESKM previously:

<EXTERNAL_KEY_ID>
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Create Key Reference

Create in Compartment

Name
ESKM-HYOK-KEY

Key Shape: Algorithm
AES

Key Shape: Length
256 bits

External Key ID
8f22be63-8b4c-4341-b679-45b6346e7a36

> Advanced options

Figure 39 : Key Reference Information

5. Enter the required algorithm and key length, if requested.

6. Enter the Key Reference name.

7. Click Create.

8. Verify that the Key is created and has the expected status.

ESKM-vault4 e

External Key Management

Vault information Keys Tags

Key References

[

‘ i Search

Applied filters -

‘ Create Key Reference

Name
ESKM-HYOK-KEY

< » Page 10f 1(1 - 3 of 3 total items)

Document No.: IG-2026-0097

Ll
State Created Vv
Enabled Oct 4,2026,17:12UTC
- - n
B - -

Items per page ‘ﬁ

Figure 40 : Key Reference Created
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0 The Key Referece is associated with the key managed by the external KMS. The
cryptographic key remains under the control of the external KMS.

8.1.2 Rotate the Key in OCI

1. In the OCI Console, open the External Vault and select Keys.

2. Select the HYOK Key Reference and open Key Reference Versions.

3. Select Rotate Key Reference.

ESKM-HYOK-KEY  enabled

~wa o
Key reference information Key Reference Version Tags
Versions
‘Q Search ‘ ‘ Search ‘
‘ Rotate Key Reference ‘III

ociD State External Key Version ID Created v

...4sxylxehusra Enabled 1 Sun, Oct 4, 2026, 17:12:07 UTC

Page 10of 1(1- 1 of 1total items) Items per page ‘ 10 v ‘

Figure 41 : Rotate Key Reference

4. Leave the External Key Version ID field empty.

ﬂ The External Key Version ID is optional. If a specific key version has already been
generated in ESKM, its ID can be entered. If the field is left empty, OCI creates a new

Key Reference Version using the latest key version available in the External Key
Manager.

5. Confirm the rotation when prompted.
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Rotate Key Reference

If you do not enter an external key version ID, a new key reference version will be created for the latest key version available in the External Key Manager. Are you sure you want to rotate the key
reference "ESKM-HYOK-KEY™?

External Key Version ID

Key version ID supplied by your external key management system.

Cancel Rotate Key Reference

Figure 42 : Rotate Key Reference Information

6. Verify that the new Key Reference Version is displayed as Enabled.

ESKM-HYOK-KEY  Enabied Edit Name

A -
Key reference information Key Reference Version Tags
Versions
‘O\—r and Filte ‘Search‘
Rotate Key Reference ‘E‘
ociD State External Key Version ID Created v
| ...3ap4m7nuq Enabled 1 Sun, Oct 4, 2026, 21:58:08 UTC
...4sxylxehusra Enabled 1 Sun, Oct 4, 2026, 17:12:07 UTC
< 4 Page 10f 1(1 - 2 of 2 total items) Items per page ‘ 10 >
Figure 43 : Key Reference Rotated
Document No.: IG-2026-0097 Document Version: 1.0.0
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8.1.3 Disable the Key in OCI
1. In the External Vault, go to Keys.
2. Select the HYOK Key Reference and open Actions.

3. Select Disable and confirm the operation.

ESKM-HYOK-KEY  Enatied

s

L I
i Disable |

Search

o1

Key reference information Key Reference Version Tags
- Add tags
Versions Move resource
Delete
a
‘ Rotate Key Reference
ocID State External Key Version ID Created v
...3apam7nuq Enabled 1 Sun, Oct 4, 2026, 21:58:08 UTC
...4sxylxehusra Enabled 1 Sun, Oct 4, 2026, 17:12:07 UTC
< > Page 10f 1(1- 2 of 2 total items)

Figure 44 : Disable Key Reference

4. Verify that the Key Reference status changes to Disabled.

ESKM-HYOK-KEY

Items per page ‘ 10 >

Key reference information Key Reference Version Tags

Versions

la

‘ ‘ Search ‘

Rotate Key Reference

ocip State External Key Version ID

...3ap4m7nuq Disabled 1

...4sxylxehusra Disabled 1

< 4 Page 10f 1(1- 2 of 2 total items)

Created v

Sun, Oct 4, 2026, 21:58:08 UTC

Sun, Oct 4, 2026, 17:12:07 UTC

Figure 45 : Key Reference Disabled

E]

Items per page ‘ 10

A disabled Key Reference cannot be used for cryptographic operations.
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8.1.4 Modify the Key in OCI

For HYOK, the key material itself cannot be modified in OCI. To test modification of the OCI-side
resource:

1. In the External Vault, go to Keys.
2. Select the HYOK Key Reference.

3. Select Edit Name and modify the available key name.

ESKM-HYOK-KEY st
e e

Key i i Key Version Tags

ocip j3ig733uz4m72tpc: dvio2zyxfi Copy Algorithm AES

Compartment wipro Length 256 bits

Created Thu, Sep 24, 2026, 12:44:07 UTC Key Reference Version 1 Copy

Vault ESKM-vault4 External key id 8f22be63-8b4c-4341-b679-45b6346€7a36

Figure 46 : Edit Key Name

4. Save the changes and verify that the modification is displayed.

ESKM-HYOK-KEY-1| enabed

== ——e e e
Key reference information Key Reference Version Tags

OocCID ...evrekwmp5x5dslvnuoj3ig733uz4m72tpc2sgvadvlo2zyxfiuq Copy
Compartment wipro

Created Thu, Sep 24, 2026, 12:44:07 UTC

Vault ESKM-vault4

Figure 47 : Key Name Modified
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8.1.5 Encrypt with the Key in OCI

1. In the OCI Console, go to Storage — Block Storage — Block Volumes.

2. Click Create Block Volume.

Block volumes

Block volumes provide high-performance network storage to support a broad range of |/0 intensive workloads. Learn more

——va e

‘Q Search and Filter

‘ ’ Search

Applied filters  Compartment wipro

Create block volume |

Name State Size Default Auto-tuned Cro§s rggion Availa!:ilily Backup policy Created
per per domain
No items to display
Create new items or search again using different filters or search terms.
Figure 48 : Create Block Volume
3. Enter the required volume information.
4. Under Encryption, select Encrypt using a customer-managed key.
5. Select the External Vault created previously.
6. Select the HYOK Key Reference.
Create block volume
—
@ ]
Backup policies
xls:; backup policy compartment . Select backup policy .
Cross ad/region replication
Enables asynchronous cross region volume replication. Learn more
Enable cross ad/region replication
@ ]
Volume encryption
Encrypt using oracle-managed keys Encrypt using customer-managed keys
Leaves all encryption-related matters to oracle. Requires you to have access to a valid key management key.
Vault compartment . ‘ Zas\;(kM its .
Master encryption key compartment Master encryption key
e [ESKM-HYOK-KEY-1 v
View detail page after this block volume is created
Cancel Save as stack

Figure 49 : Select HYOK Key Reference

Document No.: IG-2026-0097 Document Version: 1.0.0

Create block volume

Page 47 of 54



Verification and Testing

utimaco’

7. Click Create.

8. Verify that the Block Volume is created successfully and that the HYOK Key Reference is

displayed as the encryption key.

8.1.6 Delete the Key in OCI

1. In the External Vault, go to Keys.

2. Select the HYOK Key Reference and open its actions.

Key References

o

‘ ‘ Search

Applied filters Compartment wipro

‘ Create Key Reference

Name
ESKM-HYOK-KEY-1
ESKM-1

ESKM-key1

< > Page 10of 1(1 - 3 of 3 total items)

3. Select Delete.

Document No.: IG-2026-0097

State

Enabled

Enabled

Enabled

Created v
Oct 4, 2026, 17:12 UTC
Sep 28, 2026, 09:05 UTC

Sep 24, 2026, 13:23 UTC

Figure 50 : Delete Key

Document Version: 1.0.0

View Key Details
Copy OCID
Disable

Items pt ‘

Move resource

Manage tags

Delete Key
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Delete Key Reference

Are you sure you want to delete the key reference"ESKM-HYOK-KEY-1"? Any data or any OCl resource such as Block Volume, Object Storage, Databases, Fusion Applications etc that are encrypted
by this key will be unusable or irretrievable immediately, and is permanently unusable or irretrievable after the key has been deleted.

Confirm that you want to delete this key reference by clicking the box and typing "ESKM-HYOK-KEY-1".

Name
ESKM-HYOK-KEY-1

You can only schedule deletion 7 days from now. Within 7 days you can cancel deletion.
Select deletion date

11/3/2026

Time
22:00 UIC ‘

Cancel Delete Key Reference

Figure 51 : Confirm Deletion Schedule

4. Confirm the deletion and verify that the Key Reference is scheduled for deletion or
removed according to its current state.

ESKM-vaultd

External Key Management

Vault information Keys Tags

Key References

‘Q Filter HSearr.h‘

Applied filters Compartment wipro

‘ Create Key Reference ‘ m ‘
Name State Created v
I ESKM-HYOK-KEY-1 Pending Deletion Oct 4,2026,17:12 UTC
ESKM-1 Enabled Sep 28, 2026, 09:05 UTC
ESKM-key1 Enabled Sep 24, 2026, 13:23 UTC
< > Page 10f 1(1 - 3 of 3 total items) Items per page ‘ 10 v

Figure 52 : Key Pending Deletion
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ﬂ Deleting the Key Reference in OCI does not delete the corresponding key in ESKM.
the external key remains available in the external KMS.

8.2 Logs and Validation Steps

The ESKM logs can be used to verify the operations performed during the OCI-HYOK integration
and to confirm the successful upload of the key to OCI.

1. In the ESKM Management Console, click Device > Logs & Statistics > Log Viewer > REST.
2. In the ESKM Management Console, click Device > Logs & Statistics > Log Viewer > Audit.

3. In the ESKM Management Console, click Device > Logs & Statistics > Log Viewer >
System.

4. Review the REST, Audit, and System logs for the operations performed during the OCI-
HYOK integration.

5. In the Audit log, verify that the key upload operation was successfully completed.

Log File: Current (Showing All Lines)

 Dovnioad Entire Log  Cear

REST Log:

[2026-10-04 18:04:12] [INFO] LOCALHOST [-] [REST] oci-vaultd Auth - [oci-vault4] - [Success] [-

[2026-10-04 18:04:12] [ERROR] LOCALHOST [REST] oci-vault4 Get Key Custom Attributes oci-691ea8bi-Obcd-42a6-95c8-863359ce5dc® [Custom attributes not found.] - [Failed] [-]

[2026-10-04 18:04:19] [INFO] LOCALHOST [-] [REST] oci-vaultd Auth - [oci-vault4] - [Success] [-

[2026-10-04 18:04:19] [INFO] LOCALHOST [-] [REST] oci-vaultd KeyDelete oci-691ea8bi-Obcd-42a6-95c8-863359ce5dcO - [Success] [-]

[2026-10-04 18:06:27] [INFO] LOCALHOST [-] [REST] oci-vault4 Auth - [oci-vault4] - [Success] [-]

[2026-10-04 18:06:27] [INFO] LOCALHOST [-] [REST] oci-vaultd KeyCreate oci-8f22be63-8bdc-4341-b679-45b6346e7a36 [AES 256 oci-vault4 Deletable Exportable Versioned] - [Success] [-]

[2026-10-04 18:06:27] [INFO] LOCALHOST [REST] Added group permissions - [Success] [Key name: oci-8f22be63-8bAc-4341-b679-45b6346e7a36; Group name: vaultd; Key export: Always; Full permission: Always]
[2026-10-04 18:06:57] [INFO] LOCALHOST [-] [REST] oci-vaultd Auth - [oci-vaultd] - [Success] [-]

Figure 53 : ESKM HYOK Logs

0 The successful Audit log entry confirms that the key upload operation was
completed by ESKM. Together with the key being visible in the OCI Vault, this
validates the successful transfer of the key as part of the OCI-HYOK integration.

Document No.: IG-2026-0097 Document Version: 1.0.0 Page 50 of 54



Troubleshooting

utimaco’

9 Troubleshooting

9.1 Common Issues and How to Resolve Them

Issue

External
Vault
cannot be
created or
verified

OAuth
authentic
ation
failure

Private
Endpoint
connectio
n failure

Key
Reference
cannot be
created or
used

Document No.: IG-2026-0097

Possible Cause

The External Vault URL, Private
Endpoint, or OAuth configuration is
incorrect or the external KMS is not
reachable from OCI.

The OAuth client credentials or
Identity Provider configuration are
invalid or do not correspond to the
OCI Identity Domain configured for
the integration.

The VCN, subnet, destination IP/
FQDN, port, or CA bundle
configured for the Private Endpoint
is incorrect, or the external KMS is
not reachable through the
configured network.

The external key identifier is
incorrect, the key does not exist in
the external KMS, or the external
KMS configuration does not allow
OCl to access the key.

Document Version: 1.0.0

Resolution

Verify the External Vault URL, Private
Endpoint, and OAuth configuration. Verify
that the external KMS is accessible
through the configured Private Endpoint
and that the required CA bundle is correct.

Verify the Client ID, Client Secret, Identity
Domain URL, and OAuth configuration in
both OCI and the external KMS. Verify that
the configured OAuth scope is correct.

Verify the VCN, Subnet, KMS IP/FQDN,
and Port configured for the Private
Endpoint. Verify that the external KMS is
listening on the configured port and that
the required CA certificate is valid.

Verify the External Key ID in the external
KMS and ensure that the key is available
and enabled. Verify the tenancy, Identity
Provider, OAuth client, and External Vault
configuration.
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Issue

Key
Reference
rotation
fails

Cryptogra
phic
operation
fails

Possible Cause

The specified external key version
does not exist or the latest key
version is not available to OCI
through the external KMS.

The HYOK key is disabled or
unavailable in the external KMS, or
the External Vault/Key Reference
configuration is incorrect.

9.2 Log Locations and Interpretation

Resolution

Verify that the required key version exists
in the external KMS and is available for
use. If no External Key Version ID is
specified, verify that the latest key version
is available in the external KMS.

Verify the status of the key in the external
KMS and ensure that it is enabled and
available. Verify the External Vault and Key
Reference configuration and check the
ESKM logs for the corresponding request.

You can verify the logs from Utimaco ESKM by following the steps below:

1. In the ESKM Management Console, click Device > Logs & Statistics > Log Viewer > REST.

2. In the ESKM Management Console, click Device > Logs & Statistics > Log Viewer > Audit.

3. In the ESKM Management Console, click Device > Logs & Statistics > Log Viewer >
System.

4. Review the REST, Audit and System logs for operations performed during the OCI-HYOK
integration.

5. Verify that the OCI requests and corresponding key management operations are
completed successfully.
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10 Contact and Support Information

You can reach us from Monday to Friday, 09.00 a.m. to 05.00 p.m., Central European Time (CET).

Utimaco IS GmbH
Krefelder Str. 220
52070 Aachen
Germany

RMA Query

If you need to send the device back to Utimaco IS GmbH, please open a new RMA case (Return
Merchandise Authorization). We request that you use the following web address. RMA cases
cannot be opened by email or phone.

https://support.hsm.utimaco.com/support/rma/new

Other Support Queries

= Mail (preferred contact method)
support@utimaco.com
Attach the diagnostic information to your email.

= Web portal
https://support.hsm.utimaco.com/support/cases/new/
The diagnostic information will be requested in our response if necessary.

= By phone
AMERICAS +1-844-UTIMACO (+1 844-884-6226)
EMEA +49 800-627-3081
APAC +81 800-919-1301
The diagnostic information will be requested in our response if necessary.
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11 Appendices

11.1 References (links to external docs)

Title

Utimaco Enterprise Secure
Key Manager Installation
and Replacement Guide

Sign In to the Oracle Cloud
Infrastructure Console

OCl Key Management
Documentation

Description

Installation and replacement
procedures for Utimaco
Enterprise Secure Key
Manager.

Provides information on
signing in to the Oracle Cloud
Infrastructure Console,
including first-time access and
available authentication
options.

Documentation for Oracle
Cloud Infrastructure Key
Management Service (OCI
KMS), including Vaults and key
management.

Table 5: References

11.2 Command Summary (CLI commands used)

No CLI commands are used in this integration.

Document No.: IG-2026-0097

Document Version: 1.0.0

Document/Link

https://docs.oracle.com/
en-us/iaas/Content/GSG/
Tasks/signingin.htm?

https://docs.oracle.com/
en-us/iaas/Content/
KeyManagement/
home.htm?
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