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Introduction UtimaCO®

1 Introduction

This guide is a part of the information and support provided by Utimaco. Additional documents
produced to support your Utimaco SecurityServer product can be found in the document
directory of the Utimaco SecurityServer product bundle. All Utimaco SecurityServer product
documentation is available on Utimaco's website at https://utimaco.com/.

1.1 About This Guide

This guide provides an integration explaining how to integrate an Utimaco CryptoServer
Hardware Security Module (HSM) with Microsoft Active Directory Federation Service (AD FS).
Utimaco HSM securely stores and protect the SSL Certificate Keys, Token Signing keys and
Token Decryption keys used by AD FS.

1.1.1 Target Audience for This Guide

This guide is intended for administrators of Microsoft AD FS and of Utimaco HSMs.

1.1.2 Document Conventions

The following conventions are used in this guide:

Convention Use Example
Bold ltems of the Graphical User Select Details and click on
Interface (GUI), e.g., menu Properties button
options
Monospaced Code that is given for certreqg.exe -new
explanation or as an example, request.inf
file paths IISCertRequest.csr
ltalic References and important terms  Operating system listed in

Tested Versions

Table 1: Document conventions
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We use special icons to highlight the most important notes and information.

Here you will find important safety information that should be followed.

ﬂ Here you will find additional notes or supplementary information.

<\;¢‘;;?"/; This message marks the result expected after the successful execution of an
instruction.

1.1.3 Abbreviations

The following abbreviations are used in this guide:

Abbreviation Meaning

AD Active Directory

AD CS Active Directory Certificate Services

AD DS Active Directory Domain Services

AD FS Active Directory Federation Service

CD Compact Disc

CNG Cryptography API Next Generation

CSADM CryptoServer Command-line Administration Tool
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Abbreviation Meaning

CSP Cryptographic Service Provider
CSR Certificate Signing Request

GUI Graphical User Interface

HSM Hardware Security Module

1N Internet Information Services

IP Internet Protocol

LAN Local Area Network

MMC Microsoft Management Console
0S Operating System

PKI Public Key Infrastructure

PCle PCI Express Interface

SAML Security Assertion Markup Language
SSL Secure Socket Layer

SSO Single Sign On

UPN User Principal Name
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Abbreviation

URL

VM

XML

Document No.: IG-2026-0052

Meaning

Uniform Resource Locator

Virtual Machine

Extensible Markup Language

Table 2: List of abbreviations
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2 Overview

2.1 Microsoft AD FS

Active Directory Federation Service (AD FS) enables Federated Identity and Access Management
by securely sharing digital identity and entitlements rights across security and enterprise
boundaries. AD FS extends the ability to use single sign-on functionality that is available within a
single security or enterprise boundary to Internet-facing applications to enable customers,
partners, and suppliers a streamlined user experience while accessing the web-based
applications of an organization.

Federation servers in AD FS require Token signing certificate and Token decryption certificate.
Token signing certificates are standard X509 certificates that are used to securely sign all tokens
that the federation server issues. Token decryption certificates are standard X509 certificates
that are used to decrypt any incoming tokens. The private keys of these certificates are stored on
Utimaco HSM.

2.2 Utimaco CryptoServer HSM

CryptoServer is a hardware security module developed by Utimaco IS GmbH. CryptoServer is a
physically protected, specialized computer unit designed to perform sensitive cryptographic
tasks and to securely manage, as well as store, cryptographic keys and data. It can be used as a
universal, independent security component for heterogeneous computer systems.
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3 Integration Requirements and Prerequisites

Ensure the system environment you will be using meets the following hardware and software

requirements.

This guide assumes that the user has already installed and configured the required software.

3.1 Tested Versions

The integrations that have been successfully tested with the Utimaco HSM with AD FS.

Operating System  Service

Utimaco Security Server

. Utimaco HSM
Version

Windows Server Microsoft SecurityServer 4.45.5 CryptoServer CSe-

2019 ADFS

Series/Se-Series

Table 3: List of tested versions

3.2 Software Requirements

Software

ADFS

JAVA

HSM Interface

Document No.: 1G-2026-0052

Software Requirements

AD FS 4

1.8.0_351

CryptoServer CSP/CNG Provider

Table 4: List of software requirements
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3.3 Hardware Requirements

Hardware Hardware Requirements

Utimaco LAN HSM  CryptoServer CSe-Series/Se-Series LAN with firmware SecurityServer

4.45.5.0 or higher

Utimaco PCl-e HSM  CryptoServer CSe-Series/Se-Series PCl-e with firmware SecurityServer

4.45.5.0 or higher

Table 5. List of hardware requirements

Setup an account on the Utimaco support portal and request download access at
the following URL: https://support.hsm.utimaco.com/.

3.4 Prerequisites

Before you begin, please ensure that:

= The CryptoServer is set up and configured. Refer to the CryptoServer documentation to set
up the HSM.

= The MBK is created and stored onto each HSM. Refer to the CryptoServer documentation
to set up the MBK.

= The CryptoServer Default Admin has been replaced with a new admin user.

The operating system used is listed in Tested Versions.

The SecurityServer used is listed in Tested Version.

For demonstration purpose following machines have been used:

e One system with AD DS and AD CS role installed on it. It will be used as a domain
controller and certificate authority. You can also use your existing domain controller
and certificate authority.

e Second system joined in domain for AD FS server.
= Java version 8 or above has been installed on the AD FS server.

= An admin user is set up, as it is required for installing software.
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= The CSP/CNG library is set up and configured on the AD FS server as per the environment.
Refer the CryptoServer documentation to set up and configure the library for the
CryptoServer.

= Port 443 is allowed through the Firewall.

= You familiarize yourself with the AD FS documents and setup process.
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4 Configuring the Utimaco CSP-CNG Provider

4.1 Introduction and Prerequisites

A CSP (Cryptographic Service Provider) is a general-purpose cryptography standard, developed
by Microsoft. On one side, it defines a cryptographic interface to be used by applications
(CryptoAPI). On the other side, it defines an interface to be used by manufacturers to integrate
their cryptographic hardware.

A CNG (Cryptography API Next Generation) is a second-generation cryptographic interface,
developed by Microsoft. It offers updated cryptographic algorithms and is intended as a long-
term replacement of CSP.

When installing the CryptoServer setup, make sure to select the CPS/CNG - Cryptographic
Service Provider (Microsoft) interface. A Cryptographic User should be created, and an MBK
should be generated.

Generating the MBK is necessary for the HSM to become operational. Without the
MBK, one cannot run any cryptographic operations.

4.2 Creating HSM Users

Start the CryptoServer Administration Tool and log in a user with the permission level of at least
02000000.

4.2.1 Creating a Key Manager User

If the Key Manager and Crypto user roles are separated, a Key Manager user might need to be
created.

More users with the permission level 00000010 might be needed (Group 1) to enforce the "'m of
n" security policy for the key management, and smart card authentication might need to be used.

For this guide, only one Key Manager user will be created.
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’ Add User X

Name of New User
ADFSKeyUsr

User Profile

User account with customized permissions

Customized User v
Authentication Mechanism

() Smartcard (RSA Signature) () Smartcard (ECDSA Signature)

() Keyfile (RSA Signature) () Keyfile (ECDSA Signature)

o Password (HMAC) O Smartcard (PIN Pad at CryptoServer)

Group/Role and Permission Level

User Manager (Group 7) 0 v Group3 0 v
System Manager (Group 6) 0 v Group2 0 v
NTP Manager (Group 5) 0 v Group1 2 v
Group4 0 Cryptographic User (Group 0) 0 v
Attributes

Custom String  CXI_GROUP=adfs

OK Cancel

Figure 1: Creating a Key Manager user

4.2.2 Creating a Crypto User

Crypto Users with permission level of 00000002 will have to be created. Use encrypted
passwords. For this guide, a user with permission level of 00000002, CXI Group "adfs" and
HMAC password will be created.
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@ Add User X

Name of New User
TestFs

User Profile

User/application account for key management and key usage

Lryptographic User iv
Authentication Mechanism

() Smartcard (RSA Signature) () Smartcard (ECDSA Signature)

() Keyfile (RSA Signature) () Keyfile (ECDSA Signature)

© Password (HMAC) () Smartcard (PIN Pad at CryptoServer)

Group/Role and Permission Level

User Manager (Group 7) 0 Group 3 0
System Manager (Group 6) 0 Group 2 0
NTP Manager (Group 5) 0 Group1 0O
Group 4 |0 Cryptographic User (Group 0) 2
Attributes

Custom String  CXI_GROUP=adfs

OK Cancel

Figure 2 : Creating a Crypto User

0 Based on your requirements, the user can use Password (HMAC), Smartcard or
KeyFile protection type. If you are using Smartcard Authentication, the PIN Pad
device will prompt to insert the Smartcard and enter the PIN. Then, press the OK
button on the PIN Pad.
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4.3 Setting up the CSP/CNG Provider

The CS_CNG_CFG environment variable contains the path and name of the configuration file. By
default, itis located at C:\ProgramData\Utimaco\CNG\cs_cng.cfg.

0 For more advanced configuration, refer to [CspCng];

1. Open the cs_cng.cfg file with an appropriate text editor.

»_ Console

> notepad %CS_CNG_CFG%

2. For this installation set the path to the log file and set the log level to ERROR.

»_cs_cng.cfg

# Path to the logfile (name of logfile is attached by the API)
Logpath = C:\ProgramData\Utimaco\CNG\log
# Loglevel (0 = NONE; 1 = ERROR; 2 = WARNING; 3 = INFO; 4 = TRACE)

Logging = 1

3. Set the Login. In this case, the name of the Cryptographic User is TestFs with an HMAC
password 123456.

0 To make your testing easier, it would be good to enable the CNG log file. That can be
enabled by editing the Logging Loglevel. Set the LogPath and Logging Loglevel to 1.
For testing you may want to increase it to 4.

The added LogPath points to a writable directory, not to a file.
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If you encounter problems, check the log file named cs_cng.log in the LogPath
defined directory. When you are done testing, you should change Logging to 1 or 2.
This will limit the logging to only critical and important messages.

»_cs_cng.cfg

Login = TestFs,HMACPwd=123456

ﬂ If using Smartcard or KeyFile protection, make the appropriate change in the Login
Section as shown below:

Login = username,RSASign=filename#password
Login = "SmartCardUser,RSASign=:cs2:auto:USBO@<HSM-IP>"

For additional information refer to the
CryptoServer_csadm_Manual_Systemadministrators.pdf document found on the
product CD in the Documentation directory.

4. Set the group name and IP address of the HSM.

»_cs_cng.cfg

Group = adfs

# default device and fallback devices Device = <HSM_IP>

0 For more information regarding the commands and command parameters, please
check the Utimaco documentation. The device may be a CryptoServer (PCle or LAN)
device. The device line will follow one of these patterns, based on the HSM form-
factor:

Device = 288@<HSM IP address> Hardware (LAN) HSM
OR
Device = /dev/cs2.0 Hardware (PCle) HSM
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4.3.1 Testing Connection

To enumerate providers, use the following command:

»_Console

> cngtool EnumProvider

Microsoft Key Protection Provider Microsoft Passport Key Storage Provider
Microsoft Platform Crypto Provider Microsoft Primitive Provider

Microsoft Smart Card Key Storage Provider Microsoft Software Key Storage
Provider Microsoft SSL Protocol Provider

Windows Client Key Protection Provider

Utimaco CryptoServer Key Storage Provider

To get the provider information, use the following command:

»_ Console

>cngtool ProviderInfo

Provider : Utimaco CryptoServer Key Storage Provider Device : 10.44.223.141
Group : adfs

Mode : Internal Key Storage

Name : Utimaco CryptoServer Key Storage Provider Name : Utimaco CryptoServer Key
Storage Provider Version : 0x02010000

Impl. -Type : 0x00000011 MaxNameLength : 0x00000104 Device : 10.44.223.141
Group : adfs

Mode : Internal Key Storage
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5 Integrating Microsoft AD FS on Windows 2019 Server

5.1 Create Certificate Template for SSL Certificate, Token Signing Certificate
and Token Decryption Certificate for AD FS

You need to create a certificate template that will be used for the SSL, Token Signing, and Token
Decryption certificates.

1. Log in to the Certificate Authority server as a domain administrator.
2. Select Start, click on Run then type MMC and click on OK.
3. MMC Console window populates, select File and select Add/Remove Snap-in... .

4. From the Add or Remove Snap-Ins dialog box, find and select the Certificates and
Certificate Authority snap-in under the Available snap-ins section.

5. Click Add, select Computer Account, and click Next.

6. Select Local Computer and click on Finish.

Add or Remove Snap-ins
2 . . ) You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For extensible
[ﬁ File Action View snap-ins, you can configure which extensions are enabled.
@ $ [ Available snap-ins: Selected snap-ins:
_| Console Root Snap-in Vendor 2 [ Console Root Edit Extensions...
g_;kﬁve Directory Dom...  Microsoft Corp... &l Certficate Tempiates
 Active Directory Sites... Microsoft Corp...
HZE ) ,r Y e }croso P Certification Authority
. Active Directory User... Microsoft Corp...
=1 ActiveX Control Microsoft Corp...
2' ADSI Edit Microsoft Corp... Select the computer you want this snap-in to manage.
= e 4
Authonzanon Manager Microsoft Corp... This snap-in will always manage:
E Certificate Templates ~ Microsoft Corp... Add >
[ﬁ]] Certificates Microsoft Corp... ® Local computer: (the computer this console is running on)

ﬁ](‘erﬁﬁcaﬁon Authority ~ Microsoft Corp...

E () Another computer: Browse
.#. Component Services Microsoft Corp...
;g- Computer Managem... Microsoft Corp...
& Device Manager Microsoft Corp... ["] Allow the selected P to be changed when launching from the command line. This
== Disk Management Microsoft and ... only applies if you save the console.
£ DNS Microsoft Corp...
- v
=% Entarnrica DWT Micrnenft Carn
Description:

Allows you to configure certification authority properties and to ma

< Back Finish Cancel Help

Figure 3 : Certificate authority selection wizard

7. Open Certificate Template and duplicate the Web Server template and name it as
ADFSCertificateTemplate from General tab.
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Console1 - [Console Root\Certificate Templates (MS-ADFS.MS-ADFS.com)] = [} X
a File Action View Favorites Window Help - & X
e 25 B BE
" Console Root Template Display Name Schema Version Version Intended Purpc * || Actions

;Q Certificate Templates (MS-A[ ] 1Psec 1 81 Certificate Templ (MS-AD.. ~

> j;ﬂ Certification Authority (Loca 73 1Psec (Offline request) 1 71 o idians - 5

13 Kerberos Authentication 2 1100 Client Authenti

& Key Recovery Agent 2 1050 Key Recovery 2 Web Server &4
& ocsp Response Signing 3 101.0 OCSP Signing More Actions » »
13 RAS and IAS Server 2 1010  Client Authenti

1] Root Certification Authority 1 51

-@ Router (Offline request) 1 41

14 Smartcard Logon 1 6.1

13 Smartcard User 1 11

£ Subordinate Certification Authority 1 5.1

£ Trust List Signing 1 31

& User 1 31

£ User Signature Only 1 41

. Web Server 41

1] Workstation / Duplicate Template 1010  Client Authenti

P > || < All Tasks > = i
Using this template as a base, creates a template that st Properties fise CAs

Figure 4 : Certificate template wizard

8. Go to the Compatibility tab and select the appropriate Windows Server. For example, the
Windows 2016 server as below.
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ADFSCertificateTemplate Properties ? X
Subject Name Issuance Requirements
Superseded Templates Extensions Security Server

General Compatbiity Request Handling Cryptography Key Attestation

The template options available are based on the earliest operating system
versions set in Compatibility Settings.

[v] Show resulting changes

Compatibility Settings
Certification Authority
Windows Server 2016 v
Certificate recipient

Windows 10 / Windows Server 2016 v

These settings may not prevent earlier operating systems from using this
template.

OK Cancel Apply Help

Figure 5: AD FS certificate template properties wizard

9. Go to the Cryptographic tab and select the Provider Category, Algorithm name and
Minimum key size. Select Requests must use one of the following providers option and
check Utimaco Cryptoserver Key Storage Provider, as below.
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ADFSCertificateTemplate Properties ? X
Subject Name Issuance Requirements
Superseded Templates Extensions Security Server

General Compatibiity Request Handling Cryptography Key Attestation

Provider Category: Key Storage Provider v
Algorithm name: RSA v
Minimum key size: 2048

Choose which cryptographic providers can be used for requests
(_) Requests can use any provider available on the subject's computer
(®) Requests must use one of the following providers:

Providers:

[¥Utimaco CryptoServer Key Storage Provider | 8
[ IMicrosoft Software Key Storage Provider .
[_]Microsoft Platform Crypto Provider

|[“IMicrosoft Smart Card Key Storage Provider i

Request hash: SHA256 v

[ Use altemate signature format

OK Cancel Apply Help

Figure 6 : AD FS certificate template properties wizard

If you are using an existing CA, make sure to install the SecurityServer software on it.
This will add Utimaco Cryptoserver Key Storage Provider to the providers list, as

shown above.

If you are using Smartcard Authentication, the PIN Pad device will prompt to insert

Smartcard and enter the PIN. Then, press the OK button on the PIN Pad.
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10. Go to the Subject Name tab and make sure to uncheck E-mail name option, and check the
User principal name (UPN) option.
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ADFSCertificateTemplate Properties ? X
Superseded Templates Extensions Security Server
General Compatibility Request Handling Cryptography Key Attestation
Subject Name Issuance Requirements

() Supply in the request

Use subject information from existing certificates for autoenroliment
renewal requests

(® Build from this Active Directory information

Select this option to enforce consistency among subject names and to
simplify certificate administration.

Subject name format:

None v

Include e-mail name in subject name

Include this information in altemate subject name:
[ ] E-mail name

[ | DNS name

User principal name (UPN)

[_] Service principal name (SPN)

OK Cancel Apply Help

Figure 7 : AD FS properties wizard
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11. Go to the Security tab and add domain computer, NETWORK SERVICE and IIS_IUSRS in
Groups and username, provide the read, enroll permissions. Then click on Apply and OK.

You can see the ADFSCertificateTemplate has been created under the certificate template.

Console1 - [Console Root\Certificate Templates (MS-ADFS.MS-ADFS.com)] o O X
File Action View Favorites Window Help - 8 X%
o nE XE =

] Console Root Template Display Name Schema Version Version Intended Purpc * || Actions

._?:| Certfffcatf Template§ (MS-Al| 5] ApFs 1004  Server Authent Certificate Templates (MS-AD.. &

v C_ertlflcatlon Atthority,(Loca a3 ADFSCertificateTemplate 100.10  Server Authent] 2 >

v @l MS-ADFS-CA More Actions
B Revoked Certificat ':l % Administrator 1
TJ eve ?_‘ '@tes || ] Authenticated Session 1 31 'ADFSCertificateTemplate -
.| Issued Certificates 'E BASEEES . " FoudiomhSabatas il ) d
[} Pending Requests =t : More Actions 4
= & ca Exchange 2 1060  Private Key Arc
|| Failed Requests 3 i
1 Certificate Templates 4| CEP Encryption 1 41
3 Code Signing 1 31
&l Computer 1 5.1
4] Cross Certification Authority 2 1050
& Directory Email Replication 2 1150 Directory Servic
1% Domain Controller 1 41
4] Domain Controller Authentication 2 1100 Client Authenti
& EFs Recovery Agent 1 6.1
& Enrollment Agent 1 41
1 Enroliment Agent (Computer) 1 51
& Exchange Enroliment Agent (Offline reque... 1 4.1 v
< > < >

Figure 8 : MMC console

5.2 Issue the Created AD FS Certificate Template

1. For issuing the certificate template on certificate authority, open the Certificate Authority
option added from the mmc console or go to Run and type “certim.msc”.

2. Certificate Authority window gets populated, then expand it.

3. Right-click on the Certificate Template option and select New. Then select Certificate
Template to Issue.
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Console1 - [Console Root\Certification Authority (Local)\MS-ADFS-CA\Certificate Templates] = O X
ﬁ File Action View Favorites Window Help - & X
e 7 CRE 5
[ Console Root Name Intended Purpose

_E Certff!catfe Template-s VIS:Al & ADFSTemplateNew Server Authentication
Y S] ;ertlflcatlon Authority/{loca &l ADFS SmartCard Server Authentication
¥ MS—ADFS{A @ ADFSNew Server Authentication
| Revoked Certificates || — s g,
. Q ADFSCertificateTemplate Server Authentication
| Issued Certificates
- : &l ADFS Server Authentication
-] Pending Requests " : .
B Failed Requests & Directory Email Replication Directory Service Email Replication
P (o e ] % Domain Controller Authentication Client Authentication, Server Authenticat...
Manage Client Authentication, Server Authenticat...
New > Certificate Template to Issue
View > Client Authentication, Server Authenticat..

NewWindow from Here Server Authentication

Client Authentication, Server Authenticat...

New Taskpad View.. Encrypting File System, Secure Email, Cli...
Refresh Authority ;AAII> R ]
icrosoft Trust List Signing, Encrypting ...
Export List.. INSEREEENg
< Help

Enable additional Certificate Templates on this Certification Authority

Figure 9 : Certificate authority wizard

4. Enable Certificate Templates window gets populated, where you need to select
ADFSCertificateTemplate and click on the OK button.

a Console1 - [Console Root\Certification Authority (Local)\MS-ADFS-CA\Certificate Templates] == O
ﬁ File Action View Favorites Window Help - 8%
s 7 q = B ! Enable Certificate Templates X
[~ %’"SOIe Root Select one Certificate Template to enable on this Certification Authority. \ctions |
y % E:::::::Z ':']e::f)tl:::is t}(,,\?; ::I:te. If a ceanpnf;ﬁt;‘ 'tlsem;‘:lat:s t-h:ta \::see r:cently uez:t:iadl;::: nr::]tn ?:ép;:or“:rr\s fhls list, you may need to wait until Jertlflcate Templatesv Ga3
of the certificate p in the may not be to your CA. :
¥ é MS‘ADFS'CA For more information, see Certificate Template Concepts. More Actions »
|| Revoked Certificatq
[ Issued Certificates Name Intended Purpose ~
- pencing Requess || 2]
1 Failed Requests E Authenticated Session Client Authentication
| Certificate Templat{ | @ CA Exchange Private Key Archival
E CEP Encryption Certificate Request Agent
@ Code Signing Code Signing
T3] Cross Certification Authority <All>
) Enroliment Agent Certificate Request Agent
E Enroliment Agent (Computer) Certificate Request Agent
E Exchange Enroliment Agent (Offline request)  Certificate Request Agent
Q Exchange Signature Only Secure Email

o |

Cancel

Figure 10 : Enable certificate template wizard

5. After clicking on the OK button, the Issued Certificate option it will show and
ADFSCertificateTemplate has been issued.
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Console1 - [Console Root\Certification Authority (Local)\MS-ADFS-CA\Certificate Templates] i O
ﬁ File Action View Favoritess Window Help - & X
e amE XE =
] Console Root | Name Intended Purpose Actions
2 Cert!f?cat_e Ter 3 ADFSCertificateTemplate Server Authentication Certificate Templates
v C.ertlflcatlon} )| ADFSTemplateNew Server Authentication 5
v @ MS-ADFS. - S More Actions
= Revok E ADFS SmartCard Server Authentication
. oE ] ADFSNew Server Authentication ADFSCertificateTemplate
| Issued Certificates o
& ADFs Server Authentication More Actions

7 Penditiy neguess
e & Directory Email Replication

] Domain Controller Authentication
] Kerberos Authentication

[ Failed Requests Directory Service Email Replication

e Templates Client Authentication, Server Authenticat...

Client Authentication, Server Authenticat...

&l ers Recovery Agent File Recovery

& Basic EFS Encrypting File System

E Domain Controller Client Authentication, Server Authenticat...
& Web Server Server Authentication

E Computer Client Authentication, Server Authenticat...
& user Encrypting File System, Secure Email, Cli...

<All>
Microsoft Trust List Signing, Encrypting ...

& subordinate Certification Authority
& Administrator

Figure 11 : Certificate template wizard

5.3 Generate SSL Certificate, Token Signing Certificate and Token Decryption
Certificate

1. Add the AD FS server to domain if not added.
2. Login to the AD FS server as a domain administrator.

3. Open Start and Run, then type “certim.msc”. This will open the certificate for the Local
Computer.

4. Go to Personal and right-click on All Tasks. Then, select Request New Certificate.
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{& certim - [Certificates - Local Computer\Personal)

File Action View Help

e 2@ O/ 6 B

GV Certificates - Local Computer
v [ Personal
3 c Find Certificates...
| :ruslc Al Tasks
» L Enten
J Intern View
3 Truste
> [ untru Refresh
> [ Third Export List...
1 Truste
- Client
_ Preview Build Roots
> [ Test Roots
» [ AdfsTrustedDevices
» [ Microsoft Monitoring Agent
» |1 Remote Desktop
| Certificate Enroliment Reques
> @ Runtime_Transport_Store_D2E
> [Z) Smart Card Trusted Roots
. Trusted Devices
» ] Web Hosting
. Windows Azure Environment
> [ Windows Live ID Token Issuer’
1 WindowsServerUpdateService

Help

Object Type
T icates
> Find Certificates...
Request New Certificate...
Import..
Advanced Operations

Figure 12 : Certificate console

5. Click Next, Select Active Directory Enrollment Policy, then click on the down arrow button.
The certificate template that you have configured, the ADFSCertificateTemplate, will be

displayed.
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5 Certificate Enrollment

Select Certificate Enrollment Policy

Certificate enrollment policy enables enroliment for certificates based on predefined certificate templates.
Certificate enrollment policy may already be configured for you.

Configured by your administrator
Active Directory Enrollment Policy s
Configured by you Add New
Next Cancel

Figure 13 : Certificate enrollment
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5l Certificate Enrollment

Request Certificates

You can request the following types of certificates. Select the certificates you want to request, and then click
Enroll.

-

A LA LR L A CeTaTTe

ADFSCertificateTemplate 1) STATUS: Available Details
The following options describe the uses and validity period that apply to this type of certificate:
Key usage: Digital signature

Key encipherment
Application policies: Server Authentication

Validity period (days): 730

Properties

[] ADFSNew 1) STATUS: Available Details ¥

[[] Show all templates

cac

Figure 14 : Certificate enrollment

6. Click on Properties of the certificate template.
7. The Certificate Properties will open. Provide the details for the certificate.

8. Click on the Private Key tab and make sure that RSA, Utimaco CryptoServer Key Storage
Provider is selected.
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— 0
Gl Certifi Certificate Properties X
General Subject Extensions Private Key Certification Authority  Signature
Reg Cryptographic Service Provider A
A CSP is a program that generates a public and private key pair used in many )
You|  certificate-related processes. n click
Enrg
_[| Select cryptographic service provider (CSP):
~
= [~] RSAUtimaco CryptoServer Key Storage Provider R
[[]1Show all CSPs
v
v
s Key options .
Key permissions ¥ Cancel
| OK Cancel Apply

Figure 15 : Certificate properties

9. Click apply and OK.

10. Click Enroll to enroll the SSL certificate. Click on Finish.
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L Certificate Enrollment

Certificate Installation Results

The following certificates have been enrolled and installed on this computer.

Active Directory Enrollment Policy

ADFSCertificateTemplate J STATUS: Succeeded Details #
The following options describe the uses and validity period that apply to this type of certificate:
Key usage: Digital signature

Key encipherment
Application policies: Server Authentication

Validity period (days): 730

View Certificate

Figure 16 : Certificate installation results

0 If you are using Smartcard Authentication, the PIN Pad device will prompt to insert
the Smartcard and enter the PIN. Then, press the OK button on the PIN Pad.

11. Repeat the above steps to generate the Token Signing Certificate and the Token
Decryption Certificate.

Document No.: IG-2026-0052 Document Version: 1.0.0 Page 32 of 61



Integrating Microsoft AD FS on Windows 2019 Server

g Console1 - |Console Root\Certiticates (Local Computer)\Personal\Certiticates] == () X
ﬁ File Action View Favorites Window Help - 8 X
= 2@ A/ 8=
v & S?rtificates (Local Comp * || |ssued To Issued By Friendly Name Actions
viE f"?’”“a'f 2] ADFS-19$@MS-ADFS.com MS-ADFS-CA ADFFSSLCert Certificates a
.| Certificates o - -
e i 2] ADFS-19$@MS-ADFS.com MS-ADFS-CA ADFSSigning I N
= ) ‘Z;]ADFS—19$@MS»ADFS.com MS-ADFS-CA ADFSDecrytption
> | Enterprise Trust
- ) pe. ?‘;]ADFS—19.MS—ADFS.com ADFS-19MS-ADFS.com ADFS
> [l Intermediate Certific i i 1 o 5
‘zandows Azure CRP Certificate ..  Windows Azure CRP Certificate Ge..  TenantEncryptionCert

> [ Trusted Publishers

> [ Untrusted Certificatc
> [ Third-Party Root Ce
> [ Trusted People

[ Client Authenticatio

> [ Preview Build Roots ¥
< >

Personal store contains 5 certificates.

Figure 17 : Certificate window

5.4 Provide Full User Permission for the Private Keys of the Certificates to
Generated Certificate

1. Open Start and Run on the AD FS server. Then, type “certim.msc". This will open the
certificate for the Local computer.

2. Right-click on your SSL certificate that you have enrolled. Then, select All Tasks > Manage

Private Keys.

‘; certlm - [Certificates - Local Computer\Personal\Certificates]

File Action View Help
o9 am L XE= Hee
@ Certificates - Local Computer Issued To Issued By Expiration Date  Intended Purposes  Friendly Name
v Parzondl 2,] ADFS-198@MS-ADFS.com MS-ADFS-CA 101172024 Server Authentication <None>
Aoy o o ‘QADFS-WMS-ADFScom ADFS-19MS-ADFScom 10/17/2023 Server Authentication ADFS
| pusied Roo Carifcaion At 251ADFs-195@MS-ADFScom Ms-ADFS-CA 117/2024 Server Authentication ADFSDecrypt
| Enterprise Tru B Aot 1S BL e & : i : A
3 Intermediate Certification Aut r;JAD S-19$@MS-ADFS.com S-ADFS-CA 0/27/202¢ Server Authentication  ADFSDecryption
1 Trusted Publishers £3 ADFS-195@MS-ADFS.com MS-ADFS-CA 11/1/2024 Server Authentication ADFSSign
B Uritristed Cortificatis 221 ADFS-198@MS-ADFS.com MS-ADFS-CA 10/27/2024 Server Authentication ADFSSigning
2,1 ADFS- 198 @MS-ADFS.com Server Authentication

| Third-Party Root Certification
1 Trusted People
I Client Authentication Issuers
| Preview Build Roots
1 Test Roots
. AdfsTrustedDevices
| Microsoft Monitoring Agent
. Remote Desktop
. Certificate Enroliment Reques
- Runtime_Transport_Store_D2¢
. Smart Card Trusted Roots
» [ Trusted Devices
] Web Hosting
» (2] Windows Azure Environment
» | Windows Live ID Token Issuer
» | WindowsServerUpdateService

2. Windows Azure Open

Delete
Properties

Help

MS-ADFS-CA

vs Azure CRP Certificate Ge...

10/31/2024
10/27/2024

11/7/2023 <All>

Open
Request Certificate with New Key...
Renew Certificate with New Key...

Advanced Operations >

Export..

Server A

ADFSSSLCer
sthentication ert

TenantEncryptionCert

Status

Certificate Tem..
ADFSCertificate..

ADFSCertificate...
ADFSTemplate...
ADFSCertificate..
ADFSTemplate...
ADFSCertificate..

plate
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3. Select Add > Object Types > Select Service Accounts > Locate and select your ADFS
service account. Grant full control.

ﬁ certlm - [Certificates - Local Computer\Personal\Certificates]

File Action View Help

9 4 B RE | Permissions for ADFSSSLCert private keys X

Gl Certificates - Local Computer
v [ Personal

| Certificates
> || Trusted Root Certification Aut
> | Enterprise Trust
> || Intermediate Certification Aut
> | Trusted Publishers

> ] Untrusted Certificates

n

Security

gmup or user names:
H2 NETWORK SERVICE A

romeas

l Adfsadmin (Adfsadmin@MS-ADFS.com)
ﬂ Administrators (ADFS-19\Administrators)

(a0 G O G O 6 O 00 i O 1 O i O .0

> || Third-Party Root Certification & &

> [ Trusted People Add Remoie

> ] Client Authentication Issuers : B €.
> [l Preview Build Roots Permissions for FsGmsa$ Allow Deny

> [] Test Roots Full control 0

> [] AdfsTrustedDevices Read 0O

> [] Microsoft Monitoring Agent Special permissions

> [ Remote Desktop

» [ Certificate Enrollment Reques
> [ Runtime_Transport_Store_D2E

> (] Smart Card Trusted Roots Foxspecsl peisiona o aduenoed seitings, Advanced
click Advanced.

> [ Trusted Devices

> [ Web Hosting

> || Windows Azure Environment

> ] Windows Live ID Token Issuer II] Cancel Apply

> [] WindowsServerUpdateService

Figure 19 : Permissions for ADFSSSLCert private keys

Once you click on OK, it will provide permissions for private keys of the certificate. Similarly,
follow the above process to provide permissions for the Token Singing Certificate and the Token
Decryption Certificate Private Keys.

5.5 Install AD FS

1. Log into AD FS Server as a domain administrator.
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2. Go to the server manager and select Add Role and Feature.

=, Add Roles and Features Wizard i O X

DESTINATION SERVER

Before you begin ADFS-19.MS-ADFS.com

Before You Begin This wizard helps you install roles, role services, or features. You determine which roles, role services, or

features to install based on the computing needs of your organization, such as sharing documents, or
Installation Type hosting a website.

Server Selection .
To remove roles, role services, or features:
Start the Remove Roles and Features Wizard
Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[[] skip this page by default

Install Cancel

< Previous

Figure 20 : Server manager dashboard

3. Select the server from pool.
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Add Roles and Features Wizard — O X

DESTINATION SERVER

Select destination server ADFS-19.MS-ADFS com

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type ® Select a server from the server pool
See SElEETE O Select a virtual hard disk
Server Roles Server Pool
Features
Filter: I
Name IP Address Operating System

ADFS-19.MS-ADFS.com 172.23.0.59 Microsoft Windows Server 2019 Datacenter

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

I < Previous | I Next > I ’ Install Cancel

Figure 21 : Add Roles and Features Wizard

4. Select Active Directory Federation Services and click on Next.
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r';ﬁ Add Roles and Features Wizard

Select server roles

Before You Begin
Installation Type
Server Selection
Features

AD FS

Confirmation

Select one or more roles to install on the selected server.

Roles

[] Active Directory Certificate Services

[] Active Directory Domain Services

[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[] Device Health Attestation

[] DHCP Server

[] DNS Server

[] Fax Server

[m] File and Storage Services (1 of 12 installed)
[] Host Guardian Service

[] Hyper-v

[] Network Controller

[] Network Policy and Access Services

[] Print and Document Services

[] Remote Access

[] Remote Desktop Services

[] Volume Activation Services

[m] Web Server (IIS) (8 of 43 installed)

[] Windows Deployment Services

>

| X

DESTINATION SERVER
ADFS-19.MS-ADFS.com

Description

Active Directory Federation Services
(AD FS) provides simplified, secured
identity federation and Web single
sign-on (SSO) capabilities. AD FS
includes a Federation Service that
enables browser-based Web SSO.

l < Previous ‘ l

Next >

Install

Figure 22 : Select server roles

5. Click on Next. Click on the Next button again.
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Add Roles and Features Wizard — 0 X
Active Directory Federation Services (AD FS ADFS-19MSADFEoom
y

Active Directory Federation Services (AD FS) provides Web single-sign-on (SSO) capabilities to

Before You Begin : ; e - | o
authenticate a user to multiple Web applications using a single user account. AD FS helps organizations

Installation Type bypass the need for secondary accounts by allowing you to project a user's digital identity and access
ServerSelaction .rclightts't’fo trusted partners. In this federated environment, each organization continues to manage its own
identities.

Server Roles

Features Things to note:

AD S * This computer must be joined to a domain before you can successfully install the Federation Service.

: ) * The Web Application Proxy role service in the Remote Access server role functions as the federation
Confirmation service proxy and cannot be installed on the same computer as the federation service.

Azure Active Directory, a separate online service, can provide simplified identity and
access management, security reporting, single sign-on to cloud and on-premises web
apps.

Learn more about Azure Active Directory

Configure Office 365 with Azure Active Directory Connect

I < Previous I I Next > Install | Cancel

Figure 23 : AD FS wizard

6. Select the checkbox Restart the destination servers automatically if required. Click on
Install.
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=, Add Roles and Features Wizard s O X
Confirm installation selections et

Before You Begin
Installation Type
Server Selection
Server Roles
Features

AD FS

To install the following roles, role services, or features on selected server, click Install.

Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Active Directory Federation Services

Export configuration settings
Specify an alternate source path

< Previous Next > Install l I Cancel

Figure 24 : Confirmation wizard

7. Wait until the installation is completed.
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Add Roles and Features Wizard = O X

DESTINATION SERVER

Installation progress ADFS-19.Ms-ADFS com

View installation progress

o Feature installation
_
Installation started on ADFS-19.MS-ADFS.com

Active Directory Federation Services

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous Next > Close Cancel

Figure 25 : Results wizard

5.6 Create a GMSA Account

The Group Managed Service Account (GMSA) account is required during the Active Directory
Federation Services (AD FS) installation and configuration.

To create a GMSA account open a Windows PowerShell command window and type:

»_ PowerShell

C:\> Add-KdsRootKey -EffectiveTime (Get-Date).AddHours(-10)

C:\> New-ADServiceAccount FsGmsa -DNSHostName MS-ADFS.com -
ServicePrincipalNames http/MS-ADFS.com
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PS C:\> Add-KdsRootKey (Get-Date) .AddHours(-10)

Guid

2ee3b2b3-1f7e-9393-e04e-9686ceb42811

PS C:\> New-ADServiceAccount FsGmsa MS-ADFS.com http/MS-ADFS.com
PS C:\>

Figure 26 : Create a GSMA account

5.7 Configure AD FS Service

1. Once installation is completed, click on the Configure the federation service on this server

option.
. Add Roles and Features Wizard — O X
. DESTINATION SERVER
Installation progress ADFS-19MS-ADFS.com

View installation progress

o Feature installation
_
Configuration required. Installation succeeded on ADFS-19.MS-ADFS.com.

Active Directory Federation Services
Additional steps are required to configure Active Directory Federation Services on this machine.

Configure the federation service on this server.

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous Next > Close Cance

Figure 27 : Post-deployment configuration wizard

2. Select Create the first federation server in a federation server farm radio button.
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Active Directory Federation Services Configuration Wizard = O X
W | TARGET SERVER
glcome ADFS-19.MS-ADFS.com

Welcome

Connect to AD DS
Specify Service Properties Before you begin configuration, you must have the following:

Welcome to the Active Directory Federation Services Configuration Wizard.

Specify Service Account * An Active Directory domain administrator account.

Specify Database * A publicly trusted certificate for SSL server authentication.

AD FS prerequisites

Select an option below:
® Create the first federation server in a federation server farm

(O Add a federation server to a federation server farm

Configuring sign-in to Office 365? Exit this wizard and use Azure Active Directory Connect.

Learn more about Azure Active Directory Connect.

Figure 28 : Welcome wizard

3. Select the system user with domain credentials.
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B Active Directory Federation Services Configuration Wizard - O X

y . . . TARGET SERVER

Connect to Active Directory Domain Services MS-ADFS-19.MS-ADFS.com
Weicome

Specify an account with Active Directory domain administrator permissions to perform the
federation service configuration

Specify Service Properties MS-ADFS\ (Currént user) e
Specify Service Account

Specify Database

l < Previous l [ Next > ] Configure Cancel l

Figure 29 : Connect to AD DS wizard

0 Make sure this user has full permissions on for the private keys of the certificates
that you have generated.

4. Browse the SSL certificate that you have generated earlier.

5. Use the appropriate domain user account to proceed further.
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Active Directory Federation Services Configuration Wizard

Specify Service Properties

Welcome
Connect to AD DS
Specify Service Account

Specify Database

SSL Certificate: ‘ ADFS-19.MS-ADFS.com
View
Federation Service Name: ADFS-19.MS-ADFS.com

Example: fs.contoso.com

— d X

TARGET SERVER
ADFS-19.MS-ADFS.com

Federation Service Display Name: ’ADFSI

Users will see the display name at sign in.

Example: Contoso Corporation

l < Previous | l Next > |

Figure 30 : Specify Service Properties wizard

6. Click on the Next button.

Configure

7. Select Use an existing domain user account or group Managed Service Account.
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I, Active Directory Federation Services Configuration Wizard - O X

- . TARGET SERVER

Specify Service Account ADFS-19.MS-ADFS.com
Welcome

Specify a domain user account or group Managed Service Account.
Connect to AD DS

O Create a Group Managed Service Account
Specify Service Properties

Specify Service Account Account Name: MS-ADFS1\

Specify Database (® Use an existing domain user account or group Managed Service Account

Account Name: MS-ADFS1\FsGmsa$ Clear | | Select...

l < Previous ‘ l Next > ‘ Configure

Figure 31 : Specify Service Account wizard

8. Select the radio button Create a database on this server using Windows Internal
Database. Alternatively, you can also use SQL Server if you have it installed and running.
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f&2, Active Directory Federation Services Configuration Wizard = O X

. - . TARGET SERVER

Specify Configuration Database ADFS-19.MS-ADFS.com
Welcome

Specify a database to store the Active Directory Federation Service configuration data.
Connect to AD DS

® Create a database on this server using Windows Internal Database.
Specify Service Properties

Specify Service Account O Specify the location of a SQL Server database.

Specify Database

Review Options

Database Host Name:

Pre-requisite Checks Database Instance:

To use the default instance, leave this field blank.

[ < Previous I [ Next > | Configure

Figure 32 : Specify Configuration Database wizard

9. Click on the Next button.

10. Review the configuration settings and click on the Next button.
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I, Active Directory Federation Services Configuration Wizard = O X
R - O - TARGET SERVER
eview Options ADFS-19.MS-ADFS.com
Welcome Review your selections:
Connect1o'AD DS This server will be configured as the primary server in a new AD FS farm ‘ADFS-19.MS-ADFS.com". |
Specify Service Properties AD FS configuration will be stored in Windows Internal Database.

Specify Service Account
ety Windows Internal Database feature will be installed on this server if it is not already installed.
Specify Database

Corfirm Overwrite All existing configuration in the database will be deleted.

Review Options A group Managed Service Account MS-ADFS1\FsGmsa$ will be created if it does not already exist

Pre-requisite Checks and this host will be added as a member.

Federation service will be configured to run as MS-ADFS1\FsGmsa$.

These settings can be exported to a Windows PowerShell script to automate

additional installations
l < Previous l | Next > ] Configure

Figure 33 : Review Options wizard

11. Once all the prerequisites are checked and passed, the below message will be shown.
Then, click on the Configure button for the final configuration.
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Active Directory Federation Services Configuration Wizard = O X
o TARGET SERVER
Pre-requisite Checks ADFS-19.Ms-ADFS.com
| ® All prerequisite checks passed successfully. Click 'Configure’ to begin installation. Show more X
Welcome . . R . —_ : :
Prerequisites must be validated before Active Directory Federation Services is configured on this
Connect to AD DS computer.
Specify Service Properties Rerun prerequisites check

Specify Service Account

Specify Database @ View results

o Prerequisites Check Completed

0 All prerequisite checks passed successfully. Click ‘Configure' to begin installation.

Confirm Overwrite

Review Options

Pre-requisite Checks

Next > Configure l I Cancel

Figure 34 : Pre-requisite Checks wizard

12. After the installation is completed, the below message will be shown. Click on Close.
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= | X

I, Active Directory Federation Services Configuration Wizard

TARGET SERVER
ADFS-19.MS-ADFS.com

Results

Show more X

| @ This server was successfully configured

@ View detailed operation results

Next steps required for completing your federation service deployment

Need to monitor AD FS service? Use Azure Active Directory Connect Health.

< Previous Next > Close Cancel

Figure 35 : Results wizard

5.8 Add Token Certificate from AD FS Manager

5.8.1 Add a Token Signing Certificate

Use the following steps to add the token-signing certificate to the AD FS Management snap-in.

1. Open PowerShell and run the following: Set-ADFSProperties

-AutoCertificateRollover S$false.
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E¥ Administrator: Windows PowerShell ISE
File Edit View Tools Debug Add-ons Help
o » B = |8 B oo &[m.
| Script ¥
i Ps C:\Windows\system32> Set-ADFSProperties -AutoCertificateRollover $false

i PS C:\Windows\system32>

Figure 36 : PowerShell console

0 AutoCertificateRollover is not supported with Utimaco HSM, and its value needs to

be set as false. If AutoCertificateRollover is set to false, AD FS will not automatically
generate or start using new token-signing or token-decrypting certificates. You will
have to perform these tasks manually. Once you have allowed enough time for your
federation partners to consume your new certificate (either they pull your federation
metadata or you send them the public key of your new certificate), you must
promote the secondary certificate to primary certificate.

2. On the Start screen, type “AD FS Management’, and press ENTER.
3. In the console, double-click on Service, and then click on Certificates.
4. In the Actions pane, click the Add Token-Signing Certificate link.

5. In the Browse for Certificate file dialog box, navigate to the certificate file that you have
created previously, the Token Signing Certificate. Select the certificate file, and click Open.
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0 If you are using Smartcard Authentication, the PIN Pad device will prompt to insert
the Smartcard and enter the PIN. Then, press the OK button on the PIN Pad.

Q@ ADFS = 0
w File Action View Window Help - &5
o9 2m B

I -

v M servicn Subj I Effective Date Date  Stat Primar Lgum -
7 Attribute Stores ct . . Expiration s 2 B il
| Authentication Methods Service communications Add Token-Signing Certificate..
| Certificates [Eissuer CN=MS-ADFSCA, .. CN=MS-ADFS-CA, DC=M... 10/28/2022 10/27/2024 Add Token-Decrypting Certificate..

» S Duaiptions Token-deaypting Set Service Communications Cert...
:Devics Registration [Eissuer. CN=MS-ADFS-CA, .. CN=MS-ADFSCA, DC=M... 10/28/2022 102712024 Primary
- Endpoints Tk View »
. loken-signin
= Scope Descriptions 9 ,.- — R— New Window from Here
1 Web Application Proxy B2 Issuer CN=MS-ADFSCA, ... CN=MS-ADFS-CA, DC=M o

& res!

. Access Control Policies
1 Relying Party Trusts H Hep
| Claims Provider Trusts
1 Application Groups f

View Certificate...

Set as Primary

H e

Figure 37 : Add the token-signing certificate

5.8.2 Set Token Signing Certificate as Primary

If the certificate which you have added as the token-signing certificate has been set to
secondary, you need to change it to primary, as shown below.

1. Right-click on the Token-signing certificate and select Set as Primary.

Document No.: IG-2026-0052 Document Version: 1.0.0 Page 51 of 61



* ®
Integrating Microsoft AD FS on Windows 2019 Server UtlmaCO

| Q@ADFS - O %
\b File Action View Window Help - |5
|| &A@ o)
=
v [ Service - .
B e Binres Subject Issuer Effective Date  Expiration Date  Status  Primary Certificates -
7| Authentication Methods Service communications Add Token-Signing Certificate..
| Certificates (&) Issuer: CN=MS-ADFS-CA, ... CN=MS-ADFSCA DC=M... 11/112022 10/31/2024 Add Token-Decrypting Certificate...
M8 Claim Descriptions Token-decrypting Set Service Communications Cert..
=l Device Registration [E)CN=ADFS Encryption - AD... CN=ADFS Encryption -A...  11/11/2022 11/13/2022 Primary e 5
4 Endpoints [E)CN=ADFS Encryption - AD... CN=ADFS Encryption -A...  11/11/2022 1111312022 Secondary i
;_ Scope Descriptions Toke New Window from Here
“] Web Application Proxy Stebig ol
‘Acoasé Contral Policies [E)CN=ADFS Signing - ADFS-.. CN=ADFS Signing - ADF...  11/11/2022 11/13/2022 Primary (G Refresh
® CN= - ADF: 3 1312022
1 Relying Party Trusts E2 CN=ADFS Signing - ADFS- TR 11/13/2022 Help
| Claims Provider Trusts Set as Pril o -
_ Application Groups Y CN=ADFS Signing - ADFS-19MS-ADF...
Delete View Certificate...
Help Set as Primary
X Delete
ﬂ Help

Figure 38 : AD FS management console

ﬂ Certificates used for token-signing are critical to the stability of the Federation
Service. Because loss or unplanned removal of any certificates configured for this
purpose can disrupt service, you should back up any certificates configured for this
purpose.

5.8.3 Add Token Decryption Certificate

To add a token-decrypting certificate:

1. On the Start screen, type “AD FS Management” and press ENTER.
2. In the console tree, double-click Service, and click Certificates.
3. In the Actions pane, click the Add Token-Decrypting Certificate link.

4. In the Browse for Certificate file dialog box, navigate to the certificate file that you have
created previously, the Token Decryption Certificate, and select the certificate file. Then,
click Open.

ﬂ If you are using Smartcard Authentication, the PIN Pad device will prompt to insert
the Smartcard and enter the PIN. Then, press the OK button on the PIN Pad.
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QuADFS
Q@ File Action View Window
oo nm @B

2 ADFS

v ] Service

1 Attribute Stores
7 Authentication Methods
| Certificates
- Claim Descriptions
1 Device Registration
1 Endpoints
“] Scope Descriptions
-] Web Application Proxy
| Access Control Policies
1 Relying Party Trusts
1 Claims Provider Trusts
-1 Application Groups
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Service communications
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Figure 39 : Add a token-decryption certificate

5.8.4 Set Token Decryption Certificate as Primary

Add Token-Signing Certificate...

Add Token-Decrypting Certificate..
Set Service Communications Cert.
View »
New Window from Here

If the certificate which you have added as a Token Decryption Certificate has been set as
secondary, you need to change it to primary as shown below.

1. Right-click on Token-decrypting certificate and select Set as Primary.

QEADFS

* File Action View Window

oo am Em

J ADFs
v [ service
] Attribute Stores
1 Authentication Methods
| Certificates
] Claim Descriptions
] Device Registration
1 Endpoints
] Scope Descriptions
] Web Application Proxy
J Access Control Policies
- Relying Party Trusts
1 Claims Provider Trusts
1 Application Groups
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Figure 40 : AD FS management console
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0 Certificates used for token-decrypting are critical to the stability of the Federation
Service. Because loss or unplanned removal of any certificates configured for this
purpose can disrupt service, you should back up any certificates configured for this
purpose.

5.9 Verify the AD FS Server is Operational and Accessible Through the URL

Once you successfully add the token encryption and decryption certificates, you must restart the
AD FS Services by following the steps below.

1. Go to Start, then Administrative tools select services. Then, select Active directory
federation service and restart it.

0 If you are using Smartcard Authentication, the PIN Pad device will prompt to insert
the Smartcard and enter the PIN. Then, press the OK button on the PIN Pad.

2. To verify that the Internet Information Services (IIS) is configured correctly, on the
federation server log on to a client computer that is located in the same forest as the
federation server.

3. Open a browser window. In the address bar, type the federation server's host name, and
then append /adfs/fs/federationserverservice.asmx to it for the new federation
server. For example: https://<adfs_server>/adfs/fs/federationserverservice.asmx.

4. Press the ENTER button, and complete the next procedure on the federation server
computer. If you see the message 'There is a problem with this website's security
certificate', click Continue to this website.

5. The expected output is a display of XML with the service description document. If this
page appears, IIS on the federation server is operational.

Document No.: IG-2026-0052 Document Version: 1.0.0 Page 54 of 61



Integrating Microsoft AD FS on Windows 2019 Server

utimaco’

& C A Notsecure | hitps://172.23.0.38/adf

This XML file does not appear to have any style information associated with it. The document tree is shown below.

s 8 v @

://schemas, xmlsoap.org/wsdl/" xml
/ActiveDirectory/FederationServ
1e="http .w3.0rg/2005/88/addressing” xmlns
chemas.xmlsoap.org/ws/2084/08/addressin,
/schemas.xmlsoa g/wsdl/soap12/" xm
7/85/addressing/metadata
chemas.xmlsoap.org/wsdl/soap/" xmln
ADFS1TrustInformationService" targetham -
i u:Id="BasicHttpBinding_ITrustI

chemas . xmlsoap.org/ws/2004/09/poli
"http://schemas.microsoft.com/w
ttp://schemas.xmlsoap.org/ws/2004/08/addressing"
d="http:// 3.0rg/20@1/XMLSchema” xmln
43.0rg/2006/05/addressing/wsdl"

nding xmlns:sp="http://schemas.xmlsoap.org/ws/2005/87/securitypolicy">
v<sp:TransportToken>
p:Policy>
<sp:HttpsToken RequireClientCerti
</wsp:Policy>
</sp:TransportToken>
v¢sp:AlgorithmSuite>
v<wsp:Policy>
<sp:Basic256/>
</wsp:Policy>
< AlgorithmSuite>
v<sp:Layout>
v <wsp:Policy>
<sp:Strict/>
</wsp:Policy>
</sp:Layout>
</wsp:Policy>
ansportBinding>
All>

actlyOne>

<wsdl:
adfs.com/adfs/fs/
<wsdl:types/>

icrosoft.com/ActiveDirectory/FederationService/2005/87/"
ce.asmx?wsdl=wsdle"/>

locati

ederationserverser

Figure 41 : Federation server verification window

5.9.1 Verify the SSO Operation of AD FS Server

://docs.oasis-open.org/wss/2084/01/casis-200401-wss-

2085/12/wsdl/contract

on="https://ms-adfs-19.ms-

ss-wssecurity-uti

ttp://schemas.xmlsoap.org/soap/encoding/"

1. Use the following PowerShell command on your AD FS server to enable the Sing Sign on.

»_ PowerShell

C:\> Set-AdfsProperties -EnableldpInitiatedSignOnPage $True

N Administrator: Windows PowerShell

PS C:\> Set-AdfsProperties
PS C:\>

Figure 42 : PowerShell console
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2. Open a browser window.

a. In Internet Explorer, select Tools, and then select Internet Options.
b. Select Security tab.

c. Select Local intranet zone then click on Sites.

d. Select Advanced.

e. Add the above URL from Add this website to the zone option.

f. Select Add, select Close, and then select OK.

g. Select the Advanced tab. Scroll down and verify that under Security Enable
Integrated Windows Authentication is checked.

h. Select OK to close the Internet Options dialog box.
3. Go to the browser's setting and enable to Java script in order to access the above URL.

4. In the address bar, type the federation server's host name, and then append /adfs/1s/
idpinitiatedsignon.html . For example: https://<adfs_server>/adfs/Is/
idpinitiatedsignon.html.

5. Once the URL is accessible, it will ask for sign in and provide the login credentials. Click
Sign In.

&« G ()  https/adfs-19.ms-adfs.com/adfs/ls/idpinitiatedsignon?client-request-id=6¢SfcdS5a-5a79-43dc-0e00-0080000000¢ 1 A Yo = @

ADFS

You are not signed in, Sign in to this site.

Figure 43 : Microsoft AD FS SSO sign-in page
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@ If you are using Smartcard Authentication, the PIN Pad device will prompt to insert
the Smartcard and enter the PIN. Then, press the OK button on the PIN Pad.

*
z
s
‘;}‘
&

&« & ) https//adfs-19.ms-adfs.com/adfs/Is/idpinitiatedsignon?client-request-id=6c5fcd5a-5a79-43dc-0e00-0080000000c 1

ADFS

You are signed in.

Figure 44 : SSO login page

§/ This completes the integration of ADFS with Utimaco HSM.
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6 Troubleshooting

Error Diagnosis

The service did not respond to the start Make sure that AD FS service isproperly installed

or control request in a timely fashion. and running on your server/machine.
Windows could not start the Active Restarted the AD FS service Start the Net.Tcp
Directory Federation Service on Local Listener Adapter service.

Computer.

Error 1064: An exception occurred in the
service when handling the control

request
https://172.23.0.38/adfs/Is/ 1. From powershell check if the
idpinitiatedsignon.ht ml link not working EnableldplnitiatedSignonPage parameter is

false. If it is, change it to true.

2. Set-AdfsProperties -
EnableldplnitiatedSignonPage Strue

3. Also, enable Javascript from browser.

Table 6: List of errors and their diagnoses
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7 Further Information

This document forms a part of the information and support which is provided by the Utimaco IS
GmbH. Additional documentation can be found on the product CD in the Documentation
directory.

All CryptoServer product documentation is also available at the Utimaco IS GmbH website:
http://hsm.utimaco.com.
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8 References

Reference Title/Company Document No.

[CSADMIN] CryptoServer_csadm_Manual/Utimaco IS GmbH 2009-0003
[CSADMIN2]  CryptoServer_csadm_Manual_Systemadministrators.pdf 2009-0003
[CSP-CNG] CryptoServer_Manual_CSP_CNG.pdf 2008-0002

[CSLANS] CryptoServerLAN_Manual_Systemadministrators.pdf 2018-0004

Table 7: References
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9 Contact and Support Information

You can reach us from Monday to Friday, 09.00 a.m. to 05.00 p.m., Central European Time (CET).

Utimaco IS GmbH
Krefelder Str. 220
52070 Aachen
Germany

RMA Query

If you need to send the device back to Utimaco IS GmbH, please open a new RMA case (Return
Merchandise Authorization). We request that you use the following web address. RMA cases
cannot be opened by email or phone.

https://support.hsm.utimaco.com/support/rma/new

Other Support Queries

= Mail (preferred contact method)
support@utimaco.com
Attach the diagnostic information to your email.

= Web portal
https://support.hsm.utimaco.com/support/cases/new/
The diagnostic information will be requested in our response if necessary.

= By phone
AMERICAS +1-844-UTIMACO (+1 844-884-6226)
EMEA +49 800-627-3081
APAC +81 800-919-1301
The diagnostic information will be requested in our response if necessary.
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