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Introduction UtimaCC)@

1 Introduction

This integration guide outlines the process between Nutanix AHV and Enterprise Secure Key
Manager (ESKM) to enable secure and centralized key management for data-at-rest encryption.
It uses the KMIP (Key Management Interoperability Protocol) to establish secure communication
between Nutanix and ESKM. Nutanix AHV and ESKM together deliver a comprehensive solution
for secure, compliant and resilient data protection.

This guide walks through the configuration process for integrating Nutanix AHV and ESKM.

Key Management
Device Nutanix Cluster

For more information on Nutanix Documentation, see https://portal.nutanix.com/page/
documents/details?targetld=Nutanix-Security-Guide-v6_10:wc-security-data-encryption-aos-
wc-c.html

1.1 About This Guide

This guide provides information on how to configure the Nutanix to work with the Utimaco
Enterprise Secure Key Manager (ESKM). It describes only the features in the Nutanix and the
ESKM necessary for the configuration and integration.

For more information on installing an Utimaco Enterprise Secure Key Manager, refer to the
Utimaco ESKM Installation and Replacement Guide (Chapter 1 Installing Hardware).

1.2 Target Audience

This guide is intended for Nutanix AHV and Utimaco ESKM administrators.
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1.3 Purpose of the Integration

This integration allows Nutanix AHV to use Utimaco ESKM to manage encryption keys securely.
Nutanix AHV handles virtualization, while Utimaco ESKM stores and controls the keys used to
encrypt data stored on the Nutanix cluster.

The main objectives of this integration are:

= To enable secure encryption of data.

* To manage encryption keys externally through Utimaco ESKM.

= To support compliance with data protection and security standards.
= To maintain high availability and performance of the Nutanix environment.

* To simplify encryption operations such as key rotation and rekeying.

1.4 Abbreviations

Abbreviation

ESKM

KMIP

Nutanix AHV

API

AOS

KMS

VM

CA

Document No.: IG-2025-0034

Enterprise Secure Key Manager

Key Management Interoperability Protocol

Nutanix Acropolis Hypervisor

Application Programming Interface

Acropolis Operating System

Key Management Server

Virtual Machine

Certificate Authority

Document Version: 1.0.0
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Abbreviation Meaning
KEKs Key Encryption Keys
CVM Controller Virtual Machine

Table 1: Abbreviations

1.5 Document Conventions

The following conventions are used in this guide:

Convention Use Example

ltems of the Graphical User Press the OK button.
Bold

Interface (GUI), e.qg., menu options

File names, folder and directory You will find the file
Monospaced names, commands, file outputs, example.conf in the /exmp/
programming code samples demo/ directory.
References and important terms See Chapter 3, "Sample Chapter’,
Italic in the CryptoServer - csadm

Manual or [CSADMIN].

Table 2: Document conventions

Special icons are used to highlight the most important notes and information.

Here you will find important safety information that should be followed.
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M This message marks the result expected after the successful execution of an
instruction.

o Here you find additional notes or supplementary information.
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2 Document Metadata

Element Data

Partner Name Nutanix

Product Name AHV

Partner Product [Version] 20230302.102001
Integration Guide [Version] V1.0

Utimaco Product Name ESKM

Utimaco Product [Version] 8.54.0
[Date/Year] 26/06/2025

Table 3: Document Metadata
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3 Product Overview

3.1 Nutanix AHV

Nutanix AHV is a built-in solution for running and managing virtual machines on Nutanix
systems. It is designed to help organizations run and manage virtual machines easily without
other hypervisors like VMware or Hyper-V.

AHV works closely with Nutanix Prism to simplify VM management, reduce costs, and improve
performance. To protect sensitive data, AHV supports data-at-rest encryption, which can be
integrated with ESKM using the KMIP protocol.

3.2 Utimaco ESKM (Enterprise Secure Key Manager)

The Utimaco ESKM is a complete solution for generating, storing, serving, controlling, and
auditing access to data encryption keys. It enables you to protect and preserve access to
business-critical, sensitive data-at-rest encryption keys, either locally or remotely. ESKM is
offering industry-certified Key Management Interoperability Protocol (KMIP)with market-leading
support for partner applications and pre-qualified solutions, integrating out-of-the-box with varied
deployments, as well as custom integrations.

3.3 Joint Value Proposition

The integration of Nutanix AHV with Utimaco ESKM delivers a powerful, secure, and easy-to-
manage virtualization and encryption solution. Nutanix provides a modern, scalable, and user-
friendly hypervisor platform, while Utimaco ESKM ensures strong key management for data-at-
rest encryption. This solution helps:

= Run virtual workloads on a simple and scalable hypervisor (Nutanix AHV).
= Protect sensitive data using strong encryption.
= Securely store and manage encryption keys outside the cluster (Utimaco ESKM).

= Maintain high performance with minimal effort.
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4 Integration Requirements and Prerequisites

Ensure that the system environment you will be using meets the following hardware and
software requirements.

This guide assumes that the user has already installed and configured the required software.

4.1 Tested Versions

Operating System Nutanix AHV Utimaco ESKM Version

A0S 6.10 20230302.102001 8.54.0

Table 4;: Tested Versions

4.2 Software Requirements

Software Software Requirements
Utimaco ESKM 8.54.0

AQS version 6.10 or above

AHV version 20220302.102001

Table 5: Software Requirements

4.3 Prerequisites

* Ensure that the latest version of ESKM is installed and available.
* AHV cluster must be able to communicate with ESKM server over the required port (5696).
= Administrator access to Nutanix Prism.

= Administrator access to ESKM server for configuration.
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5 Installation and Configuration

5.1 Setting Up ESKM

Configuring the ESKM is the initial step before proceeding with Nutanix Integration. For detailed
configuration steps, refer to the "ESKM_Installation and Replacement_Guide_8.54.0".

After successful installation and configuration, log in to the ESKM.

@ Enterprise Secure Key Manager l,ltimaCC)®

VESKM_47

Administrator Authentication

passrd

i

Figure 1: ESKM Login

4 Enterprise Secure Key Manager |,_|tima(:0®

Home Security Device Help ¢ Log Out

Home / Summary v6prod
Logged in as admin
+ Search Home
+ What's New
System Summary Help @

Product:  Enterprise Secure Key Manager L3
UnitID:  UL3P6SDA5E50001-CS701717

Hardware Platform:  Utimaco V6
Software Version: 8.54.0 (ESKM 8.54)

HSM Type: Utimaco CryptoServer Se-Series Gen2
HSM Serial:  CS701717

Firmware Version: 4.32.0.3
Hardware Version: 5.01.4.0
Battery Status: Good

Figure 2 : ESKM Home Page

Document No.: IG-2025-0034 Document Version: 1.0.0 Page 12 of 46



* ®
Installation and Configuration UtlmaCO

5.2 Setting Up Nutanix AHV

For assistance with setting up Nutanix AHV, contact the Nutanix support team. For more
information, refer to the Nutanix Support & Insights.
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6 Integration Steps

6.1 Configuring on Utimaco ESKM

ESKM server must be configured with specific values such as time zone, IP address, netmask,
gateway, host name, and port number used for the ESKM Management Console interface.

This section includes procedures on the following topics:

= Firstrun

= Setting Up Cluster

= Setting Up Local CA

= Setting Up ESKM Certificate
= Setting Up KMIP Server

= Create Client Certificate

* Create Local User

6.1.1 First run

To configure the time, IP address, net-mask, gateway, host name, and port number used for the
ESKM Management Console interface, please refer to the ESKM_Installation and
Replacement_Guide_8.54.0.

6.1.2 Setting Up a Cluster

Refer to the ESKM_Installation and Replacement_Guide_8.54.0 for the procedures to create a
cluster on one ESKM node and join other ESKM Nodes to the cluster.

4 Enterprise Secure Key Manager utimaCO@

Deie | Chmter

Cluster Configuration

RS Cluster Members e

——
=

Figure 3 : KMS Server - Clustered mode
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6.1.3 Setting up Local CA

The local CA is used to sign and verify the server certificate and may also be used to sign client
certificate requests. To create and install a local CA, perform the following steps:

1. Log in to the ESKM Management Console using the admin username and the password
you supplied in First run. For more information, refer to the ESKM_Installation and
Replacement_Guide_8.54.0.

2. Select the Security tab.

3. In Certificates & CAs, click Local CAs.

Create Local Certificate Authority Help @

Certificate Authority Name: |ESKMCA |

Country Name:

State or Province Name: | CA

Locality Name: | Campbell

Organization Mame: | Organization

Common Name: | ESKMLocalCA

|
|
|
Organizational Unit Name: |Infom‘|ation Security |
|
|

Email Address: | infosec@organization.com

Algorithm: |RSA-2048 +

@ Self-signed Root CA

CA Certificate Duration (days): 3650
IMaximum User Certificate Duration (days): | 3650

() Intermediate CA Request

Certificate Authority Type:

| Create |

Figure 4 : Create Local CA

4. Enter a Certificate Authority Name and Common Name. These may have the same value,
for example, ESKM Local CA.

5. Enter your organizational information.
6. Select the Algorithm (e.g., RSA-2048).

7. Click Self-signed Root CA and enter the CA Certification Duration and Maximum User
Certificate Duration. These values determine when the certificate must be renewed and

Document No.: IG-2025-0034 Document Version: 1.0.0 Page 15 of 46
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should be set in accordance with your company's security policies. The default value for
both is 3650 days or 10 years.

8. Click Create.

6.1.4 Setting Up an ESKM Certificate

The client uses ESKM server certificates to authenticate the ESKM server during the TLS/SSL
handshake. ESKM supports two types of clients: ESKM clients and KMIP-enabled clients. ESKM
clients communicate with the KMS server, and KMIP-enabled clients communicate with the
KMIP server.

0 During the execution of the Setup utility, a default KMIP Server Certificate is
automatically created. This certificate should only be used for testing purposes, as it
is a self-signed certificate. If your ESKM system will be communicating with KMIP-
enabled clients, Utimaco highly recommends that you create a new KMIP server
certificate. The name you assign to these server certificates should clearly indicate
their purpose. For example: ESKM KMS Server and ESKM KMIP Server.

If you will be using a third-party CA and wish to use an existing server certificate, see Import a
third-party server certificate.

To create an ESKM server certificate, perform the following steps:
1. Click the Security tab.

2. In Certificates and CAs, select Certificates.

3. Enter the information required by the Create Certificate Request section of the window to
create the ESKM server certificate.

Document No.: IG-2025-0034 Document Version: 1.0.0 Page 16 of 46
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Create Certificate

Help @

Certificate Name: | ESKMServerCert |
Country Name:
State or Province Name: | CA
Locality Name: | Campbell

Organization Mame:

| Organization

Organizational Unit Name:

| Information Security

Common Name:

[ESKM

Email Address: | infosec(@organization.com
Subject Alternative Name: | IP:10.222.55.196
Algorithm: | RSA-2048  +

. () Certificate Request - to be signed by external CA

Creation Type: . .
(@ Certificate Signed by Local CA
Local CA: [ESKMCA (maximum 3643 days) v
Certificate Purpose:

Figure 5 : Create Certificate

4. Enter a Certificate Name and Common Name, for example, ESKM_KMIP_Server.

5. Enter your Organizational information.

6. Enter/select the Subject Alternative Name, Algorithm, Creation Type as Certificate Signed
by Local CA, Local CA(CA name you created in Setting up local CA, for example ESKMCA),

and Certificate Purpose

7. Click Create.

Document No.: IG-2025-0034

Document Version: 1.0.0
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Certificate Information Help @

Certificate Name: ESKMServerCert
Key Size: 2048
Start Date: MNowv 13 08:37:33 2022 GMT
Expiration: Mov 10 08:37:33 2032 GMT

[
ST. CA
L Campbell
Issuer: 0. Organization
0OU:  Information Security
CN: ESKMLocalCA
emailAddress: infosec@organization.com

[
ST CA
L: Campbell
Subject: O Organization
0Ou:  Information Security
CM: ESKM
emailAddress:  infosec@organization.com

Subject Alternative Name: IP Address: 10.222.55.196

Purpose: SSL Server

————— BEGIN CERTIFICATE-———-—
MIID&zCCRAtOgAwIBAgIBATANBgkghkiGowlBAQsFADCEo ] ELMAKGR1 UEEhMCWVVME
CzRJBgNVBAQTAKNEMREWDWYDVOOHEWhD YW 1wYnVseDEVHMEMGR 1 UECRMMT 3dn YW 5p
emF0ail S uMR OwGwYDWOOLEXRIenZveml hdGlvbiBTZWN 1cml 0e TEUMEIGRA 1 UE =ML
BEVNLIUxvYZFsQOExJzR]1 Bgkahki GOWIBCQEWGGIuimS z ZWNAD SInYWSpemFOaW Su
LoNvbTAeFw0yM ] EXMTMwODM3MzNaFwl zM] EXxMT AWCDM 3 Mz NaM IGEMO swC QY DVO0G
EwIVUzELMAKGAIUECBMCQOEXETAPBgNVBACTCENhEXBL ZRx sMRUWEWYDVOOKEwWxP
cmdhbml 6¥XRph24xHTALBgNVBASTFELuZmYyeWF0aWSuIFNLY 3VyaXBSMO0wCwYD
VOODEWRFUO t NS cwI0Y THoZ IThweNAOkBFhhpbmZwe2Vi GG 9yZ 2FuaXphdGlvbis]
b2 0wggEiMAOGCSgGS I 3DQOERRAQULAR 4 TEDwAWIgEE R0 IBAQDZ e JpladCp0oTuwVC3
+6 ICETWMFEEXk3FuEpwD1RRiVhEchhGo kb Ywwp / emdb+3EcltSho9H,/ uBxEz +MAES
XISrg9=sgeVDrMMwt j7SEq4e0YhFop4orEyExULfOnBaDFEM/ hoy+ PBWNIVWT40zY 4
/sBY8jviBx2MiealaWbgnoySF2KsMMID, v/ TcCljikSehe0Tn7SdWRVey/ UORWHI
05nS1IHXQGConLEIGjeld51PG1 8CdNeFCY 2 fWELEBL ImWuTZUEzAHVIAScNIL1 ¥o00
U2FFzBOrMPOinAQRXaXFhPDarQ0TGed4isEUtpfkaPnoaPelde 1Cox 3aKEgMe OMKw
MEEPSAqMBARGIMTAVHMA RGR 1 U4EWwCMARWE QY TY I ZTAY R4 0gEBBAQDRAy ZAMARGRLITUA
EQQIMLEaHBAreNaOwDQYJEcZ IhweNAQELBOADggERRAJF 02U fAn+1lmlomHswiEDnE3
NkNj160LcolPCPiZrpP,/s7U03tE196GhVmk 7UvwdyblAF0GEgS0od8dezGRIWC 8y
rV/1A3nv0eaVWiwyY WHEWeKxtxPOCkSFndcgYOZfAPrJ+a+01+jrhaSG0YPedguv
21M4xekAISUNB+vPTHWwO kPN 1uSPnEEL2EL 3 TLuCt jUfanYe 5 8CwZaQ5gxo2 PO
UG XRREXVEVE/9GcaTYTulDS3x 9 5RS 3uivdlmTO7 TRxPAIF+ TENr ingMPolpgs
1HubYnQ9sBLlgjb0rlH4bwrlijachs 64 T+HEEERY,/ 3E34/r6BkoccBulfale3pJz=
————— END CERTIFICATE-———-

Figure 6 : Certificate Information

Key Size refers to the size of the key or elliptic curve associated with this certificate.
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o The “certificate name” must remain the same on all ESKM servers across the
cluster.

Import a third-party server certificate

An externally generated public/private key pair can be imported into the ESKM system for use as
a server certificate. The encrypted private key data and the public key certificate must be present
in the third-party server certificate file. For example:

In addition, the password for the private key file must be known. To import a third-party server
certificate, perform the following steps:

1. In Certificates & CAs, click Certificates to display the Import Certificate section.
2. Provide the source location of the certificate file.
3. Enter the Certificate Name and private key password.

4. Click Import Certificate.

6.1.5 Setting Up a KMIP Server

The KMIP server provides the interface to clients that use the KMIP protocol. Transport Layer
Security (TLS) is required, therefore you must specify the name of the server certificate.

To configure the KMIP server, perform the following steps:

1. Select the Device tab.

2. In the Device Configuration menu, click KMIP Server to display the KMIP Server
Configuration window.

3. In the KMIP Server Settings section, click Edit.
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4. Configure the KMIP Server Settings. Utimaco recommends the default values of 5696 for
the Port and 3600 for the Connection Timeout. If necessary, change the Port and
Connection Timeout values. For Server Certificate, select the name of the certificate you
created in Setting up ESKM certificate.

0 If your ESKM server is operating in FIPS-compliant mode, you must specify a KMIP
server certificate that meets FIPS requirements.

o If your ESKM servers are in a cluster and you are selecting a new KMIP server
certificate from the “Server Certificate:" field, you must make sure that all of the
ESKM servers in the cluster already have a KMIP server certificate installed with this

same name.
KMIP Server Settings Help @
port:

Server Certificate: | ESKMServerCert  v|

Local CA Certificate for Certify/Re-certify: |[Disabled] w

Connection Timeout (sec): |360

Default number of items returned in Locate:

Maximum number of items returned in Locate:

| Save | Cancel|

Figure 7 : KMIP Server Settings

5. Click Save.

o Changing the KMIP server setting causes the KMIP server to restart.

6.1.6 Create Client Certificates
1. In the Security > Certificates& CAs, Select Local CAs.

2. Select the Local CA which is used to sign the CSR.
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3. Select Sign Request. The following window appears.
4. Select Certificate Purpose as Client.
5. Paste the one of the CSRs downloaded from the Data-at-Rest Encryption.

Security / Local CAs

Certificate and CA Configuration

Sign Certificate Request

Sign with Certificate Authority: | ESKMCA (maximum 3641 days) |

() Server
Certificate Purpose: @ Client
(O Server and Client

Certificate Duration (days): | 3641

Certificate Request:

o =T = |
/UQPsX/YkeSMP1NVz3CzVIIQHPG1ZKnQSRF1SE1bUFDXwUNMyk3q04+0ViIDAQAB
cAAWDQYIKoZIhvcNAQENBQADgg IBAHPVIqgqpFNrzuC1NusQI8mPmNKQIvblLMZOu
zJ3swsbdv153@1gbEnzQwynAyWv1580Zrf/D3E/5sDX9vLm3wfqlajcIoQvecdkq
NteyUlQXIXish8euziF+dDolrlUFoIHfUDCNH+GXx4bmg+09NsOSLbC8jCOMDFSXI
OUIH+SSFbSWeEVXXzEjTpuYMp87afhFrQmgenBAJcumrYaipc@01jz+RIDAAT+Aa
5XuvhLy4q//pE1DXAIKKS/AVZPFtnnLUsi+8kx7Nr3+20Dhp0jedi+XZoIpi7KAS
aUAVTP+bifYelwWfSuBtMg2nEvf1sGjVOLIH11AFxFc13SXmOIdEPUdPZTZdMQO1X
UAOVgREf3nUIeoqdC8aprlOQjMNNk+4u2pblascd9EAQDCUSQcxj4ZaxPOHWIiHE
tNzPQgejILEIwkELIMSIbtH/d9g4BiswY2+USjfZz+saHVx4D+udRsZbEekqLHMOF
SSREROTz4nR7YcRS/N/ cVANwWbG+UMLMEBKXRrGGeTNaf80WmKRaQxM681kWqpFID]
dnG7PNs7bCf44LzaAkn+5cré+edTVrBGsI/PqihmQIWF /hD+zaNmiuAT8doHIIZE
SMjZzCYhqVa7b3g2vezhYgoK7jsMyWAZ4nGxj9LVavFAgPRaqGloah+Q1Q5XTLVn
NYwYSdRs

1
'
'
'
'
m
=
o
[a]
m
o
]
H
-
H
(a]
p =3
=
m
o
m
=]
c
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w
—
'
'
'
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Figure 8 : Sign Request

6. Click Sign Request.
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Security / Local CAs

Certificate and CA Configuration

CA Certificate Information

Key Size:

4096

Start Date:

May 110:08:48 2025 GMT

Expiration:

Apr2110:08:48 2035 GMT

Issuer:

C:
ST

us
CA

L: Campbell

Q:

ou:

CN:
emailAddress:

Organization
Information Security
ESKMLocalCA

infosec@organization.com

Subject:

C:
ST
L:

us
Califronia
Campbell

0: Utimaco

ou:

Atalla

CN:

d804858b-1b9%a-4435-abac-
b7cfc2248fe2.nutanix.com

emailAddress:

hsm@utimaco.com

MIIFM]CCBBqQoAwIBRgIBC]ANBgkghkiGIwlBAQSFADCBo] ELMAKGAIUEBhMCVVMR
CzAJBgNVBAGTAKNBMREWDWY DVQQHEWh DYWlwYmVsbDEVMEMGA LUEChMMT 3JnYHS P
emF0aWIuMROWGWYDVQQLEXRIbmZvemlhdGlvhbiBTZWN1cml 0e TEUMBIGAIUERXML
RVNLTUxvVYZ2FsQ0ExJzA1BgkghkiGIwOBCQEWGGlUuZm9z ZWNAb3InYWSpemFlawdu

Figure 9 : CA Certificate Information

7. Note the Common Name.

8. Download the signed certificate.

6.1.7 Create a Local User

1. In the Security > Local Users & Groups > Local Users, create an ESKM local user using
Common Name. For more information, refer to the ESKM_User_Guide-8.54.0.
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Security / Local Users & Groups / Local Users

Create Local User

Create Local User

Username: |d804858b-1bBa-4435—aEac—b?cf02248fez.nutanix.com |

Password: | ---------- |

Confirm Password: | ---------- |

License Type: |KMIP ~

User Administration Permission: [

Change Password Permission: []

Enable KMIP:

Map non-existent Object Group to x-Object Group: [ ]

KMIP User Group: | default user group v
KMIP Object Group: | default object group v

KMIP Client Certificate:

rFs
MIIFMjCCBBqEAWIBAgIBCjANBgkqhkiGOWeBAQsFADCBO]ELMAKGALUEBhMCYVMX
CzAIBENVBAZTAKNBMREWDWYDVQQHEWhDYW1wYmVsbDEVMBMGATUEChMMT 3InYWSp
emFeaW9uUMROWGWYDVQQLEXRIbmZvem1hdGlvbiBTZWN1cml@e TEUMBIGATUEAXML
RVNLTUXVY2FsQeExJzAlBgkqhkiGOwOBCQEWGGlUZMIzZZWNAD3 InYIWSpemF@awou
LmNvbTAeFwoyNTA1MDEXMDAANDhaFwOz NTAGMEXMDAANDhaMIGZMQsSWCQYDVQQG
EwJVUZETMBEGALUECAWKQ2FsaWZyb25pYTERMASGALUEBWWIQ2FtcGI1bGWXEDAQ
Figure 10 : Create Local User
User and Group Configuration
Local Users Help @
Filtered by [- - - - ~ | where value [contains v Il
Items per pags: I:l
A Username KMIP-Enabled  User Admini: ion F issi ChangeF d Permissi License Type  Last Access Time
@ 44222da7-ad44-4309-858e-0cfba7b906d8.nutanix.com ] [m] KMIP 2025-05-02 01:37:37
() 84d391c1-d7a1-4d9f-a940-e45898dfcclf.nutanix.com m] ] KMIP 2025-04-28 11:07:41
QO d78b9053-eefb-4b0a-88c6-c3c77234fbe2.nutanix.com m} [} KMIP 2025-05-01 08:57:36
(O d804858b-1b9a-4435-abac-b7cfc2248fe? nutanix.com m} [m} KMIP 2025-05-01 12:13:06

T-40f4

EIETETET

Figure 11 : Local Users

6.2 Configuring on Nutanix AHV
This section provides the step-by-step procedure for integrating ESKM with Nutanix.

1. Log in to Nutanix Prism Element as an Administrator.
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Powered by NUTANIX

Figure 12 : Login Page

2. Select Data at Rest Encryption in the Settings page. The Data-at-Rest Encryption page
appears.

Data-at-Rest Encryption

Settings
Data-at-Rest Encryption

P PN

Network Switch Encrypting your cluster will help keep your information safe.

NTP Servers

SNMP

Security

Cluster Lockdown

Data-at-rest E ti
ala-at-rest Encryption Edit Configuration

Filesystem allowlists

SSL Certificate Data-at-rest encryption is not set up. Please configure it first to enable this feature.

U d Rols
sers and foles Edit Configuration Close

Authentication

Figure 13 : Data-at-Rest Encryption
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3. Click Create Configuration. Clicking the Continue Configuration button, configure it link, or
Edit Config button does the same thing: it displays the Data-at-Rest Encryption
configuration page.

4. Select the Key Management Server as An external KMS.

Settings
Network Switch
NTP Servers

SNMP

Security

Cluster Lockdown
Data-at-rest Encryption
Filesystem allowlists

SSL Certificate

Users and Roles

Authentication

5. Inthe

Document No.:

Data-at-Rest Encryption

All cluster data will be encrypted with software.

Select Key Management Server (KMS)

The KMS manages the encryption keys used to encrypt data.

Native KMS (local)

Cluster Localised Key Management Service is not possible with 2 or less nodes

Native KMS (remote)

The PE is not registered to a PC

O An external KMS
Configure Key Management Servers and upload SVM certificates. You will manually download and
upload certificates to validate the KMS. Nutanix recommends having two or more Key Management

Servers for redundancy.

Certificate Signing Request Information section, do the following:

Enter appropriate credentials for your organization in the Email, Organization,
Organizational Unit, Country Code, City, and State fields, and then click the Save
CSR Info button.

Certificate Signing Request Information

Enter the following information to generate the Certificate Signing Requests for the cluster.

Save CSR Info Download CSRs

Figure 14 : Certificate Signing Information
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+ The entered information is saved and used when creating a certificate signing
request (CSR). To specify more than one Organizational Unit name, enter a comma-
separated list.

+ Click the Download CSRs button, and in the Certificate Signing Requests screen,
click the Download CSRs for all nodes to download a file with CSRs for all the nodes
or click a Download link to download a file with the CSR for that node.

o You can update this information until an SSL certificate for a node is uploaded to the
cluster, at which point the information cannot be changed (the fields become read-
only) without first deleting the uploaded certificates.

Certificate Signing Requests
Download CSRs for all nodes
Download the CSRs for the Nodes

Node Address Action

10.54.59.29 Download

10.54.59.30 Download

10.54.59.31 Download

10.54.59.32 Download

Figure 15 : Download CSRs for all Nodes

0 After completing step 5, follow the steps below in the ESKM Management Console.
= Create Client Certificates. For detailed information, refer to Create Client
Certificates.

* Create an ESKM local user. For detailed information, refer to Create a Local
User.

= Repeat the same step for all the CSRs.

6. Inthe Key Management Server section, click the Add New Key Management Server
button.
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Key Management Server

Configure Key Management Servers and upload SVM certificates. Nutanix recommends having two

or more Key Management Servers for redundancy.

Add New Key Management Server

Figure 16 : Add New Key Management Server

7. Inthe Add a New Key Management Server screen, enter the ESKM's Name, IP address,
and Port Number in the appropriate fields.

Add a New Key Management Server
Add Address
Enter a name and at least one address for the Key Management Server.

NAME

ESKM

ADDRESS PORT
10.38.1.221 5696
ADDRESS PORT
10.381.220 5696

Figure 17 : Add Address

0 The port is where the key management server is configured to listen for the KMIP
protocol. The default port number is 5696.

8. If you have configured multiple key management servers in cluster mode, click the Add
Address button to provide the addresses for each ESKM device in the cluster.

9. Click Save.
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Key Management Server

Configure Key Management Servers and upload SVM certificates. Nutanix recommends having two

or more Key Management Servers for redundancy.

ESKM s - X
Status Address Actions
Active 10.38.1.221: 5696

Manage Certificates
10.38.1.220 : 5696

Add New Key Management Server

Figure 18 : Manage Certificates

10. Inthe KMS CA Certificates, click Add New Certificate Authority.

KMS CA Certificates

Configure Certificate Authorities used to validate Key Management Server authenticity. At least one

certificate authority is required for encryption.

Add New Certificate Authority

Figure 19 : Add New Certificate Authority

11. Inthe Add a New Certificate Authority section, click Upload CA Certificate button to
upload the CA Certificate. Upload the ESKMCA, which is used to sign the KMIP server and
the client certificate.

Add a New Certificate Authority

Upload the Certificate Authority (CA) certificate and enter a name for the o
Upload CA Certificate
Certificate Authority.

CERTIFICATE AUTHORITY NAME

< Back

Figure 20 : Upload CA Certificates
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12. Enter Certificate Authority Name.

Add a New Certificate Authority

Upload the Certificate Authority (CA) certificate and enter a name for the -
Upload CA Certificate
Certificate Authority.

ESKMCA.pem is selected

CERTIFICATE AUTHORITY NAME
ESKMCA|

Figure 21 : Certificate Authority Name

13. Click Save.

KMS CA Certificates
Configure Certificate Authorities used to validate Key Management Server authenticity. At least one

certificate authority is required for encryption.

ESKMCA Delete

Add New Certificate Authority

Figure 22 : Certificate Authority Name

14. Go to the Key Management Server section. Click the Manage Certificates button.

15. In the Manage Signed Certificates screen, click Upload Files to upload all the signed
certificates in one step.
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Manage Signed Certificates
10.54.59.29 cert.pem, 10.54.59.30_cert.pem, 10.54.59.31_cert.pem, 10.54.59.32 cert.pem selected

Upload Files Test all nodes

Address . Status Action
10.54.59.29 Waiting for Upload
10.54.59.30 Waiting for Upload
10.54.59.31 Waiting for Upload
10.54.59.32 Waiting for Upload

< Back Submit

Figure 23 : Managed Signed Certificates

16. Click Test all nodes button to test the certificates for all nodes in one step. A status of
Verified indicates the test was successful for that node.

o If the status shows “unverified,” that means there is a connectivity or certificate
issue with the Key Management Server. Make sure all nodes show “Verified" before

you enable encryption.

17. Click Submit. The following window displays.
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Manage Signed Certificates Upload Files Test all nodes
Address Status Action
10.54.59.29 Verified Re-Test CS - Delete
10.54.59.30 Verified Re-Test CS - Delete
10.54.59.31 Verified Re-Test CS - Delete
10.54.59.32 Verified Re-Test CS - Delete

< Back

Figure 24 : Uploaded Signed Certificates

18. When the configuration is complete, click the Enable Encryption button.

KMS CA Certificates

Configure Certificate Authorities used to validate Key Management Server authenticity. At least one

certificate authority is required for encryption.

ESKMCA Delete

Add New Certificate Authority

< Back Save KMS Type

Figure 25 : Enable Encryption

19. Enable Encryption window is displayed.
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Enable Encryption?

All data on the cluster will be securely encrypted. Type

ENCRYPT to confirm cluster encryption

| ENCRYPT]| ]I ‘

Figure 26 : Data-at-Rest Encryption Screen

To help ensure your data's security, you cannot disable software-only data-at-rest
__° ) encryption once it is enabled. Nutanix recommends regularly backing up your data,
encryption keys, and key management server.

= Type ENCRYPT and click Encrypt button. The data-at-rest encryption is enabled. To view

the status of the encrypted cluster or container, go to Data at Rest Encryption in the
Settings menu.

0 When you enable encryption, a low-priority background task runs to encrypt all the
unencrypted data. This task is designed to take advantage of any available CPU
space to encrypt the unencrypted data within a reasonable time. If the system is
occupied with other workloads, the background task consumes less CPU space.

Depending on the amount of data in the cluster, the background task can take 24 to
36 hours to complete.

Data-at-Rest Encryption

EnGryiting your clusier will Relp keep your information safe,

Manage Keys

Encryption State of Cluster: Software encryption is enabled

Fop——

Figure 27 : Data-at-Rest Encryption Screen - Encrpyting Cluster
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/11N, Once the task to encrypt a cluster begins, you cannot cancel the operation. Even if
/5 % you stop and restart the cluster, the system resumes the operation.

o For changing the Key Encryption Keys, see https://portal.nutanix.com/page/
documents/details?targetld=Nutanix-Security-Guide-v6_10:wc-security-data-
encryption-passwords-wc-aos-t.html#ntask_gjp_mks_gq.
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7 Verification and Testing

7.1 Logs and Validation Steps

7.1.1 KEK Retrieval after Full Cluster Restart
1. Shutdown VMs in the Nutanix cluster.
2. Stop Nutanix Cluster Services.

3. Shutdown CVMs and Nutanix Hosts in the cluster, wait for 3 minutes to power drain and
verify shutdown status.

4. Shut down both Active nodes of KMS Server.
5. Power on Hosts and verify status(CVMs power on automatically).
6. Start Nutanix Cluster Services.

7. Power on the VMs to test the KEK(Key Encryption Key) is not retrieved from the KMS, and
the DEK(Data Encryption Key) cannot successfully unlock the Drives to boot the VMs.

8. Power on and start services for the First Active KMS Nod,e and attempt to boot the
Nutanix VMs and record behavior.

Expected Results

* When both Active-Active KMS nodes are down, the cluster fails to retrieve the Key from
KMS and decrypt the container. As a result, the test-VM using the disk from the container
can read the disk but fails to boot.

Figure 28 : Active - Active KMS
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Figure 29 : Failed to Boot

= When ESKM-1 is DOWN and ESKM-2 is UP in the Active-Active cluster, the cluster
retrieves the Key from ESKM-2 and decrypts the container. As a result, the test-VM using
the disk from the container reads the disk and the VM-boots successfully.

L3 X O Not severe  bibpar10.38.1.221:544 o ] O  New Ohvome mailidle |

4 Enterprise Secure Key Manager
[pevies contipmion [
. Cluster Configuration

_ Cluster Members Help @

N T T

[ ] IL ]

Figure 30 : Cluster Configuration

Figure 31 : VM Boot Success

Connected to: Test-VM MountISO | UnmountI1SO | & & | ()

Figure 32 : Test- VM
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= When ESKM-2 is DOWN and ESKM-1 is UP in the Active-Active cluster, the cluster
retrieves the Key from ESKM-1 and decrypts the container. As a result, the test-VM using
the disk from the container reads the disk and the VM-boots successfully.

I’ O 0 tonseowr g/ 10381 20540 Q@ % ) @ NewCvome sk

4 Enterprise Secure Key Manager utimaco’

. Cluster Configuration

_ Cluster Members
— e s ) [ )

Mt o P o

M\ Waming: This chustes is running diffesent software vessions

[ ] I |

Figure 33 : Cluster Configuration

Figure 34 : VM Boot Success

Connected to: Test-VM MountI1SO | UnmountISO | 4 B | O

Figure 35 : Test-VM

7.1.2 Backing up Keys

1. Log in to Nutanix Prism Element as an administrator.
2. Select Data at Rest Encryption in the Settings page.

3. Inthe Cluster Encryption page, select Manage Keys.
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4. Enter and confirm the password.
5. Click the Download Key Backup button.
The backup file is saved in the default download location on your local machine.

€3 O 0 eiseer e TS50.37 M40 cunsole #page/settings/encrypion Q% D & @ Newivome e ;

i owa
POCII0_O0061149-3bb8-TeB-0778- Jeec
efeddar2 ey backup 2025 04 29,1031
]

.o

a Sgnedar
L8618+ 10 howrs g0

B o for discovered_node
A48+ 19 b g

1 launch (M}l
24308 1 o 53

W mRemoteNG-installer-176.20 24615 msi
416 B 22 bers g

Verify that the download of the “Key” file is successful and saved in the default download
location.

For more information on backing up Keys, see https://portal.nutanix.com/page/documents/
details?targetld=Nutanix-Security-Guide-v6_8:wc-security-data-encryption-export-key-
t.html#ntask_vlig_v5g_mbb

7.1.3 Validating with Re-keys
1. Log in to Nutanix Prism Element as an administrator.
2. Select Data at Rest Encryption in the Settings page.

3. Inthe Cluster Encryption page, select Manage Keys and click the Rekey button under
Software Encryption. For more information on validating with Re-keys, see https://
portal.nutanix.com/page/documents/details?targetld=Nutanix-Security-Guide-v6_7:wc-
security-data-encryption-passwords-wc-aos-t.html.
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“ © O Notseoae b/ 10.54.59.37 9440/ consale/ ¥ page settings/encryption a % £ & @ tewoivome aiabie |

Settings

Ootarst Best rrysion

| Encrypn State of Chumtar: 20/ /5icn 44s% sesrs skt buahdy (e g |

Figure 36 : Re-key

Figure 37 : Re-key Success

4. Shut down VMs in the Nutanix cluster.
5. Stop Nutanix Cluster Services.

6. Shut down CVMs and Nutanix Hosts in the cluster, wait for 3 minutes for the power to
drain, and verify the shutdown status.

7. Shut down both nodes of KMS Server.
8. Power on Hosts and verify status(CVMs power on automatically).
9. Start Nutanix Cluster Services.

10. Power on the VMs to test the KEK (Key Encryption Key) is not retrieved from the KMS, and
the DEK (Data Encryption Key) cannot successfully unlock the Drives to boot the VMs.

11. Power on and start services for the Active KMS Node and attempt to boot the Nutanix
VMs and record behavior.

Verify the events/logs of the KMS cluster to see if the keys are fetched successfully from the new
active KMS server.
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Figure 38 : Before Re-key
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Figure 39 : After Re-Key

7.1.4 Validate Encryption on Cluster Expansion
1. Log in to the Nutanix Prism Element web console.
2. Do one of the following:

+ Select Expand Cluster in the Settings page. (or)

+ Go to the Hardware dashboard and click the Expand Cluster button.
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& 3 0 ONetwome laps hardh 8 % 0 & @ tewOvome st |

Figure 40 : Expand Cluster

3. Inthe Expand Cluster window, select (click the radio button for) the desired option and
then click the Next button:

+ Select Expand Cluster to begin the expansion immediately (after you complete the
remaining configuration steps).

Gpmacume  eees —_—_— e e 79, 7075, 127 an A s 32 pecanen

Figure 41 : Expand Cluster - Success

Select Prepare Now and Expand Later to prepare the nodes now but delay adding them to the
cluster until a later time. Preparing the nodes includes imaging the hypervisor (if needed),
upgrading the AOS version (if needed), and preparing a new node network configuration (if
needed). For more information on expanding the cluster, see https://portal.nutanix.com/page/
documents/details?targetld=Web-Console-Guide-Prism-v6_7:wc-cluster-expand-wc-t.html.

oMIPOCID L ] s [ L [T e - o

Figure 42 : Expanded Cluster
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o Ensure that factory-prepared node(s) are imaged with the same AOS/AHV version of

the cluster. Re-imaging is not possible during expansion.

10.

11.

12.

13.

In Nutanix Prism Settings, expand the cluster and check if the node(s) appear in the
discovered list.

Select the node(s) and add them to the cluster.

Enter the details for the Host Name, Controller VM, Hypervisor, and IPMI IP.

In the Encrypt Host, click "Generate and download CSR".

Get the CSRs signed by a certificate authority (CA).

Upload a signed certificate in order for the nodes to connect to the KMS server.
Choose the Node type as "HCI Node".

Choose the uplink for Host Networking.

Click "Run Checks" to verify that the nodes are ready.

Complete the cluster expansion.

Verify that the node is successfully added to the cluster and test the connectivity to the KMS
servers.

7.1.5 Validate Encryption After Node Removal

1.

2.

Log in to the Nutanix Prism Element web console.

Select the node you want to remove in one of the following ways:

Figure 43 : Before Removing Node
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3. Onthe diagram page, select the target node (host). (Or)
In the Table page, click the Host tab and select the node (host).

4. Click the Remove Host link on the right of the Summary line.

Figure 44 : Removing Nodes

5. Click the OK button in the confirmation dialog box.

Figure 45 : After Removing Nodes

For more information on removing a node from a cluster, see https://portal.nutanix.com/page/
documents/details?targetld=Web-Console-Guide-Prism-v6_7:wc-removing-node-pc-c.html.

Verify that the node has been removed from the Prism—Hardware page and from the 'KMS
server—Managed Signed Certificate list.'

7.1.6 Perform a Crypto-Erase

Data on the AOS cluster is always encrypted, and the data encryption key (DEK) used to read the
encrypted data is known only to the AOS. All data on the drive can effectively be destroyed (that
is, become permanently unreadable) by deleting the container or cluster. This is known as a
crypto-erase.
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1. Logintoany CVM in the cluster using SSH.

2. Power off all the VMs that are running on the hosts in the cluster.

nutanix@cvm$ acli vm.off =*

3. Stop the Nutanix cluster.
nutanix@cvm$ cluster stop

4. Destroy the cluster.

nutanix@cvm$ cluster destroy

For more information on destroying a cluster, see https://portal.nutanix.com/page/documents/
details?targetld=Nutanix-Security-Guide-v6_8:wc-security-data-encryption-destroy-wc-aos-
t.html.
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8 Troubleshooting

8.1 Log Location and Interpretations

Verify the logs on the Utimaco ESKM by following the below steps:

1. Inthe ESKM Management Console, click Device tab.
2. Click on Log Viewer under the Logs & Statistics.

3. Click on KMIP under the Log Viewer.

8.2 Contact for Support

8.2.1 Utimaco Technical Support

For technical questions, contact Utimaco Technical Support:

* E-mail: support-atalla@utimaco.com
= Telephone: 800-500-7858 (U.S.A.) +1-916-414-0216 (International)

= Website: https://support.utimaco.com/

Before contacting Utimaco with your questions, collect the following information:

* Product model names and numbers

= Technical support registration number or NonStop system number (if applicable)
= Service Agreement ID number (SAID)

= Product serial numbers

= Error messages

= Software version number

8.2.2 24-hour support

24-hour emergency support is available to those customers who have valid service contracts.
Use this service for product and system emergencies that occur after normal working hours or
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on weekends and U.S. holidays. Questions about product installation and setup are supported
during normal working hours.

For 24-hour emergency support call: 800-500-7858 (U.S.A.) +1-916-414-0216 (International).
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9 Appendices

9.1 References

Title

Enterprise Secure Key
Manager v8.54.0
Installation and
Replacement Guide

Enterprise Secure Key
Manager v8.54.0 Release
Notes.

Enterprise Secure Key
Manager v8.54.0 User
Guide

OASIS Websites

Document No.: IG-2025-0034

Description

Setup and configuration steps
for Utimaco ESKM

New features, enhancements
and fixes related to Utimaco
ESKM.

Provide detailed instructions for
managing the Utimaco ESKM.

OASIS websites for more
information on the Key
Management Interoperability
Protocol (KMIP) specification,
usage guides and profiles

Table 6: References

Document Version: 1.0.0

Document/Link

ESKM_Installation and
Replacement_Guide.pdf

ESKM_Release_Notes.pdf

ESKM_User_Guide.pdf

https://www.oasis-
open.org/standards
https://wiki.oasis-open.org/
kmip/
KnownKMIPImplementatio
ns
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