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Introduction UtimaCO®

1 Introduction

Azure Key Vault Managed HSM (HYOK) allows organizations to protect highly sensitive data
while keeping full control of their encryption keys. In this approach, encryption keys are stored
and managed only within the organization’s own environment and are not stored in the cloud.

When Azure Key Vault Managed HSM (HYOK) is integrated with Enterprise Secure Key Manager
(ESKM), ESKM is used to securely create, store, and manage the encryption keys. With Azure Key
Vault Managed HSM (HYOK), the encryption key used to protect data in Azure services (the Key
Encryption Key, or KEK) is kept entirely outside Microsoft's infrastructure, while cryptographic
operations are performed by Azure Managed HSM (MHSM) through its integration with ESKM.,

1.1 About This Guide

This guide explains how to integrate Azure Key Vault Managed HSM (HYOK) with Enterprise
Secure Key Manager (ESKM).

1.2 Target Audience

This guide is intended for Utimaco ESKM and Azure Key Vault Managed HSM (HYOK)
administrators.

1.3 Purpose of the Integration

The purpose of this integration is to enable Azure Key Vault Managed HSM to use encryption
keys that are managed externally in Utimaco ESKM. This approach allows organizations to
maintain control of key material while integrating with Azure services that support external key
management.

1.4 Abbreviations

Abbreviation Meaning
HSM Hardware Security Module
EKM External Key Management
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Abbreviation

ESKM

KEK

HYOK

CA

CLI

URL

CN

DEK

GUI

CMK

MHSM

REST

SSL

Document No.: IG-2026-0037

Meaning

Enterprise Secure Key Manager

Key Encryption Key

Hold Your Own Key

Certificate Authority

Command-Line Interface

Uniform Resource Locator

Common Name

Data Encryption Key

Graphical User Interface

Customer-Managed Key

Managed Hardware Security Module

Representational State Transfer

Secure Sockets Layer

Table 1: Abbreviations

Document Version: 1.0.0
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1.5 Document Conventions

The following conventions are used in this guide:

Convention Use Example

Bold Items of the Graphical User Press OK
Interface (GUI), e.g., menu
options

Monospaced Code that is given for chsm-create
explanation or as an example,
file paths

Italic References and important See Sample Chapter in
terms the CryptoServer - Sample

Manual

Table 2: Document conventions

We use special icons to highlight the most important notes and information.

Here you will find important safety information that should be followed.

ﬂ Here you will find additional notes or supplementary information.

~ This message indicates the expected result after the successful execution of an
instruction.
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2 Product Overview

2.1 Overview of Azure Key Vault Managed HSM (HYOK)

Azure Key Vault Managed HSM (HYOK) allows organizations to protect highly sensitive data
while keeping full control of their encryption keys. With External Key Management, encryption
keys remain in the organization’s own environment and are not stored in the cloud.

Azure Information Protection is used for data classification and labeling, while encryption and
key operations are performed using on-premises Rights Management Services with
customer-controlled keys. This approach helps organizations meet security, compliance, and
data ownership requirements without changing the user experience.

2.2 Overview of ESKM

Utimaco Enterprise Secure Key Manager (ESKM) is a solution used to securely manage
encryption keys within an organization’'s own environment. It helps create, store, and control
encryption keys in a central and secure way.

ESKM works with Hardware Security Modules (HSMs) to protect keys and meet security and
compliance requirements. In the Azure Key Vault Managed HSM (HYOK) integration, ESKM
ensures that encryption keys remain fully under the organization’s control and are not stored or
managed in the cloud.

2.3 Joint Value Proposition

This integration enables Azure Hold Your Own Key (HYOK) by allowing customers to keep their
encryption keys outside Azure in a customer-owned Hardware Security Module (HSM) or external
key management system (ESKM).

Azure accesses these externally stored keys through ESKM to perform cryptographic operations
for supported Azure services using Customer-Managed Keys (CMK), while the key material
remains entirely within the customer-controlled environment and is never exposed to Azure.

Azure Key Vault Managed HSM (HYOK) creates the data encryption key (DEK) and securely
sends it to ESKM. ESKM protects the DEK by encrypting it with a key that is created and stored
only in ESKM. This key never leaves the customer's environment.
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Azure stores only the encrypted DEK and cannot access the data without the key held in ESKM.
This ensures customers retain full control of their encryption keys while securely integrating with

Azure services.
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3 Integration Requirements and Prerequisites

3.1 Tested Versions

Azure Version Utimaco ESKM

Azure HYOK ESKM 8.54.7

Table 3: Tested versions

3.2 Supported Platforms

= Utimaco ESKM hardware appliance.

= Utimaco ESKM virtual/cloud appliance.

3.3 Software Requirements

Software Software Requirements

Utimaco ESKM 8.54.7 or later

Table 4: Software requirements

3.4 Prerequisites

= ESKM version 8.54.7 or later is required.
= Avalid domain name along with the corresponding SSL certificate is required.
= A Microsoft Azure account with permissions to use EKM is required.

= ESKM must be hosted as an internet-accessible server so that it can be reached by the
Azure cloud.

= An Azure Key Vault Managed HSM has been provisioned and activated. Refer to the
Microsoft documentation "Quickstart - Provision and activate an Azure Key Vault Managed
HSM using the Azure portal” for detailed instructions.

= The required certificates and keys are available in Utimaco ESKM.
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= Appropriate permissions have been assigned in Azure.

= Azure Key Vault Managed HSM External Key Management (EKM) must be enabled to
obtain the client certificate Subject Common Name (CN) required for ESKM configuration.
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4 Installation and Configuration

4.1 Setting Up ESKM

Cloud Integration Web Console can be accessed using the following methods:

= L 0og in to the ESKM Management Console as an administrator and navigate to Security -
Cloud Integration (or Security -~ HSM Integration, depending on the ESKM version) to
access the integration configuration page.

. * ®
4 Enterprise Secure Key Manager utlm aco
Home Security Device Help ¢ LogOut
Security / Keys / Keys VESKM_92

Ki & KMIP Object: . a
eys jects Logged in as admin

- .
» Key and Policy Configuration
*+ Keys
+ Query Keys
General Help @
+ Create Keys
+ Import Keys Saved Query Name:  [All]
+ Key Options Global isti
) KMIP Objects Total keys returned inresults: 2
Total keys: 2
S
+  Authorization Policies Total ESKM keys meeting search criteria: 2
Total ESKM keys returned in results: 2
el e
) Local Users & Groups - &
b LoaP Total KMIP keys meeting search criteria: 0
Total KMIP keys returned in results: 0
Certificates & CA!
. — = Total KMIP symmetric key objects: 0
+ Certificates Total KMIP Objects: 0

+ Trusted CA Lists

+ Local CAs

Figure 1 : Cloud Integration

= The Cloud Integration Web Console opens in a new tab and automatically logs you into the
cloud ESKM.

4 Enterprise Secure Key Manager utimaCO®

f« 3 + Add Cloud Instance

Instance Name Cloud Type < ESKM User & Creation Date & Last Updated & Action

QAlnstance B Azure-EKM HYOKUser 2026-03-26 2026-03-26 VA |

B>y

Figure 2 : Cloud Integration Dashboard
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= A web browser: using IP and port; for example,<https://<ESKM=>IP>:8443/cloud/dashboard.

= The following screen appears.

4 Enterprise Secure Key Manager l,l'timaCOO

Please login to view configured cloud instances

Figure 3: Cloud Integration login

= Click Login at the top right corner of the page.

Sign In using OpeniD

Figure 4 : Cloud Integration Sign In

= Enter the Administrator Username and Password, and then click Sign In.

a * ®
4 Enterprise Secure Key Manager utimaco
4 Home HSM Cloud
te W + Add Cloud Instance
Instance Name Cloud Type & ESKM User & Creation Date & Last Updated & Action
QAlnstance A Azure-EKM HYOKUser 2026-03-26 2026-03-26 VE A |
KA > M sv

Figure 5: Cloud ESKM-Logged In page
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Cloud integration dashboard enables the user to add cloud instance and view information about
the existing instances.

Sign In using OpenID

To log in to the cloud integration dashboard as OpenID administrator, you must configure the
OpenlD server in ESKM and create OpenlID administrator accounts in ESKM. OpenlID
administrators are users managed by an OpenlID provider.

0 For more information on the OpenlD configuration, please refer to the
ESKM_User_Guide_8.54.7.

To sign in using OpenlID

= |n the login page, enter Username and Password and click on Sign In using OpenlID. Or
Click Sign In using OpenlD without user credentials.

Sign In using OpeniD

Figure 6 : Sign In Using OpenID

= Enter Username and Password. Click Sign In or Sign In using OpenlD.

= The Cloud Integration Dashboard is displayed.

You can logout of the Cloud Integration Web Console at any time using the Logout option under
Admin menu in the upper right corner.
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. * ®
4 Enterprise Secure Key Manager utimaco
4 Home HSM Cloud
te W + Add Cloud Instance|
Instance Name Cloud Type % ESKM User & Creation Date & Last Updated & Action
QAlnstance A Azure-EKM HYOKUser 2026-03-26 2026-03-26 VE A |

D N swv
Figure 7 : Logout

= When you Signed In with Open ID Cloud Integration Web Console, the Logout pop-up
window is displayed. Click Logout.

= |n the Cloud Integration dashboard, click Left arrow at the left upper corner of the page to
navigate to the ESKM application.

@ Enterprise Secure Key Manager utimaCO®

E« 3 + Add Cloud Instance

Instance Name & Cloud Type < ESKM User < Creation Date & Last Updated & Action

QAlnstance A Azure-EKM HYOKUser 2026-03-26 2026-03-26 Va ’ [ ]

H> -

Figure 8 : Cloud Integration Dashboard
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5 Integration Steps

5.1 Configuration on ESKM

This section describes the configuration required on ESKM to establish communication with
Azure Key Vault Managed HSM External Key Management (EKM). The configuration includes:

= |[mport the Server Certificate.

= Add the Client Certificate CA as Known CA.
= Advanced REST Settings.

= Create Cloud Instance.

= Create Key.

5.1.1 Import the Server Certificate

This certificate serves as the server certificate for accessing the ESKM. The certificate must be a
valid SSL server certificate.

Perform the following steps:

1. Go to ESKM Management Console.

2. Go to the Security tab and in the Certificates & CA, click Certificates.

3. In the Import Certificate section, select Upload from browser and Choose File.
4. Enter the Certificate Name and Private Key Password.

5. Click Import Certificate.
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Import Certificate Help @

Source: ® Upload from browser  File: | Choose File | AzureHYOKCert.pem
Oscp
Host:
Filename: | |

Username: |
Password: |

Certificate Name: ‘ AzureHYOKCert ’

Private Key Password: | ----- |

Figure 9 : Import Certificate

ﬂ Make a note of the Certificate Authority (CA) certificate that issued the server SSL
certificate. The CA certificate will be required later when configuring the Root CA
Certificates in Azure Managed HSM External Key Management.

5.1.2 Add the Client Certificate CA as Known CA
= Go to ESKM Management Console.

= (Go to the Security tab and in the Certificates & CA, click Known CAs.

= |n the Install CA Certificate section, enter Certificate Name and Certificate.
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v @ Certificate and CA Configuration X =+

= a X
& C @ | & https//dev2.testeskm.com:9443/?knownca we Qe
> Keys . .
i Certificate and CA Configuration
jects
+ Cloud Integration " &
CA Certificate List Help @
. Policies
Filtered by[-- - - | where value [ contains vl 1
a Certificate Name Certificate Information Certificate Status
) Local Users & Groups
» LDAP No CA Certificates
o Certificates Install CA Certificate Help @
+ Trusted CA Lists
¥ R Certificate Name: [azurehyok-ca |
CSDMAZONTJC3U/dDXGKAV5 31 §SLAhWZAAIE J254bg7/f 2 TtXRULWZSCFS3YnFo97 &
nh6Vfe63SKNI2tavegusBmV/S10fvBfaq77ukNdOf 3pamVmF aGScIzILvO7A6Fpt
43C/dxC//AH2hdmoRBBYHMq11GNXRor5H41dq90z+EKIYIVUX7Q6hL+hgkpHfT7P
+ High Security T195d16g5zeRntwiSm30FBqOasv+zbMUZBFHIlymetr/y 7vrTCOLUG7dBItOM10/4
gdk73Vg/tRv0SS1icNoxBN33shbyTAPOB6 S letX+jkMOVIWIDAQABOZMWYTAO
» SSL Options BENVHQSBAF BEBANCAYYWDWYDVROTAQH/ BAUWAWEB/ zAdBENVHQAEF gQUAISQNVBR
TLtm8KP1GxvD17190VUWHWYDVROBBgWF GAUAI SONVBRTL tmBKPiGxvD17190VUN
*iS3H0ptions DQYIKoZThvcNAQEFBQADGEEBANUCNEPI EXTK+t1ENESSSPTFrgT1eXkIoyQY/Esr
s (i e hMAtudXH/vTBH1jLuG2cenTnmCmrEbX] cKChzUy ImZOMKXDiqu8cvpOp/ 2PVSAdS
660/ Vs 18d1041P@IMPEPE FbtGbTYmbNOWSB] F It tep3Sp+dWOIrCBAI+OtKIIF
PnlUkiaY4IBIqDFVENZ5YBber 4L8naduU+Krk ujEvels
YSEY1QSteDws00Brp+uvFRTp2InBuThs4pF s ivokuXclVzDAGySj4dzp30dstbQk
CAUW7C29C79FVICSqfPrmAESF i IxpgoX40KPHbp1ZWVbdd=
----- END CERTIFICATE----- v
2
Figure 10 : Install CA Certificate
= Click Install. The CA Certificate is create under CA Certificate List.
-

4 Enterprise Secure Key Manager l,ltimaCOO

Home Security Device

Help ¢ LogOut

s oo
Logged in as admin
» Keys . .
. Certificate and CA Configuration
jects
+ Cloud Integration
CA Certificate List Help @
. Policies
Filtered by~ - v | where value [ contains vl | |
» Local Users & Groups A Certifi Certificate Certificate Status
> LDAP Issuer. DigiCert Inc . .
® 2 Expires: Nov 10 00:00:00 2031 GMT Certificate Active
+ Certficates A\ Waning: ca certificates must be added to a trusted CA list to allow the ESKM to verify client certificates.
+ Trusted CA Lists I:II ” ” I
* LocalCAs
+ Known CA
Install CA Certificate Help @
ﬁ
+ High Security © . ‘
» SSL Options C
+ SSH Options ‘

Figure 11 : CA Certificate List
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5.1.3 Advanced REST Settings
= Go to Device > Rest Server > Advanced REST Settings. Click Edit.

Enable Account Lockout: a
Number of Failed Authentication Attempts Before Account Lockout: 3
Account Lockout Duration (sec): 60

¥ Log Configuration

Advanced REST Settings Help @

Enable ETSI QKD 14:
ETSIQKD 14 Port:  |7443 |
ETSIQKD 14 CA: | [None] v
Enable Google Workspace: [
Google Server Carti [[Nore] v/
IDP JWKS Endpoint: | |
wpcientio: [ |
oPlssuer [ |
Enable Azure EXM Proxy:
Azure EKM Proxy Server Certificate: [devd v

Azure EKM Proxy Server name: | dev3 testeskm com |
Azure EKM Proxy CA:

Figure 12 : Advanced REST Settings

= |n the Advanced Rest Settings section, configure Enable Azure EKM Proxy, Azure EKM
Proxy Server Certificate, Azure EKM Proxy Server name, Azure EKM Proxy CA.

e Azure EKM Proxy Server Certificate: Select the Imported Server Certificate.
e Azure EKM Proxy Server Name: Server Certificate Common Name.

e Azure EKM Proxy CA: Select the created Local CA.

= Click on Save.

Component Description

Enable Azure EKM Proxy Indicates whether the Azure EKM Proxy Service is
enabled or disabled.

Azure EKM Proxy Server Certificate  The server certificate to be used by the Azure EKM
Proxy Service.
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Component Description

Azure EKM Proxy Server name The host name used by clients to access the Azure
EKM Proxy Service.

Azure EKM Proxy CA The Certificate Authority (CA) used by the Azure EKM
Proxy Service to validate client certificates presented to
the server.

5.1.4 Create Cloud Instance

= | 0gin to the Cloud Integration Web Console using any one of the methods described in
Accessing the Cloud Integration Web Console.

. *
4 Enterprise Secure Key Manager utimaco
-

No Cloud Instances Avaslable

Figure 13 : Add Cloud Instance

= Click on the “+ Add Cloud Instance” icon at the top right corner of the page.

= The Add Cloud Instance pop-up window will appear.
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Add Cloud Instance

*Instance Name

demoinstekm

*Cloud Type
Azure-EKM

*Common Name

hyok-demo.managedhsmclient. azure.net

Figure 14 : Add Cloud Instance pop-up

= Enter Instance Name, Cloud Type and Common Name and click Add.

0 Ensure that the Common Name (CN) is the same as the Common Name defined in
the client certificate.

5.1.5 Create Key

= Click the Manage Keys icon to view keys list available in the cloud instance.

Document No.: 1G-2026-0037 Document Version: 1.0.0 Page 21 of 33



Integration Steps UtimaCO®

4 Enterprise Secure Key Manager utimacog

fo W + Add Cloud Instance

Instance Name Cloud Type & ESKM User & Creation Date & Last Updated & Action

demoinstekm A Azure-EKM hyok-demo.managedhsmdlient.azure.net 2026-09-07 2026-09-07 Vd ’ [ ]

|

Figure 15 : Manage Keys

= The Keys List dashboard displays.

4 Enterprise Secure Key Manager utimacoo

« Cloud Instance: A demoinstekm -+ Create Key

No Keys Available

Figure 16 : Key List

= Click Create Key at the upper right corner of the page. In the Create Key window, enter
ESKM Key Name, select Algorithm and select ESKM Key Owner.
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v~ @ REST Configuration X 4 Cloud Integration Dashboard x 4 = (=] X

& C @ | O https//dev2.testeskm.com:8443/cloud/dashboard/2054 e el o 8 - 0y crat

Create Key

o Key Selection Summary

*ESKM Key Name
demokey1

*Algorithm
RSA-2048

*ESKM Key Owner
Inyok—demo managedhsmciient.azure net

Figure 17 : Create Key

= The following window appears.

Create Key

° Key Selection wow Summary

+ Key created successfully on ESKM
ESKM Key Name azure-ekm-demokey1
Algorithm RSA-2048

ESKM Key Owner hyok-demo.managedhsmclient.azure.net

Close

Figure 18 : Summary

= Click Close.
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5.2 Configuration on Azure
= Navigate to Azure Key Vault Managed HSM - External Key Management (Preview).

Home > Azure Key Vault Managed HSMs

Azure Key Vault... « o

Default Directory (utimacoeskmoutliook.onmicros..

+ Create -+ l

D Name 1
[0 & Az-exm-Test
D & hyok-demo

<« = ) >
Showing 1- 2 of 2. Display | auto
count:

g, hyok-demo

Azure Key Vault Managed HSM

P search |
v semngs

£ Locks
{1l Properties
Keys
5 Local RBAC
<> Networking
Managed Identity
& Backup
7 Restore
@ Multi-region Replication

& External Key
Management (Preview)

> Monitoring
> Automation

> Help

> Move v (O Refresh [ Delete

4 A Eessentials

Resource group (move)
ESKMTeam
Location

centraluseuap

Subscription (move)
Azure subscription 1

Subscription ID
287d66af-fe21-4d25-8219-214e887e8575

Tags (edit)
Add tags

See more

Getstarted  Tutorials

v

Add or remove fovorites by pressing Ctrl+Shift+F

L Activate managed HSM

JSON View

HSM URI
https://hyok-demo.

azure.net,

Extended location

Primary provisioning state
Succeeded

Extended provisioning state

Activation Status
NotActivated

Managed hardware-backed keys used by apps and services

Figure 19 : Azure Key Vault Managed HSM instance

= |n the Client Certificate section, note the Subject Common Name generated by Azure

Managed HSM.
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Microsoft Azure Q. Search resources. services, and docs (G+/)

Home > hyok-demo

& hyok-demo | External Key Management (Preview) =

Azure Key Vault Managed HSM

I £ Search I . () Refresh
-
s Overview
B Activity log ® Integrate Managed HSM with an external Key Management Service. Learn more

A Access control (IAM) . .
Client Certificate ©
@ Tags
, @ Allow list the following Subject Common Name and Root of the client certificate used
X Diagnose and solve problems by M HSM

.
«u» Resource visualizer

Subject Common Name © hyok-demo.manage[smclientazurenet [

Vv Settings
M tocks 4 Download Root CA Certificates
Il properties
Keys Manage EKM Proxy Connection

22 Local RRAC Ha N D

<> Networking Enter EXM Proxy’s FQDN / IP address

Managed Identity
Path Prefix O
& Backup -

Add or remove fovortes by pressing Ctrl«Shiftef

Prefux to construct EKM proxy URI

Figure 20 : Azure Managed HSM External Key Management

= Under Manage EKM Proxy Connection, specify the ESKM Host Name and path prefix.

= Provide the Server Subject Common Name and upload the required Server Root CA
certificate(s).

= Click on Save to create the EKM connection.

Home  hyok-demo

& hyok-demo | External Key Management (Preview) X
Azure Key Vault Managed HSM

O Search 8 save O Refresh

e Overview ~ i

B Activitylog Manage EKM Proxy Connection

A2 Access control (IAM) Host Name * @

¢ Tags dev3.testeskm.com

X Diagnose and solve problems
Path Prefix ©

vo» Resource visualizer /demoinstekm
Vv Settings
A Server Subject Common Name ©
& Locks
dev3.testeskm.com
{I! properties
Server Root CA Certificates *
Keys
$5 Local RBAC (@ You must provide at least 1 certificate to authenticate the EXM proxy. You may
upload up to 3 additional certificates.
+ Networki
. Newor Certificate 1* ©
Managed Identity eskm-rootca.cer Browse b
& Backup -
Adg or remove fovorites by pressing Ctrl e Shiftes - Add certificate v

Figure 21 : Configuring the Azure Managed HSM External Key Management connection
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= Verify that the Connection Sta

tus is displayed as successful.

Home > hyok-demo

Azure Key Vault Managed HSM

& hyok-demo | External Key Management (Preview)

£ search O Refresh [l Delete
%} Access control (IAM) -
@ Tags Server Subject Common Name ©

dev3.testeskm.com

X Diagnose and solve problems

<1+ Resource visualizer Server Root CA Certificates *

o == Add certificate
32 Local RBAC

iy Networking

Managed Identity
API Version ©
Backu
& P Proxy Vendor ©

T Restore Proxy Name ©

@ Multi-region Replication = EKM Vendor ©

Add or remove fovorites by pressing CerlL+Shift+F EKM Product ©

Vv Settings (© You must provide at least 1 certificate to authenticate the EKM proxy. You may
upload up to 3 additional certificates.
£ Locks
- Certificate 1
‘l Properties —
CN="ISRG Root X1* v ow
Keys

Connection Status @ O

1.0

Utimaco Inc

Enterprise Secure Key Manager 8.54
Utimaco Inc

Enterprise Secure Key Manager 8.54

Figure 22 : Azure Managed HSM EKM connection status

5.2.1 Adding Key in Azure

= Navigate to Keys and click Generate/Import/Restore Backup.

Home  hyok-demo

hyok-demo | Keys «

Azure Key Vauk Managed MSA
Search + Genersteimport/Restore Backup
. Access control (1AM) -
Theee are no keys aalable
& Tags

A Diagnese and solve problems
1. Rescurce visualzer
v Settngs
A Locks
I} roperties
Keys

£ Lol RBAC

Iy Networkng
Managed identity

& sackup

T Restore

& Multi-region Rephication

Add or ramcve fovorites by prevsing CorleSNEfEof

Figure 2
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= Select Generate external key from the Options drop-down list.

= Enter a unique Name for the key.

= Specify the External key identifier corresponding to the key configured in ESKM.
= Optionally configure the activation and expiration dates.

= Ensure that the key is Enabled.

= Click Create.

Home > hyok-demo | Keys

Create a key

Options * ‘ Generate external key v ‘

Name * © ‘ eskm-key1 ‘

External key identifier * ©

Set activation date ()

Set expiration date (O

Enabled

Tags

I azure-ekm-demokey1

O

O
@ v

0 Tags

Key Operations ©

e

Figure 24 : Creating an external key in Azure Managed HSM

5.2.2 Wrapping/Unwrapping in a Key

After creating the external key, verify that key wrap and unwrap operations are functioning. Refer
to the Microsoft documentation,"Quickstart: Create your first external key in Azure Key Vault
Managed HSM using the Azure CLI (Preview)" .

To confirm that the operations were successfully processed by ESKM, review the ESKM REST
log by navigating to: Device > Logs & Statistics > Log Viewer > REST .
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| » Administrators

| | Log File: Current (Showing Last 10 Lines)

Logs & Statistics

» Log Configuration [ Il I
¥ Log Viewer
+ System REST Log:
[2026-09-08 [INFO] [Azure EKM PRoxy)
*  Audit [2026-09-08 ( [INFO] [Azure EKM PRoxy)
[2026-09-08 [ERROR] [AWS XKS Proxy
* Activity [2026-09-08 [INFO) [Azure EKM
. [2026-09-08 ( [INFO] [Azure EKM
¢ Client Event [2026-09-08 [INFO] [Azure EKM

[2026-09-08 [INFO] [Azure EKM [Operati
¢ kmip [2026-09-08 [INFO) [Azure {Operat
[2026-09-08 03 : [INFO] [Azure EKM 1 ] [Operati
[2026-09-08 03:45:13) [INFO] [Azure EKM PRoxy] ([Success) [Operation: U
» Statistics

» Backup & Restore b

* Services

[User:hyok-demo.managedhsmclient.azure.ne
ser :hyok-demo.managedhsmclient.azure.ne

[User:hyok-demo.managedhsmclient.azure.ne
tazure-ekm-demokeyl] ([User:hyok-demo.mana

re-ekm-demokeyl] ([User:hyok-demo.ma

y:azure-ekm-demokeyl] ([User:hyok-demo.mana

re-ekm-demokeyl]
e-ekm-demokeyl)

[User:hyok-demo.ma
[User:hyok-demo.mana

[Key:azure-ekm-demokeyl] (User:hyok-demo.ma

Figure 25 : Successful WRAPKEY and UNWRAPKEY operations in the ESKM REST log
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6 Verification and Testing

6.1 Logs and Validation Steps

= |n the ESKM Management Console > Security > Local Groups. Verify that the Local

Groups are created.

Security / Local Users & Groups / Local Groups

Local Group Configuration

Local Groups

eskm
Logged in as admin

Help @
Filtered bym where value  contains v| | ‘ I
Items per page: :
- Group Group Type Group Sub-Type
@ All Groups KMIP Groups
O Allusers KMIP Users
O Aws ESKM Users
O AWSXKS ESKM Users
O Azure ESKM Users
O Cloud ESKM Users
(O default object group KMIP Object Group
(O default user group KMIP User Group
I O demoinstekm ESKM Users I
(O Salesforce-Cache-Only-Key ESKM Users
1-100f10

| Add | Delete | Propertes |

Figure 26 : Local Groups

= |n the ESKM Management Console > Security > Local Users. Verify that the Local User is

created.

Security / Local Users & Groups / Local Users

User and Group Configuration

Local Users

eskm
Logged in as admin

Help @
Filtered by | - - - - v | where va\uel contains VI ‘ | I I
Items per page: |10 v :
- KMIP-Enab User Administration P Change F d Permission License Type  Last Access Time
@ client KMIP
| (O hyok-demo.managedhsmclient.azure.net [m] Cloud 2026-09-07 02:10:32
(O salesforce-cache-only-key_sf [m} Cloud 2026-09-08 10:13:16
1-30f3

| Add | Delete | Properties |
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In the ESKM Management Console > Security > Keys. Confirm that the created keys are
listed.

Security / Keys / Keys eskm
Logged in as admin

Key and Policy Configuration

Keys Help @
query:[[All ESKM Keys] v| | |

Items per page: :

Type .a KeyName Owner Algorithm ble Deletable ioned Key ion Date FIPS Security Level
@® ESKM azure-ekm-demokeyl hyok-d gedh lient.azure.net RSA-2048 2026-09-07 02:02:19 1
(O ESKM azure-ekm-demokey2 hyok-demo.managedhsmclient.azure.net RSA-2048 2026-09-07 02:08:23 1
(O ESKM salesforce-cache-only-key sfkeyt  salesforce-cache-only-key_sf AES-256 [m} 2026-09-08 07:33:21 1
1-30f3

Figure 28 : Key List

= After creating the external key, navigate to Device — Log Viewer — REST in Utimaco
ESKM.

Home Security Device Help ¢ LogOut
Device Configuration Device / Log Viewer / REST
> KMS Server .
o s Log Viewer
+ REST Server
* Cluster REST Log
+ Date& Time
File: | Current v
¥ Network w
Show Last Number of Lines: |10 v
- (w0 v}
Wrap Lines: [
+ HSM
> SNMP ;’;’
» Administrators .
Log File: Current (Showing Last 10 Lines)
—
 ton  Clear
¥ Log Viewer
\ yetem REST Log:
Sys [2026-09-07 02:01:18] [INFO] [Azure EXM FRoxy] [Success] [Operaticn: INFO], ([Key:] [User:hyok-demo.managedhsmclient.azure.net] [Instance: demoinstel
o Audit [2026-09-07 02:02:19] [INFO] LOCALHOST [-] [REST] hyck-demc.managedhsmclient.azure.net Auth - [hyok-demo.managedhsmclient.azure.net] - [Success] [- ]
[2026-09-07 02:02:12] [INFO] LOCALHOST [-] [REST] hyok-demo.managedhsmclient.azure.net XeyCreate azure-ekm [RSA 2048 hyok-d
*  Activity [2026-09-07 02:02:19] [INFO] LOCALHOST [REST] Added group permissicns - [Success] [Key name: azure-ekm-demokeyl; Group name: de:nozns:ehn, Key expoxt
[2026-02-07 02:03:27] [INFO] [Azure EXM FRoxy] [Success] [Operation: INFO], ([Key:] [User:hyok-demo.managedhsmclient.azure.net] [Instance: demoinstes
¢ Client Event [2026-09-07 02:03:43] [ERROR) [AWS XKS Proxy] [HEALTHCHECK] (Key:[None]; Error: Invalid authentication parameters)
[2026-02-07 02:04:16] [INFO] [Azure EXM FRoxy] [Success] [Operation: INFO], ([Key:] [User:hyok-demo.managedhsmclient.azure.net] [Instance: demoinstes
+ KmIP [2026-09-07 02:04:53] [INFO] LOCALHOST [-] [REST] hyok-demo.managedhsmclient.azure.net Auth - [hyok-demo.managedhsmclient.azure.net] - [Success] [-)

e | [2026-09-07 02:04:53] [ERROR] LOCALHOST [REST] hyok-demo.managedhsmclient.azure.net Get Key Custom Attributes azure-ekm-demokeyl [Custom attributes w

Figure 29 : Utimaco ESKM REST logs showing successful external key creation
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T Troubleshooting

7.1 Log locations and interpretation

Verify the Utimaco ESKM logs by following the steps below:

= |n the ESKM Management Console, click Device > Logs & Statistics > Log Viewer > Rest.

REST Log Help @

LogFile: |Current v

Show Last Number of Lines:

Wrap Lines:

I | I
Log File: Current (Showing Last 10 Lines) Help @

REST Log:
[2026-03-30 06:38:27] [INFO] LOCALHOST [REST] Added group permissions - [Success] [Key name: azure-
ekm azkeyl; Group name: AzureESKMInstancel; Key export: Always; Full permission: Always]

[2026-03-30 06:41:32] [INFO] LOCALHOST [-] [REST] AzureEXKMUserl Auth - [ZzureEXMUserl] - [Success] [-]
[2026-03-30 06:41:32] [ERROR] LCCALHOST [REST] AzureEXKMUserl Get Key Custom Attributes azure-ekm azkeyl
[Custcom attributes not found.] - [Failed] [-]

[2026-03-30 06:41:37] [INFO] LOCALHOST [-] [REST] AzureEKMUserl Auth - [AzureEXMUserl] - [Success] [-]
[2026-03-30 06:41:37] [ERROR] LOCALHOST [REST] AzureEKMUserl Get Key Custom Attributes azure-ekm azkeyl
[Custom attributes not found.] - [Failed] [-]

[2026-03-30 06:41:38] [INFO] LOCALHOST [-] [REST] AzureEKMUserl Auth - [ZzureEXKMUserl] - [Success] [-]
[2026-03-30 06:41:38] [INFO] LOCARLHOST [-] [REST] AzureERMUserl KeyDelete azure-ekm azkeyl - [Success]
-1

[2026-03-30 06:41:47] [INFO] LOCALHOST [-] [REST] AzureEXMUserl Ruth - [AzureEXMUserl] - [Success] [-]
[2026-03-30 06:41:47] [INFO] LOCALHOST [-] [REST] AzureERMUserl KeyCreate azure-ekm azkeyl [RSA 2048
AzureEKMUserl Deletable Exportable Versioned] - [Success] [-]

[2026-03-30 06:41:47] [INFO] LOCALHOST [REST] Added group permissions - [Success] [Key name: azure-
ekm azkeyl; Group name: AzureESKMInstancel; Key export: Always; Full permission: Always]

Figure 30 : Rest Log

Document No.: IG-2026-0037 Document Version: 1.0.0 Page 31 of 33



* ®
Contact and Support Information UtlmaCO

8 Contact and Support Information

You can reach us from Monday to Friday, 09.00 a.m. to 05.00 p.m., Central European Time (CET).

Utimaco IS GmbH
Krefelder Stralle 220
52070 Aachen
Germany

RMA Query

If you need to send the device back to Utimaco IS GmbH, please open a new RMA case (Return
Merchandise Authorization). We request that you use the following web address. RMA cases
cannot be opened by email or phone.

https://support.hsm.utimaco.com/support/rma/new

Other Support Queries

= Mail (preferred contact method)
support@utimaco.com
Attach the diagnostic information to your email.

= Web portal
https://support.hsm.utimaco.com/support/cases/new/
The diagnostic information will be requested in our response if necessary.

= By phone
AMERICAS +1-844-UTIMACO (+1 844-884-6226)
EMEA +49 800-627-3081
APAC +81 800-919-1301
The diagnostic information will be requested in our response if necessary.
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9 Appendices

9.1 References

Title Description Document/Link

Azure Key Provides instructions for https://learn.microsoft.com/en-us/azure/
Vault Managed  provisioning and activating = key-vault/managed-hsm/quick-create-portal?
HSM an Azure Key Vault source=recommendations

Quickstart Managed HSM instance.

Azure Provides instructions for https://learn.microsoft.com/en-us/azure/
Managed HSM  creating an external key key-vault/managed-hsm/external-key-
External Key and verifying wrap and management-quickstart-cli#verify-
Quickstart unwrap operations. wrapunwrap

Table 5: References
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