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About this guide UtimaCO®

1 About this guide

This guide provides information on how to configure the HPE ProLiant to workwith the Utimaco
Enterprise Secure Key Manager (ESKM). It describes only the features in the HPE ProLiant and
the ESKM necessary for the configuration and integration.

1.1 Intended audience

This guide is intended for system and security administrators with knowledge of:

= Data security administration

= Network configuration

1.2 Related documentation

The following documents provide related information:

= Enterprise Secure Key Manager v5.2 Installation and Replacement Guide
= Enterprise Secure Key Manager v5.2 Software Version 7.2.0 Release Notes

= Fnterprise Secure Key Manager v5.2 User's Guide

1.3 Utimaco websites

For additional information, see the following Utimaco websites:

= https://hsm.utimaco.com/products-hardware-security-modules/key-management/
eskm/

1.4 OASIS websites

In addition to the Utimaco websites, see the OASIS websites for more information on the Key
Management Interoperability Protocol (KMIP) specification, usage guides and profiles:

= https://www.oasis-open.org/standards

= https://wiki.oasis-open.org/kmip/KnownKMIPImplementations

Document No.: IG-2025-0055 Document Version: 0.1.0 Page 4 of 52


https://hsm.utimaco.com/products-hardware-security-modules/key-
https://www.oasis-open.org/standards
https://wiki.oasis-open.org/kmip/KnownKMIPImplementations

About this guide UtimaCO®

1.5 Documentation feedback

Utimaco welcomes your feedback. To make comments and suggestions about product
documentation, please send an email message to:

support-atalla@utimaco.com

All submissions become the property of Utimaco.
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2 What's new in the ESKM v5.2 appliance

The ESKM v5.2 appliance is a complete solution for generating, storing, serving, controlling and
auditing access to data encryption keys. It enables you to protect and preserve access to
business-critical, sensitive, data-at-rest encryption keys, either locally or remotely.
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3 Configuring the ESKM server

ESKM server must be configured with specific values such as time zone, IP address, netmask,
gateway, host name, and port number used for the ESKM Management Console interface.

3.1 Firstrun

To configure the time zone, IP address, netmask, gateway, host name, and port number used for
the ESKM Management Console interface, the following procedure must be performed once for
each ESKM server. Ensure that the ESKM server is powered off before starting this procedure.

1. Power on the ESKM server by pressing the Power On/Standby button located behind the
front bezel door.

2. When the startup sequence completes, the following prompt displays on the PC or laptop
that is running the terminal emulator program (such as PuTTY): Are you ready to begin
setup? (y/halt):

Entery.

0 To setup and configure PuTTY, please refer Accessing serial console via PuTTY.

3. Follow the prompts to enter the necessary information:

a. Admin account password. Be sure to record this value and store it in a
safe place. The Security Officer will use the admin account to configure
the ESKM servers.

b. Time zone.

c. Date.

d. Time. The time is based on a 24—hour clock; there is no a.m. or p.m.
designation. For example, 1:20 p.m. is 13:20:00.

e. The static IPv4 address of the ESKM server. The ESKM server cannot
obtain an IP address from a Dynamic Host Configuration Protocol
(DHCP) server.

f. Subnet mask.

g. Default gateway.
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h. Hostname, including the domain. For example, eskm.example.com. The
screen displays the information you entered and the message
“|s this correct? (y/n):"
If the information displayed is correct, enter y; if not, enter n and make
the necessary corrections.

. Enable IPv6. If the ESKM server will be installed in an IPv6 network,

enter y to the prompt and also the confirmation prompt. If the ESKM
server will not be installed in an IPv6 network, or you wish to enable
IPv6 later, enter n. If you entered y, you will be prompted to specify the
IPv6 address. If you know the IPv6 address enter y, and then at the next

prompt enter the IPv6 address with prefix in this format.

IPv6 address/prefix . The default prefix is /64. If you do not know the IPv6
address, enter n. You can enter IPv6 addresses later using either the ESKM
Management Console or

Command Line Interface.

j. Web interface port number.

k. Press Enter to complete and save the configuration settings.
At this point, you have given the setup program everything it needs.
The ESKM creates SSH keys and also a self-signed Web Admin server
certificate. They are used to authenticate the ESKM to users making
SSH and Web Admin connections to the ESKM. Because the actual key
is fairly large, the ESKM displays the key fingerprint on the console, as

shown below.

Creating SSH host keys...

SSH RSA key fingerprint:

2048 SHA256:aTp6A447vp8d0j43FTT5B/aux6V7zddPzNXxZBOC1SE
SSH ECDSA key fingerprint:

521 SHA256:BKO/EfVUKSFpIzVn/WiJ4fS+8CqLyGJSawoQAsvmUoM
SSH ed25519 key fingerprint:

256 SHA256:/hWJGM+7hzDRWPsyCP6/gKqWR99cgMh9/TV5WLTFIrs
Webadmin certificate fingerprint (SHA-1):

2048
64:50:e2:01:fb:2a:28:54:1a:3b:30:94:3b:25:b7:ff:97:73:13:70
Initializing key store. This could take several minutes.
Performing KMIP setup
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Starting services...

The Web-based Management Console will now be available at
this URL:

<https://XXX.XXX.XXX.XXX:9443>

This device has now been configured.

Press Enter to continue.

To prevent a "man-in-the-middle" attack when connecting to the ESKM,Utimaco
recommends that you write down these fingerprints and comparethem with what is
presented when you connect to the ESKM via SSH or HTTPS.

If necessary, you can install and specify a different server certificate for remote Web
Administration. See the sub-section Configuring the web admin server certificate,
which is located in section 4 of the Enterprise Secure Key Manager 5.1 User Guide.

4. Unplug the null modem cable from the laptop or PC and from the ESKM server. All
additional configuration will be done from the ESKM Management Console.

-

o Utimaco has no ability to assist or recover access if administrator credentials (username,
password) are lost.

~

© Only enable IPv6 if you are certain that the ESKM server is required to operate on an IPv6
network. Once enabled it cannot be disabled via the ESKM Management Console or the
Command Line Interface.

Client systems can use IPv4 addresses to connect to the KMS and KMIP services
running on the ESKM system. ESKM supports IPv6 addresses for clients that use
either the KMIP or ESKM XML protocols, and are on the same subnet as the ESKM
server. The following ESKM features, which utilize SCP to move files, support IPv6

addresses:
= backup, restore, scheduled backup, transfer logs, and software upgrade/install

In addition, you can also use a server which has an IPv6 address to perform the
following functions:
= remotely administer the ESKM server via the ESKM Management Console or
the command line interface
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= perform network diagnostics (ping and netstat)

0 If you decide later, after completing the setup process, that you need to enable IPv6
support, you can use the Command Line Interface command 1ipv6é enable,to

enable IPv6. You can then use the ipv6é address command or the ESKM
Management Console interface to specify the IPv6 address.

3.2 Setting up local CA

The local CA is used to sign and verify the server certificate and may also be used to sign client
certificate requests. To create and install a local CA, perform the following steps:

1. Log in to the ESKM Management Console using the admin username and

the password you supplied in First run, step 3a.

2. Select the Security tab.
3. In Certificates & CAs, click Local CAs.

4. Enter information required by the Create Local Certificate Authority section of the window
to create your local CA.
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Create Local Certificate Authority Help @

Certificate Authority Name: | Your Local CA

Common Name: Your Local CA

Organization Name: Your Organization

Organizational Unit Name: |Utimaco

Locality Name: | Campbell

State or Province Name: |CA

Country Name: |US

Email Address: ‘support@yourcompany.com

Algorithm: | ECDSA-P256 v

* Self-signed Root CA
CA Certificate Duration (days): 3650
Certificate Authority Type: :
Maximum User Certificate Duration (days): 3650

Intermediate CA Request

 Create.

a. Enter a Certificate Authority Name and Common Name. These may have the same value, for
example ESKM Local CA.

b. Enter your organizational information.

c. Select the Algorithm. Utimaco recommends using an algorithm with security strength of at
least 128 bits (e.g., ECDSA-P256).

d. Click Self-signed Root CA and enter the CA Certification Duration and Maximum User
Certificate Duration. These values determine when the certificate must be renewed and should
be set in accordance with your company'’s security policies. The default value for both is 3650
days or 10 years.

5. Click Create.

6. If the local CA will be used to sign ESKM client certificate requests, add the CA to the
Trusted CA list.

a. In Certificates & CAs, click Trusted CA Lists to display the Trusted Certificate Authority List
Profiles.
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b. Click on the Default Profile Name (not the radio button).
c. In the Trusted Certificate Authority List, click Edit..

d. From the list of Available CAs in the right panel, select the CA you created in step 4. For
example, ESKM Local CA.

e. Click Add.

f. Click Save.

0 Repeat the steps above any time another local CA is needed. For example,you may
want to create a KMIP Local CA to support the KMIP Certify/Re-certify operations.

Add a third-party CA certificate

If your client certificates were signed by a third-party CA, you must install the third-party CA
certificate, and then add it to the Trusted CA list.

To install a third-party CA certificate, perform the following steps:

1. In Certificates & CAs, click Known CAs to display the Install CA Certificate section.

2. Enter a value for the Certificate Name and paste the CA certificate text in the Certificate
field.

3. Click Install. The CA certificate will be added to the Known CAs list.

To add the third-party CA certificate to the Trusted CAs list, perform the following steps:

1. In Certificates & CAs, click Trusted CA Lists to display the Trusted Certificate Authority
List Profiles.

2. Click on the Default Profile Name.

3. In the Trusted Certificate Authority List, click Edit.

4. From the list of Available CAs in the right panel, select the third-party CA you require.
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5. Click Add.

6. Click Save.

3.3 Setting up ESKM certificate

ESKM server certificates are used by the client to authenticate the ESKM server during the TLS/
SSL handshake. ESKM supports two types of clients. Clients that use the ESKM protocol are
referred to as ESKM clients. Clients that use the KMIP protocol are referred to as KMIP-enabled
clients. The ESKM clients communicate with the KMS server and KMIP-enabled clients
communicate with the KMIP server.

ﬂ During the execution of the Setup utility a default KMIP Server Certificate is
automatically created. This certificate should only be used for testing purposes, as it
is a self-signed certificate. If your ESKM system will be communicating with KMIP-
enabled clients, Utimaco highly recommends that you create a new KMIP server
certificate. The name you assign to these server certificates should clearly indicate
their purpose. For example:

ESKM KMS Server and ESKM KMIP Server.

0 KMIP requires mutual authentication. After configuring the KMIP server, enable
KMIP client certificate authentication. The KMIP client certificate authentication
status is disabled by default.

If you will be using a third-party CA, and wish to use an existing server certificate, see Import a
third-party server certificate.

To create an ESKM server certificate, perform the following steps:

1. Click the Security tab.

2. In Certificates and CAs, select Certificates.
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3. Enter information required by the Create Certificate Request section of the window to
create the ESKM server certificate.

Create Certificate Request Help @

Certificate Name: ESKM

Common Name: ESKM Server Certificate

Organization Name: |Utimaco Inc.

Organizational Unit Name: fUtimaco

Locality Name: :Campbell

State or Province Name: :CA

Country Name: :US

Email Address: Vtest@utimaco.com

Subject Alternative Name: DNS: eskm_238.com, IP: 10.222.1
Algorithm: | ECDSA-P256 v

a. Enter a Certificate Name and Common Name, for example ESKM KMS
Server.
b. Enter your Organizational information.

c. Enter the Subject Alternative Name, and Algorithm. Utimaco recommends using an algorithm
with security strength of at least 128 bits (e.g., ECDSA-P256).

4. Click Create Certificate Request.

5. The Certificate List will include the newly created certificate, its status will be Request
Pending. Click on the certificate name. For example, ESKM KMS Server.

6. Copy the certificate data, from ----- BEGIN CERTIFICATE REQUEST----- to === END
CERTIFICATE REQUEST----- lines. This information will be used in step 10d of this
section.
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Certificate Request Information Help @ |

Certificate Name: ESKM
Key Size: 2048

ESKM Server
Certificate

O: Utimaco Inc.

OU: Utimaco

L: Campbell

ST. CA

C: UsS
emailAddress: test@utimaco.com

CN:

Subject:

DNS: eskm_238.com

Subject Alternative Name:
IP Address: 10.222.178.238

————— BEGIN CERTIFICATE REQUEST-----
MIIDDzCCALcCRQAWGZkxxIDAeRgNVEBAMIFOVISOO0gU2VydnVyIENIcnRpZml jYXR1
MRUWEWYDVOQKEWXVAGItYWNVvIE L uYy4xEDACBgNVRBASTEIVOaWlhYZ23xETAPBgNV
BACTCENhDXB1ZWxsMOswCQYDVQQIEwJDQTELMAKGRIUEBhMCVVMxHZAGdBRgkahkiG
SwOBCQEWEHR1C3RAAXRpbWFjboyS5ik20wggEiMAOGCSgGS I3 DQEBAQUARLATRDWAW
ggEXAcIBAQCMOlrwBpnhz+rQOA3pTquP224030CMamShFPE1YNgh3CCa2o0RDTS1n
KfeBsI8GtuTHSv1EvE8rrzEjgsmb4ulF5aJJlsIMFKer ImUyGumUr0d1K1IxXMYES0J
GFtOPéXukzucjU+IBESuYI356eC1PUAREVVLXEEwnEP3DMkbCa4acVEbutOoONQey
TD15WySCOFegku3sED0DoSpz7TuZFindDmRySpscmLKSUKASWECUYWITiBwZpNAY1C
1++png/7FIavzVgSGIl/VEDTwygcAXi78gNMNaRFpgckBo KNG/ qoWe+J7VQegFK3Y
1+IJNhSPyLgGC20uMDYSEO+SEDLcrogmx/ AgMBARGOGMDAUBgkghkiGOwWwOBCQ4xITAT
MBOGAIUGEQQWMBSCDGVza2 1IMiMeLmNvbYCcECTt ey 7iANBogkghkiGOwOBAQSFAROC
AQERKATCIzERAUQZ1gf+2BGO3ghbVL04EY7£+6vvo0QriilFOSgeFXEmrkxaUJRSXQ
aF7UGTEKv0i+/3ChLjuGk+iZ2iiCtgHtOmsZgYTCMAVIMUSHS gk 60fmg4UH/ridw
rFZE21InZ341Q0bhtkRS+0idol/KyQAUOYNZziYrofXuusSMexx4qg+K<jSMRCNxLGeh
rY¥gzFLVUDvcBaWteMeucnmVBE3IewNITIKVL24NcicZCwueliyZtTcCAlaaevXeHm
3XJIZLmwvIxxUé3dXZUus8+GTMHSSXgFj3BKSxiDtW4aHGEY0o4Hog4RTRBoFXKAUGE
L4ITARZSzJyVs08SYiG4klz1Rg==

@ Key Size refers to the size of the key or elliptic curve associated with this

certificate.
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7. In the Certificates & CAs menu, click Local CAs.

8. Click on the CA name you created in Setting up local CA for example ESKM Local CA.

9. Click Sign Request.

10. Enter data required by the Sign Certificate Request section of the window.

Sign Certificate Request Help @
Sign with Certificate Authority: | ESKM_CA (maximum 3522 days) ¥ |
® Server
Certificate Purpose: Client

. Server and Client

Certificate Duration (days): 3522

Certificate Request:

----- BEGIN CERTIFICATE REQUEST----- -
MIIDDzCCAfcCAQAwWgZkxIDAeBgNVBAMTFOVTS@@gU2VydmVyIENlcnRpZmljYX
RIMRUWEWYDVQQKEwxVdGltYWNVIEluYy4xEDAOBgNVBASTB1V@aWlhY28XETAP
BgNVBACTCENhbXBiZWxsMQswCQYDVQQIEwIDQTELMAKGALIUEBhMCVVMXHZAdBE
kqhkiGIw@BCQEWEHR1c3RAAXRpbWF jby5ib20wggEiMAGGCSqGSIb3DQEBAQUA
A41BDwAWgEEKAOIBAQCMAlrwBpnhz+rQOA3p7quPs240s@CHgmShFPF1YNgh3C
Ca20RDTSLnKfeBsI8GtuTHSv18v8rrz8jqsmb4uLF5all1sIMFK6r ImUyGumUr
0d1K1xMYfS0IGFtOP6KukzucjU+IBESUYI356C1PUABTVVPpX88wn8P3DMkbCad
acVEbut0oONQegTD15Wy50Feqku3s8D0@Do%pz7uZFihIDMRySpscmLKSUKASWS
CUYwWITiBw2pNAY1lcl++png/7FIavzVqSGI1/VPDTwqcAKi78qNMNaRFpgckBbK
XG/qoWc+37VQcgFKjYi+JiNhSPyLgGC20uMDYSE@+SEDLcrgmx/AgMBAAGEMDAU
BgkqhkiG9w@BCQ4xITAfMBOGAIUMEQQWMBSCDGVZa21fMjM4LMNvbYCcECtBY 7]
ANBgkghkiGOw@BAQsFAAOCAQEAKA7CIz6AUQZ1gf+2BGO3ghbVt@4EY7f+6vvo
@QriilF09q6FXKmrkaUJRSXQaF7UGT8Kv@j+/sChLjuGk+iZ2iiCtqHtOmsZgy ¥
TCMAVmMUSHSgkAB0Tmg4UH/ ribwrFZES81nZ341Q0bhtkRS+0idgA/KyQAUBYNZ]

| Sign Request | Back

a. Select the CA name from the Sign with Certificate Authority drop down box. For example,
ESKM Local CA.

b. Select Server as the Certificate Purpose.

c. Enter the number of days before the certificate must be renewed based on your site's security
policies. The default value is 3649 days (10 years).
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d. Paste the copied certificate data from step 6 into the Certificate Request box.
11. Click Sign Request.

12. Copy the signed certificate data, from ----- BEGIN CERTIFICATE to END
CERTIFICATE---- lines. This information will be used in step 16.

13. In the Certificates & CAs menu, click on Certificates.

14. Click on the certificate name created in step 3 of this section. For example,
ESKM KMS Server.

15. Click Install Certificate.

16. Paste the signed certificate data from step 12, and then click Save. Note that the Certificate
status is now Active.

0 Repeat all of the steps above for the KMIP server certificate. You must perform
these steps on each ESKM server after joining the cluster.

0 The “certificate name” must remain same on all ESKM servers across the cluster.

3.3.1 Import a third-party server certificate

An externally generated public/private key pair can be imported into the ESKM system for use as
a server certificate. The encrypted private key data and the public key certificate must be present
in the third-party server certificate file. For example:

MIIFDjBAB  vvbKI=
————— END ENCRYPTED PRIVATE KEY-----

MIIDhjCCA  MKH9Fk
————— END CERTIFICATE-----

In addition, the password for the private key file must be known.

To import a third-party server certificate, perform the following steps:

1. In Certificates & CAs, click Certificates to display the Import Certificate section.
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2. Provide the source location of the certificate file.
3. Enter the Certificate Name and private key password.

4. Click Import Certificate.

3.4 Setup cluster

The procedures in this section will establish a cluster configuration on one ESKM server and then
transfer that configuration to the remaining ESKM servers.

0 If you only have one ESKM server, skip this section.

= |n Creating the cluster, the cluster is created on one ESKM server.

0 Skip this section if you already have an ESKM cluster.

= |In Adding ESKM servers to the cluster each of the additional ESKM servers will be added to
the cluster.

3.5 Creating the cluster

To create the cluster, perform the following steps on one of the ESKM servers to

be clustered:

1. From the ESKM Management Console, click the Device tab.

2. In the Device Configuration menu, click Cluster.
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Create Cluster Help @

Local IP: | 10.222.179.247 v

Local Port: ‘9001

Cluster Password:

Confirm Cluster Password:

 Create.

3. If required, change the Local IP value. If you have enabled Ethernet#2 you can use its IP
address for clustering.

a All ESKM servers in a cluster must use an IPv4 address for the cluster.

4. If required, change the Local Port value. Utimaco recommends using the default value of
9001.

5. Choose a cluster password and enter it into the Cluster Password field. Enter the
password a second time into the Confirm Cluster Password field.

6. Click the Create button.

7. In the Cluster Settings section of the window, click Download Cluster Key and save the
key to a convenient location, such as your computer's desktop.

The cluster key is a text file and is only required temporarily. It may be deleted from your
computer's desktop after all ESKM servers have been added to the cluster.

3.6 Adding ESKM servers to the cluster

To setup ESKM servers to the cluster, perform the following steps in the Join Cluster section on
each additional ESKM server.
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Join Cluster Help @

Local IP: | 10.222.179.238 v

Local Port: }9001

Cluster Member IP:  [10.222.179.247

Cluster Member Port: 9001

Cluster Key File: ‘ Choose File | eskm_cluster

Cluster Password: sssssesees

Join_

0 Adding multiple ESKM servers to the cluster is a serial process. Add the first ESKM
server and then monitor the system log for the status of the synchronization

process. Wait until the “Cluster synchronization succeeded.” message appears in
the system log before attempting to add the next ESKM server to the cluster. The
amount of time required to complete the synchronization process is a function of
the number of keys in the cluster.

0 If the new ESKM server is a replacement and is configured with the same IP address
as the failed ESKM server, make sure the client does not send any key generation
requests until the new ESKM server has successfully

1. Join the ESKM server to the cluster.

a. Select the Device tab.
b. In the Device Configuration menu, click on Cluster.

c. In the Join Cluster section of the window, select the appropriate Local IP value and then input
the appropriate value for the Local Port.

0 All ESKM servers in a cluster must use an IPv4 address for the cluster.

d. Type the original cluster member's IP into Cluster Member IP.
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e. Type the original cluster member’s port into Cluster Member Port. The default value of this
port is 9001. If this value was changed in while creating the cluster, use that value.

f. Click Browse and select the Cluster Key File you saved in while creating the cluster.
g. Type the cluster password into Cluster Password.
h. Click Join.

i. Click Confirm to synchronize with the cluster.

0 If the ESKM server joining the cluster is SSL enabled, this step will cause the
WebAdmin service and the KMS and KMIP servers to restart, resulting in a
temporary connection loss. To restore the connection, refresh the browser.

2. After adding all members to the cluster, you can then delete the cluster

key file from the desktop.

3. After clustering the ESKM servers, follow the steps in Setting up ESKM certificate to create
and install the server certificates on each ESKM server that has joined the cluster.
Depending on the KMS and KMIP configuration, two server certificates may need to be
created for each ESKM server in the cluster. Be sure to use the same server certificate
name as specified under KMS Server Settings and KMIP Server Settings.

4. After creating the KMIP server certificate you must manually restart the KMIP server. Go to
the Services List section of the Services Configuration page (Device -> Maintenance ->
Services -> KMIP Server).

5. Go to the Services List section (Device > Services) and start the KMIP server.

3.7 Setup KMIP server

ﬂ Skip this section if your ESKM system will not be communicating with KMIP-enabled
clients.

The KMIP server provides the interface to clients that use the KMIP protocol. Transport Layer
Security (TLS) is required, therefore you must specify the name of the server certificate.
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To configure the KMIP server, perform the following steps:

1. Select the Device tab.

2. In the Device Configuration menu, click KMIP Server to display the KMIP Server
Configuration window.

3. In the KMIP Server Settings section of the window, click Edit.

4. Configure the KMIP Server Settings. The IP address can be an IPv4 address, or IPv6
address. If support for IPv6 has been enabled, see First run. If necessary, change the Port
and Connection Timeout values. Utimaco recommends the default values of 5696 for the
Port and 3600 for the Connection Timeout. For Server Certificate, select the name of the
certificate you created in Setting up ESKM certificate. For example, ESKM KMIP Server.

0 If your ESKM server is operating in FIPS compliant mode, you must specify a KMIP
server certificate that complies with the FIPS requirements.

0 If your ESKM servers are in a cluster and you are selecting a new KMIP server
certificate from the “Server Certificate:” field, you must make sure that all of the
ESKM servers in the cluster already have a KMIP server certificate installed with this
same name.

0 If your ESKM server will support the KMIP Certify or Re-certify operations you must
specify the name of a Local CA that will be used to create the certificate. In addition,
you must set the KMIP user group permissions for these operations to enabled. For
more information on setting KMIP user group permissions, see the KMIP Permission
model description, which is located in section 3 of the Enterprise Secure Key Manager
User Guide.
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KMIP Server Settings Help 0'

IP: | [All] v
Port: 5696

Server Certificate: | kmip_server v

Local CA Certificate for Certify/Re-certify: | [Disabled] v

Connection Timeout (sec): :360 ‘

Default number of items returned in Locate: :100 ‘

Maximum number of items returned in Locate: :1000 ‘

5. Click Save.

ﬂ Changing the KMIP server setting causes the KMIP server to restart.

6. Confirm that the KMIP server is started.
a. Go to the Services List section of the Services Configuration page (Device -> Maintenance ->
Services -> KMIP Server).

b. The status of the KMIP server should be Started. If the status is Stopped, select the KMIP
Server, and then click Start.

0 During the execution of the Setup utility a default KMIP Server Certificate is
automatically created. This certificate should only be used for testing purposes, as it
is a self-signed certificate. If your ESKM system will be communicating with KMIP-
enabled clients, Utimaco highly recommends that you create a new KMIP server
certificate. The name you assign to these server certificates should clearly indicate
their purpose. For example: ESKM KMS Server and ESKM KMIP Server.
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ﬂ KMIP requires mutual authentication. After configuring the KMIP server, enable
KMIP client certificate authentication. The KMIP client certificate authentication
status is disabled by default.

To enable KMIP client certificate, perform the following steps.

7. In the KMIP Server Authentication Settings section of the window, click Edit.

KMIP Server Authentication Settings Help @

Client Certificate Authentication: disable
Trusted CA List Profile: [None]

8. Click enable, select the appropriate Trusted CA list and click Save.

KMIP Server Authentication Settings Help @

 disable
‘® enable

Client Certificate Authentication:

Trusted CA List Profile: | Default v

3.8 Setup KMS server

Setup KMS server

The KMS server provides the interface to clients that use the KMS protocol. Secure Sockets
Layer (SSL) is required, therefore you must specify the name of the server certificate.

To configure the KMS server, perform the following steps:

1. Select the Device tab.

2. In the Device Configuration menu, click KMS Server to display the KMS Server
Configuration window.

3. In the KMS Server Settings section of the window, click Edit.
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4. Configure the KMIP Server Settings. The IP address can be an IPv4 address, or IPv6
address. If support for IPv6 has been enabled, see First run. If necessary, change the Port
and Connection Timeout values. Utimaco recommends the default values of 9000 for the
Port and 3600 for the Connection Timeout. For Server Certificate, select the name of the
certificate you created in Setting up ESKM certificate. For example, ESKM KMS Server.

KMS Server Settings Help @
IP: | [All] v
Port: 5000
UseSSL: ¢
Server Certificate: | kms_server v

Connection Timeout (sec): 3600

Allow Key and Policy Configuration Operations:

Allow Key Export:

5. Click Save.

6. Confirm that the KMS server is started.

a. Go to the Services List section of the Services Configuration page (Device -> Maintenance ->
Services -> KMS Server).

b. The status of the KMS server should be Started. If the status is Stopped, select the KMS
Server, and then click Start. To enable KMIP client certificate, perform the following steps.

7. In the KMS Server Authentication Settings section of the window, click Edit.
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KMS Server Authentication Settings Help @

User Directory: Local
Password Authentication: Required
Client Certificate Authentication: Not used
Trusted CA List Profile: [None]
Username Field in Client Certificate: [None]
Require Client Certificate to Contain Source IP: [J

 Edit |

8. Click appropriate option under User Directory, Password Authentication, and Client
Certificate Authentication. Select the appropriate Trusted CA list, and Username in Client
Certificate and click Save.

KMS Server Authentication Settings Help @
User Directory: * Local
- LDAP
Password Authentication: - Optional
* Required (most secure)
® Not used
Client Certificate Authentication: Used for SSL session only

' Used for SSL session and
username (most secure)

Trusted CA List Profile: | [None] v

Username Field in Client Certificate: | [None] v

Require Client Certificate to Contain Source IP: | |
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4 Configuring the HPE ProLiant Server

Utimaco's Enterprise Secure Key Manager (ESKM) is a most versatile scalable key manager to
securely manage encryption keys across the enterprise. The ESKM can use its native protocol
(KMS — Key Management Service) or industry-standard OASIS KMIP (Key Management
Interoperability Protocol) for its client integrations. This integration guide concentrates on
enabling client-side encryption for HPE ProLiant servers and centralized key management to
simplify security operations like compliance auditing, centralized key management and policy
execution along with enforcement.

’ This section is not a substitute for HPE ProLiant documentation. Should this section
(. ©  offerdifferent instructions than ProLiant’'s documentation, follow the instructions
issued by HPE ProLiant.

4.1 Pre-requisites for Integration

Requires Secure Encryption license for the Proliant server from HPE.

Requires iLO Advance license for the Proliant server from HPE.

Requires minimum HPE ProLiant Gen8/9/10 (iLO v4).

= Requires retrieving and installing HPE SSA (Smart Storage Administrator) software.

Requires installing and configuring a Smart Array Controller compatible for Secure
Encryption (typically Px3x and Px4x).

Enterprise Secure Key Manager.

0 For more information about HPE ProLiant's documentation, refer to https://
support.hpe.com/hpsc/doc/public/display?docld=emr_na-a00020272en_us
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5 Integration

This section provides the step-by-step procedure of integrating ESKM with HPE ProLiant Server.

5.1 Steps for integration

Utimaco ESKM integrates with HPE ProLiant Server, to manage the encryption using a high-
assurance scalable key manager in a security hardened appliance.

OPERATING

” . : B

ENCRYPTED LOGICAL VOLUME

DISK ARRAY SCVER CEY

INTERNAL
SERVER
COMMUNICATION

NETWORK TLS 1.2

- ESKM CREDENTIALS

CLUSTER

-~ ESKM CERTIFICATE
NETWORK TLS 1.2

iLO4/iLO5

0 When integrating "HPE Secure Encryption” with "ESKM", we will be using the iLO port
to set up the initial configuration, and perform the enrollment with the ESKM. The
ILO must be configured in such a way that, it can access the ESKM over the network.

We must create “temporary credentials” on the ESKM for the iLO, to authenticate and execute the
enrollment steps.

1. Log in to the ESKM Management Console using the admin username and the password.

2. Go to Security > Users & Groups > Local Users.
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3. Click on ADD.

4. Create a local user with the username, “ilo_reg_user".

a. Enable “User Administration Permission” to allow this user to create other client users.

b. Enable “Change Password Permission” to allow this user to change client user passwords.

c. Uncheck “Enable KMIP" and leave this field blank.

ﬂ Do not assign this user to any User group. It must remain stand-alone.

Create Local User

Username: |ilo_reg_user
Password: |sssssesss
Confirm Password: ssseseses
License Type: | Server
User Administration Permission: ¢/
Change Password Permission: ¢/
Enable KMIP: | |
Map non-existent Object Group to x-
Object Group:
KMIP User Group: | default user group ¥
KMIP Object Group: | default object group v |

5. Go to Security > Users & Groups > Local Groups.

6. Click on ADD.

7. Create a user group which lists all servers under the “Group” that serves the same

applications or function.
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a. Group: “FinanceGroup”, for the servers used by Finance applications for example.

b. Group Type: ESKM.

0 Utimaco recommends grouping ProLiant Servers based on organizational unit/

department.

Local Groups

Filtered by | - - - - ¥ |where value | contains v —I

Items perpage:[10 ¥
a Group Group Type Group Sub-Type
All Groups KMIP Groups
All Users KMIP Users
default object group KMIP Object Group
default user group KMIP User Group
kms_group ESKM Users
samplegroup KMIP Object Group
samplegroup_user KMIP User Group
tapelibrarygroup ESKM Users
testGroup ESKM Users
DeptGroup ESKM v

1-90f9

8. Click on Save.

9. Go to Security > Keys & KMIP Objects > Create Keys.

10. Create a Key that will be used as a “master key" to encrypt “drive keys".
a. Key Name: “FinanceMasterKey" for example or some preferred name.

b. Owner Username: ilo_reg_user.

G The master user created earlier.

c. Key Type: ESKM.

d. Algorithm: AES-256.
e. Exportable: Enable.

11. Click on Create.
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Create Key
Key Name: OrgMasterKey l
Owner Username: 'ilo_reg_user \
Key Type: ESKM
Algorithm: | AES-256 v
Deletable: | |
Exportable: ¢
Versioned Key Bytes: | |
Copy Group Permissions From: '
 Create

12. Assign the master key to the group that was previously created.

13. Run a Key Query in the ESKM

14. Find the key that you created in step 10.

15. Click on the key to view its properties.

16. Under “Group Permissions” add the group to which this key is going to be a part of.
a. Export: select "Always”.

b. Full: select “Always".
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Key Properties Help @
Key Name: OrgMasterKey
Key Type: ESKM
Group Permissions (2]
A Group Export Full
® Always
DeptGroup Authorization Policy: ) Always

[Not Configured]

17. Click on Save.

5.2 Configuring iLO for enroliment with ESKM

Please perform the following steps to configure the iLO to get enrolled with ESKM.

1. Login to the iLO interface with “Local login name” and Password".
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Local login name

Password

Log In

2. Click on the "Administration" menu and click on “Licensing” to verify if an iLO Advanced
license is already installed.

ﬂ Please contact HPE Support to request and install an iLO Advanced license using the
following link,

https://buy.hpe.com/us/en/software/server-management-software/server-ilo-
management/ilo-licenses/hpe-ilo-advanced/p/332279
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Administration - Licensing

Boot Order Licensing

User Administration Directory Groups

Current License Status

License Status Activation Key

iLO Advanced @ OK XXX X-XXXXX-PMXMM

Enter License Activation Key

Note: When a new license

iCtivation key 1S installed

Activation Key

Install

Key Manager Language

3. Click on the “Administration” menu and click on the “Key Manager” tab.

4. Fill out the “Key Manager Servers” form.

a. Primary Key Server Address: ESKM server IP Address.
b. Primary Key Server Port: ESKM KMS Server Port (9000).

c. Require Redundancy: Enable.
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05 2019

Information User Administration
System Information

Firmware & oftware
iLO Federation

Remo ole & Media
Power & Thermal

Intelligent System Tuning
iLO Dedicated Network Port
iLO Shared Network Port
Remote Support
Administration

Security

Management

Intelligent Provisioning

Administration - Key Manager

Directory Groups ~ Boot Order  Licensing  Key Manager

Key Manager Servers

Primary Key Server Ad

Primary Key Server Port

Secondary Key Server Address

Secondary Key Server Port

Require Redundancy

® © 0

Language Firmware Verification Backup & Restore

Key Manager Configuration

iLO Account on Key Manager

Key Manager Local CA Certificate Name
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Key Manager Servers

Primary Key Server Address

10.

Primary Key Server Port

9000

Secondary Key Server Address

10.

Secondary Key Server Port

9000

Q Require Redundancy

Apply

5. Click on Apply after filling out the “Key Manager Servers” form and “Key Manager settings
saved successfully” will be displayed.
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Administration - Key Manager

User Administration Directory Groups Boot Order Licensing

° Key Manager settings saved successfully.

6. Again click on the “Administration” menu and click on the “Key Manager” tab.

7. Fill out the “iLO Account on Key Manager” form under “Key Manager Configuration”.

a. Name: Will already be populated.

0 This is the username for the iLO of this particular ProLiant server.

b. Group: The user group we created in the ESKM.

c. Key Manager Local CA Certificate Name: The name of the Local CA created on the ESKMs.
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ILO Account on Key Manager

Name

ilo-

Group

ProductionSite

Key Manager Local CA Certificate Name
This is the name of the Local CA in Key Manager that is used to sign the
Key Manager server certificate. iLO will retrieve this certificate from the

Key Manager server.

ESKMCA

8. Fill out the "Key Manager Administrator Account” form under “Key Manager Configuration”.

a. Login Name: ilo_reg_user (User we created on ESKM).

b. Password: The password created on ESKM.
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Key Manager Administrator Account

Login Name

[LOUser

Password

Update Key Manager

9. Click on Update Key Manager, and again the “Key Manager settings saved successfully”
will be displayed.

Administration - Key Manager

User Administration Directory Groups Boot Order Licensing

Q Key Manager settings saved successfully.

10. Click on “Test Key Manager Connections” to test the connectivity to the key managers and to
view the details of the “Key Manager Events”.
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Imported Certificate Details

Issuer /C=US/ST=SG/L=Singapore/O=ICA/OU=LDC/CN=CA-ESKM/emailAddress=email@customer.com|

Subject /C=US/ST=SG/L=Singapore/O=ICA/OU=LDC/CN=CA-ESKM/emailAddress=email@customer.com

Test Key Manager Connections

5G/L=Singapore/O=ICA/OU=LDC/CN=CA-ESKM/emailAddress=email@customer.com

5G/L=Singapore/O=ICA/OU=LDC/CN=CA-ESKM/emailAddress=email@customer.com

Test Key Manager Connections

Key Manager Events

'T‘TlmesTamp Event
07/31/19 07:12:44.506526 iLO account ilo- created
07/31/19 07:12:44.508526 Group ProductionSite verified
07/31/19 07:12:44.915618 User ilo- successfully added to group ProductionSite
07/31/19 07:13:05.104435 iLO account ilo- verified
07/31/19 07:13:05.700569 Account ilo- is already a member of ProductionSite.

Clear Key Manager Log

5.3 Configure the HPE Smart Array Controller

Please perform the following steps to configure HPE Smart Array Controller.

1. Boot the server and continuously press F10 to enter Intelligent provisioning.
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HPE ProLiant Hewlett Packard

Enterprise

”
P
P

;'l ”

Bepdator

ilD 4 TPv4: 15.214.246.162 v

il0 4 IPvb: FEBO::EEB1:D7FF:FESE: BADA ""'::'-TN ;::::;

v v

W

| F9 | System Utilities m Intelligent Provisioning F11 | Boot Menu | F12| Network Boot  Mesegement 0

trgre

2. Open the HPE Smart Array Controller.

o Please refer to the "HPE Smart Storage Administrator guide” for more details using
the following link, https://support.hpe.com/hpsc/doc/public/display?
docld=c03909334
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Hewlett Packard
Enterprise

Intelligent Provisioning
Smart Storage Administrator

Scripting Toolkit Windows PE 64 Bit Mode

Copyright © 2011-2018 Hewlett Packard Enterprise Development

3. Select a controller that is compatible with secure encryption.
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: Hewlett Packard oo storage administrator v o 2?2 X
Enterprise 3.30.14.0 ’
Available Device(s) &5 Retresn
Server Welcome to Smart Storage
w Server Administrator
' This application allows you to consigure, diagnose and
manage Smart S1orage devices attached to your Senves
Smart Array Controllers
s paan To begn, please select a device from the menu on the let
“, man Asray PA40ar .
17
Other Devices

a Solid State Devices

4. Click on Configure.
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Hewlett Packard oot storage adminmstiater o 2 X
3.30.14.0 v :

Enterprise

Available Device(s) @9 Retresn h“ls Smart Array P440ar

Server '

S
w — Actions Status Messages
Smart Array Controllers Configure o 0 w9 QO
L Sman Array PA40ar Conngure amays, logikal deves, HPE Smanc
“"‘5'“" Slet nrj'.‘l{?‘ ngs on the selected Smart Ar

© (Critical Status Message(s)

Other Devic:

. Diagnose The Drive Key was not retrieved from
the remote key manager due to
connecson issues for 600 GB SAS MDD

a Solid State Devices
MPortll Box3 Bayd

View Array Diagnostcs
well as PIS ana SOB

) Waar Gauge reports as

for he selected Sman Asray controlles

The Drive Key was not retrieved from
the remote key manager due to
connecson issues for 600 G8 SAS MDD
#Port 1l Box3 Bay3

The Drive Key was not retrieved from
the remote key manager due to
connecson issues for 200 GB SAS MDD
#MPort 1l Box3 Bay2

The Drive Key was not retrieved from
the remote key manager due to
connecson issues for 200 G8 SAS MDD
#Portll Box3 Bayl

The Drive Key was not retrieved from
the remote key manager due to
connecson issues for 600 GB SAS MDD
#Port 21 Box3: Bay$

The Drive Key was not retrieved from
the remote key manager due to
connecson issues for 600 GB SAS MDD
#MPort 21 Box 3 Bay6

The Drive Key was not retrieved from
the remote key manager due to
connecton issues for 600 G8 SAS MDD
MPort 21 Box 3 Bay7

Tha Netea Kaw wae nat ratriavad fram

5. Go to “Tools" and click on “Encryption Manager” to open it.

a. Create a new crypto officer password.
b. Perform the initial setup.
c. Perform the full setup.

d. Enter a crypto/security officer password.

0 Please make sure that these are admins for Secure Encryption and must be trusted
employees.

e. Enable and disallow future plaintext volumes (Recommended).
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(..ﬁm g Retresh
Selected Controller

& Sman Array PA40ar u
Controller Devices

a Logical Devices
w Physical Devices
' Unassigned Drives

d Cache Manager

License Manager

: Hm P.Chm Smart Storage Administrator
Enterprise 3.30.14.0

Encryption Manager
Encrypion Net Set

v e 7?2 X

L:fl\ Encryption Manager
0 tion Not

Perform Initial Setup

4 Enabing encryption on Sman Array controllers requires acquiring a sepasate license for HPE Secure Encryption for each
sener

Encnyption Notice

HPE Special Peminder Before enabling encryption on the Smart Array controller module on this system, you must ensure
Mat your intended use of e encryption complies with relevant local laws, regulations and policies, and approvals or
hcenses must be obtained if applicable

For any compliance Issues anising from your operation/usage of encryption within the Smart Asray controller module which

wviolates the above mentioned requirement, you shall bear all the liabiities wholly and solely HPE will not be responsible for
any related llabdities

Encryption Overview

To begin condguring encryplon on this controlier, click the Perform Inltial Setup” link above
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G S e

Perform Initial Setup

® Vald passwords must be 8 10 16 characters long with ASCII characters only and contan a combination of alphanumeric characters including

o Atleast one uUpper-case characher

® Alleast one lower-case character

o Atleast one numernc character

« One non-alphanumeni character (such as =" or $9)

® you choose 10 use Remote Key Management Mode, please make sure INal he connection semngs for the remaote key manager have been
Setup commectly in ILO

= The master key must be 110 64 characters long, using only ASCH characters
® Please record the Master Key A method does not exist for recovering of displayng the Master Key once the value is set Falure 1o provide the

Master Key may result in encrypted data being inaccessible
New Password oo
Please entes password

LA AL LA LL L Show

Please re-emer password

Encryption Mode oo

Enable and Allow Future Plaintex Volumes
I o Enable and Disaliow Futire Plaintext Wlum'tl-c:::: Se]ectmg this opﬁon is recomended

Disable
Key Management Mode ...
Local Key Management Mode
[(® Pemote Key Management Mode | <Z= Select this option
m“ ‘.’ (What'sthes
MasterKeytiame «— Enter the Master Key name we created in step 10 under
: section "Steps for integration”

oK Cancel
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" Grlemelina

i
= Enabing encryption on Smarnt Array controllers requires acquiring a separate license for HPE Secure Encryption for each sernves
Encryplion Notice

HPE Special Reminder Betore enabling encnpaon on the Sman Array controller module on Tis system, you must ensure that your intended use
of the ancry plies with local laws, reguiatons and polickes, and approvals of IKenses must be obtaned if applicable

For any compliance issues arising from your operationVusage of encnplon within the Sman Asray dule which the above
mentioned requirement, you shall bear all the kabilties wholly and solely HPE will not be responsible for any related liabiities

A You must accept the followang licensing terms and end-user license agreement before Y can be enabled on Mis ¢

HPE End User License Agreement - Enterprise Version

1. Applicability. This end user license agreement (he “Agreement?) governs the use of accompanying software, uniess # 15 subject 3o a separate
agreement between you and Hewlelt Packard Enterprise Company and its subsidianes (WPE". By downloading, copying, of using the sofware you
agree 1o this Agreement HPE prowdes 15 of this Agr In certain languages other than English, whach may be found at

nip Awww hpe comisofware/SWLIcensing

2. Terms., This Agreement includes supporiing matenal accompanying the software or referenced by HPE, which may be softwase license information,
| icense auth 1S, specAcations, published warranties, supplier terms, open source software icenses and siméas content
(St L ). Aad d license a are at hitp www hpe comisofware/SWLicensing

3 Authorizasion. ¥ you agree to this Agreement on behalf of anomer person or entity, you wanrant you have authority o do 5o

4. Consumer Rights, i you obtaned som asac 101, nothing in thes Ag it affects your statutosy rights
5. Blecwonic Delivery. HPE may elect 1o deliver software and related software product or license imformation by electronic ransmission or download

6. License Grant If you abide by his Agreement, MPE grants you a non-extlusive non-transferable license 10 use one copy of the version of release of
e accompanying sofware for your imemal purposes only, and Is sudject to any specific sofware licensing information that Is In the software product or
s Supporting Material. Your use is subject to the following restrictions, unless specifically allowed in Supporting Material
- You may not use sofware to provide senices 1o Tind parties
+ You may not make coples and distribute, resell or sublicense software to third partes
- You may not download and use patches, enhancements, bug fxes, or similar updales unless you have a kcense 10 the undering solware. However,
such license doesnt automatically give you a right 1o receve such updates and HPE resenves the right to make such updates only avaliable 1o customaers
Wwith Supporn contracts

- You may not copy software or make it avallable on a public or external distiduted network

 You may not allow access on an intranet unless it is restricted to authorized users

- You may make one copy of the sof for POSES Orwhen itis an essental step In authorzed use

« You miay not modify, reverse engineer, asassemble, decrypt, decompiie of make derivative works of sofware. If you have a mandatoryRght to do so
under stahte, you must inform HPE in writing about such modficatons.

7. Mor Some mav ranusen kews or other tachnical nrotection measures and HPF mav monitor vour comoliance with the

¥ | nave read and agree 10 e terms and condmons
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Integration
Hewlett Packard ot storage adomnistrator o ” x
Enterprise 330.14.0 '
Configure @7 Retresn i-l Encryption Manager
goed 1s Crypt " Encryption Logout
Selected Controller Pty
. Sman Asray PA40ar Settin

& al »
Controller D s Encrypt Enabled Desabie Encryption

Key Management Mode Remote Key Management o
“ Logical Devices Mode ad ’ o

Master Key Sa Change Master Key
“; Physical Devices Allow Mew Planted Volume Disallow Allow Plaintext Vokames

Password 4 Not Set Set/Change Controller Password
' U"‘”'“"‘“’ D'T'" rmwar wad for | Unlocked Lock Firmvware
ocked Unlocked
Tools
al Key Cache Enabled No Set/Change Local Key Cache
-/ Cache Manager rypted Physical Drive nt 8 Show End User Licerne Agreement
Drive Key Rekey
,f.: License Manager
i Accounts
@ Encryption Manager rypto OMicer Password Set Set/Change Crypto Officer Password
Encryption Enabled
Recover Crypto Officer Password
rypto Officer Passw ‘ g §) Not Set Set/Change Password Recovery Question
ef Password 4 Not Set Set/Change User Password

Utilities

Chear Encryption Configur ation

Rescan Encryption Keys

Clears all secrets, keys and passwords ¥om the controlier, includng the
cypto user password, and places It in a factony new state

Instructs Me controles 10 rescan for encplion keys kom he remote key
manager in Pemote Key Management Mode
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[ HewlettPackard s, o 2 X
Enterprise 3.30.14.0 '
Configure % Petesn  Logical Devices .., An v g Logical Drive 1
) ” Y 164 TH ) 7 RA
Selected Controller
ap Aeraty A - 1 Logical Drive(s) Gesuoyen wnen losing power
B Sman Array P4&0ar o L ve $pa
&
Logical Drive 1
Controller Devices I §) 164 Ti8 (180 T8, RAID 50 Logical Drive Details
“ Logical Devices = 300 GB SAS MDD Stal OK
3 amay 1 logical diive 0) §
wble None
u; Physical Devices 2 300 GB SAS HDD
0) Party Queued
' Unassigned Drives 4 600 GB SAS HDD s
- v Logical Drve
Tools 2 600 GB SAS HDD - p—— No
A : iy
d Cache Manager volatile
p AS H
é‘ceuocass 0O e Dam
‘: License Manager 164TIB (1 20 TE)
2 600 GB SAS MDD
) | é{ ‘ PAID Lowe PAID S0 (NPG:2)
s necryption Manager
Gt . egacyDisk  65535/255/32
@g.eoo GB SAS HDD S0mety
Y o
tr e/ F 256 KIB/ 768 KB
g". 600 GB SAS HDD L ¢
1 Ba
v $00508B1001CBAIDCEAESIE
gical Drive ~027FZIDtPDNLNOBPH7245¥
foevwsda
View more detalts
L

With this, ESKM will be successfully integrated with ProLiant by following the procedure
described above.
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6 Accessing serial console via PuTTY

Use the following steps to set up PuTTY and access serial console.

1. Navigate to device manager and figure out the COM port that you'll be using.

ﬁ PuTTY Configuration

? X
Category:
=) Session Basic options for your PuTTY session
E] TE"" Fog?ing Specify the destination you want to connect to
Pt Serial line Speed
. i~ Keyboard
. - Features Connection type:
=) Window (ORaw (D Telnet (O Rlogin ()SSH (@) Serial
?.z;)earance Load, save or delete a stored session
----- aviour .
..... Translation Saved Sessions
~~~~~ Selection
~~~~~ Colours - P
: Default Settings
=)~ Connection ? Load
-~ Data Save
- Telnet ~ Delete
- SSH
- Serial Close window on exit:
(OAways (ONever (@ Onlyon clean exit
2. Run PUTTY.

3. Switch the Connection Type to Serial.

4. Edit the Serial Line to match the COM port you want to use.
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% PuTTY Configuration ? X
Category:

- Session Options cortroling local serial lines
it Select a seral line

. Keyboard Serial line to connect to COM3

. Features Configure the serial line
- Window Speed (baud) 9600
| Data bits 8
Translation Stop bits 1

: Colours S — =
=)~ Connection Flow control XON/XOFF v

About Help Open Cancel

5. Make sure all of the settings are correct.

6. Click Open to start the session.
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7 Obtaining Technical Support

For technical questions, contact Utimaco Technical Support:

= E-mail: support-atalla@utimaco.com
= Telephone: 800-500-7858 (U.S.A.) +1-916-414-0216 (International)

= Website: https://support.utimaco.com/

Before contacting Utimaco with your questions, collect the following information:

= Product model names and numbers

Technical support registration number or NonStop system number (if applicable)

Service Agreement ID number (SAID)

Product serial numbers

Error messages

Software version number

24-hour support

24-hour emergency support is available to those customers who have valid service contracts.
Use this service for product and system emergencies that occur after normal working hours or
on weekends and U.S. holidays. Questions about product installation and setup are supported
during normal working hours.

For 24-hour emergency support call: 800-500-7858 (U.S.A.) +1-916-414-0216 (International)
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