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Introduction UtimaCO®

1 Introduction

This guide is part of the information and support provided by Utimaco. Additional documents
produced to support your Utimaco u.trust GP HSM Se-Series product can be found in the
document directory of the Utimaco SecurityServer product bundle. All Utimaco u.trust GP HSM
Se-Series product documentation are available on Utimaco's website at https://utimaco.com/

1.1 About This Guide

This guide provides an integration explaining how to integrate an Utimaco CryptoServer
Hardware Security Module (HSM) with OpenSSL.

1.1.1 Target Audience for This Guide

This guide is intended for administrators of OpenSSL and of Utimaco HSMs.

1.1.2 Contents of This Guide

After the introduction, this guide is divided up as follows:
Chapter 2 Overview

Chapter 3 Integration Requirements and Prerequisites
Chapter 4 Integrating OpenSSL on Linux

Chapter 5 Integrating OpenSSL on Windows

Chapter 6 Troubleshooting

Chapter 7 Further Information

1.1.3 Document Conventions

The following conventions are used in this guide:

Conventi  Use Example
on
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Bold Items of the Graphical User Interface (GUI),
e.g., menu options

Monosp  File names, folder and directory names,

aced commands, file outputs, programming code
samples
Italic References and important terms

Table 1: Document conventions

Press the OK button.

You will find the file
example.conf in the /exmp/
demo/ directory.

See Chapter 3, "Sample Chapter’,
in the CryptoServer - csadm
Manual or [CSADMIN].

Special icons are used to highlight the most important notes and information.

Here you find important safety information that should be followed.

0 Here you find additional notes or supplementary information.

O

& missing thing

1.1.4 Abbreviations

The following abbreviations are used in this guide:

Abbreviation Meaning
CA Certificate Authority
CAT CryptoServer Administration Tool

Document No.: IG-2025-0044 Document Version: 1.0.0
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CD Compact Disc

CSR Certificate Signing Request
GUI Graphical User Interface
HSM Hardware Security Module
IP Internet Protocol

LAN Local Area Network

PCle PCI Express Interface
PKCS#11 Public-Key Cryptography Standard #11
RSA Rivest-Shamir-Adleman

SO Security Officer

SSL Secure Socket Layer

TLS Transport Layer Security
URL Uniform Resource Locator

Table 2: List of Abbreviations
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2 Overview

2.1 OpenSSL

OpenSSL is an open-source tool for using the Secure Socket Layer (SSL) and Transport Layer
Security (TLS) protocols for Web authentication. It offers cryptographic functions to support
SSL/TLS protocols.

It allows users to perform various SSL related tasks, including CSR (Certificate Signing Request)

and private keys generation and SSL certificate installation. Most of the Linux distributions come
with pre-compiled OpenSSL, but if you are on a Windows system, you can get it through manual

installation.

OpenSSL has an abstraction layer called "engine” which can delegate cryptographic operations to
different pieces of software or hardware.

Libp11 provides an engine_pkcs11 that tries to fit the PKCS#11 API within the engine API of
OpenSSL. That is, it provides a gateway between PKCS#11 modules and the OpenSSL engine
API.

2.2 Utimaco CryptoServer HSM

CryptoServer is a hardware security module developed by Utimaco IS GmbH. CryptoServer is a
physically protected, specialized computer unit designed to perform sensitive cryptographic
tasks and to securely manage as well as store cryptographic keys and data. It can be used as a
universal, independent security component for heterogeneous computer systems.
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3 Integration Requirements and Prerequisites

Ensure the system environment you will be using meets the following hardware and software
requirements.

This guide assumes that the user has already installed and configured required Software.

3.1 Tested Versions

The integrations that have been successfully tested with the Utimaco HSM with OpenSSL.

Operating System OpenSSL  Utimaco u.trust GP HSM Se-Series  Utimaco HSM
Version
RHEL7/ CentOS7 OpenSS  SecurityServer 4.45.5 CryptoServer
RHEL8/ Cent0S8 L1.1.1q CSe- Series/Se-
Windows 2019 p]IT tool2 from product package Series
Utimaco SecurityServer
Ubuntu 20

Table 3: List of Tested versions

3.2 Software Requirements

Software Software Requirements

OpenSSL OpenSSL 1.1.1q

Libp11 (Linux) 04.12

Libp11 (Windows) 0412

HSM Interface SecurityServer PKCS#11 Provider

Table 4: List of Software Requirements
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3.3 Hardware Requirements

Hardware Hardware Requirements

Utimaco LANHSM  CryptoServer CSe-Series/Se-Series LAN with firmware SecurityServer

4.45.5.0 or higher

Utimaco PCl-e HSM = CryptoServer CSe-Series/Se-Series PCl-e with firmware SecurityServer

4.45.5.0 or higher

Table 5: List of Hardware Requirements

Setup an account on the Utimaco support portal and request download access at the
following URL:

https://support.hsm.utimaco.com/

3.4 Prerequisites

Before you begin, please ensure that you have installed/setup:

= Operating system listed in Tested Versions

SecurityServer listed in Tested Version

CryptoServer Default Admin should be replaced with a new admin user

Public and private key pair must be created and stored onto each HSM. Refer to the
CryptoServer documentations to setup the keys

CryptoServer is setup and configured. Refer to the CryptoServer documentations to setup
the HSM

= PKCS#11 library is setup and configured as per the environment. Refer to the CryptoServer
documentations to setup and configure the PKCS#11 library for CryptoServer

= Familiarize yourself with the OpenSSL documents and setup process

Document No.: IG-2025-0044 Document Version: 1.0.0 Page 10 of 70
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4 Integrating OpenSSL on Linux

4.1 Installing OpenSSL

1. (Optional) It is recommended to update the system with the latest security patch
»_ Console

For RHEL
# yum update For Ubuntu:
# apt-get update

If you are using existing or pre-installed openss! then skip steps 2,3, 4, and 5.

2. Install dependent packages for openssl|
»_ Console

For RHEL
# yum install make gcc perl pcre-devel zlib-devel For Ubuntu
# apt install build-essential checkinstall zlib1g-dev libtemplate-perl

3. Download the latest version of openssl on Linux machine from https://www.openssl.org

»_ Console

# wget https://www.openssl.org/source/openssl-1.1.1q.tar.gz
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4. Extract the downloaded file

»_ Console

# tar xvf openssl-1.1.1q.tar.gz

5. Go to openssl directory and run the following commands to build and install openss|

»_ Console

# cd openssl-1.1.1q

# ./config --prefix=/usr/local/openssl # make

# make test

# make install

# export LD_LIBRARY_PATH=/usr/local/openssl/1lib:$LD_LIBRARY_PATH # export PATH=/
usr/local/openssl/bin:$PATH

# openssl version -a

[root@penssl-ubuntu ~]# openssl version -a
OpenSSL 1.1.1g 5 Jul 2022
built on: Sun Jul 24 17:50:43 2022 UTC

) des(int) idea(int) blowfish(p
oexecstack )3

P

3 usr/local/openssl/lib/engines-1.1"
Seeding source: os-specific
[root@openssl-ubuntu ~J# |

Figure 1: OpenSSL version output
After rebooting the server, export the library path every time.

# export LD_LIBRARY_PATH=/usr/local/openssl/lib:SLD_LIBRARY_PATH # export
PATH=/usr/local/openssl/bin.SPATH

4.2 Installing Libp11

1. Download the latest libp11 package from Releases - OpenSC/libp11 - GitHub.
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»_ Console

# wget https://github.com/OpenSC/libp11/releases/download/1libp11- 0.4.12/
libp11-0.4.12.tar.gz

2. Extract the file

»_ Console

# tar -xvf libp11-0.4.12.tar.gz

3. Goto libp11 directory, build and install libp11 using the following commands

»_ Console

# cd libp11-0.4.12

# ./configure OPENSSL_CFLAGS="-I/usr/local/openssl/include/openssl"
OPENSSL_LIBS="-L/usr/local/openssl/lib -lcrypto" prefix="/usr/local/libp11/"

# make

# make install

# export LD_LIBRARY_PATH=/usr/local/openssl/lib:
/usr/local/libp11/1ib/:$LD_LIBRARY_PATH
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root@penssl-ubuntu:~/11bp11-0.4.12# ./configure OPENSSL_CFLAGS="-I/usr/local/openssl/include/openssl" OPENSSL_LIBS="-L/usr/lo
cal/openssl/lib -lcrypto"” prefix="/usr/local/libp11/"

checking build system type... x86_64-pc-linux-gnu

checking host system type... x86_64-pc-linux-gnu

checking target system type... x86_64-pc-linux-gnu

checking for a BSD-compatible install... /usr/bin/install -c
checking whether build environment is sane... yes

checking for a thread-safe mkdir -p... /usr/bin/mkdir -p
checking for gawk ... gawk

checking whether make sets $(MAKE) ... yes

checking whether make supports nested variables... yes

checking whether make supports nested variables ... (cached) yes
checking for gcc... gcc

checking whether the C compiler works ... yes

checking for C compiler default output file name... a.out
checking for suffix of executables ...

checking whether we are cross compili .

checking for suffix of object files... o

checking whether we are using the GNU C compiler ... yes
checking whether gcc accepts -g... yes

checking for gcc option to accept ISO C89... none needed
checking whether gcc understands -c and -o together ... yes
checking whether make supports the include directive... yes (GNU style)
checking dependency style of gcc... gcc3

checking for pkg-config... /usr/bin/pkg-config

checking pkg-config is at least version 0.9.0... yes

checking how to run the C preprocessor ... gcc -E

checking for grep that handles long lines and -e... /usr/bin/grep
checking for egrep... /usr/bin/grep -E

checking for ANSI C header files... yes

checking for sys/types.h... yes

Figure 2: Output of configure command for libp11

config. creating src/libpll.pc
config.status: creating src/libpll.rc
config.status: creating src/pkcsil.rc
config.status: creating doc/Makefile
config.status: creating doc/doxygen.conf
config.status: creating examples/Makefile
config.status: creating tests/Makefile
config.status: creating src/config.h
config.status: executing depfiles commands
config.status: executing libtool commands
configure: creating src/libpll.map

1ibp11l has been configured with the following options:

Version: 0.4.12

libpl1l directory: /usr/local/libp11/1ib

Engine directory: bd
Default PKCS11 module:

API doc support: no

Host: x86_64-pc-1linux-gnu
Compiler: gcc

Preprocessor flags:

Compiler flags: -g -02 -pthread
Linker flags:

Libraries: -lpthread -1dl

OPENSSL_CFLAGS: -I/usr/local/openssl/include/openssl
OPENSSL_LIBS: -L/usr/local/openssl/1ib -lcrypto

Figure 3: Output of configure command continued for libp11
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@ If you are using existing or pre-installed openss! then change the value of
OPENSSL_CFLAGS and OPENSSL_LIBS to their correct path.

Make a note of "Engine Directory” path while running the configure command as the
pkes11.so file is generated inside this directory after running "'make install" command.

After rebooting the server, export the library path every time.
# export LD_LIBRARY_PATH=/usr/local/openssl/lib:

Jusr/local/libp11/lib/:SLD_LIBRARY_PATH and # export PATH=/usr/local/openssl/
bin:SPATH

4.3 PKCS#11 Configuration for CryptoServer

1. Create the directory /etc/utimaco. Locate the Utimaco PKCS#11 configuration file in your
SecurityServer directory, Linux/x86-64/Crypto_APIS/PKCS11_R3/sample. Copy the
Utimaco PKCS#11 configuration file cs_pkcs11_R3.cfg into /etc/utimaco directory

»_ Console

# mkdir /etc/utimaco
# cd <install directory>/Software/Linux/x86- 64/Crypto_APIs/PKCS11_R3/sample
# cp cs_pkcs11_R3.cfg /etc/utimaco # cd /etc/utimaco

2. Edit the cs_pkes11_R3.cfg file and make the appropriate changes to the file

cs_pkes11_R3.cfg
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[Global]

# For unix:

Logpath = /tmp

# Loglevel (0 = NONE; 1 = ERROR; 2 = WARNING; 3 = INFO; 4 = TRACE)
Logging = 1

# Set the Device to connect with [CryptoServer]
# Device specifier
Device = <HSM_IP>

@ For more information regarding the commands and command parameters please check the
Utimaco CryptoServer documentation. The device may be a CryptoServer (PCle or LAN)
device. The device line will follow one of these patterns, based on the HSM form-factor:
Device = 288@<HSM IP address> Hardware (LAN) HSM

OR

Device = /dev/cs2.0 Hardware (PCle) HSM

@ To make your testing easier, it would be good to enable the PKCS#11 log file. That can be
enabled by editing the Logging Loglevel. Set the LogPath and Logging Loglevel to 1. For
testing you may want to increase it to 4.

The added LogPath points to a writable directory, not to a file.

If you encounter problems, check the log file named cs_pkcs11_R3.log in the LogPath
defined directory. When you are done testing, you should change Logging to 1 or 2. This will
limit the logging to only critical and important messages.

4.3.1 Create SO User and Initialize a Slot

You should initialize a slot with a custom label using p11tool?2.
First using p11tool2 create, the SO or Security Officer and then using p11tool2 command

initialize the Slot that you want to use, and the slot user as shown below.

»_ Console
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# ./p11tool2 slot=<slot_no> Label=<token_label> Login=ADMIN,ADMIN.key
InitToken=<SO_PIN>
# ./p11tool2 slot=0 LoginS0=<SO_PIN> InitPin=<CryptoUser_PIN>

4.4 Configuring OpenSSL to Use Utimaco HSM

4.4.1 Setting up Utimaco CryptoServer library in OpenSSL Configuration File

1. Open the file /usr/local/openssl/ssl/openssl.cnf and enter the following line in the first line
of the file

»_ Console

openssl_conf = openssl_init

2. Enter the following lines under last section of openssl.cnf file

»_ Console

[openss]l_init] engines=engine_section
[engine_section]

pkcs11 = pkcs11_section

[pkcs11_section] engine_id = pkcs11

dynamic_path = /usr/local/libp11/1ib/pkcs11.so
MODULE_PATH = /opt/utimaco/lib/libcs_pkcs11_R3.so
init = 0

Dynamic path and Module path will get changed according to the user
environment.
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4.4.2 Verify PKCS#11 Engine

Run the command below to verify the OpenSSL Engine is available or not.

»_ Console

# openssl engine pkcs11 -t

root@penssl-ubuntu:~/11bp11-0.4.12# openssl engine pkcsll -t
(pkcs11l) pkcsll engine

[ availlable ]
root@penssl-ubuntu:~/11bp11-0.4.12# I

Figure 4: Verification of pkcs11 engine

4.4.3 Test OpenSSL Functionalities with Utimaco HSM

4.4.3.1 Testing with RSA Key

1. Generate the RSA key using p11tool2

»_ Console

# p11tool2 slot=2 LoginUser=123456 PubKeyAttr=CKA_LABEL="TestRSAKey"

PrvKeyAttr=CKA_LABEL="TestRSAKey" GenerateKeyPair=RSA

2. Verify that the keys are generated onto the HSM using the following command

»_ Console

# p11tool2 LoginUser=<cryptouser_password> ListObjects
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Example

»_ Console

# p11tool2 slot=2 LoginUser=123456 ListObjects
CKO_PUBLIC_KEY:

+ 1.1

CKA_KEY_TYPE = CKK_RSA
CKA_LABEL = TestRSAKey
CKA_ID =

CKO_PRIVATE_KEY:

+ 2.1

CKA_KEY_TYPE = CKK_RSA
CKA_SENSITIVE = CK_TRUE
CKA_EXTRACTABLE = CK_FALSE
CKA_LABEL = TestRSAKey
CKA_ID

3. Generate a self-signed certificate

>_ Console

# openssl req -engine pkcs11 -new -key "pkcs11:token=OpensslSlot;object=

TestRSAKey" -keyform engine -out TestRSACSR.csr

Here, OpensslSlot is the token label and TestRSAKey is the key on the HSM. Provide Cryptouser
PIN when prompted.
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m engine -out TestRSACSR.csr

engine "pkcsil" set.

Enter PKCS#11 token PIN for OpensslSlot:

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

root@penssl-ubuntu:~/11bpl1-0.4.12# openssl req -engine pkcs

Country Name (2 letter code) [AU]:US

State or Province Name (full name) [Some-State]:CA

Locality Name (eg, city) []:campbell

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Utimaco
Organizational Unit Name (eg, section) []:Utimaco

Common Name (e.g. server FQDN or YOUR name) []:openssl

Email Address []:support@utimaco.com

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:

An optional company name []:
root@penssl-ubuntu:~/1ibp11-0.4.12# ||

Figure 5:Certificate request output

root@penssl-ubuntu:~/11bp11-0.4.12# cat TestRSACSR.csr

BEGIN CERTIFICATE REQUEST
MIICzTCCAbUCAQAwgYcxCzAJBgNVBAYTALVTMQswCQYDVQQIDAJDQTERMA8GAIUE
BwwIY2FtcGI1lbGwxEDAOBgNVBAoMB1VOaW1hY28xEDAOBgNVBAsSMB1V0aW1hY28x
EDAOBgNVBAMMB29wZW5zc2wxI jAgBgkghk 1GOwOBCQEWE3N1cHBvcnRAAXRpbWF j
by57b20wggE IMAOGCSqGSIb3DQEBAQUAA4IBDWAWggEKAOIBAQCIr1R7CKpB5c9l
gy1P1QqljcBQCR3PU+vn6ZRSKNMgKGwkVFcqr1B8Zy08Agad5SWP4uVvSgZ650ect
NmwRaQLcacgtYV24Rqg49+13edQhyTMIUQOCZw+kyc 1AqfgpuSelLBUgnKPUJ6wFu
CX091GopCLfsUO6kg6/102v/KyOWQPgo861THsRmCuOanSf8gjIeBnMWsTmXffZZ
dFVFDfDTOELLVgnq0aQzsCA8A3S1bKAH+bKV80kIAmw]rKjgDsGgnA+ryPdmrShb
4wzqv3TnrLRBg8TGpIBuHO5y5BUVOXu1PoYE6F4dPn1WOxkhupZ/88vuJ97CRUDU
CJZ1Rq/tAgMBAAGgADANBgkqhk 1GOwOBAQsFAAOCAQEAHTSGc9r736G+KY3QY1al
cC110gNmdXgnZNbB9z18LhzDz60dr98e2VyJCG6u+VS3VoOawtpGkImKblqlQndt
MXMWbDF6J6IR0oqEIIGS1YyJ2QJzk5VpuCLxs+hb740)rZFh9xbGo2bPskRdtTSrV
4931QqPAJy9v4cKS8nbtOWL3MXNkOM30whMStEhIfCcRLTkhA7XV8j 1IKjRHfrXgio
AfDDnue2dEGkss291Dt6v1dNqf3GIC5LV8s0TqywuTkKgtq7Y+b1RAuOIOFccmpN
MIcpYPRRU7tHOKFO8a1x13DxLB1EJTXwugsenaXfW/fkfA/6L0s9qrH+dwiqc5r]
fg=

END CERTIFICATE REQUEST
root@penssl-ubuntu:~/11bp11-0.4.12# |}

Figure 6:Content of certificate request file

4. Create the self-signed certificate based on the generated key

»_ Console
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# openssl req -engine pkcs11 -new -x509 -days 365 -key
"pkcs11:token=0pensslSlot;object=TestRSAKey" -keyform engine -out TestRSA.cert

Here, OpensslSlot is the token label and TestRSAKey is the key on the HSM. Provide Cryptouser
PIN when prompted.

root@penssl-ubuntu:~/1ibp11-0.4.12# openssl req -engine pkcsll -new -x509 -days 365 -key "pkcsll:token=0OpensslSlot;object=Tes
tRSAKey" -keyform engine -out TestRSA.cert

engine "pkcsll" set.

Enter PKCS#11 token PIN for OpensslSlot:

You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:US

State or Province Name (full name) [Some-State]:CA

Locality Name (eg, city) []:Campbell

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Utimaco
Organizational Unit Name (eg, section) []:Utimaco

Common Name (e.g. server FQDN or YOUR name) []:Openssl

Email Address []:support@utimaco.com
root@penssl-ubuntu:~/1ibp11-0.4.12# []

Figure 7: Self signed certificate generation output
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root@penssl-ubuntu:~/11bp11-0.4.12# cat TestRSA.cert

BEGIN CERTIFICATE
MIID8TCCAtmgAwIBAgIUTQzBr+vulOFCcN7jhvMVyu2sAUswDQYJKoZIhvcNAQEL
BQAwgYcxCzAJBgNVBAYTA1VTMQswCQYDVQQIDAIDQTERMASGALIUEBwWwWIQ2FtcGI1l
bGwxEDAOBgNVBAoMB1V0OaW1hY28xEDAOBgNVBAsMB1VOaW1lhY28xEDAOBgNVBAMM
BO9wZW5zc2wxI jAgBgkqhk 1GO9wOBCQEWE3N1cHBvcnRAAXRpbWFjby537b20wHhcN
Mj IwODIyMTcINDI4WhcNMjMwODIyMTc1NDI4W]CBhzELMAKGALUEBhMCVVMxCzAJ
BgNVBAgMAKNBMREwDwYDVQQHDAhDYW1wYmVsbDEQMA4GA1UECgwHVXRpbWF jbzEQ
MA4GA1UECwwHVXRpbWF jbzEQMA4GA1UEAWWHT3B1bnNzbDE tMCAGCSqGSIb3DQE]
ARYTc3VwcG9ydEB1dGLtYWNvLmNvbTCCASIWDQYJKoZIhvcNAQEBBQADggEPADCC
AQoCggEBAImuVHsIgkHL1z2WrLU+JCgWNwFAJHcOT6+TplFIo0yoobCRUVyquIHxn
I7wCBp31Y/15WIKBnrnR5yI2bBFpAtxpyC1hXbhGgDj36Xd51CHIMwLRA4InD6T]
yICp+qm714sFSqco9QnrAW4Jc72Ua1kIt+xTTqSrr+I7a/8rI5ZA+CjzqVMexGYK
7RqdJ]/yCMh4Gc xax0Zd99110WSUN8BNPQQstWqgeo5pDOwIDwWDdKVsoAT5spXweQgC tHCPHMopR3aeUg3kXuYzWr jBNxSszIdbkGSaZgKz7
p/eXWrE=

END CERTIFICATE
root@penssl-ubuntu:~/11bp11-0.4.12# |

Figure 8: Content of self-signed certificate file

5. Create a sample text file with any content inside it

»_ Console

# touch message.txt

[root@openssl-ubuntu ~]# cat message.txt

ELCOME to Utimaco
[root@openssl-ubuntu ~]#

Figure 9: Content of message.txt
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6. Sign the message file

»_ Console

# openssl cms -engine pkcs11 -sign -in message.txt -signer TestRSA.cert - inkey
"pkcs11:token=0pensslSlot;object=TestRSAKey" -keyform engine -out
signedRSAmessage. txt

Here, OpensslSlot is the token label and TestRSAKey is the key on the HSM. Provide Cryptouser
PIN when prompted.

root@penssl-ubuntu:~/Test# cat signedRSAmessage.txt

MIME-Version: 1.0

Content-Type: multipart/signed; protocol="application/pkcs7-signature"; micalg="sha-256"; boundary="----11E44D2386E7765BDOB12F
FAA5A13161"

This is an S/MIME signed message

11E44D2386E7765BDOB12FFAA5A13161
WELCOME to Utimaco

11E44D2386E7765BDOB12FFAA5A13161
Content-Type: application/pkcs7-signature; name="smime.p7s"
Content-Transfer-Encoding: base64
Content-Disposition: attachment; filename="smime.p7s"

MIIG5gYJKoZIhvcNAQcCoIIG1zCCBtMCAQEXDTALBglghkgBZQMEAGEWCWYJKoZI
hvcNAQcBoIID+TCCA/UwggldoAMCAQICFHMfgmGn xHsAFUETpGwOHVZMuH6SMAOG
CSqGSIb3DQEBCWUAMIGIMQswCQYDVQQGEwIVUzELMAKGA1UECAWCQOEXETAPBgNV
BAcMCGNhbXB1ZWxsMRIWEAYDVQQKDAlvcGVuc3NsQOEXEDAOBgNVBAsMB1VOaW1h
Y28xEDAOBgNVBAMMB1V0aW1hY28xI jAgBgkghk 1G9wOBCQEWE3N1cHBvcnRAdXRp
bWFjby5jb20wHhcNMj IwODE2MTYyNj Q2WhcNMjMwODE2MTYyNjQ2Wj CBiTELMAKG
A1UEBhMCVVMxCzAJBgNVBAgMAKNBMREWDWYDVQQHDAh j YW1wYmVsbDESMBAGA1UE
CgwJb3B1lbnNzbENBMRAWDgYDVQQLDAJVAG1tYWNVMRAWDgYDVQQDDAdVAGLtYWNv
MSIwWIAYJKoZIhvcNAQkBFhNzdXBwb3J0QHVOaW1hY28uY29tMIIBIjANBgkghkiG
9wOBAQEFAAOCAQBAMIIBCgKCAQEAia5UewiqQeXPZastT4kKpY3AUAkdz 1Pr5+mU
U1jTK1hsJFRXKq4gfGecjvAIGneVj+L1b0oGeudHnIjZsEWkC3GnILWFduEaoOPfp
d3nUIckzCVEDgmcPpMnIgKn6gbuXiwVKpyj1CesBbglzvZRgKQ137FNOpKuv4jtr
/ys]j1kD4KPOpUx7EZgrtGpOn/IIyHgZzFrE51332WXRbxQ3w09BCy 1ap6 jmkM7Ag
PANOpWygB/my1fDpCAJsCayo4A7BqpwPq8j3Zq0oW+MM6r9356y0QavExqSAbhzu

qqLunwb1xkzP473jvK0z7hODEz27ngrHUN/0Dm7z9fPfnbdV9zxPdGCUe6Bx1GDmy
Z/Cw/GchB89fcmgMh22FM6aayOkufnKyFVuYh8gMJARTVhIS/pxXJzDA1K+pQ7R6
mTyI3nsQgems6I/miNg8003+Px100ej5btH1inCnakhbe83Ty6MWANOavEGIXqrrD
C3UeLqvABvHdQp3m2BfwbGjxVK2PXpbjVxalL1lyQyeDrtTamyIE6Y2YApeWH28XTG
DQj 1YhKty9h0dAahmDLRIm1BITGCArMwggKvAgEBMIGiMIGIMQswCQYDVQQGEwWIV
UzELMAKGA1UECAWCQOEXETAPBgNVBAcMCGNhbXB 1ZWxsMRIWEAYDVQQKDAlvcGVu
c3NsQOEXEDAOBgNVBAsMB1V0aW1hY28xEDAOBgNVBAMMB1VOaW1hY28xIjAgBgkq
hk 1G9wOBCQEWE3N1cHBvcnRAdXRpbWF jby5jb20CFHMfgmGn xHs AFUETpGwOHVZM
uH6SMAsGCWCGSAF1AwWQCAaCB5DAYBgkghk 1G9wOBCQMxCwYJIKoZIhvcNAQcBMBWG
CSqGSIb3DQEIBTEPFwOYMjA4MTY xNjMwNDVaMC8GCSqGSIb3DQEIBDE iBCA+e308
Ewlpnw60Kn0g5ThFBVYxXAYx0sfldfTmSPIPySjB5Bgkghk 1G9wOBCQ8xbDBgMAsSG
CWCGSAF1AwWQBKjALBglghkgBZQMEARYwCwYJYIZIAWUDBAECMA0GCCqGSIb3DQMH
MA4GCCqGSIb3DQMCAgIAgGDANBggghk 1G9wODAgIBQDAHBgUrDgMCBzANBggghkiG
9wODAgIBKDANBgkghk 1GO9wOBAQEFAASCAQAV1eqOR9qv4CXr9a9nUwueBv/txjvn
jkzm+sPErMeQ2MKRIIWLQxWD2N3+hG4B4zMd804WVT7SA2rhNiMzLZoXQ5zudKqq
wuLKZC1nBuER8n4aoQmAwnFbPqtxICSBMPUAWT 1+wEeXRehOW4qnt6228p8j fR2+
fMzUEO igheORpe0Z38EUD25s0Rg0+dY 1Cj jZod9S520UR/FBuXvbSU/QstrnxCXNY
GVSX6T1cHoDUXR/3sq/op+4fHGDd4SQIUj+HGFZyKmCwWj ewbcAuHvx2uNQBLQEC
exLW5PkbF1Gj jTQzSpcsCDdQprUCTXcywR/aH4CrbS1NoCiD1MOGO2yg

11E44D2386E7765BDOB12FFAA5A13161 -~

root@penssl-ubuntu:~/Test# I

Figure 10: Content of signed message file
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7. Encrypt the signed message file

»_ Console

# openssl cms -engine pkcs11 -encrypt -in signedRSAmessage.txt-out
encryptedRSAsignedmessage.txt TestRSA.cert

root@penssl-ubuntu:~/Test# cat encryptedRSAsignedmessage.txt

MIME-Version: 1.0

Content-Disposition: attachment; filename="smime.p7m"

Content-Type: application/pkcs7-mime; smime-type=enveloped-data; name="smime.p7m"
Content-Transfer-Encoding: base64

MIIJBAYJKoZIhvcNAQcDoIII9TCCCPECAQIxggEhoYIBHQIBA6BRoUBWCQYHKoZI
zjOCAQNCAARkJarYHMQ+u3tHDjSKs1B5/ fKcj/I+M0zsKanaRoBfb/GspgkP7mrd
HA30SDcDEK5Q0wieb1LSrLUfM2M3+0L/MBwWGCSUBBRCGSD8AAjAPBgsghk 1G9wOB
CRADBgUAMIGMMIGjMHcwXzELMAKGA1UEBhMCSU4xCzAJBgNVBAgMAK1IMQOWCWYD
VQQHDARQdW5TMRAWDgYDVQQKDAd1dG1tYWNVMRAWDgYDVQQLDAd1dG1tYWNVMRAW
DgYDVQQDDAdvcGVuc3NsAhRWpoSUs3nnfx8pbhoQB46XEQCKUQQoIx0tmYYQqWVu
qaleraMhZbRf1hC3m12ywr2aTITAfL2+NcCqD+4XqjCCB8UGCSqGSIb3DQEHATAU
Bggghk 1G9wODBwWQI9QGHas61VXuAggeg3wl+bGljYzHO33Y8bgAXpOmxOTD6BNQ+
341nId6mVmFPbGBIS 115L4KEwv0I3V1pXrr+/FRLa1WEXCXPhFzFtsZVGv9DQnmK
gGPIYGULF6pU9+V93TboV191hn imPCiczb9ehCEybMg+gMwKJ 1Q143B1SSINVOQQ
/M9tMoe fAdnx5wVwg3XUvzrP9YIsujmdc733/817HtvHz3QIiTf/sUX1nOwtF/gt
XZKx5HdKHcMyxv8ToS fa8No6 ioKFcewl/yzdc6mTz/+vnc2wSThQIVucrVOCyrmwW
Lzk4Q8kAbo+n2xdcSd3vL16yt10D1TXLWOWAG5Ec7C4bhp2d9Aq/ lySbfDt3Tvuk
60uegul/dqjvB4da+EkI88e1RrXkgkWi1FHOO0uQ+nb1Wg8M7/skcgVLQUobTzYx
zH0Je5hcUbHTE/0/C5D6FJavihgeZ2TrFEsctobMdImRO2kf54B8G2WXxTUb3efg
9Tfx3UXPSMtHeZEKWOt1cmLIHVOGO7XrK27311asFTIBBfj5A7roauyoqWjYojtS
1d6syYPYMn6g/KMIxgpxZn6orzsV2fI06NXUgfaZL9goxRaurQk3vDhIb9pBp2Mo
EpRuXHMODHJuvZEX2VvDkAf6a0Y38uE5L+Ti+ETHPRUckvWbme1fToV8tuW/PENY

Figure 11: Content of encrypted signed message file

8. Decrypt the encrypted signed message file

»_ Console

# openssl cms -engine pkcs11 -decrypt -in encryptedRSAsignedmessage.txt - inkey
"pkcs11:token=0pensslSlot;object=TestRSAKey" -keyform engine -out
decryptedRSAsignedmessage. txt

Here, OpensslSlot is the token label and TestRSAKey is the key on the HSM. Provide Cryptouser
PIN when prompted.
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root@penssl-ubuntu:~/Test# cat decryptedRSAsignedmessaée.txt

IME-Version: 1.0

ontent-Type: multipart/signed; protocol="application/pkcs7-signature”; micalg="sha-256"; boundary="----11E44D2386E7765BDOB12F
FAA5A13161"

his is an S/MIME signed message

--11E44D2386E7765BDOB12FFAAS5A13161
ELCOME to Utimaco

11E44D2386E7765BDOB12FFAAS5A13161
ontent-Type: application/pkcs7-signature; name="smime.p7s"
ontent-Transfer-Encoding: base64
ontent-Disposition: attachment; filename="smime.p7s"

IIG5gYJKoZIhvcNAQcCoIIG1zCCBtMCAQEXDTALBglghkgBZQMEAGEWCWYJKoZI
vcNAQcBoIID+TCCA/UwggLdoAMCAQICFHMfgmGnxHsAFUETpGwOHVZMuH6SMAOG
SqGSIb3DQEBCWUAMIGIMQswCQYDVQQGEwIVUZELMAKGA1UECAWCQOEXETAPBgNV
BACMCGNhbXB1ZWxsMRIWEAYDVQQKDAlvcGVuc3NsQOEXEDAOBgNVBAsMB1VOaW1h
28xEDAOBgNVBAMMB1V0OaW1hY28xIjAgBgkghk 1GO9wOBCQEWE3N1cHBvcnRAdXRp
bWF jby5jb20wHhcNMj IwODE2MTYyNjQ2WhcNMjMwODE2MTYyNj Q2Wj CBiTELMAKG
A1UEBhMCVVMxCzAJBgNVBAgMAKNBMREWDWYDVQQHDAh j YW1wYmVsbDESMBAGA1UE
gwJb3B1bnNzbENBMRAWDgYDVQQLDAdVAG1tYWNVMRAWDgYDVQQDDAAVAGLtYWNv
SIWIAYJKoZIhvcNAQkBFhNzdXBwb3J0QHVOaW1hY28uY29tMIIBI jANBgkghkiG
oWOBAQEFAAOCAQB8AMIIBCgKCAQEA1a5UewiqQeXPZastT4kKpY3AUAkdz 1Pr5+mU
1jTKihsJFRXKq4gfGejvAIGneVj+L1b0oGeudHnIjZsEWKC3GnILWFduEaoOPfp

Figure 12: Content of decrypted signed message file

9. Verify the decrypted signed message file

»_ Console

# openssl cms -engine pkcs11 -verify -in decryptedRSAsignedmessage.txt - CAfile
TestRSA.cert -out originalmessage.txt TestRSA.cert

root@penssl-ubuntu:~/Test# openssl cms -engine pkcsll -verify -in decryptedRSAsignedmessage.txt -CAfile TestRSA.cert -out ori
ginalmessage.txt TestRSA.cert

engine "pkcsll" set.

Verification successful

root@penssl-ubuntu:~/Test# l

Figure 13: Output of openssl verification command

root@penssl-ubuntu:~/Test# cat originalmessage.txt
WELCOME to Utimaco
root@penssl-ubuntu:~/Test# I

Figure 14: Content of original message file

4.4.3.2 Testing with ECDSA Key

1. Generate the ECDSA key using p11tool2

»_ Console
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# p11tool2 slot=2 LoginUser=123456 PubKeyAttr=CKA_LABEL="TestECDSAKey"
PrvKeyAttr=CKA_LABEL="TestECDSAKey",6 CKA_DERIVE=CK_TRUE GenerateKeyPair=ECC

Once key generation is complete then add CKA_ID for both public and private ECDSA keys using
PKCS11# CryptoServer Administration tool. Also, make sure to set CKA_DERIVE=CK_TRUE in
above command.

2. Verify that the keys are generated onto the HSM using the following command

»_ Console

# p11tool2 slot=<Slot_No.> LoginUser=<CryptoUser_PIN> ListObjects

Example

»_ Console

# p11tool2 slot=2 LoginUser=123456 ListObjects
CKO_PUBLIC_KEY:

+ 1.1

CKA_KEY_TYPE = CKK_ECDSA

CKA_LABEL = TestECDSAKey

CKA_ID = 0x56 (V)

CKO_PRIVATE_KEY:

+ 2.1

CKA_KEY_TYPE = CKK_ECDSA
CKA_SENSITIVE = CK_TRUE
CKA_EXTRACTABLE = CK_FALSE

CKA_LABEL = TestECDSAKey
CKA_ID = 0x56 (V)

3. Generate a certificate request
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»_ Console

# openssl req -engine pkcs11 -new -key
"pkcs11:token=0pensslSlot;object=TestECDSAKey" -keyform engine -out
TestECDSACSR.csr

root@penssl-ubuntu:~/test# openssl req -engine pkcsll -new -key "pkcsll:token=0pensslSlot;object=TestECDSAKey" -keyform engin
e -out TestECDSACSR.csr

engine "pkcsll" set.

Enter PKCS#11 token PIN for OpensslSlot:

You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:US

State or Province Name (full name) [Some-State]:CA

Locality Name (eg, city) []:cambpell

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Utimaco
Organizational Unit Name (eg, section) []:Utimaco

Common Name (e.g. server FQDN or YOUR name) []:openssl

Email Address []:support@utimaco.com

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:

An optional company name []:
root@penssl-ubuntu:~/test# l

root@penssl-ubuntu:~/test# cat TestECDSACSR.csr

BEGIN CERTIFICATE REQUEST
MIIBQjCB6gIBADCBhzELMAKGA1UEBhMCVVMxCzAJBgNVBAgMAKNBMREWDWYDVQQH
DAhjYW11cGVsbDEQMA4GA1UECgwHVXRpbWF jbzEQMA4GA1UECwwHVXRpbWF jbzEQ
MA4GA1UEAwwHb3B1bnNzbDE iMCAGCSqGSIb3DQEJARYTc3VwcGIydEB1dGLtYWNV
LmNvbTBZMBMGBYqGSM49AgEGCCqGSM49AWEHAOIABMWwkkzXkrpG66ZRCYVigX91
tZtuRd1ANIaMt fhjHTKFFKt96sLYcCIdFeVAbWEUF7sKV2MO9Ez+mlxwLYqsHzeg
ADAKBggghkj OPQQDAgNHADBEA 1A3guB iT4Rkx3poEF41SMTXtEdhSdaYzGmF i(WSB
WLsOPwIgJ62vX0IaS0oQC8pWWR]j7hv2T4QK+je7TokjsGgo31Ms=

END CERTIFICATE REQUEST
root@penssl-ubuntu:~/test# I

Figure 15: Certificate request command output and the Content of certificate request file

Here, OpensslSlot is the token label and TestECDSAKey is the key on the HSM. Provide
Cryptouser PIN when prompted.

4. Create a self-signed certificate based on the generated key

>_ Console

# openssl req -engine pkcs11 -new -x509 -days 365 -key
"pkcs11:token=0pensslSlot;object=TestECDSAKey" -keyform engine -out
TestECDSA.cert
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Here, OpensslSlot is the token label and TestECDSAKey is the key on the HSM. Provide
Cryptouser PIN when prompted.

root@penssl-ubuntu:~/test# openssl req -engine pkcsll -new -x509 -days 365 -key "pkcsll:token=0OpensslSlot;object=TestECDSAKey
" -keyform engine -out TestECDSA.cert

engine "pkcsl11l" set.

Enter PKCS#11 token PIN for OpensslSlot:

You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank

Country Name (2 letter code) [AU]:US

State or Province Name (full name) [Some-State]:CA

Locality Name (eg, city) []:Cambpell

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Utimaco
Organizational Unit Name (eg, section) []:Utimaco

Common Name (e.g. server FQDN or YOUR name) []:openssl123

Email Address []:support@utinaco.com

root@penssl-ubuntu:~/test# cat TestECDSA.cert

BEGIN CERTIFICATE
MIICbDCCAhGgAWIBAQIUE21gZ0s4DOmK/LU1dWky7cNgJ18wCgYIKoZIzjOEAwWIw
gYoxCzAJBgNVBAYTALVTMQswCQYDVQQIDAIDQTERMA8GA1UEBwWWIQ2FtYnBlbGwx
EDAOBgNVBAoMB1V0OaW1hY28xEDAOBgNVBAsMB1V0aW1hY28xEzARBgNVBAMMCmOw
ZW5zc2wxMjMxIjAgBgkghk 1GO9wOBCQEWE3N1cHBvcnRAdXRpbmF jby5jb20wHhcN
Mj IwODIOMTExOTQyWhcNMjMwODIOMTEXOTQyWjCB1jELMAKGA1UEBhMCVVMXCzAJ
BgNVBAgMAKNBMREwDwYDVQQHDAhDYW11cGVsbDEQMA4GA1UECgwHVXRpbWF jbzEQ
MA4GA1UECwwHVXRpbWF jbzETMBEGA 1UEAwwKb3B1lbnNzbDEyMzE iMCAGCSQGSIb3
DQEJARYTc3VwcG9ydEB1dGluYWNvLmNvbTBZMBMGBYqGSM49AgEGCCqGSMA9AWEH
AOIABMWwkkzXkrpG66ZRCYVigX9ItZtuRd1ANIaMtfhjHTKFFKt96sLYcCIdFeVA
bW6UF7sKV2MO9Ez+m1xwLYqsHzejUzBRMBOGA1UdDgQWBBRbge fwzvm857 //7Sya
Z0S4twsg6zATBgNVHSMEGDAWgBRbge fwzvm857 //7SyaZoS4twsg6zAPBgNVHRMB
Af8EBTADAQH/MA0GCCqGSM49BAMCAOKAMEYCIQCCFZIsRAsv1U03QWihv+A8/mzM
bHH1kRD97yU6B1KIBAIhAOGK17WaqthbCsPI2xnPFHh4TBrlIRPwNYJgBitfGi6zn

END CERTIFICATE
root@penssl-ubuntu:~/test# l

Figure 16: Self signed certificate generation output and content of certificate file

5. Create a sample text file and write any content inside it

»_ Console

# touch message.txt

root@penssl-ubuntu:~/test# cat message.txt
WELCOME to Utimaco Security World

root@penssl-ubuntu:~/test# [j

Figure 17: Content of message file

6. Sign the message file
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»_ Console

# openssl cms -engine pkcs11 -sign -in message.txt -signer TestECDSA.cert-inkey
"pkcs11:token=0pensslSlot;object=TestECDSAKey" -keyform engine -out
signedECDSAmessage.txt

Here, OpensslSlot is the token label and TestECDSAKey is the key on the HSM. Provide
Cryptouser PIN when prompted.

Content-Type: multipart/signed; protocol="application/pkcs7-signature”; micalg="sha-256"; boundary=" DAC114
This is an S/MIME signed message

DAC11427EESFAA7D1A2FBAABB7C16B21
WELCOME to Utimaco Security World

DAC11427EE8FAA7D1A2FBAABB7C16B21
Content-Type: application/pkcs7-signature; name="smime.p7s"
Content-Transfer-Encoding: base64
Content-Disposition: attachment; filename="smime.p7s"

MIIEnwYJKoZIhvcNAQcCoIIEKDCCBIWCAQEXDTALBglghkgBZQMEAgEWCWYJK0ZI
hvcNAQcBoIICcDCCAmwwggIROAMCAQICFBNpYGTrOAzp ivy1InVpMu3DYCdfMAoG
CCqGSM49BAMCMIGKMQswCQYDVQQGEwJIVUzELMAKGA1UECAwWCQOEXETAPBgNVBACM
CENhbWJwZWxsMRAwDgYDVQQKDAdVdG1tYWNvVMRAwWDgYDVQQLDAdVAGLt YWNVMRMw
EQYDVQQDDApvcGVuc3NsMTIzMSIwWIAYJKoZIhvcNAQkBFhNzdXBwb3J0QHVOaW5h
Y28uY29tMB4XDTIyMDgyNDEXMTKOMLoXDTIzMDgyNDEXMTkOM1lowgYoxCzAJBgNV
BAYTALVTMQswCQYDVQQIDAJDQTERMA8GA1UEBwwIQ2FtYnB1bGwxEDAOBgNVBAOM
B1V0aW1hY28xEDAOBgNVBAsMB1VOaW1hY28xEzARBgNVBAMMCmOwWZW5zc2wxMjMx
IjAgBgkghki1G9wOBCQEWE3N1cHBvcnRAAXRpbmFjby5jb20wWTATBgcghkjOPQIB
BggghkjOPQMBBWNCAATFsJIM15K6RuumUQmFYoF /SLWbbkXYgDSGj LX4Yx0yhRSr
ferC2HA1HRX1QG1ulBe7C1djDvRM/ptccC2KrB8301MwUTAdBgNVHQ4E FgQUW4HN
8M75v0e //+0smmaEulLcLIOswHwYDVROjBBgwFoAUW4HN8M75v0e //+0smmaEulcL
I0swDwYDVROTAQH/BAUwWAWEB/zAKBggqhkjOPQQDAgNJADBGA1EAghWSLEQLL41D
tOFoob/gPP5szGxx9ZEQ/e810gZS1QQCIQDh ipelimqrYWwrDyNsZzxR4eEwa5UT8
DWCYAY rXxous5zGCATUwggHXAgEBMIGjMIGKMQswCQYDVQQGEwI VUZELMAKGALUE
CAwCQOEXETAPBgNVBACMCENhbWJIwZWxsMRAwDgYDVQQKDAdVdGLtYWNVMRAwWDgYD
VQQLDAdVdAG1tYWNvMRMwEQYDVQQDDApvCGVuc3NsMTIzZMSIWIAYJKoZIhvcNAQkB
FhNzdXBwb3J0QHVOaW5hY28uY29tAhQTaWBk6zgM6Yr8tSJ1aTLtw2AnXzALBglg
hkgBZQMEAgGggeQwGAYJKoZIhvcNAQkDMQs GCSqGSIb3DQEHATAcBgkghki1G9wOB
CQUXDxcNM3jIwODIOMTEyODESW] AvBgkghki1G9wOBCQQxIgQgvnp814v3cFY9jDgI
3MrXhTcgtng9AcyKanX0FZ0TqfsweQYJKoZIhvcNAQkPMWwwajALBglghkgBZQME
ASo! YJYIZIAWUDBAEWMAs GCWCGSAF1AwQBAjAKBggghkiG9wODBzAOBggghkiG
9wODAgICATAwWDQYIKoZIhvcNAwWICAUAwBwYFKw4DAgcwDQYIKoZIhvcNAWICASgw
CgYIKoZIzjOEAWIERjBEA1Axbr9w/ztS1/xHRybtDzuXcXViYLbq2ZIYuAMyLcOV
RAIgeIWXWbuUNjEV3UzkJwzINuhFso8yTFFjVUQwfy®/d7Q=

DAC11427EE8FAA7D1A2FBAABB7C16B21 —

root@penssl-ubuntu:~/test# I

Figure 18: Content of signed message file

7. Encrypt the signed message file

>_ Console

# openssl cms -engine pkcs11 -encrypt -in signedECDSAmessage.txt -out
encryptedECDSAsignedmessage.txt TestECDSA.cert
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root@penssl-ubuntu:~/test# cat encryptedECDSAsignedmessage.txt

MIME-Version: 1.0

Content-Disposition: attachment; filename="smime.p7m"

Content-Type: application/pkcs7-mime; smime-type=enveloped-data; name="smime.p7m"
Content-Transfer-Encoding: base64

MITJ+QYJKoZIhvcNAQcDoITJ6jCCCeYCAQIxggFOoYIBSgIBA6BRoUBWCQYHKOZI
Zz3jOCAQNCAAQxVvxgIy9UOKZHwWNca6JcDVmbroWjhvKveiSidriaFK1aQm0S6ro2T
QymxTHHnhcEwYZXHFuu8uw //BIWYEUERMBWGCSuUBBRCGSD8AA]j APBgs ghk 1G9w0B
CRADBgUAMIHTMIHQMIGjMIGKMQswCQYDVQQGEwJIVUzELMAKGALUECAWCQOEXETAP
BgNVBACMCENhbWJwZWxsMRAwDgYDVQQKDAdVdGLtYWNvMRAwDgYDVQQLDAdVdGLt
YWNvMRMwEQYDVQQDDApvcGVuc3NsMTIzMSIwIAYJKoZIhvcNAQkBFhNzdXBwb3J0
QHVOaW5hY28uY29tAhQTaWBk6zgM6Yr8tSJlaTLtw2AnXwQo2v920kSM+2Lhh70y
gUrkK7HF3QQ10cS1jjoB3+MY2KDj f+t9Ld0avHDCCCIOGCSqGSIb3DQEHATAUBggq
hk1G9wODBwQISG3Kudh 1+K1AgghovlnAZOT+Mh1drQxLhCFyAygkoPdhJ+5H+0Rw
uG8v94La0tVdZMqCbxAs tkY127CKHr VuGyNEAtFz0jXhwnjhuJQwy7vKf4N66djP
cqLxA4ED1b1KaasvuRenOm6DZWET f fxkdkuaCfMnELXbwXyh7TcmKjEBoqUdWkAX
G2sM4F1M41X3suoA5vyb71n8a3UhgaK4+07Sx6QtT1Pvno®AKr2j0585Tr1+mumv
IEbC1ZcfsaTWC82LRzcshFkoLnoEIOtBpGb+9Yry/RAB3mpIVvCPy6XB34Te/KIZ
7mBNV4GrDDwj Q5+CEkzK0zKh 108donIbgBCJQz1fz85Dce/MrOPaLbE6UUVML4h4
Atss800n+b3MoLODpGO66VWowfIpyM/pqfU/14MtDVNWbhKAYSrTGWdp7Iju®zG8
TCyjIrUFHgI/5HF2bz160vuvn4HLqZPAMN5A1ZBB6Fxz/77Ne1ECG1L801j 7uIH9
hBpsg9H+HyunLNr FCfPMIP+KcdMNnoS1YAHeDyfJdv1T1DUxz1inla3CxrtexF4w
aizJE1g2ZNqrVv99tmUongnOvIPGrkwG1YvIZY9zS060u/Vmj 18SY3ASON]j rHMb6t
8J1/I1dPZIGFwiyrkH1SDmbt81FgTnDyn+f5HHN+uFYxXALYRKT3HcvwjXRU69t 723t
ULTmFdfZSVUtXatmXQGwqqBKg83jzA9xCmCTCo5+fdZHKFwHANBgL 1YmmLnj16Q/n
g4z feCf/CSPqsMhyyYEXD1DAKWeI9WD17LJIcrLIu3CpCis15TV4mGogCw2budhz
OmAv/PkjH71AJ32EThIyL5D17mNrxFcla572uE/fmGEaBZ6bB1A0J+U6Y41gubMj
S1YrWe6onC9aHKM6U9DE4DyIoHTXm4YRCc40IQKgE38pBAs069kKSMoahxRNZhS7
Imjs85/3VIPJzpPg+Ko7JaMNnOADJoRN9h7808Fz9ApqE jAVmI4hokFfCWwDho/b
TaYVvPzf7TfelJhsqV4gaclcM7Axtd/Djp2gi01Gyc2EY3R00qgRtmSxruOmMfgk
Spmn0OH6/In71X470P8 1DBWDWFYQfpbBUTj@oh+CzWX7NVMXmgq5SNF j AWxpHx22m2
tVLz5DWhnig+I17/Ex7ze6DjmvD18fyUUt4gWh3uell 9ai0cX1/0FjaVVyatQtfg
DeXDZI7755yA2TSPZ425vUWwZhMNmfRMLpkzcZGIBr1zThZarrBPUY1Z5G97AthL
1DhAWINI+iLMa+a9iEfltcJiHLQvoedgl44Du+8De059s13YQgqVimdrq7iScIWE
Rb1SdnI+PL535bGwh8u4J1/9milhRX/C6VLQMIXI4RmpmDcZXe9t10a8u20TOc13
+cQRdkpjSend5up800c/oksae4EzKOTNHL3dXIPPJ6J1JY7Zbz fvE9lmymqcj3ia
Y8+wJHWTEtAqI iotuQAOTexLYCubUfpyhf10JaD5AgC+RMHYGH1Y 1P j pXxmE t+RZ
duURXObQiCT5NrWxtQt7TEC+OL6IQbndKI7wGswRn5kKMror650bo0Xke/gCUdpY
JZNIMxYfaGR6TXYG2cm71hm0ieXpTYn/3aeUCXROA10oKDgehMDFq2DAEHZPMpO8b
mprZaxzjXpyVfBzE3gJo5y80c18pNI6p5e64016CBPTFYYkP4trUbWZWOBQJIS4 iR

Figure 19: Content of encrypted signed message file

8. Decrypt the encrypted signed message file

»_ Console

# openssl cms -engine pkcs11 -decrypt -in encryptedECDSAsignedmessage.txt -inkey
"pkcs11:token=0pensslSlot;object=TestECDSAKey" -keyform engine -out
decryptedECDSAsignedmessage.txt

Here, OpensslSlot is the token label and TestECDSAKey is the key on the HSM. Provide
Cryptouser PIN when prompted.
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root@penssl-ubuntu:~/test# cat decryptedECDSAsignedmessage.txt
MIME-Version: 1.0
Content-Type: multipart/signed; protocol="application/pkcs7-signature"; micalg="sha-256"; boundary

This is an S/MIME signed message

F962038211F1EA542BCFOECC3CEC6BCS
WELCOME to Utimaco Security World

F962038211F1EA542BCFOECC3CEC6BCS
Content-Type: application/pkcs7-signature; name="smime.p7s"
Content-Transfer-Encoding: base64
Content-Disposition: attachment; filename="smime.p7s"

MIIEVwYJKoZIhvcNAQcCoIIESDCCBEQCAQEXDTALBglghkgBZQMEAQEWCWYJKoZI
hvcNAQcBoIICPzCCAjswggHhoAMCAQICFC515AfQ3s kPsXQmAGNgqnQzzcRTMAOG
CCqGSM49BAMCMHMxCzAJBgNVBAYTAmLuMQswCQYDVQQIDAJ taDENMAs GA1UEBwwE
cHVUZTERMA8BGA1UECgwIdXRpZW1hY28xEDAOBgNVBAsSMB3VOaW1hY28xEDAOBgNV
BAMMB29wZW5z c2wxETAPBgkghk 1G9wOBCQEWAMRGMB4XDTIyMDgyNDEXNDIzMFoX
DTIzMDgyNDEXNDIzMFowczELMAKGA1UEBhMCaW4xCzAJBgNVBAgMAm10MQOwWCwWYD
VQQHDARwAW5 LMREwDwYDVQQKDAh 1dG11bWF j bzEQMA4GA1UE CwwHAXRpbWFjbzEQ
MA4GA1UEAwwHb3B1bnNzbDERMABGCSqGSIb3DQE JARYCZGowWTATBgcghkjOPQIB
Bggghkj OPQMBBWNCAAR1dS01A7ZIQWROVGOU2p3DWVWFYEWCIzy11rcuid4FNUIqt
JeRme5v/thhd501aZt14EG3I+jV53n35G143m91001MwUTAdBgNVHQ4E FgQUYWnF
8W2s0+Z02X1QWI7Z1UvIOVQwHWYDVRO]jBBgwFoAUYWNn F8W2s0+Z02X1QWI7Z1Uv]
0VQwDwYDVROTAQH/BAUWAWEB/zAKBggghkj OPQQDAgNIADBFA1ASE tKAMr4FbQ6w
XSVUauqWCdwKKkh8a19QWBCnOakRaQIhAPtYOv/z1LHEHRA8E ie+VIpI4FpncvdV
rjcg JB4ubMYIB3jCCAdoCAQEwgYswczELMAKGALUEBhMCaW4xCzAJBgNVBAgM
Am10MQOwCwYDVQQHDARwAW5LMREWDwYDVQQKDAh 1dG11bWF jbzEQMA4GA1UE CwwH
dXRpbWFjbzEQMA4GA1UEAwwHD3B1bnNzbDERMABGCSqGSIb3DQEJARYCZGoCFC51
5ATQ3skPsXQmAGNgqnQzzcRfMAs GCWCGSAF1AwQCAaCB5DAYBgkghk1G9wOBCQMx
CwYJKoZIhvcNAQcBMBWGCSqGSIb3DQEJIBTEPFwOyMjA4MjQxMTQONDFaMC8GCSqG
SIb3DQEJBDE iBCC+enyXi/dwVj2MOAjcyteFNyC2eD0BzIpqdc4Vk50p+zB5Bgkq
hk1G9w0BCQ8xbDBqMAs GCWCGSAF1AwQBKjALBglghkgBZQMEARYwCwYJYIZIAWUD
BAECMA0GCCqGSIb3DQMHMA4GCCqGSIb3DQMCAgIAgDANBggghk1G9wODAgIBQDAH
BgUrDgMCBzANBggghk 1G9wODAgIBKDAKBggqghkjOPQQDAgRHMEUCIBUYdyRw1092
YWDtDjQitSOKk7r1J5fFF+4+1CAD14HVBA1EAwWS rZMNu8njC1iwey1PQGZDJ9dhbGn
CVzWKO6Rwivu7aY=

F962038211F1EA542BCFOECC3CEC6BCS —

Figure 20: Content of decrypted signed message file

9. Verify the decrypted signed message file

»_ Console

# openssl cms -engine pkcs11 -verify -in decryptedECDSAsignedmessage.txt -
CAfile TestECDSA.cert -out originalmessage.txt TestECDSA.cert

root@penssl-ubuntu:~/test# openssl cms -engine pkcsll - 1fy -1n decryptedECDSAs ignedmessage.txt -CAfile TestECDSA.cert -out originalmessage.txt Test
ECDSA.cert

engine "pkcsi1" set
Verification su 3

Figure 21: Output of openssl verify command

10. Open the content of originalmessage.txt and verify it is the same as original content.

root@penssl-ubuntu:~/test# cat originalmessage.txt
WELCOME to Utimaco Security World

root@penssl-ubuntu:~/test# I

Figure 22: Content of original message file
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4.4.4 Creating a local CA (Certificate Authority) and performing Cryptographic
operation with OpenSSL

1. Open the /< OPENSSLDIR>/openssl.cnf file in the text editor and edit the [CA_default]
section to following:

»_ Console

dir = /localCA new_certs_dir = $dir/certs

NOTE: You can change dir to the directory of your choice, but make sure to use correct path
in the subsequent steps. Here we have created directory /localCA under root directory and
new_certs_dir= Sdir/newcerts

2. Create the directory /localCA/newcerts

»_ Console

# mkdir /localCA/newcerts

3. Create the text files /localCA/index.txt and /localCA/serial

»_ Console

# touch /localCA/index.txt # touch /localCA/serial

4. Open the /localCA/serial file and write 01 in it and click enter. Save the file

5. Create a key pair by using pkcs11tool2 for root CA
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For RSA

»_ Console

# p11tool2 slot=0 LoginUser=123456 PubKeyAttr=CKA_LABEL="CAKey"
PrvKeyAttr=CKA_LABEL="CAKey" GenerateKeyPair=RSA

This generates RSA 2048 CA private and public keys on the HSM
For ECDSA

To generate ECDSA CA keys on the HSM

»_ Console

# p11tool2 slot=0 LoginUser=123456 PubKeyAttr=CKA_LABEL="CAKey"
PrvKeyAttr=CKA_LABEL="CAKey" GenerateKeyPair=ECC

Once key generation is completed then add CKA_ID for both public and private ECDSA keys using
PKCS11# CryptoServer Administration tool.

6. Verify that the keys are generated onto the HSM using following command:

»_ Console

# p11tool2 Slot=<Slot_No.> LoginUser=<Cryptouser_PIN> ListObjects

For RSA
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[root@openssl-ubuntu ~]# plitool2 Slot=0 LoginUser=123456 ListObjects

CKO_PUBLIC_KEY:

+ 1.1
CKA_KEY_TYPE
CKA_LABEL
CKA_ID

CKK_RSA
CAKey

CKO_PRIVATE_KEY:

+ 2.1
CKA_KEY_TYPE
CKA_SENSITIVE
CKA_EXTRACTABLE
CKA_LABEL
CKA_ID

CKK_RSA
CK_TRUE
CK_FALSE
CAKey

[root@openssl-ubuntu ~]# [
Figure 23: CA RSA Key list

For ECDSA:

[root@openssl-ubuntu ~]# plitool2 Slot=0 LoginUser=123456 ListObjects

CKO_PUBLIC_KEY:

+ 1.1
CKA_KEY_TYPE CKK_ECDSA
CKA_LABEL CAKey
CKA_ID 0x45 (E)

CKO_PRIVATE_KEY:

+ 2.1
CKA_KEY_TYPE
CKA_SENSITIVE
CKA_EXTRACTABLE
CKA_LABEL
CKA_ID
[root@openssl-ubuntu ~]#
[root@openssl-ubuntu ~J# [J

CKK_ECDSA
CK_TRUE
CK_FALSE
CAKey
0x45 (E)

Figure 24: CA ECDSA Key list

7. Create the CA certificate based on the generated key that is used for signing other
certificates by running below command:
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»_ Console

# openssl req -engine pkcs11 -new -x509 -days 365 -key
"pkcs11:token=0pensslSlot;object=CAKey" -keyform engine -out
/localCA/newcerts/ca.cer

[root@openssl-ubuntu ~J]# openssl req -engine pkcsil -ne 509 -days key "pkcs1l:token=OpensslSlot;object=CAKey" -keyform engine -out /localCA/newc
erts/ca.cer
engine "pkcsil" set.
Enter PKCS#11 token PIN for OpensslSlot:
You are about to be asked to enter information that will be incorporated
into your certificate request.
What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank
F some fields there will be a default value,
f you enter '.', the field will be left blank

Country Name (2 letter code) [AU]:US

State or Province Name (full name) [Some-State]:CA

Locality Name (eg, city) []:Citynew

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Utimaco
Organizational Unit Name (eg, section) []:HSM

Common Name (e.g. server FQDN or YOUR name) []:test.utimaco.com
Email Address []:support@utimaco.com

[root@openssl-ubuntu ~J#

Figure 25: CA certificate generation output

Here, CAKey is the Object label for the CA private key on the Utimaco HSM created in Step 5, and
OpensslSlot is token label. Provide Cryptouser PIN when prompted.

4.4.5 Generate Certificate Request for Sender and Receiver

1. Create a directory to generate the certificate request for sender and receiver

»_ Console

# mkdir /localCA/newcerts/sender
# mkdir /localCA/newcerts/receiver

2. Generate a sender key pair using p11tool2

For RSA

»_ Console
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# p11tool2 slot=0 LoginUser=123456 PubKeyAttr=CKA_LABEL="SenderKey"
PrvKeyAttr=CKA_LABEL="SenderKey" GenerateKeyPair=RSA

For ECDSA

»_Console
# p11tool2 slot=0 LoginUser=123456 PubKeyAttr=CKA_LABEL="SenderKey"

PrvKeyAttr=CKA_LABEL="SenderKey" GenerateKeyPair=ECC

Once key generation is completed then add CKA_ID for both public and private ECDSA keys using
PKCS11# CryptoServer Administration tool.

3. Verify that the keys are generated onto the HSM using the following commmand:

For RSA>_ Console

# p11tool2 slot=<Slot_No.> LoginUser=<CryptoUser_PIN> ListObjects
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[root@openssl-ubuntu ~]# plltool2 Slot=0 LoginUser=123456 L1istObjects

CKO_PUBLIC_KEY:

+ 1.1
CKA_KEY_TYPE
CKA_LABEL
CKA_ID

CKK_ECDSA
SenderKey

1.2
CKA_KEY_TYPE
CKA_LABEL
CKA_ID

CKK_ECDSA
CAKey
0x45 (E)

CKO_PRIVATE_KEY:

+ 2.1
CKA_KEY_TYPE
CKA_SENSITIVE
CKA_EXTRACTABLE
CKA_LABEL
CKA_ID

CKK_ECDSA
CK_TRUE
CK_FALSE
SenderKey

2.2
CKA_KEY_TYPE
CKA_SENSITIVE
CKA_EXTRACTABLE
CKA_LABEL
CKA_ID

CKK_ECDSA
CK_TRUE
CK_FALSE
CAKey
0x45 (E)

Figure 26: Sender RSA Key list

For ECDSA
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[root@openssl-ubuntu ~]# plltool2 Slot=0 LoginUser=123456 ListObjects

CKO_PUBLIC_KEY:

+ 1.1
CKA_KEY_TYPE
CKA_LABEL
CKA_ID

CKK_ECDSA
SenderKey
0x46 (F)

+ 1.2
CKA_KEY_TYPE
CKA_LABEL
CKA_ID

CKK_ECDSA
CAKey
0x45 (E)

CKO_PRIVATE_KEY:

+ 2.1
CKA_KEY_TYPE
CKA_SENSITIVE
CKA_EXTRACTABLE
CKA_LABEL
CKA_ID

CKK_ECDSA
CK_TRUE
CK_FALSE
SenderKey
0x46 (F)

2.2
CKA_KEY_TYPE
CKA_SENSITIVE
CKA_EXTRACTABLE
CKA_LABEL
CKA_ID

CKK_ECDSA
CK_TRUE
CK_FALSE
CAKey
0x45 (E)

Figure 27: Sender ECDSA Key list

4. Generate a certificate request for sender.

»_ Console

# openssl req -engine pkcs11 -new -key
"pkcs11:token=0OpensslSlot;object=SenderKey" -keyform engine -out /localCA/
newcerts/sender/sender.txt

[root@openssl-ubuntu ~]# openssl req -e e pkcsil -new -key "pkcsil:token=OpensslSlot;object=SenderKey" -keyform engine -out /localCA/newcerts/sender/sender.txt
engine “pkcsii" set.
Enter PKCS#11 token PIN for OpensslSl
You are about to be asked to enter ir on that will be incorporated
into your certificate request.
What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank
some fields there will be a default value,
If you enter '.', the field will be left blank

Country Name (2 letter code) [AU]:IN

State or Province Name (full name) [Some-State]:MH

Locality Name (eg, city) []:Pune

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Utimaco
Organizational Unit Name (eg, section) []:HSM

Common Name (e.g. server FQDN or YOUR name) []:sender.utimaco.com
Email Address [ ]:sender@utimaco.com

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:

An optional company name []:
[root@openssl-ubuntu ~J# i

Figure 28: Sender certificate request generation

Enter the prompted value for "A challenge password" as blank.

Document No.: 1G-2025-0044 Document Version: 1.0.0 Page 38 of 70



@
Integrating OpenSSL on Linux UtlmaCO

Here, OpensslSlot is the token label and SenderKey is the key on the HSM. Provide Cryptouser
PIN when prompted.

5. Sign the certificate request for sender by CA

»_ Console

# openssl ca -engine pkcs11 -policy policy_anything -cert /localCA/newcerts/
ca.cer -in /localCA/newcerts/sender/sender.txt -keyfile
"pkcs11:token=0pensslSlot;object=CAKey" -keyform engine -out/localCA/newcerts/
sender/SenderSignedCertificate.cert

[root@openssl-ubuntu ~J]# openssl ca -engin kcs11l -policy policy_anything -cert /localCA/newcerts/ca.cer -in /localCA/newcerts/sender/sender.txt -keyfi
le "pkcs1l:token=0pensslSlot;object=CAKey" form engine -out /localCA/newcerts/sender/SenderSignedCertificate.cert
engine "pkcs11l" set.
Using configuration from /usr/local/openssl/ssl/openssl.cnf
Enter PKCS#11 token PIN for OpensslSlot:
Check that the request matches the signature
Signature ok
Certificate Details:
Serial Number: 1 (0x1)
Validity
Not Before: Aug 28 20:27:20 2022 GMT
Not After : Aug 28 20:27:20 2023 GMT
Subject:
countryName IN
MH
Pune
Utimaco

stateOrProvinceName

localityName

organizationName

organizationalUnitName HSM

commonName sender.utimaco.com

emailAddress = sender@utimaco.com
X509v3 extensions:

X509v3 Basic Constraints:

CA:FALSE

Netscape Comment:
OpenSSL Generated Certificate
t Key Identifier:

ity Key Identif

Certificate is to be certified until Aug 28 20:27:20 2023 GMT (365 days)
Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commit? [y/nly
Write out database with 1 new entries

Data Base Updated

[root@openssl-ubuntu ~J]# i

Figure 29: Sender certificate request signing by CA
Pressy to sign and y again to commit.

Here, OpensslSlot is the token label and CAKey is the key on the HSM. Provide Cryptouser PIN
when prompted.

6. Generate key pair for receiver using p11tool2

For RSA
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»_ Console

./p11tool2 slot=0 LoginUser=123456 PubKeyAttr=CKA_LABEL="ReceiverKey"
PrvKeyAttr=CKA_LABEL="ReceiverKey" GenerateKeyPair=RSA

For ECDSA

»_ Console

./p11tool2 slot=0 LoginUser=123456 PubKeyAttr=CKA_LABEL="ReceiverKey"
PrvKeyAttr=CKA_LABEL="ReceiverKey",6 CKA_DERIVE=CK_TRUE GenerateKeyPair=ECC

Once key generation is completed then add CKA_ID for both public and private ECDSA keys using
PKCS11# CryptoServer Administration tool.

Also, make sure to set CKA_DERIVE=CK_TRUE in the above command

7. Verify that key pair is generated onto the HSM using the following command:

»_ Console

# p11tool2 slot=<Slot_No.> LoginUser=<CryptoUser_PIN> ListObjects

For RSA
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[root@penssl-ubuntu ~]# plitool2 Slot=0 LoginUser=123456 ListObjects

CKO_PUBLIC_KEY:

+ 1.1
CKA _KEY_TYPE
CKA LABEL
CKA 1D

1.2
CKA_KEY_TYPE
CKA_LABEL
CKA_ID

1.3
CKA_KEY_TYPE
CKA_LABEL
CKA_ID

CKO_PRIVATE_KEY:
+ 2.1

CKA_KEY_ TYPE
CKA_SENSITIVE

CKA_EXTRACTABLE

CKA_LABEL
CKA_ID

2.2
CKA_KEY_TYPE
CKA_SENSITIVE

CKA_EXTRACTABLE

CKA_LABEL
CKA_ID

2.3
CKA_KEY_TYPE
CKA_SENSITIVE

CKA_EXTRACTABLE

CKA_LABEL
CKA_ID

Figure 30: Receiver RSA Key list

For ECDSA

Document No.: 1G-2025-0044

CKK_RSA

ReceiverKey

CKK_ECDSA
SenderKey
0x46 (F)

CKK_ECDSA
CAKey
Ox45 (E)

CKK_ECDSA
CK_TRUE
CK_FALSE
SenderKey
0x46 (F)

CKK_ECDSA
CK_TRUE
CK_FALSE
CAKey
0x45 (E)

CKK_RSA
CK_TRUE
CK_FALSE

ReceilverKey
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[root@openssl-ubuntu ~J# plitool2 Slot=0 LoginUser=123456 ListObjects

CKO_PUBLIC_KEY:

+ 1.1

CKA_KEY_TYPE
CKA_LABEL
CKA_ID

1.2
CKA_KEY_TYPE
CKA_LABEL
CKA_ID

1.3
CKA_KEY_TYPE
CKA_LABEL
CKA_ID

CKO_PRIVATE_KEY:

+ 2.1

CKA_KEY_TYPE
CKA_SENSITIVE
CKA_EXTRACTABLE
CKA_LABEL
CKA_ID

2.2

CKA_KEY TYPE
CKA_SENSITIVE
CKA_EXTRACTABLE
CKA_LABEL
CKA_ID

2.3
CKA_KEY_TYPE
CKA_SENSITIVE
CKA_EXTRACTABLE
CKA_LABEL
CKA_ID

[root@penssl-ubuntu ~J# |

Figure 31: Receiver ECDSA Key list

LI | | | || I n I I n

LI | | | ||

CKK_ECDSA
ReceiverKey
0x47 (G)

CKK_ECDSA
SenderKey
0x46 (F)

CKK_ECDSA
CAKey
0x45 (E)

CKK_ECDSA
CK_TRUE
CK_FALSE
SenderKey
0x46 (F)

CKK_ECDSA
CK_TRUE
CK_FALSE
CAKey
0x45 (E)

CKK_ECDSA
CK_TRUE
CK_FALSE
ReceiverKey
0x47 (G)

8. Generate a certificate request for receiver.

»_ Console
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# openssl req -engine pkcs11 -new -key
"pkcs11:token=0pensslSlot;object=ReceiverKey" -keyform engine -out/localCA/
newcerts/receiver/Receiver.txt

[root@openssl-ubuntu ~]# openssl req -engine pkcsll -new -key "pkcsil:token=0OpensslSlot;object=ReceiverKey" -keyform engine -out /localCA/newcerts/recei
ver/Receiver.txt
engine “"pkcsil" set.
Enter PKCS#11 token PIN for OpensslSlot:
You are about to be asked to enter information that will be incorporated
into your certificate request.
What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank
some fields there will be a default value,
you enter '.', the field will be left blank

Country Name (2 letter code) [AUJ:IN

State or Province Name (full name) [Some-State]:MH

Locality Name (eg, city) []:Pune

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Utimaco
Organizational Unit Name (eg, section) []:HSM

Common Name (e.g. server FQDN or YOUR name) []:receiver.utimaco.com
Email Address []:receiver@utimaco.com

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:

An optional company name []:
[root@openssl-ubuntu ~]# i

Figure 32: Receiver certificate request generation
Enter prompted value for "A challenge password" as blank.

Here, OpensslSlot is the token label and ReceiverKey is the key on the HSM. Provide Cryptouser
PIN when prompted.

9. Sign the certificate request for receiver by CA

»_ Console

# openssl ca -engine pkcs11 -policy policy_anything -cert /localCA/newcerts/
ca.cer -in /localCA/newcerts/receiver/Receiver.txt - keyfile
"pkcs11:token=0OpensslSlot;object=CAKey" -keyform engine -out/localCA/newcerts/
receiver/ReceiverSignedCertificate.cert
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[root@openssl-ubuntu ~]# openssl ca pkcs1 / policy_anything ert /localCA/newcerts/ca.cer -in /localCA/newcerts/receiver/Receiver.txt -k
eyfile "pkcsi11:token=0pensslSlot;objec AKey" -k m engine - /localCA/newcerts/receiver/ReceiverSignedCertificate.cert
engine “pkcs11l" set.
Using configuration from /usr/local/openssl/ssl/openssl.cnf
Enter PKCS#11 token PIN for OpensslSlot:
Check that the request matches the signature
Signature ok
Certificate Details:
Serial Number: 2 (0x2)
Validity
Not Before: Aug 28 20:34:39 2022 GMT
Not After : Aug 28 20:34:39 2023 GMT
Subject:
countryName
stateOrProvinceName
localityName
organizationName
organizationalUnitName
commonName
emailAddress
X509v3 extensions:
X509v3 Basic Constraints:
CA:
Netscape Comment:
OpenSSL Generated Certificate
X509v3 Subject Key Identifier

IN

MH

Pune

Ut1imaco

HSM
receiver.utimaco.com
receiver@utimaco.com

X509v3 Aﬁthortty Key Identi iérz
keyid:5F:51 :AB:98:1A: 1

Certificate is to be certified until Aug 28 20:34:39 2023 GMT (365 days)
Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commit? [y/nly
Write out database with 1 new entries

Data Base Updated

[root@openssl-ubuntu ~J# i

Figure 33: Receiver certificate request signing by CA
Pressy to sign and y again to commit.

Here, OpensslSlot is the token label and CAKey is the key on the HSM. Provide Cryptouser PIN
when prompted.

4.4.6 Using OpenSSL to sign and encrypt a file

1. Go to /localCA directory and create a text file message.txt and enter any value in it.

»_ Console

# cd /localCA
# echo "Welcome to Utimaco Security World">message.txt

2. Sign the message.txt file using the sender’s private key

»_ Console
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# openssl cms -engine pkcs11 -sign -in message.txt -signer /localCA/newcerts/
sender/SenderSignedCertificate.cert -inkey
"pkcs11:token=0pensslSlot;object=SenderKey" -keyform engine -out
signedmessage.txt

[root@penssl-ubuntu localCAJ# openssl cms pkcs11 n -in message.txt -s 1er /localCA/newcerts/sender/SenderSignedCertificate.cert -
cs11:token=OpensslSlot;object=SenderKey" engine t signedmessage.txt

engine "pkcsi1l" set.

Enter PKCS#11 token PIN for OpensslSlot:

[root@penssl-ubuntu localCAJ# cat signedmessage.txt

MIME-Version: 1.0

Content-Type: multipart/signed; protocol="application/pkcs7-signatu micalg="sha-256"

This 1s an S/MIME signed message

B439C8D36139536FF4BEFEDCDD854BAE
Welcome to Utimaco Security World

B439C8D36139536FF4BEFEDCDD854BAE
Content-Type: application/pkcs7-signature; name="smime.p7s"
Content-Transfer-Encoding: base64
Content-Disposition: attachment; filename="smime.p7s"

MIIEoQYJKoZIhvcNAQcCoIIEkjCCBI4CAQEXDTALBglghkgBZQMEAQEWCWYJIKOZI
hvcNAQcBoIIChDCCA0AWggImoAMCAQICAQEWCQYIK0ZIZ jOEAWIWGYSXCZAIBgNV
BAYTALVTMQswCQYDVQQIDAJDQTEQMA4GA1UEBwWHQ210eW51dzEQMA4GATUECgwH
VXRpbWF j bzEMMA0GA 1UE CwwDSFNNMRkwFwYDVQQDDBBOZXNOLNVOaW1hY28uY29t
MSIWIAYJK0oZIhvcNAQkBFhNzdXBwb3JOQHVOaW1hY28uY29tMB4XDTIyMDgyODIw
Mj cyMFoXDTIzMDgyODIwMj cyMFowgYkxCzAJBgNVBAYTAK10MQSWCQYDVQQIDAIN
SDENMAS GA1UEBwWEUHVUZTEQMA4GA1UECgwHVXRpbWF j bZEMMA0GA1UE CwwDSFNN
MRSWGQYDVQQDDBJIzZW5kZXIudXRpbWF jby5jb20XITAfBgkghk 1GOwOBCQEWENNL
bmR1ckB1dGLtYWNvLmNvbTBZMBMGBYqGSM49AgE GCCqGSMA9AWEHAGIABOSDUQt f
1tA3dortRf 1BZj4HNgKEIowME to6YXEbSzgrORQrPKVIFadF 1M2XtnonLE/3AVp1
yQH1gJY 1PHgdBBC j ezB5MAk GA1UdEWQCMAAWLAY JYIZIAYb4QQENBBBWHUIWZWS T
UewgR2VuZXJhdGVKIENLcnRpZmlj YXRIMBOGA1UdDgQWBBSS/ foBIL3yIEOdPhSk
k61D8AWB/ j AfBgNVHSME GDAWGBR fUVOrmBp rHG4+0Nj ZMp j I5uwp 1j AKBggghkjO
PQQDAgNIADBFA1AJImYgzSLeNsSE3RVVtBkpqqbgt037Q1TnFq60cBdLVDDAThAML 1
nLkqo7GC5MYNBPNXWIPJVp 1HWuZBW1eOCBDFPXRMYIB4zCCAdBCAQEWGZEWgYSX
CzAJBgNVBAYTALVTMQswCQYDVQQIDAIDQTEQMA4GAIUEBWWHQ210eW51dzEQMA4G
A1UECgwHVXRpbWF j bzZEMMA0 GA1UE CvwDSFNNMRKwFwYDVQQDDBBOZXNOLNVOawW1h
Y28uY29tMSIWIAYJKoZIhvcNAQKBFhNzdXBwb3J0QHVOaW1hY28uY29tAgEBMASG
CWCGSAFLAWQCAaCB5DAYBgkghk 1GOwOBCQMXCwYJKoZIhvcNAQCBMBWGCSqGSIb3
DQEJBTEPFwOyMj A4Mj gyMDM4MDJIaMC8GCSqGSIb3DQEIBDE 1BCDO/D1gONQdO/3V
5IgQfHe2pP/Xt7hvCgDHUZzOU3To+qTB5Bgkqhk 1GOwOBCQ8xbDBqMASGCWCGSAFL
AwQBKj ALBg1ghkgBZQMEARYWCwYJYIZIAWUDBAECMA0GCCqGSIb3DQMHMA4GCCqG
SIb3DQMCAgIAgDANBggqhk 1GOwODAGIBQDAHBgUrDgMCBzANBggqhk 1GOwODAQIB
KDAKBggqhk j OPQQDAGRGMEQCTHGUW] QG9ZmE0CCL7WL gHzBF 7xmyINQXB1KzuqQs
y1m7A1APgYIKLXnN8yObsQ3ePcpbO3ZKEFNE r+GsaoBhk j pXfw==

B439C8D36139536FF4BEFEDCDD854BAE - -

[root@openss1-ubuntu localC | |

Figure 34: Openssl sign command output and content of signed message file

Here, OpensslSlot is the token label and SenderKey is the key on the HSM. Provide Cryptouser
PIN when prompted.

3. Encrypt the signedmessage.txt using the receiver's public key, supplied with the receiver's
certificate

»_ Console

# openssl cms -engine pkcs11 -encrypt -in signedmessage.txt -out
encryptedsignedmessage.txt/localCA/newcerts/receiver/
ReceiverSignedCertificate.cert
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s1-ubuntu localCA}# openssl c¢ms

Figure 35: Openssl encrypt command output

4.4.7 Decrypt Sender's Message

1. Decrypt the encryptedsignedmessage.txt using the receiver's private key

»_ Console

# openssl cms -engine pkcs11 -decrypt -in encryptedsignedmessage.txt - inkey
"pkcs11:token=0pensslSlot;object=ReceiverKey" -keyform engine -out
decryptedsignedmessage. txt

[root@openssl-ubuntu localCAJ# openssl cms -engine pkcsll -decrypt -in encryptedsignedmessage.txt -inkey "pkcs1l:token=OpensslSlot;object=ReceiverKey" -
keyform -out decryptedsignedmessage.txt

engine "pkcsi1l" set.

Enter PKCS#11 token PIN for OpensslSlot:

[root@openssl-ubuntu localCAl# I

Figure 36: Openssl decrypt command output

Here, OpensslSlot is the token label and ReceiverKey is the key on the HSM. Provide Cryptouser
PIN when prompted.

4.4.8 Verify the Signature

1. Verify the signature of decryptedsignedmessage.txt using the sender's certificate

»_ Console

# openssl cms -engine pkcs11 -verify -in decryptedsignedmessage.txt - CAfile /
localCA/newcerts/ca.cer -out originalmessage.txt/localCA/newcerts/sender/
SenderSignCertificate.cert

[root@openssl-ubuntu localCA]# openssl cms -er gine Ekcsll verify r decrypteds\gneamessage.txt CAfile /localCA/newcerts/ca.cer -out originalmessage.t

xt /localCA/newcerts/sender/SenderSignCertificate.cert
engine “"pkcsil” set.

Verification su S 1

[root@openssl-ubuntu localCA]#

Figure 37: Openssl verify command output
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2. Open the originalmessage.txt and verify the message which you have typed in the
message.txt

[root@openssl-ubuntu localCA]# cat originalmessage.txt

Welcome to Utumaco Security World
[root@openssl-ubuntu localCA]# I

Figure 38: Content of original message file
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5 Integrating OpenSSL on Windows

5.1 PKCS#11 Configuration for Utimaco CryptoServer

On windows, as part of CryptoServer software installation, cs_pkcs11_R3.cfg will get
automatically created and will be available under “C:\ProgramData\Utimaco\PKCS11_R3" folder.

Edit the cs_pkcs11_R3.cfg file and make the appropriate changes to the file.

cs_pkes11_R3.cfg

[Global]

# For windows:

Logpath = C:\ProgramData\Utimaco\PKCS11_R3

# Loglevel (0 = NONE; 1 = ERROR; 2 = WARNING; 3 = INFO; 4 = TRACE)

Logging = 1

# Prevents expiring session after inactivity of 15 minutes KeepAlive = true
# Set the Device to connect with [CryptoServer]

# Device specifier Device = <HSM_IP>

@ For more information regarding the commands and command parameters, please check the
Utimaco CryptoServer documentation. The device may be a CryptoServer (PCle or LAN)
device. The device line will follow one of these patterns, based on the HSM form-factor:
Device = 288@<HSM IP address> Hardware (LAN) HSM

OR

Device = /dev/cs2.0 Hardware (PCle) HSM
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@ To make your testing easier, it would be good to enable the PKCS#11 log file. That can be
enabled by editing the Logging Loglevel. Set the LogPath and Logging Loglevel to 1. For
testing, you may want to increase it to 4.

The added LogPath points to a writable directory, not to a file.

If you encounter problems, check the log file named cs_pkcs11_R3.log in the LogPath
defined directory. When you are done testing, you should change Logging to 1 or 2. This will
limit the logging to only critical and important messages.

5.1.1 Create SO User and Initialize a Slot:

You should initialize a slot with a custom label using p11tool2.

First using p11tool2, create the SO or Security Officer, and then using p11tool2 command,
initialize the Slot 0 User as shown below.

Use PKCS#11 CryptoServer Administration Tool (CAT) to create SO user and initializing the slot.

5.2 OpenSSL and Libp11 Installation

1. Download and install OpenSSL, refer https://slproweb.com/products/
Win320penSSL.html for windows build. Here OpenSSL is installed in C:\OpenSSL-Win64

2. Download libp11 from https://github.com/OpenSC/libp11/releases

3. Download and Install Visual Studio, refer https://visualstudio.microsoft.com/vs/older-
downloads/

4. Open the Native x64 VS Command Prompt and go to the directory where libp11 is
extracted

5. Run the following command to build and install libp11 with openssl
»_ Console

nmake /f Makefile.mak OPENSSL_DIR=c:\OpenSSL-Win64 BUILD_FOR=WIN64
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apnesh_kupwade\Documents\1ibp11-8.4.12>nmake /f Makefile.mak OPENSSL_DIR OpenSSL-Win64 BUILD_FOR=WIN64

licrosoft (R) Program Maintenance Utili Versi 14.29.30146.0
opyright (C) Microsoft Corporation. All rights reserved.

1.1.0 detected (dynamic library)
echo LIBRARY libpll > libpll.def
echo EXPORTS >> libpill.def
type libpll.exports libpll.def
folibpll.res libpll.rc
licrosoft (R) Windows (R) Resource Compiler Version 10.0.10011.16384
opyright (C) Microsoft Corporation. All rights reserved.

cl /nologo /GS /W3 /D_CRT_SECURE_NO_DEPRECATE /MT /I pensSSL-Win64\include" /D_WIN32_WINNT=0x@60@ /DWIN32_LEAN_AND_MEAN /c libpkcsil.c pll_attr.c pll_cert.c pll
err.c pll_ckr.c pll_key.c pll_load.c pll_misc.c pll_rsa.c pll_ec.c pll_pkey.c pll_slot.c p1l_ front.c p11_atfork.

3¢ (45): warning C4267 conversion from e_t' to 'unsigned long', possible 1 of data
11_attr.c(120): warning C4267: : conversion from 'size t' to 'unsigned long', possible loss of data

11_cert.c

warning C4267: 'function': conversion from 'size_t' to 'unsigned long', possible loss of data

conversion from 'size_t' to 'unsigned long', possible los

.c(391): warning 7: 'function': conversion from z ' to 'unsigned long', po: = ss of data
.c(321) arning 7: 'initializing': conversion from  t

.c(498): warning C42 ‘function': convers ‘si to ‘unsigned long', possible loss of data
.c(423): warning ‘initializing': conversion ‘rcm ‘size_t' to 'CK_ULONG', possible loss of data
y.c(625): warning 267: 'function': conversion from 'size t to 'uns: 1gned long', possi of data
y.c(561) arning y nitializing': conversion from = NG * ss of data

int', possible loss of data

b11_front.c(151): warning C4244: '=': conversion from '__int64' to
2o

Figure 39: Output of nmake command

b11_atfork.c
Senerating Code...
link /NOLOGO /INCREMENTAL:NO /MACHINE:X64 /MANIFEST:NO /NXCOMPAT /DYNAMICBASE / ef:1ibpll.def /implib:libp11.1lib /out:libpl1.dll 1libpkcsll.obj pll_at
11_cert.obj pll_err.obj pll_ckr.obj pll_key.obj p1ll_load.obj pll_misc.obj pll_rsa.obj pll_ec.obj pll_pkey.obj pll_slot.obj pll_front.obj pll_atfork.obj "c
libcrypto.lib" ws2_32.1ib user32.lib advapi32.lib crypt32.lib gdi32.1lib libpll.res
Creating ‘1br‘ar‘ 1libp11.1ib and object libpll.e:
if EXIST libpll.dll.manifest mt -manifest llbpll dll.manifest -outputresource:libpll.dll;2
echo LIERNR{ pkes1l > pkesil.def
echo EXPORTS >> pkcsll.def
type pkcsil.exports >> pkcsll.def
rc /r /fopkcsll.res p 1.rc
Microsoft (R) Windows (R) Resource Compiler Version 10.0.10011.16384
pyright (C) Microsoft Corporation. All rights reserved.

/nologo /GS /W3 /D_CRT_SECURE_NO_DEPRECATE /MT / OpensSSL-Win64\include" /D_WIN32_WINNT=@x0600 /DWIN32_LEAN AND_MEAN /c eng_front.c eng back.c eng parse.c
3 err.c
2ng_front.c
ang_front.c(219): warning C4028: formal parameter 5 different from declaration
ang_back.c
g_ba 460): warning C
ang_parse
ang_parse. : warning C4267: conversion from 'size_t' to 'int', possible loss of data
=ng_parse.c( : warning 7: '=': conversion from 'size_t' to !, possiblg s of data
g_parse.c( warning C4267: 'function': conversion from ] ‘int ble loss of data
ang_parse.c ): warning 4: 'function': conversion fi . i s los: data
2ng_parse. ): warning C : "function': conversion i ible loa; data
2ng_parse.c(348): warning : 'function’ on i ible loss data
: warning : 'function': v on fi 4 i ssi data
warning 4: 'function': conversion i sible data
warning : 'function': conversion o i data
warning : “function': conversion —inte i ible loss of data
ang_parse.c(365): warning : "function': conversion __inté kg i data
ang_err.c
Senerating Code...
link /NOLOGO /INCREMENTAL:NO /MACHINE:X64 \NIFEST:NO /NXCOM /! CBASE /dll /def:pkcsll.def /implib:pkcsl11.1ib /out:pkcsll.dll eng_front.obj eng_back.obj
wg parse.obj eng_err.obj libpkcsil. Ob] pll_attr.obj pll_cert.obj pll_err.obj pll_ckr.obj pll_key.obj pll_load.obj _misc.obj pl1_rsa.obj pll_ec.obj pll_pkey.obj pll_sld
t.obj pll_front.obj p11_atfork.obj OpenSSL-Win64\1lib\libcrypto.lib" ws2_32.1ib user32.lib advapi32.lib crypt3: .1ib pkcsil.res
Creating librar 1.1ib and object pkcsll.exp
if EXIST pkcsll.dll.manifest mt -manif pkcsll.dll.manifest -outputresource:pkcsll.dll;2

conversion from 'size_t' to 'unsigned int', possible loss of data

sers\swapnesh_kupwade\Documents\1ibp11-0.4.12

Figure 40: Output of nmake command (continued)

6. Verify pkcs11.dll is available inside <libp11>/src/ folder
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5.3 Configuring OpenSSL to Use Utimaco HSM:
5.3.1 Setting up Utimaco CryptoServer library in OpenSSL Configuration File:

1. Edit openssl.cnf from C:\Program Files\Common Files\SSL\openssl.cnf and add the
following line to the first line of the file.

example.file

openssl_conf = openssl_init

2. Enter the following lines under last section of openssl.cnf file

example file

[openssl_init] engines=engine_section [engine_section]
pkcs11 = pkcs11_section [pkcs11_section] engine_id = pkcs11
dynamic_path = C:\\Users\\openssl-user\\Downloads\\1libp11- 0.4.12\\src\

\pkcs11.d11
MODULE_PATH = C:\\Program Files\\Utimaco\\SecurityServer\\Lib\\cs_pkcs11_R3.dll

init = 0

Dynamic path and Module path will get changed according to the user

environment.

example file
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[openssl_init] engines=engine_section [engine_section]

pkcs11 = pkcs11_section [pkcs11_section] engine_id = pkcs11

dynamic_path = C:\\Users\\openssl-user\\Downloads\\1ibp11- 0.4.12\\src\
\pkcs11.d11

MODULE_PATH = C:\\Program Files\\Utimaco\\SecurityServer\\Lib\\cs_pkcs11_R3.dll
init = 0

Dynamic path and Module path will get changed according to the user
environment.

5.3.2 Verify PKCS#11 Engine:

Run the command below to verify whether whether the OpenSSL Engine is available or not.

»_ Console

# openssl engine pkcs11 -t

C:\OpenSSL-Winé4\bin>openssl.exe engine pkcsll -t
(pkcsll) pkcsll engine

[ available ]

Figure 41: Verification of pkcs11 engine

5.3.3 Creating a local CA(Certificate Authority) and performing cryptographic
operation with OpenSSL

1. Open the \< OPENSSLDIR>\openssl.cnf file in a text editor and edit the [CA_default]
section. Make the following changes

>_ Console
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[ CA_default ]

dir = C:\\localCA # Where everything is kept

certs = $dir/certs # Where the issued certs are kept crl_dir = $dir/crl

# Where the issued crl are kept database = C:\\localCA\\index.txt #
database index file. #unique_subject = no # Set to 'no' to allow creation of
# several certs with same subject. new_certs_dir = C:\\localCA\\newcerts #
default place for new certs.

certificate = $dir/cacert.pem # The CA certificate

serial = C:\\localCA\\serial.txt # The current serial number crlnumber =
$dir/crlnumber # the current crl number

# must be commented out to leave a V1 CRL crl = $dir/crl.pem # The current
CRL

private_key = $dir/private/cakey.pem# The private key

NOTE: You can change dir to the directory of your choice, but make sure to use correct
path in the subsequent steps.

Here, We have created directory C:\localCA and new_certs_dir= Sdir\newcerts

2. Create the text files C:\localCA\index.txt and C:\localCA\serial.txt
3. Create a directory C:\localCA\newcerts
4. Open the C:\localCA\serial.txt file and write 01 at the top and click Enter. Save the file

5. Create a key pair using pkcs11tool2

For RSA

»_ Console

C:\Program Files\Utimaco\SecurityServer\Administration>p11tool2 slot=7
LoginUser=123456 PubKeyAttr=CKA_LABEL="CAKey" PrvKeyAttr=CKA_LABEL="CAKey"
GenerateKeyPair=RSA

This generates RSA 2048 CA private keys on the HSM

For ECDSA
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»_ Console

C:\Program Files\Utimaco\SecurityServer\Administration>p11tool2 slot=7
LoginUser=123456 PubKeyAttr=CKA_LABEL="CAKey" PrvKeyAttr=CKA_LABEL="CAKey"
GenerateKeyPair=ECC

Once key generation is complete, then add CKA_ID for both public and private ECDSA keys using

PKCS11# CryptoServer Administration tool.

6. Verify the key gets generated onto the HSM using following command

»_ Console

C:\Program Files\Utimaco\SecurityServer\Administration>p11tool2 slot=7
LoginUser=<hsm_password> ListObjects

For RSA

C:\Program Files\Utimaco\SecurityServer\Administration>plltool2 slot=7 LoginUser=123456 ListObjects

CKO_PUBLIC_KEY:

+ 1.1
CKA_KEY_TYPE CKK_RSA
CKA_LABEL CAKey
CKA_ID

CKO_PRIVATE_KEY:

+ 2.1
CKA_KEY_TYPE
CKA_SENSITIVE
CKA_EXTRACTABLE
CKA_LABEL
CKA_ID

CKK_RSA
CK_TRUE
CK_FALSE
CAKey

L LI [ [ | B |

Figure 42: CA RSA Key list

For ECDSA:

Document No.: 1G-2025-0044 Document Version: 1.0.0 Page 54 of 70



@
Integrating OpenSSL on Windows UtlmaCO

2.3
CKA_KEY_TYPE = CKK_ECDSA
CKA_SENSITIVE = CK_TRUE
CKA_EXTRACTABLE = CK_FALSE
CKA_LABEL = CAKey
CKA_ID = ox45 (E)

1.3
CKA_KEY_TYPE = CKK_ECDSA
CKA_LABEL = CAKey
CKA_ID = ox45 (E)

Figure 43: CA ECDSA Key list

7. Create a CA certificate based on the generated key that is used for signing other
certificates

»_ Console

C:\OpenSSL-Win64\bin>openssl req -engine pkcs11 -new -x509 -days 365 -key
"pkcs11:token=0PENSSLWINSLOT; object=CAKey" -keyform engine -out C:
\localCA\newcerts\ca.cer

IC: \OpenSSL-Win64\bin>openssl req -engine pkcsll -new -x5@9 -days 365 -key "pkcsi1l:token=OPENSSLWINSLOT;object=CAKey" -keyform engine -out C:\localCA\newcerts\ca.cer
engine "pkcs1l" set.
Enter PKCS#11 token PIN for OPENSSLWINSLOT:
You are about to be asked to enter information that will be incorporated
into your certificate request.
What you are about to enter is what is called a Distinguished Name or a DN.
s but you can leave some blank
1 be a default value,
eld will be left blank.

Country Name (2 letter code) [AU]:IN
State or Province Name (full name) [Some-State]:MH
city) []:PUNE

y) [Intern s Pty Ltd]:Utimaco
e , section)
ver FQDN or YOUR n ), st.utimaco.com
[]:support@utimaco.com

Figure 44: CA certificate generation output

Where CAKey is the object label for the CA private key on the Utimaco HSM created in Step 5 and
OPENSSLWINSLOT is the token label. Provide Cryptouser PIN when prompted.
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5.3.4 Generate Certificate Request for Sender and Receiver:

1. Create a directory to generate the certificate request for the sender and receiver

»_ Console

# mkdir C:\localCA\newcerts\sender
# mkdir C:\localCA\newcerts\receiver

2. Generate a sender key using p11tool2

For RSA

»_ Console

C:\Program Files\Utimaco\SecurityServer\Administration>p11tool2 slot=7
LoginUser=123456
PubKeyAttr=CKA_LABEL="SenderKey"PrvKeyAttr=CKA_LABEL="SenderKey"
GenerateKeyPair=RSA

1.5

CKA_KEY_TYPE = CKK_RSA
CKA_LABEL = SenderKey
CKA_ID = 0x56 (V)

2.1

CKA_KEY_TYPE = CKK_RSA
CKA_SENSITIVE = CK_TRUE
CKA_EXTRACTABLE = CK_FALSE
CKA_LABEL = SenderKey
CKA_ID = Ox56 (V)

Figure 45: Sender RSA Key list
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For ECDSA

»_ Console

C:\Program Files\Utimaco\SecurityServer\Administration>p11tool2 slot=7
LoginUser=123456 PubKeyAttr=CKA_LABEL="SenderKey"
PrvKeyAttr=CKA_LABEL="SenderKey" GenerateKeyPair=ECC

Once key generation is completed then add CKA_ID for both public and private ECDSA keys using
PKCS11# CryptoServer Administration tool.

1.2

CKA_KEY_TYPE = CKK_ECDSA
CKA_LABEL SenderKey
CKA_ID ox46 (F)

2.4

CKA_KEY_TYPE CKK_ECDSA
CKA_SENSITIVE = CK_TRUE
CKA_EXTRACTABLE = CK_FALSE
CKA_LABEL Senderkey
CKA_ID = 0x46 (F)

Figure 46: Sender ECDSA Key list

3. Generate a certificate request for the sender

»_ Console

C:\OpenSSL-Win64\bin>openssl req -engine pkcs11 -new -key
"pkcs11:token=0PENSSLWINSLOT;object=SenderKey" -keyform engine -out C:
\localCA\newcerts\sender\senderNew. txt
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-key "pkcsi1l:token=OPENSSLWINSLOT;object=SenderKey" -keyform engine -out C:\localCA\newcerts\sender\senderNew.txt
lengine A
Enter PKCS#11 token PIN for OPENSSLWINSLOT:
You are about to be asked to enter information that will be incorporated
into your certificate request.
What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank
For some fields there | be a default value,
If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:IN
State or Province Name (full name) [Some-State]:MH

Locality Name (eg, city) NE

idgits Pty Ltd]:utimaco.com
izational Unit Name (eg, section) []:utimaco
Common Name (e.g. server FQDN or YOUR name) []:test.utimaco.com
Email Address []:support@utimaco.com

Please enter the following 'extra’ attributes
to be sent with your certificate request

C:\OpenSSL-Win6é4\bin>_
Figure 47: Sender certificate request generation output
Enter the prompted value for "A challenge password" as blank.

Here, OPENSSLWINSLOT is the token label and SenderKey is the key on the HSM. Provide
Cryptouser PIN when prompted.

4. Sign the certificate request for the Sender by CA

»_ Console

C:\OpenSSL-Win64\bin>openssl ca -engine pkcs11 -policy policy_anything - cert C:
\localCA\newcerts\ca.cer -in C:\localCA\newcerts\sender\senderNew.txt -keyfile
"pkcs11:token=0PENSSLWINSLOT; object=CAKey" -keyform engine -out C:
\localCA\newcerts\sender\SenderSignedCertificate.cer
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:\OpensSSL-Win64\bin>openssl ca -engine pkcsll -policy polic ing -cert C:\localCA\new a.cer -in C:\localCA\newcerts\sender\senderNew.txt -keyfile "pkcs1l:tokens|
’ =CAKey" -keyform engine -out C:\localCA \sender\SenderSignedCertificate.cer

sing configuration from C:\Program Files\Common Files\SSL/openssl.cnf
nter PKCS#11 token PIN for OPENSSLW
heck that the request matches the signature
pignature ok
ertificate Detai
Serial Number: 1 (8x1)
Validity
Not Before: Aug 17 €9:14:
Not After : Aug 17 ©9:14:
Subject:
countryName
stateOrProvinceName
localityName
organizationName
organizationalUnitName
commonName
emailAddress

out of 1 certificate requests certified, commit? [y,
irite out database with 1 new entries
pata Base Updated

:\OpenSSL-Win64\bin>

Figure 48: Sender certificate request signing by CA
Press y to sign and y again to commit.

Here, OPENSSLWINSLOT is the token label and CAKey is the key on the HSM. Provide Cryptouser
PIN when prompted.

5. Generate key for the receiver using p11tool?2

For RSA

»_ Console

C:\Program Files\Utimaco\SecurityServer\Administration> p11tool2 slot=7
LoginUser=123456 PubKeyAttr=CKA_LABEL="ReceiverKey"
PrvKeyAttr=CKA_LABEL="ReceiverKey" GenerateKeyPair=RSA
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1.3

CKA_KEY_TYPE = CKK_RSA
CKA_LABEL ReceiverkKey
CKA_ID = ox57 (W)

2.4

CKA_KEY_TYPE = CKK_RSA
CKA_SENSITIVE = CK_TRUE
CKA_EXTRACTABLE = CK_FALSE
CKA_LABEL ReceiverKey
CKA_ID Ox57 (W)

Figure 49: Receiver RSA Key list

For ECDSA

»_ Console

C:\Program Files\Utimaco\SecurityServer\Administration> p11tool2 slot=7
LoginUser=123456 PubKeyAttr=CKA_LABEL="ReceiverKey"
PrvKeyAttr=CKA_LABEL="ReceiverKey",6 CKA_DERIVE=CK_TRUE GenerateKeyPair=ECC

Once key generation is completed then add CKA_ID for both public and private ECDSA keys using
PKCS11# CryptoServer Administration tool.
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+ 1.6

CKA_KEY_TYPE = CKK_ECDSA
CKA_LABEL ReceiverKey
CKA_ID = ox47 (G)

2.6

CKA_KEY_TYPE CKK_ECDSA
CKA_SENSITIVE CK_TRUE
CKA_EXTRACTABLE = CK_FALSE
CKA_LABEL ReceiverKey
CKA_ID = ox47 (G)

Figure 50: Receiver ECDSA Key list

6. Generate a certificate request for the receiver

»_ Console

C:\OpenSSL-Win64\bin>openssl req -engine pkcs11 -new -key
"pkcs11:token=0PENSSLWINSLOT;object=ReceiverKey" -keyform engine -out C:
\localCA\newcerts\receiver\ReceiverNew. txt

:\OpenSSL-Win64\bin>openssl req -engine pkcsll -new -key "pkcsll:token=OPENSSLWINSLOT;object=ReceiverKey" -keyform engine -out C:\localCA\newcerts\receiver\Receiveriew.t

engine "pkcsll" set.
Enter PKCS#11 token PIN for OPENSSLWINSLOT:
ou are about to be asked enter information that will be incorporated

hat is called a Distinguished Name or a DN.
here are quite a few f but you can leave some blank
For some fiel
If you enter '.

1:PUNE

pany) [Internet Widgits Pty Ltd]:utimaco.com
rganizational Unit Name (eg, section) []:Utimaco
( rver FQDN or YOUR name) []:test.utimaco.com
port@utimaco.com

Please enter the following 'extra’ attributes
o be sen i our certificate request

A challeng rd []:

An optional name []:

Figure 51: Receiver certificate request generation output

Here, OPENSSLWINSLOT is the token label and ReceiverKey is the key on the HSM. Provide
Cryptouser PIN when prompted.
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7. Sign the certificate request for the receiver by CA

»_ Console

C:\OpenSSL-Win64\bin>openssl ca -engine pkcs11 -policy policy_anything - cert C:
\localCA\newcerts\ca.cer -in C:\localCA\newcerts\receiver\ReceiverNew. txt
-keyfile "pkcs11:token=0PENSSLWINSLOT;object=CAKey" -keyform engine -out C:
\localCA\newcerts\receiver\receiverNew.cer

-engine pkcsll -policy policy_anything -cert C:\local rts\ca.cer -in C:\localCA\newcerts\receiver\ReceiverNew.txt -keyfile "pkcsil
" -keyform engine -out C:\localCA\newcerts\ iver gnedCertificatereceiverNew.cer

signature ok
Certificate Details:
Serial Numbe
Validity
Not Before: Aug 17 11:
Not After : Aug 17 11:2
Subject:
countryName IN
i MH
PUNE
utimaco.com
Utimaco
test.utimaco.com
support@utimaco.com

Certificate is to be certi
Sign the certificate? [

1 out of 1 cert
Write out datab
Data Base Updated

Figure 52: Receiver certificate request signing by CA
Press y to sign and y again to commit.

Here, OPENSSLWINSLOT is the token label and CAKey is the key on the HSM. Provide Cryptouser
PIN when prompted.

5.3.5 Using OpenSSL to sign and encrypt a file:

1. Create a text file message.txt under C:\localCA directory and enter any value in it

»_ Console
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Welcome to Utimaco Security World

2. Sign the message.txt file using the sender’s private key

»_ Console

C:\openssl cms -engine pkcs11 -sign -in C:\localCA\message.txt -signer C:
\localCA\newcerts\sender\SenderSignedCertificate.cer -inkey
"pkcs11:token=0PENSSLWINSLOT; object=SenderKey" -keyform engine -out C:
\localCA\signedmessage.txt

s -engine pkcsll -sign -in \localCA\message.txt -signer C:\localCA\newcerts\sender\SenderSignedCertificate.cer -inkey "pkcsl1l:token=OPENS|
rm engine -out C:\local gnedmessage.txt

engine "pkcsil” set.
Enter PKCS#11 token PIN for OPENSSLWINSLOT:

C: \OpenSSL-Win64\bin>,

Figure 53: Openssl sign command output

Here, OPENSSLWINSLOT is the token label and SenderKey is the key on the HSM. Provide
Cryptouser PIN when prompted.

3. Encrypt the signedmessage.txt using the receiver's public key, supplied with the receiver's
certificate

»_ Console

C:\OpenSSL-Win64\bin>openssl cms -engine pkcs11 -encrypt -in C:
\localCA\signedmessage.txt -out C:\localCA\encryptedsignedmessage.txt C:
\localCA\newcerts\receiver\ReceiverSignedCertificate.cer

C: \OpenSSL-Win64\bin>,

Figure 54: Openssl encrypt command output
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5.3.6 Decrypt Sender's encrypted message:

Decrypt the encryptedsignedmessage.txt using the receiver's private key

»_ Console

C:\OpenSSL-Win64\bin>openssl cms -engine pkcs11 -decrypt -in C:\localCA\
encryptedsignedmessage.txt -inkey
"pkcs11:token=0OPENSSLWINSLOT;object=ReceiverKey" -keyform engine -out C:
\localCA\decryptedsignedmessage.txt

bin>openssl cms -engine pkcsll -decrypt -in C:\localCA\encryptedsignedmessage.txt -inkey "pkcsil:token=OPENSSLWINSLOT;object=Receiverkey" -keyform engine|
ge.txt

C:\OpenSSL-Win64\bin>,

Figure 55: Openssl decrypt command output

Here, OPENSSLWINSLOT is the token label and ReceiverKey is the key on the HSM. Provide
Cryptouser PIN when prompted.

5.3.7 Verify the Signature:

1. Verify the signature of decryptedsignedmessage.txt using the sender's certificate

»_ Console

C:\OpenSSL-Win64\bin>openssl cms -engine pkcs11 -verify -in C:
\localCA\decryptedsignedmessage.txt -CAfile C:\localCA\newcerts\ca.cer - out
originalmessage.txt C:\localCA\newcerts\sender\SenderSignCertificate.cer

cms -engine pkcsll -verify -in C:\localCA\decryptedsignedmessage.txt -CAfile C:\localCA\newcerts\ca.cer -out C:\localCA\originalmessage.txt (|
erSignCertificate.cer

Figure 56: Openssl verify command output

2. Open the originalmessage.txt and verify the message which you have typed in the

message. txt
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This completes the Integration of OpenSSL with Utimaco HSM.
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6 Troubleshooting
Error Diagnosis

LoginUser= failed: PKCS#11 Slot is not initialized. Refer to

Initialize a Slot
05.12.2021 23:45:45 src/p11adm_R2.c[429]

p11_login: C_Login [type=1] returned Error
0x00000102 (CKR_USER_PIN_NOT_INITIALIZED)

The CryptoServer PKCS#11 Library R3 is not PKCS#11 Slot is not initialized. Refer to
initialized. Initialize a Slot

Error CKR_CRYPTOKI_NOT_INITIALIZED

occurred
[root@openssl]# openssl ca -engine pkes11 - Make sure to use the same path which is
policy policy_anything -cert mentioned in Openssl.cnf file which is

. available under /usr/local/ssl/Openssl.cnf
/localCA/newcerts/ca.cer -in

. Check the value dir and certs under
/localCA/newcerts/sender/sender.txt -keyfile

. [ CA_default ] section use the same or
openssl12345 -keyform engine -out

add proper path to avoid the above error.

/localCA/newcerts/sender/sender.cer engine
"'pkes11" set.

Using configuration from
/usr/local/ssl/openssl.cnf

Enter PKCS#11 token PIN for Hashicorp: ca: ./
localCA/newcerts is not a directory

/localCA/newcerts: No such file or directory
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OpenSSL> engine -t dynamic -pre SO_PATH:/usr/  Install the updated libp11 library on the
lib64/openssl/engines/pkes11.s0 host machine

-pre ID:pkes11 -pre LIST_ADD:1 -pre LOAD

-pre MODULE_PATH:/opt/utimaco/lib/
libcs_pkecs11_ R3.soengine: Cannot mix flags and
engine names.

engine: Use -help for summary. error in engine

openssl req -engine pkcs11 -new -key Export the below value of
4F70656E73736C4B6579 -keyform engine -out LD_LIBRARY_PATH and Path for Openss|
reqg.pem -text -x509 -subj "CN=Utimaco" to avoid the above error.

invalid engine "pkcs11" export LD_LIBRARY_PATH=/usr/local/

139703122831248:error:25066067:DS0 support  lib64 export PATH=/usr/local/bin:SPATH
routines:DLFCN_LOAD:could not load the shared

library:dso_dlfcn.c:187:filename(/usr/lib64/open
ssl/engines/libpkes11.s0): libcrypto.so.1.1:
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utimaco’

cannot open shared object file: No such file or
directory 139703122831248:error:25070067:DSO
support

routines:DSO_load:could not load the shared
library:dso_lib.c:233:
139703122831248:error:260B6084:engine

routines:DYNAMIC_LOAD:dso not
found:eng_dyn.c:467:
139703122831248:error:2606A074:engine

routines:ENGINE_by_id:no such
engine:eng_list.c:392:id=pkcs11
139703122831248:error:25066067:DS0O support

routines:DLFCN_LOAD:could not load the shared
library:dso_dlfcn.c:187:filename(libpkes11.s0):
libpkcs11.s0: cannot open shared object file: No
such file or directory
139703122831248:error:25070067:DS0O support

routines:DSO_load:could not load the shared
library:dso_lib.c:233:
139703122831248:error:260B6084:engine

routines:DYNAMIC_LOAD:dso not
found:eng_dyn.c:467:

no engine specified

unable to load Private Key

Table 6: List of Error and its Diagnosis
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7 Further Information

This document forms a part of the information and support which is provided by the Utimaco IS
GmbH. Additional documentation can be found on the product CD in the Documentation
directory.

All CryptoServer product documentation is also available at the Utimaco IS GmbH website:

http://hsm.utimaco.com
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8 References

Reference Title/Company
[CSADMIN] CryptoServer — csadm Manual/Utimaco IS GmbH
[CSTrSh] CryptoServer Troubleshooting/Utimaco IS GmbH

[CSADMIN2] CryptoServer_csadm_Manual_Systemadministrators.pdf

[CSP11Tool2] = CryptoServer_p11tool2_Manual.pdf

[CSPKCSM] CryptoServer - PKCS#11 P11CAT Manual

[CSLANS5] CryptoServerLAN_Manual_Systemadministrators.pdf

8.1 Contact

Utimaco IS GmbH

Krefelder Strale 220, 52070 Aachen, Germany

Phone: AMERICAS: +1-844-UTIMACO (+1 844-884-6226)
EMEA: +49 800-627-3081

APAC: +81 800-919-1301

Web: https://support.utimaco.com Email: support@utimaco.com
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