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Introduction UtimaCO®

1 Introduction

This guide is part of the information and support provided by Utimaco. All Utimaco ESKM
product documentation is available from Utimaco's web site at https://utimaco.com/.

1.1 About This Guide

This guide provides an integration explaining how to integrate Utimaco ESKM with NetApp
ONTAP. Utimaco ESKM securely generates and stores the keys used by ONTAP for volume
encryption.

1.1.1 Target Audience for This Guide

This guide is intended for administrators of NetApp ONTAP and of Utimaco ESKM.

1.1.2 Document Conventions

The following conventions are used in this guide:
Convention Use Example

Bold Items of the Graphical = Press OK
User Interface (GUI),
e.g., menu options

Monospaced Code that is given for chsm-create
explanation or as an
example, file paths

Italic References and See Sample Chapter in
important terms the CryptoServer -
Sample Manual

Table 1: Document conventions

We use special icons to highlight the most important notes and information.
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Here you will find important safety information that should be followed.

ﬂ Here you will find additional notes or supplementary information.

~ This message indicates the expected result after the successful execution of an
instruction.

1.1.3 Abbreviations

The following abbreviations are used in this guide:

Abbreviation Meaning

CA Certificate Authority

CN Common Name

DHCP Dynamic Host Configuration Protocol
ESKM Enterprise Secure Key Manager

GUI Graphical User Interface

HTTPS Hypertext Transfer Protocol Secure
ID Identity

IP Internet Protocol
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Abbreviation

KMIP

KMS

NVE

ONTAP

PC

PEM

RAM

Abbreviation

SCP

SM

SSH

SSL

TLS

URL

VT

Document No.: IG-2025-0039

Meaning

Key Management Interoperability Protocol

Key Management System

NetApp Volume Encryption

On Net Transport Activation Process

Personal Computer

Privacy Enhanced Mail

Random Access Memory

Meaning

Secure Copy

System Manager

Secure Shell

Secure Socket Layer

Transport Layer Security

Uniform Resource Locator

Virtualization Technology

Document Version: 0.0.1
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Abbreviation Meaning

XML Extensible Markup Language

Table 2: Abbreviations
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2 Overview

2.1 NetApp ONTAP

ONTAP software provides a rock-solid foundation for data management on the broadest range of
deployments. With the NetApp Volume Encryption feature that is built in to ONTAP you can easily
and efficiently protect your at-rest data by encrypting any volume. An encryption key accessible
only to the storage system ensures that volume data cannot be read if the underlying device is
repurposed, returned, misplaced, or stolen.

2.2 Utimaco ESKM

The ESKM is a complete solution for generating, storing, serving, controlling, and auditing access
to encryption keys. It enables you to protect and preserve access to business-critical, sensitive,
data-at-rest encryption keys, either locally or remotely.

ESKM is the first industry-certified Key Management Interoperability Protocol (KMIP) v2.1
offering with market leading support for partner applications and pre-qualified solutions,
integrating out-of-the-box with varied deployments, as well as custom integrations.
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3 Integration Requirements and Prerequisites

Ensure that the system environment you will be using, meets the following hardware and
software requirements.

This guide assumes that the user has already installed and configured required software.

3.1 Tested Versions

The integrations that have been successfully tested with the Utimaco ESKM with NetApp
ONTAP.

NetApp Version Utimaco ESKM Version

9.11.1P4 ESKM 8.4.0 or later

Table 3: List of tested versions

3.2 Software Requirements

Software Software Requirements
Netapp 9.11.1P4

Table 4: List of software requirements

3.3 Hardware Requirements

Hardware Hardware Requirements

ESKM 8.4.0 or later

RAM 6 GB of RAM for one instance of the simulator
RAM 12 GB of RAM for two instances of the simulator
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Hardware Hardware Requirements
Disk Space 40 GB of free disk space for each instance of the simulator
VT VT support for Intel system

Table 5. List of hardware requirements

0 Setup an account on the Utimaco support portal and request download access at
the following URL: https://support.hsm.utimaco.com/.

3.4 Prerequisites

Before you begin, please ensure that you have:

= |nstalled /set up the operating system as listed in Tested Versions.
= |nstalled /set up ESKM as listed in Tested Versions.
= Downloaded the NetApp ONTAP file from https://mysupport.netapp.com/ and installed it.

= Familiarized yourself with the NetApp ONTAP documents and setup process. Visit https://
docs.netapp.com/us-en/ontap/ for more information related to ONTAP deployment and
configuration.

0 You can also deploy Simulate ONTAP software. The Simulate ONTAP software is a
set of VMware files that have been packaged in an .ova file. You need to download
the appropriate software and license files from the NetApp Support Site.
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4 Installing and Configuring Utimaco ESKM Server

ESKM server must be configured with specific values such as time zone, IP address, netmask,
gateway, host name, and port number used for the ESKM Management Console interface.

6 If you have already setup the ESKM, then skip Setting up Local CA.

4.1 First Run

To configure the time zone, IP address, netmask, gateway, host name, and port number used for
the ESKM Management Console interface, the following procedure must be performed once for
each ESKM server. Ensure that the ESKM server is powered off before starting this procedure.

1. Power on the ESKM server by pressing the Power On/Standby button located behind the
front bezel door.

2. When the startup sequence completes, the following prompt displays on the PC or laptop
that is running the terminal emulator program (such as PuTTY):

0 To setup and configure PUTTY, please refer Accessing serial console via PuTTY.

Are you ready to begin setup? (y/halt):
Entery.

3. Follow the prompts to enter the necessary information:

0 Press Enter to accept the default.

a. Admin account password. Be sure to record this value and store it in a safe place. The
Security Officer will use the admin account to configure the ESKM servers.

0 Utimaco has no ability to assist or recover access if administrator credentials
(username, password) are lost.
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b. Time zone
c. Date

d. Time. The time is based on a 24—hour clock; there is no a.m. or p.m. designation. For
example, 1:20 p.m. is 13:20:00

e. The static IPv4 address of the ESKM server. The ESKM server cannot obtain an IP
address from a Dynamic Host Configuration Protocol (DHCP) server

f. Subnet mask
g. Default gateway

h. Hostname, including the domain. For example, eskm.example.com. The screen displays
the information you entered and the message “Is this correct? (y/n):"If the information
displayed is correct, enter y; if not, enter n and make the necessary corrections

I. Enable IPv6. If the ESKM server will be installed in an IPv6 network, enter y to the prompt
and the confirmation prompt. If the ESKM server will not be installed in an IPv6 network, or
you wish to enable IPv6 later, enter n. If you entered y, you will be prompted to specify the
IPv6 address. If you know the IPv6 address enter y, and then at the next prompt enter the
IPv6 address with prefix in this format

j. IPv6 address/prefix. The default prefix is /64.

If you do not know the IPv6 address, enter n. You can enter IPv6 addresses later using either the
ESKM Management Console or Command Line Interface.

0 Only enable IPv6 if you are certain that the ESKM server is required to operate on an
IPv6 network. Once enabled it cannot be disabled via the ESKM Management
Console or the Command Line Interface.

0 Client systems can use IPv4 addresses to connect to the KMS and KMIP services
running on the ESKM system. ESKM supports IPv6 addresses for clients that use
either the KMIP or ESKM XML protocols and are on the same subnet as the ESKM

server. The following ESKM features, which utilize SCP to move files, support IPv6

addresses: -
= backup, restore, scheduled backup, transfer logs, and software upgrade/install

= |n addition, you can also use a server which has an IPv6 address to perform
the following functions: -

Document No.: IG-2025-0039 Document Version: 0.0.1 Page 13 of 69



¢ ®
Installing and Configuring Utimaco ESKM Server UtlmaCO

= remotely administer the ESKM server via the ESKM Management Console or
the command line interface-

= perform network diagnostics (ping and netstat)

0 If you decide later, after completing the setup process, that you need to enable IPv6
support, you can use the Command Line Interface command ipv6 enable, to enable
IPv6. You can then use the ipv6 address command or the ESKM Management

Console interface to specify the IPv6 address.

k. Web interface port number.
|. Press Enter to complete and save the configuration settings

At this point, you have given the setup program everything it needs. The ESKM creates SSH keys
and also a self-signed Web Admin server certificate. They are used to authenticate the ESKM to
users making SSH and Web Admin connections to the ESKM. Because the actual key is large, the
ESKM displays the key fingerprint on the console, as shown below.

»_Console

Creating certificate for Web administration server...
Creating certificate for signing logs...

Creating SSH host keys... SSH RSA key fingerprint:

2048 SHA256:aTp6A447vp8d0j43FTT5B/aux6V7zddPzNXxZBOC1SE

SSH ECDSA key fingerprint:

521 SHA256:BKO/EfVUKSFpIzVn/WiJ4fS+8CqlLyGJSawoQAsvmUoM

SSH ed25519 key fingerprint:

256 SHA256:/hWJGM+7hzDRWPsyCP6/gKqWR99cgMh9/TVSWLTFIrs

Webadmin certificate fingerprint (SHA-1):

2048 64:50:e2:01:fb:2a:28:54:1a:3b:30:94:3b:25:b7:ff:97:73:13:70
Initializing key store. This could take several minutes. Performing KMIP setup
Starting services...

The Web-based Management Console will now be available at this URL:
<https://xxx.XxX.XxX.Xxx:9443> This device has now been configured.
Press Enter to continue.

A'log-in prompt display.
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0 To prevent a "man-in-the-middle" attack when connecting to the ESKM, Utimaco
recommends that you write down these fingerprints and compare them with what is
presented when you connect to the ESKM via SSH or HTTPS.

0 If necessary, you can install and specify a different server certificate for remote Web

Administration. See the sub-section Configuring the web admin server certificate,
which is in section 4 of the Enterprise Secure Key Manager 8.2.0 User Guide.

4. Unplug the null modem cable from the laptop or PC and from the ESKM server. All additional
configurations will be done from the ESKM Management Console.

4.2 Setting Up Local CA

The local CA is used to sign and verify the server certificate and may also be used to sign client
certificate requests. To create and install a local CA, perform the following steps:

1. Log in to the ESKM Management Console using the admin username and the password
you supplied in First run

2. Select the Security tab
3. In Certificates & CAs, click Local CAs

4. Enter information required by the Create Local Certificate Authority section of the window
to create your local CA
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Create Local Certificate Authority Help @

Certificate Authority Name: Your Local CA \
Common Name: Your Local CA \
Organization Name: Your Organization

Organizational Unit Name: Utimaco

\
|
Locality Name: Campbell ’
State or Province Name: CA [

Country Name: US W

Email Address: supportr@iyourcompanycom l
Algorithm: ECDSA-P256 v

e Self-signed Root CA

CA Certificate Duration (days): 13650
Maximum User Certificate Duration (days): 3650

Intermediate CA Request

Certificate Authority Type:

 Create

Figure 1 : Create Local CA window

a. Enter a Certificate Authority Name and Common Name. These may have the same value,
for example ESKM Local CA

b. Enter your organizational information

c. Select the Algorithm. Utimaco recommends using an algorithm with security strength of
at least 128 bits (e.g., ECDSA-P256)

d. Click Self-signed Root CA and enter the CA Certification Duration and Maximum User

Certificate Duration. These values determine when the certificate must be renewed and

should be set in accordance with your company's security policies. The default value for
both is 3650 days or 10 years

5. Click Create.

6. If the local CA will be used to sign ESKM client certificate requests, add the CA to the
Trusted CA list.
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a. In Certificates & CAs, click Trusted CA Lists to display the Trusted Certificate Authority
List Profiles.

b. Click on the Default Profile Name (not the radio button)
c. In the Trusted Certificate Authority List, click Edit.

d. From the list of Available CAs in the right panel, select the CA you created in step 4. For
example, ESKM Local CA.

e. Click Add.

f. Click Save.

0 Repeat the steps above any time when another local CA is needed. For example, you
may want to create a KMIP Local CA to support the KMIP Certify/Re-certify
operations.

4.2.1 Add a Third-Party CA Certificate

If your client certificates were signed by a third-party CA, you must install the third-party CA
certificate, and then add it to the Trusted CA list.

To install a third-party CA certificate, perform the following steps:

1. In Certificates & CAs, click Known CAs to display the Install CA Certificate section.

2. Enter a value for the Certificate Name and paste the CA certificate text in the Certificate
field.

3. Click Install. The CA certificate will be added to the Known CAs list.

To add the third-party CA certificate to the Trusted CAs list, perform the following steps:

1. In Certificates & CAs, click Trusted CA Lists to display the Trusted Certificate Authority List
Profiles.

2. Click on the Default Profile Name.
3. In the Trusted Certificate Authority List, click Edit.
4. From the list of Available CAs in the right panel, select the third-party CA you require.

5. Click Add.
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6. Click Save.

4.3 Setting up ESKM Certificate

ESKM server certificates are used by the client to authenticate the ESKM server during the TLS/
SSL handshake. ESKM supports two types of clients. Clients that use the ESKM protocol are
referred to as ESKM clients. Clients that use the KMIP protocol are referred to as KMIPenabled
clients. The ESKM clients communicate with the KMS server and KMIP-enabled clients
communicate with the KMIP server.

ﬂ During the execution of the Setup utility a default KMIP Server Certificate is
automatically created. This certificate should only be used for testing purposes, as it
is a self-signed certificate. If your ESKM system will be communicating with KMIP-
enabled clients, Utimaco highly recommends that you create a new KMIP server
certificate. The name you assign to

these server certificates should clearly indicate their purpose. For example: ESKM
KMS Server and ESKM KMIP Server.

0 KMIP requires mutual authentication. After configuring the KMIP server, enable
KMIP client certificate authentication. The KMIP client certificate authentication
status is disabled by default.

If you will be using a third-party CA, and wish to use an existing server certificate, see Import a
third-party server certificate.

To create an ESKM server certificate, perform the following steps:
1. Click the Security tab.

2. In Certificates and CAs, select Certificates.

3. Enter information required by the Create Certificate Request section of the window to
create the ESKM server certificate.
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Create Certificate

Help @

Certificate Name:

Common Name:

ESKM
ESKM Server Certificate

Organization Name: Utimaco Inc
Organizational Unit Name: Utimaco
Locality Name: Campbell
State or Province Name: CA
Country Name: US
Email Address: test@utimaco.com i
‘ Subject Alternative Name: DNS: eskm_238 com. IP: 10.222.17
Algorithm: ECDSA-P256 v
o 3 ST ettty eenan
Local CA: ESKMCA (maximum 3276 days) ¥
Certificate Purpose:  Server v

 Create.

Figure 2 : Create Certificate window

a. Enter a Certificate Name and Common Name, for example ESKM Server Certificate

b. Enter your Organizational information

c. Enter/Select the Subject Alternative Name, Algorithm, Creation Type, Local CA, and
Certificate Purpose. Utimaco recommends using an algorithm with security strength of at

least 128 bits (e.g., ECDSA-P256).

4. Click Create.

5. The Certificate List will include the newly created certificate, its status will be Request
Pending. Click on the certificate name. For example, ESKM Server Certificate.
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Certificate Request Information Help @ -

Certificate Name: ESKM
Key Size: 2048

ESKM Server
Certificate

0. Utimaco Inc.

OU: Utimaco

L: Campbell

ST. CA

C: US
emailAddress: test@utimaco.com

CN:

Subject:

DNS: eskm_238.com

Subject Alternative Name:
IP Address: 10.222.178.238

----- BEGIN CERTIFICATE REQUEST--———-
MIIDDzCCALfcCAQAWOZkxIDAeBgNVEBAMIFOVISO00qU2VydmVYIENIcnRpZm1jYXRI
MRUWEWYDVOQKEWXVAGLITYWNVIZIuYy4XEDAOBGNVBASTEIVOaWlhY28XETAPEQRV
BACTCENhDXB1 ZWxsMOswCQYDVOQIZwJDOTEIMAKGAIUEShMCVVMxHZzAdRgkahkiG
SWwOBCQEWEHR1IC3RAAXRpEWE 1 oyS b2 0wggEiMAOGCSqGSID3DQEBAQUARSIBDWAW
gQEXACIBAQCMOlrwSpnhz+rQOA3p7quP324030CMgmShFPE1¥Ngh3CCa20RDTS1n
KfeB8sISGtuTHSv1EvBrrz8igsmb4ulF5aJilsIMFK6r ImUyGumUr0d1KIxMY£500
GFtOP&XukzucjU+IBESUYISS6CIPUABLIVVPXS BwnEP3DMkbCasacVEbutCoONQeg
TD15WySOFegkul3sED0DoSpz7uZFind DRy SpscenlKSUKASWECUYWITiBw2pNAY1c
l++png/7FIavzVqgS5GIl/VPDTwgcAKL 78gNMNaRFpgckBoKXG/ qoWe+J7VQCeqFK3Y
1+INhSPyLgGCZ20uMDYSE0+SEDLcrgmx/ AgMBAAGEMDAUBgXghkiGOWOBCQ4XITAT
MBOGALUAEQQWMBSCDGVza2 1 EMIM4LmNvbYcECT 6y 7iANBakqhki GOwOBAQSFALOC
AQEARKRTCIZEAUQZ1QgI+2BGO3ghbVLO4EY7£+6vveolQriilFOSqgeFXXmrxaUJRSXQ
aF7UGTEKv0i+/3ChLjuCGk+1Z221iCtgHtOmsZgYTCMAVIMUSHSgkA60fmg4UH/ riéw
rFZES81nZ341Q0bhtkRS+01idgA/XyQAUOYNZzI Yr 8 fXuusSMExx4qg+KL3 SMRCNxLGbb
r¥gzFLVUDvcBaWteMeucnmVBE3ewNITJEVLZ24NcicZCwuelilyZtTcCAlaaevXeHm
SXJIZImwvIxxUEsdXZUu8+GTMHES9XgF43BKSxiDtW4aHGEY04Hog4RTBoFXKAuGT
L4ITARZS9zJyVs0858YiG4eklz1lRg==

Figure 3 : Certificate Request Information window

ﬂ Key Size refers to the size of the key or elliptic curve associated with this certificate.

6. In the Certificates & CAs menu, click Local Cas.
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7. Click on the CA name you created in Setting up local CA for example ESKM Local CA.
8. Click Sign Request.

9. Enter data required by the Sign Certificate Request section of the window.

Sign Certificate Request Help @
Sign with Certificate Authority: | ESKM_CA (maximum 3522 days) ¥
® Server
Certificate Purpose: . Client

Server and Client

Certificate Duration (days): 3522 [

Certificate Request:

----- BEGIN CERTIFICATE REQUEST----- -
MIIDDzCCATcCAQAwgZkxIDAeBgNVBAMTFOVTSOOgU2VydmVyIENIcnRpZml jYX
RIMRUWEWYDVQQKEwxVdG1tYWUNVIEluYy4xEDAOBgNVBASTB1VRaW1hY28xETAP
BgNVBACTCENhbXBiZWxsMQswCQYDVQQIEwIDQTELMAKGALIUEBhMCVVMXHZAJBgE
kqhkiG9w@BCQEWEHR1c3RAAXRpbWF jbySib28wggEiMAOGCSqGSIb3DQEBAQUA
A41BDwAWEgEKAOIBAQCMOLlruBpnhz+rQOA3p7quPs240s0CMgmShFPT1YNgh3C
|Ca20RDTSLNKfeBsI8GtuTHSv18v8rrz8jqsmb4uLF5alllsIMFK6r ImUyGumUr
|@d1K1xMYFS@IGFtOPEKukzuc jU+IBESUYI356C1PUABTVVpX88wn8P3DMkbCad
acVEbutOoONQegTD15Wy50Feqku3s8D0OD0Spz7uZFihIDMRyYySpscmLKSUKASWS
CUYWITiBw2pNAYlcl++png/7FIavzVqSGI1/VPDTwqcAKi78qNMNaRFpgckBbK
|XG/qoWc+I7VQcqFKjYi+J Nh9PyLgGC20uMDYSEG+SEDLCcrgmx/AgMBAAGEMDAU
|BgkqhkiGOw@BCQ4xITATMBOGAIUAEQQUMBSCDGVZa21fMjM4LmNVbYCECtEY7]
ANBgkqhkiG9w@BAQsFAAOCAQEAKA7CIz6AuUQZ1gf+2BG03ghbVtO4EY7f+6vvo
@QriilF09q6FXKmrkaUJRSXQaF7UGT8Kv@j+/sChLjuGk+iZ2iiCtgHtOmsZgy
TCMAvmMUSHSgkAS0fmg4UH/ ribwrFZEB1nZ341Q0bhtkRS+0idgA/KyQAUBYNZ] ~

| Sign Request | Back |

Figure 4 : Sign Certificate Request window

a. Select the CA name from the Sign with Certificate Authority drop down box. For example,
ESKM Local CA.

b. Select Server as the Certificate Purpose.

c. Enter the number of days before the certificate must be renewed based on your site's
security policies. The default value is 3649 days (10 years).

10. Click Sign Request.

11. In the Certificates & CAs menu, click on Certificates.
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12. Click on the certificate name created in step 3 of this section. For example, ESKM Server
Certificate.

13. Click Install Certificate.

14. Paste the signed certificate data from step 12, and then click Save. Note that the
Certificate status is now Active.

0 Repeat all the steps above for the KMIP server certificate. You must perform these
steps on each ESKM server after joining the cluster.

ﬂ The “certificate name” must remain same on all ESKM servers across the cluster.

4.3.1 Import a Third-Party Server Certificate

An externally generated public/private key pair can be imported into the ESKM system for use as
a server certificate. The encrypted private key data and the public key certificate must be present
in the third-party server certificate file. For example:

»_Console

MIIFDjBAB.......... vvbKI=
----- END ENCRYPTED PRIVATE KEY

MIIDhjCCA.......... MKH9Fk
----- END CERTIFICATE-----

In addition, the password for the private key file must be known.
To import a third-party server certificate, perform the following steps:
1. In Certificates & CAs, click Certificates to display the Import Certificate section.

2. Provide the source location of the certificate file.

3. Enter the Certificate Name and private key password.
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4. Click Import Certificate.

4.4 Setup Cluster

The procedures in this section will establish a cluster configuration on one ESKM server and then
transfer that configuration to the remaining ESKM servers.

0 If cluster is already setup, then skip Section 4.5 Setup KMIP Server.

= |n Creating the Cluster, the cluster is created on one ESKM server.

ﬂ If you only have one ESKM server, skip this section.

= |n Adding ESKM servers to the cluster each of the additional ESKM servers will be added to
the cluster.

4.4.1 Creating the Cluster

To create the cluster, perform the following steps on one of the ESKM servers to be clustered:

1. From the ESKM Management Console, click the Device tab.

2. In the Device Configuration menu, click Cluster.

Create Cluster

Local IP: | 10.44.223.144 v |
Local Cluster Port 1: ‘ 9001 ‘

Local Cluster Port 2: ‘ 9002 ‘

Cluster Password:

cesecssseseese ’

Confirm Cluster Password:

Figure 5 : Create Cluster window
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3. If required, change the Local IP value. If you have enabled Ethernet#2 you can use its IP
address for clustering.

0 All ESKM servers in a cluster must use an IPv4 address for the cluster.

4. If required, change the Local Port value. Utimaco recommends using the default value of
9001.

5. Choose a cluster password and enter it into the Cluster Password field. Enter the
password a second time into the Confirm Cluster Password field.

6. Click the Create button.
7. In the Cluster Settings section of the window, click Download Cluster Key and save the key

to a convenient location, such as your computer’s desktop.

The cluster key is a text file and is only required temporarily. It may be deleted from your
computer's desktop after all ESKM servers have been added to the cluster.

4.4.2 Adding ESKM Servers to the Cluster

To setup ESKM servers to the cluster, perform the following steps in the Join Cluster section on
each additional ESKM server.

Join Cluster

Local IP: [10.44.223.145 v |

Cluster Member IP: [ 10.44.223.144 |

Cluster Member Port 1: |9001 |

Cluster Member Port 2: 19002 |

Cluster Key File: | Choose File | eskm_cluster

Cluster Password:

Figure 6 : Join Cluster window

ﬂ Adding multiple ESKM servers to the cluster is a serial process. Add the first ESKM
server and then monitor the system log for the status of the synchronization
process. Wait until the
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“Cluster synchronization succeeded.” message appears in the system log before
attempting to add the next ESKM server to the cluster. The amount of time required
to complete the synchronization process is a function of the number of keys in the
cluster.

0 If the new ESKM server is a replacement and is configured with the same IP address
as the failed ESKM server, make sure the client does not send any key generation
requests until the new ESKM server has successfully completed the cluster
synchronization process.

Alternately, you can stop the KMS and KMIP servers and then start them once the

cluster synchronization process is complete. Use the system log to monitor the
progress of the cluster synchronization process.

1. Join the ESKM server to the cluster.

a. Select the Device tab.
b. In the Device Configuration menu, click on Cluster.

c. In the Join Cluster section of the window, select the appropriate Local IP value and
then input the appropriate value for the Local Port.

0 All ESKM servers in a cluster must use an IPv4 address for the cluster.

d. Type the original cluster member’s IP into Cluster Member IP.

e. Type the original cluster member’s port into Cluster Member Port. The default value of this
port is 9001. If this value was changed in while creating the cluster, use that value.

f. Click Browse and select the Cluster Key File you saved in while creating the cluster.
g. Type the cluster password into Cluster Password.
h. Click Join.

I. Click Confirm to synchronize with the cluster.

0 If the ESKM server joining the cluster is SSL enabled, this step will cause the
WebAdmin service and the KMS and KMIP servers to restart, resulting in a
temporary connection loss.
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To restore the connection, refresh the browser.

2. After adding all members to the cluster, you can then delete the cluster key file from the
desktop.

3. After clustering the ESKM servers, follow the steps in Setting up ESKM certificate to create
and install the server certificates on each ESKM server that has joined the cluster.
Depending on the KMS and KMIP configuration, two server certificates may need to be
created for each ESKM server in the cluster. Be sure to use the same server certificate
name as specified under KMS Server Settings and KMIP Server Settings.

4. After creating the KMIP server certificate you must manually restart the KMIP server. Go to
the Services List section of the Services Configuration page (Device -> Maintenance ->
Services -> KMIP Server).

5. Go to the Services List section (Device > Services) and start the KMIP server.

4.5 Setup KMIP Server

The KMIP server provides the interface to clients that use the KMIP protocol. Transport Layer
Security (TLS) is required; therefore, you must specify the name of the server certificate.

To configure the KMIP server, perform the following steps:

1. Select the Device tab.

2. In the Device Configuration menu, click KMIP Server to display the KMIP Server
Configuration window.

3. In the KMIP Server Settings section of the window, click Edit.

4. Configure the KMIP Server Settings. The IP address can be an IPv4 address, or IPv6
address. If support for IPv6 has been enabled, see First run. If necessary, change the Port
and Connection Timeout values. Utimaco recommends the default values of 5696 for the
Port and 3600 for the Connection Timeout. For Server Certificate, select the name of the
certificate you created in Setting up ESKM certificate. For example, ESKM KMIP Server.

ﬂ If your ESKM server is operating in FIPS compliant mode, you must specify a KMIP
server certificate that complies with the FIPS requirements.
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a If your ESKM servers are in a cluster and you are selecting a new KMIP server
certificate from the “Server Certificate:" field, you must make sure that all of the
ESKM servers in the cluster already have a KMIP server certificate installed with this
same name.

ﬂ If your ESKM server will support the KMIP Certify or Re-certify operations, you must
specify the name of a Local CA that will be used to create the certificate. In addition,
you must set the KMIP user group permissions for these operations to enabled. For
more information on setting KMIP user group permissions, see the KMIP Permission
model description, which is located in section 3 of the Enterprise Secure Key
Manager User Guide.

KMIP Server Settings Help @

IP: | [Al] v
Port: |5696
Server Certificate: | kmip_server v
Local CA Certificate for Certify/Re-certify: [Disabled] v
Connection Timeout (sec): 360
Default number of items returned in Locate: 100

Maximum number of items returned in Locate: 1 000

| |

Figure 7 : KMIP Server Setting window

5. Click Save.

ﬂ Changing the KMIP server setting causes the KMIP server to restart.

6. Confirm that the KMIP server is started.

a. Go to the Services List section of the Services Configuration page (Device ->
Maintenance -> Services -> KMIP Server).

b. The status of the KMIP server should be Started. If the status is Stopped, select the
KMIP Server, and then click Start.
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0 During the execution of the Setup utility a default KMIP Server Certificate is
automatically created. This certificate should only be used for testing purposes, as it
Is a self-signed certificate. If your ESKM system will be communicating with KMIP-
enabled clients, Utimaco highly recommends that you create a new KMIP server
certificate. The name you assign to

these server certificates should clearly indicate their purpose. For example: ESKM
KMS Server and ESKM KMIP Server.

0 KMIP requires mutual authentication. After configuring the KMIP server, enable
KMIP client certificate authentication. The KMIP client certificate authentication
status is disabled by default.

To enable KMIP client certificate, perform the following steps.

1. In the KMIP Server Authentication Settings section of the window, click Edit.

KMIP Server Authentication Settings Help @

Client Certificate Authentication: disable
Trusted CA List Profile: [None]

Figure 8 : KMIP Server Authentication Setting window

2. Click enable, select the appropriate Trusted CA list and click Save.

KMIP Server Authentication Settings Help @

' disable
‘® enable

Client Certificate Authentication:

Trusted CA List Profile: | Default v |

Figure 9 : KMIP Server Authentication Setting window
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5 Creating a Client Certificate for ONTAP

This section provides the step-by-step procedure for creating a client certificate for integrating
ESKM with ONTAP.

The following steps provide a high-level overview of the process to configure communication
between ONTAP and the ESKM system.

1. Configure the ESKM server, including:
a. Configure the KMIP server settings.
2. Create KMIP user and password.

3. Connect ONTAP to the ESKM server.

5.1 Configuring the ESKM Server

This process begins with ensuring that Utimaco’s Enterprise Secure Key Manager (ESKM)
appliance is set up and configured correctly.

5.2 Configuring the KMIP Server Settings

For more information about configuring the KMIP server settings, refer to Setup KMIP server.

0 For “Server Certificate”, under the Server Certificate drop-down, it shall be
ESKM_server_cert in this case.

The KMIP server is now configured to use the server certificate.

5.3 Creating and Exporting a Client Certificate using ESKM

5.3.1 Creating Client Certificate

1. Login to the Management Console, and navigate to Security > Certificates and CAs >
LocalCA.

2. Select certificate.
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¢ High Secuity
b $SLOptions Create Certificate

¢ SSHOptions
Certificate Name:  ESKMServerCert
¢ FIPS Status Server
Common Name:  ESKM
Organization Name: | Organization
Organizational Unit Name:  Information Security
Locality Name:  Campbell
State or Province Name:  CA
Country Name:  US
Email Address: | infosec@organization.com
Subject Alternative Name:  |P:10.44.223.145
Algorithm:  RSA-2048 v

0 Certificate Request - to be signed by external CA

Creation Type:
e ® Certificate Signed by Local CA

Local CA: | ESKMCA (maximum 3645 days) v

Certificate Purpose:  Server v
Server
Ceat |
Server and Client
Import Certificate
Source: ® Upload from browser  File: | Choose File | No file chosen

Figure 10 : Create Certificate window

ﬂ The Common Name must match the name of the KMIP user (in these examples, this
is KMIP_client).

3. After crating the certificate with a local CA, click on Download to download the file.

4. Save as the correct name; in this case, /home/user/cert.pem.

5.4 Create a Client Certificate and Key (Using openssl)

5.4.1 Create a CSR on the Client

1. The certificate signing request (CSR) is created on the machine running the client.

0 Before performing this step, ensure that OpenSSL is already installed on your
system.
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2. Using OpenSSL, create a private key, using the commands and syntax shown below. This
example shows the creation of a 2048-bit RSA key.

»_Console

# openssl genrsa -out KMIP_client.key 2048

The following output appears:

»_ Console

Generating RSA private key, 2048 bit long modulus

............................ +++ e 1s 65537 (0x10001)

3. Generate a certificate signing request (CSR) using the private.

»_ Console

# openssl req -config "<path>openssl.cnf" -new -key KMIP_client.key >
KMIP_client.csr

The following output appears:
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3

»_ Console

You are about to be asked to enter information that will be incorporated into
your certificate request.
What you are about to enter is what is called a Distinguished Name or a

DN.
There are quite a few fields but you can leave some blank
For some fields, there will be a default value, If you enter '.', the field will

be left blank.

Country Name (2 letter code) [AU]:

4. Enter the information in the fields as prompted.

Field Example

Country Name USA

State Name CA

Locality Name Campbell

Organization Name Organization

Organization Unit Name Information Security
Common Name ESKM

Email Address infosec@organization.com

Table 6: List of Field with Example
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0 The Common Name must match the name of the KMIP user.

5. You are then prompted to add other parameters, such as a “challenge password” or
‘optional company name”. To skip those parameters, press Enter.

This process creates a certificate request file called KMIP_client.csr. It also creates a private key
file called KMIP_client key.

6. Download kmip_client key file to client system with correct name; in this case, /var/lib/
mysql/mysql-keyring-okv/ssl/key.pem.

5.4.2 Use the Local CA to Sign CSR

The CSR now needs to be signed by the local CA.

1. Using a text editor (or using the more <filename> command), open the KMIP_client.csr file.
2. Select the entire text and copy to your clipboard.

3. Now, login to the Management Console and navigate to Security > Certificates & CAs >
Local Cas.

ﬂ Be sure to include the first and last lines (—BEGIN CERTIFICATE REQUEST-— to
----- END CERTIFICATE REQUEST-——-).

4. Select the CA used by your ESKM (in this case, LocalCA), and click Sign Request. The Sign
Request window appears.
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Certificate and CA Configuration

Sign Certificate Request

Sign with Certificate Authority: [ ESKMCA (maximum 3614 days) VI

(O Server
Certificate Purpose: @ Client
(O Server and Client

Certificate Duration (days): [3614

Certificate Request:

----- BEGIN CERTIFICATE----- -
MIID8jCCAtqgAwIBAgIBDjANBgkqhkiGOwOBAQsFADCBojELMAKGATIUEBhMCVVMX
CzAJIBgNVBAgTAKNBMREWDWYDVQQHEWhDYW1wYmVsbDEVMBMGATIUEChMMT3InYWSp
emF@alW9uMROWGWYDVQQLEXRIbmZvemlhdGlvbiBTZWN1cml@eTEUMBIGATIUEAXML
RVNLTUxVY2FsQ@ExJzA1BgkqhkiGOw@BCQEWGG1uZm9zZWNAb3InYWSpemFOaWou
LmNvbTAeFweyMjAyMTMXMDEXMDRaFwOzMjAxMjIXMDEXMDRaMIGiMQswCQYDVQQG
EwJVUZELMAKGALUECBMCQOEXETAPBgNVBACTCENhbXBiZWxsMRUWEWYDVQQKEwWXP
cmdhbml6YXRpb24xHTAbBgNVBASTFE1luZmOybWF@aWOuIFN1Y3VyaXR5MRQWEEYD
VQQDEwWtVdG1tYWNvVGVzdDENMCUGCSqGSIb3DQEJARYYaW5mb3N1Y@Bvemdhbml6e
YXRpb24uY29tMIIBIjANBgkqhkiGOweBAQEFAAOCAQ8AMIIBCgKCAQEA3dS+avwr
smk9gOwWZcRvjdZcyzvgmklKRz+teare8utNGOue6agEtFXJOSNyuowgtwNF8Jc]
MPm/97aIMo7I3kCXxiD2wIC8pEWY7eREuVNa®OkjLURCQIT+vimLU/woieOMOGQyY
yLwijKHUKk/3pgkVl/jUo/PtfiYDBDTmbmvKP3zqNkJK1SvIOM3r3dpDiIflmaXxe
pkM37gqzIK5sQBiK9051aPce81A8417x20U+Arko0dVG+gmzMEUDrI7UzSV+hylP Y
GNayjBJ+jzLTATt5VTyApsSZOpYUK1fnwiupgpYnducqDXaQqjjokgnCoTSEthBS .

Figure 11 : Sign Certificate Request Window
5. For Certificate Purpose, select Client.

6. Paste the CSR text that you have copied to your clipboard (Step 2 above) into the
Certificate Request window.

7. Click Sign Request. The signed client certificate now appears.
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Creating a Client Certificate for ONTAP

Home Security Device

Keys & KMIP Objects Security / Certificates

i Certificate and CA Configuration

*  KMIP Objects

* Authonzation Policies

Certificate Information

o Certificate Name: ESKMServerCert
ocal Users & Groups
> LOAP Key Size: 2048
Start Date: Feb 2 12:13:40 2022 GMT
Certificates & CAs Expiration. Jan 31 12:13:40 2032 GMT
* Certficates c: us
A = ST CA
Trusted CA Lists L Cam pbell
* LocalCis Issuer: O: Organization
¢ Known CAs OU: Information Securnity
CN: ESKMLocalCA
emailAddress: infosec@organzation.com
¢ High Securty C: Us
b SSLOptons ST: CA
¢ SSH Options e l
° Subject: O Organization
® ‘FPS Suwe Sarver OU: Information Security
CN: ESKM
emailAddress: infosec@organization.com
Subject Alternative Name: IP Address: 10.44.223.145

Purpose. SSL Server

-———-BEGIN CERTIFICATE——
MIZID7DCCA2gAnIBAgQIBATANEGQkghkiCOwlBAQeFADCEosELMARGAIUEERMCUMx
CzATBgNVBAGTARNEMREW Dw Y DVQQHEWAD YN Lu VeVe b DEVMEMGALUECRDIT 3 Tn YWD
exl0alS MR OnGwYTVOQLEXRIEmZvenl RdGlvbiBIZMilexl Ce TEMMEIGALIUE AL
NLIUxv¥ 2 sQOEXKDAMEgQkqhk iGSwliECCENGN LuZmS 2 ZRAD I In YN SpemE Daiou
M25402 0ulnelMs Tedds AT Doz Quiln iz TudIMMT I5a2Quils CoBmaEIMARGALUE
BV XCz A TB N VBAGT AR NEYREw Dw Y DVQQHEWR D YW Lw ¥V s b CEVMERMGALUVEC IO
T3In NS pert0alSuMR OnGu Y DVQQLEXRIEeZvenl RdGlubiBIZMilcnl CeTEN GG
ALV RN LT TEnMC UG 2 gG 3 In3 D0 JARY Yal Smb 3N 1 Y0 Bvendhbel EYXRpb24u
YaSeMIIBIJANBgkgnkiGSwOBAQENAACCAQIAMIIBCRCACEAWSNAZE3T3VAISTEZ
EGQr3Li2n€sR3Tw+izl 7 I aYixEpyz20snEHlUaz s SpRarrwS 7ebQinD 3 INMOR
BInxIXipWyVGYERpzXuutETUVpe s YINENCVyZx=120naliskk¥+2kJ3 /x2S eXTE
+RS7eUhRARDEsRMNlwgeTnLS SAORCPL:NuPEvalegZdn/eOmBondoliSgET6/518
€008 g0 TnPinmyc s PuPs SCaulopnENk N mpe Uzwd SN I 0x s 7 ggid SmGD0Tc PTE DG
LEXATy+GaMSwk+cQRuX3 s/ vquXeztie/ AR 6+Ru7goqATVR LRz MuPk Rk S1S3YI+ui(B
wanEquwIDAQAEozEwL A JARMBECONCGESAGG+EIBACCEANIGQDAPEQNV
HREECDAGhwORLN+RMAOGCE G IbDCEECHTAAS IBAQB SAUT gY Il e HgrquwkME4ASY
@I¥saAliCleVia; lViNasGeNSuiWIi2ddSoNyI0Y3QuifloxiIaSkEXCHuIVEIRMn
0z EmAETENI1dsKVR200 745 70xE+NzbRy€cdoUom) €1 IAANKUGEDYUIHNG23Shk €3
kNBao3de 308 g*titint 7o o+ EuChsV0epiE0ZROS Pl B+wAaZunPipxil€4G2
KNy THXgRIC3 JCc N wXegatelocVeolle Splepe T Fan/ ETnnaYON/ kadiDdE3ES+
=l fuaXoTlawmsQuez43FYQ37Qz+kdveTXeliziprigeqHCEs+ap4aBU4SZqNXR
=-==-END CERTIFICATE———-
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Figure 12 : Certificate Information window

8. After signing the certificate request with a local CA, click on Download to download the file.

9. Save as the correct name; in this case, /var/lib/mysgl/mysgl-keyringokv/ssl/cert.pem.

5.4.3 Exporting Certificate with Private Key from ESKM

1. Enter the password to export the key.

Export Certificate with Private Key

Export Password: \ --------------

Confirm Export Password: [ °°°°°°°°°°°°° <

_Export |

Figure 13 : Export Certificate with Private Key window

2. Converting PKCS#12 key into PEM using OpenSSL.

»_ Console

# openssl pkcs12 -in <key name.p12> -nodes -nocerts | openssl rsa -out key.pem
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6 Creating KMIP User and Password

Create the user — an individual (client) on the ESKM server, in this case, KMIP_client.

0 A client license is required for each user created on the ESKM server. Refer to the
ESKM

Installation and Replacement Guide for information about how to request and install
the license pack.

1. Login to the Management Console, and navigate to Security > Local Users & Groups >
Local Users.

2. At the bottom of the list, click Add. The Create Local User window appears.

3. Create a “username” and “password" for the KMIP user.

0 The “Username” must match with the “Common Name (CN)" provided during the
client certificate creation.

4. Select “permissions” for this user.
5. Click the Enable KMIP option.

6. If required, from the drop-down lists, select the User and Object group to which the user
belongs. In this case, Company-group_user and Company-group.

7. Paste the signed client certificate request, still on your clipboard from Step 8 above, into
the KMIP Client Certificate field. (If it isn't on your clipboard, open KMIP_client.pem and
recopy it).
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Create Local User

Username:

| KMIP_client |

Password:

Confirm Password:

License Type:

User Administration Permission:

Change Password Permission: [}

Enable KMIP:

Map non-existent Object Group to x-Object Group:
KMIP User Group:

KMIP Object Group:

| Netapp_user v

| Netapp v

Figure 14 : Create Local User window
KMIP Client Certificate:
emme- BEGIN CERTIFICATE-----
jMIIDtDCCApygAwIBAgIBBjANngqhkiGQwOBAQsFADCBojELMAkGAlUEBhMCVVMx
' CZAIBgNVBAGTAKNBMREWOWYDVQQHEWhDYW1wYmVSbDEVMBMGALUEChMMT 3InYWSp
}emFOaNSuMROwGwYDVQQLExRJmevcmlthlvbiBTZHN1cnlOeTEUHBIGAIUEAxML
‘RVNLTvaYZFsQOExJzAlngqhkiG9wOBCQENGGluZn9zZNNAb3JnYHSpemFOaN9u
‘LvabTAonOyMijMjcxNTEOMTdaFszMijMjIxNTEOMTdaHHYxCzAJBgNVBAYT
iAkIOMRMwEQYDVQQIDApNYNthXNodHJhMQOwaYDVQQHDARQdHSlMRSwHQYDVQQK
DBZQZXJ)zaXNOZWSOIFNSc3R1bXMgTHRKMQswCQYDVQQLDAI IVDEVMBMGALUE AwwM
(¢2FUZGlwLW1S¢3FSMIIBIJANBgkqhkiGOweBAQEFAAOCAQSAMIIBCEGKCAQEAXFUF
| XxoN+@hxpBWSSYNiIDMkw/V6202x+TtbOBceBnWiFX3jG13S1CiwStX4AyyDAegl
'VBf1Dyl/znQYCQfSuqfl2rAsjEoiS05IQGOWjdMIdAKevSQafhOYR/E6LXQsuDT1
'qLn8yVQM4oeruvxQpLwlBQgbsNYL89U2iotrSKGVUaskXpOe8RIwxxNb1BQ3¢cBDe
}0cy7oMHSl/cthLyqblICVFSGEvdfOZFnlEY3pr1LYiTZ/meanrjtsosegp/Z
‘wIPDOekdRBNb27ZrkzfnI11CuMR/nG1SCSWibskRwI3di9/ududORr/DFoVPM/6M
KH74Ze3neNB7pkblzwIDAQABOYAWHJAIBENVHRMEAJAAMBEGCWCGSAGG+EIBAQQE
AwIHgDANBgkqhkiGO9w@BAQsFAAOCAQEAIXybdU2+2z+vvulKiaTN8112070iK73Gp
1rFa2M1$/VrPDkngkCz3nsd6drA/rNPoyngtSeaNlMP?IFZDFQSPLUGOCokqft
5DvP+TnithngLSBgtLLSovbSnLNxFKvszJazLMSH/CFsCst/ZJQBcSabPFtIé
‘r+ZJim+lchSCszI/hGQTNUTXBSSxCjHCquL8C2F91x1mpwtodKI921€H/ﬂggz
:EG+if11meP4twﬂZKPZJGZvoOcAXnHyrSanjUipGT/mL?BHOOKxzSBQMBQGerHF
Onigz201ADHTJiPOHUASMOUSAeCERGVBaN1tip7VON7 rNNH+KdvEhA==
----- END CERTIFICATE-----

8. Click Create.

The user KMIP_client now appears on the list of Local Users.
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The configuration of the ESKM server is now complete.
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7 Installing NetApp ONTAP using Simulate ONTAP

ﬂ Skip this section if you already have NetApp ONTAP deployed. For demonstration
purpose Simulate ONTAP has been used. You can download Simulate ONTAP ova
file from https://mysupport.netapp.com/ and deploy it by importing the ova file on
VMware Workstation Pro, VMware Workstation Player or VMware Fusion.

7.1 Deploying and Configuring a Two Node Cluster

Start and configure a two-node cluster using Simulate ONTAP, VMware, System Manager, and
the command line.

1. Create the first Simulate ONTAP virtual machine and name it node1 using .ova file.

2. After a few minutes from starting the virtual machine, you receive a message to log in to
System Manager to complete cluster setup. This message includes an IP address. Copy
this IP address and paste it into your browser address bar to open System Manager.

3. System Manager will open. You can ignore the ‘partner details were not found’ error
message.

4. If you have any issues with how System Manager displays pages, then try a different web
browser or Java version on your laptop.

5. Enter these details as per your requirement, leaving the other checkboxes unchecked, then
click Submit:

a. Storage System Name: cluster]
b. Administrative Password: Utimaco@123

c. Cluster IP Address: 192.168.182.61 Subnet Mask: 255.255.255.0 Gateway:
192.168.182.1

d. Node IP Addresses: 192.168.182.62
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A Not secure | https//192.168.182.161/sysmgr/v4/cluster/settings/certificates/keystore

v A Virtual machines -... Study . Device Authority . languages learn M Log in to continue -... . MySQL :: Re: cannot... 2 encryption - install...

M NetApp
ONTAP System Manager

admin

—

NetApp Support | NetApp

Figure 15 : NetApp ONTAP Login window

6. Back in the VMware Workstation Player window, log in with the username admin and the
password.

7. Add all existing disks to Cluster 1 Node 1 with the below command.

»_Console

clusteri::> storage disk assign -all true -node cluster1-01

0 If you get an error message it's because the system already auto assigned the disks,
you can ignore it.

8. If necessary, add more disks to your root aggregate to increase its size and accommodate
the additional space needed in your root volume.
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»_ Console

cluster1::> storage aggregate add-disks -diskcount 8 -aggregate
aggr0_cluster1_01

9. Set the root volume to a new size.

»_Console

cluster1::> volume modify -size 7.47GB -volume volO -vserver cluster1-01

10. Download a production data at rest encryption image from: https://
mysupport.netapp.com.

a. Click to downloaded latest image for example “Download Latest Release [9.11.1P4]".
b. Click | read the EULA. Click Accept and Continue.
c. Click Download ONTAP 9.11.1P4 with NetApp Volume Encryption for FAS [2.31 GB.

d. Save the file and make it accessible via a web server.

»_Console

cluster1::> cluster image package get -url
http://192.168.182.176/9111P4_qg_image.tgz

cluster1::> cluster image package show

cluster1::> cluster image update -version 9.11.1P4 -nodes cluster1-01
cluster1::> cluster image show-update-progress

clusteri1::> security login unlock -username diag

clusteri1::> security login password -username diag

11. Create the second Simulate ONTAP virtual machine and name it node2.
12. Power on the node?2 virtual machine.

13. Change the system ID and serial number of the second node before joining the cluster as
shown in the following steps.
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14. Press the space bar when the Hit [Enter] to boot immediately, or any other key for command
prompt. Booting in 10 seconds... message is displayed in the console of node?2.

15. You should see a VLOADER> prompt.

16. Change the serial number and system ID for this node:

»_Console

VLOADER> setenv SYS_SERIAL_NUM 4034389-06-2
VLOADER> setenv bootarg.nvram.sysid 4034389062

17. Verify that the information was saved correctly:

»_Console

VLOADER> printenv SYS_SERIAL_NUM
VLOADER> printenv bootarg.nvram.sysid

18. Enter the boot command to boot the node:

a. Type boot and press Enter to boot the node.

b. You will receive a message that System Initialization has completed successfully,
and then the Node Management IP has been assigned. It may take several minutes
for the messages to appear.

19. Log in with the username admin and a blank password. Then create a password for the
admin account with the command.

»_Console

cluster1::> security login password -username admin

Enter your current password: Leave blank and hit Enter.
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Enter a new password for example: Utimaco@123.

20. Back to the VMware Workstation Player window for Cluster 1 Node 1, and enter the
command.

>_ Console

clusteri1::> network interface show

Note the IP address of the first interface cluster1-01_clus1. Itis 169.254.181.2109.

CLusterl::> network interface show
Logical Status Network Current Current Is
Interface Admin/Oper| Address/Mask

CLusterl

CLusterl-01_mgmt

up/up = .182.163/24 CLusterl-e1
CLusterl-01_mgmt_auto

up/up : 182.159/24 ClLusterl-01
cluster_mgmt up/up : 182.161/24 ClLusterl-01

CLusterl-01_clusl

up/up .254.181.219/16 CLusterl-e1
CLusterl-01_clus2

up/up .254.181.229/16 CLusterl-e1
CLusterl-062_clusil

up/up .254.58.202/16 CLusterl-02
CLusterl-e2_clus2

up/up .254.58.212/16 CLusterl-02

7 entries were displayed.

Figure 16 : Network Interface IPs

21. Back in the VMware Workstation Player window for Cluster 1 Node 2, enter the command.

»_Console

cluster join -clusteripaddr <cluster1-01_clus1 IP>, where <cluster1-
01_clus1 IP>

Example:

cluster1::> cluster join -clusteripaddr 169.254.181.219
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169.254.181.219 is the IP address you just noted on Node 1. This will join Node 2 to Cluster 1.

22. Add all existing disks to Cluster 1 Node 2 with the command.

>_ Console

cluster1::> storage disk assign -all true -node cluster1-02

ﬂ If you get an error message it's because the system already auto assigned the disks,
you can ignore it.

23. If necessary, add more disks to your root aggregate to increase its size and accommodate
the additional space needed in your root volume.

>_ Console

cluster1::> storage aggregate add-disks -diskcount 8 -aggregate
aggr0_cluster1_02
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cluster1::> storage aggregate add-disks -diskcount 8 -aggregate aggr0_cluster1_02

Warning: Aggregate "aggrO_cluster1_02" is a root aggregate. Adding disks to the root aggregate is not
recommended. Once added, disks

cannot be removed without re-initializing the node.
Do you want to continue? {y|n}: y

Info: Disks would be added to aggregate "aggr0_cluster1_02" on node "cluster1-02" in the following
manner:

First Plex

RAID Group rg0, 16 disks (block checksum, raid_dp)
Usable Physical
Size Size

1000MB  1.00GB
1000MB  1.00GB
1000MB  1.00GB
1000MB  1.00GB
1000MB  1.00GB

Usable Physical
Size Size

dparity NET-2.4 - -

parity NET-2.28 - -
data NET-2.5 1000MB  1.00GB

Aggregate capacity available for volume use would be increased by 5.27GB.

Do you want to continue? {y|n}: y

Figure 17 : Adding disks to aggregate

24. Set the root volume to a new size.

>_ Console

cluster1::> volume modify -size 7.47GB -volume vol0 -vserver cluster1-02
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cluster1::> volume modify -size 7.47GB -volume volO -vserver cluster1-02

Volume modify successful on volume vol0O of Vserver cluster1-02

Figure 18 : Modifying size of volume

25. Install the VE license for a node:

>_ Console

cluster1::> license add -license-code AAAAAAAAAAAAAAAAAAAAAAAAAAAA

26. Verify that the license is installed by displaying all the licenses on the cluster:

>_ Console

clusteri::> system license show

Clusterl::> system license show

Serial Number: 1-80-000011
Owner: Clusterl
Installed License: Legacy Key

Capacity: -
Package Description Expiration

Volume Encryption License
2/13/2023 08:00:00

Figure 19 : NVE License Show

27. Add all the licenses for the ONTAP simulator via SM web GUI.
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Clusterl::> system license show

Serial Number: 1-80-000011
Owner: Clusteril
Installed License: Legacy Key
Capactity: -
Expiration

Volume Encryption License
2/13/2023 08:00:00

Serial Number: 1-81-000000000000POE4034389062

Owner: CLuster1-02

Installed License: Legacy Key

Capactity: -

Package Type D . Expiration

license NFS License
CIFS license CIFS License
1SCSI license 1SCSI License
FCP license FCP License
SnapRestore license SnapRestore License
SnapMirror license SnapMirror License
FlexClone license FlexClone License
SnapVault license SnapVault License
SnapLock license SnapLock License -
SnapManagerSuite license SnapManagerSuite License

SnapProtectApps license SnapProtectApp License

Insight_Balance license OnCommand Balance -

Serial Number: 1-81-0000000POEDEOOO4082368507

Owner: ClLuster1-01

Installed License: Legacy Key

Capactity: -

Package )escription Expiration

license NFS License

Serial Number: 1-81-0000000POEDEOOO4082368507

Owner: ClLuster1-01

Installed License: Legacy Key

Capactity: -

Package )escription Expiration

license CIFS License

license 1SCSI License

license FCP License
SnapRestore license SnapRestore License
SnapMirror license SnapMirror License
FlexClone license FlexClone License
SnapVault license SnapVault License
SnapLock license SnapLock License -
SnapManagerSuite license SnapManagerSuite License

Figure 20 : All Licenses Output
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8 Configuring ONTAP to use Utimaco ESKM

8.1 Importing the Client Certificate to ONTAP

The client certificates must be installed before running the key manager setup.
You have to import the following files:

a) A <cert_name>.pem file that includes both the client certificate and the private key. You
will have to paste two sections from this the file into the corresponding prompts from
ONTAP.

The client certificate section of the <cert_name>.pem file includes all the encrypted text and
the BEGIN and END lines:

Figure 21 : Client cert.pem

The private key section of the <cert_name>.pem file includes all the encrypted text and the
BEGIN and END lines:

Figure 22 : Client cert.pem

b) A cacert.pem file, which is the root certificate for the KMIP cluster. It is always named
cacert.pem.

1. Run the security certificate install command as described in the ONTAP 9 NetApp
Encryption Power Guide https://docs.netapp.com/us-en/ontap/index.html.

2. Install the NetApp cluster's KMIP client certificate:
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>_ Console

clusteri::> security certificate install -type client

You will be prompted to paste the certificate and private key content from <cert_name>.pem.

cluster1::> security certificate install -type dient

Please enter Certificate: Press <Enter> when done

MIIDFzCCAr2gAwlBAgIBDTAKBggghkjOPQQDAJCBhjELMAKGATUEBhMCVVMxCzAJ
BgNVBAGTAKNBMREWDwWYDVQQHEWhDYW1wYmVsbDEQMAAGATUEChMHVXRpbWFjbzEQ
MA4GATUECxMHVXRpbWFjbzEPMAOGA 1UEAXMGRVNLTUNBMSIwIAYJKoZIhve NAQKB
FhNzdXBwb3J0QFV0aW 1hY28uY29tMBAXDTIzM DEwMTIwWM;YxMIoXDTMyMTIyOTiw
MjYxMlowgZgxCzAJBgNVBAYTAIVTMQswCQYDVQQIEWJDQTERMASGATUEBXMIQ2Ft
cGJIbGwxEDAOBgNVBAOTE1V0aW1hY28xHTAbBgNVEBASTFEIuZm9ybWF0aW9ulFNI
¥3VyaXR5MRQwEgYDVQQDFAtLTUIQX2NsaWVudDEIMCAGCSqGSIb3DQEJARYTc3Vw
cGOydEBVAGItYWNvLmNvbTCCASIwDQYJKoZIhveNAQEBBQADggEPADCCAQoCggEB
AL4fgo/SafpOZfadqHVqZMdcutjbSb1YrwiDvXe8/+OK+6mnDNUISPqNyNJS4TVD
Ob7PtwZ4+103ZSBpRIGGUf6VDGHACNShF7TAMNWwWScAkpZM7M5xQWJog +sdv87iM +
ZWXzLOXRE82wXy8pFNnNVelSq5G8 1Wia+NGOkibLCZWSlogNzUBCRo/JR/ZIbRZI
j2AT4uc1BZja8U0vZpZ + bHXwBTxHOBAFS4X9qwG01z80h8EEKT 7)evB0SGuwOWDI
Cawu3Px+GHzZcqrqBXb+xcUsrNfumtW3jqfoZwi+h1108ioD/fgSRIYGDviTWYK9
GKNIdGdUC31mRdRdVhORksCAWEAAaMOIMDswCQYDVROTBAIWADARBgIghkgBhvhC
AQEEBAMCEB4AWGWYDVRORBBQwEocEwKi2ticEwKi1plcEwKi2pDAKBggqhkjOPQQD
AgNIADBFAIAIR375gSdN/K1FT80/LIQtCco2F2+6iT/j+fHkmI6/AAIhAPW2Xbm
W35YNIMaCSWTOVOMUUKTeDsulLy3KFindQbxb

-——END CERTIFICATE

Please enter Private Key: Press <Enter> when done

-——BEGIN PRIVATE KEY-
MIIEvwIBADANBgkqhkiGIwW0OBAQEFAASCBKkwggSIAgEAACIBAQC+HAKPOMNGTMX2
nah1amTHXLrY20m9WK3Ig713vP/jivuppwzVikj6jcjSUUET1Wzm +z7cGePpdN2Ug
aUSBhIH+1Qxth + AjfIRe+ DDVsOXAJKWTOzOcUFialPrHb/Q4jPmVI8yzsURPNsF3v
KRTZzVXiUquRvNVomvjRvZImywmVvCKIDc1AQkaPyUf2SWOWSYOgE +LnNQWY2vFN
L2aWfmx18AU8RzvABUUF/asBtNc/NIfBBJE+yXrwdORrsDIm/QmsLtz8fhh82XKq
6gV2/sXFLKzX7prvtd6n+mcivoddaPlqA/34EKSWEg74u8GCvRIjZXRNVAL9a50X
UXVYTKZLAgMBAAECggEBAKAIVAQZMUeecjmgse7hOGVCHguaGFMKFhcuOMadriNG
2v2+WBHSA4ANPNTBISTWCyMZAT6lulcgkiB52He6030OmOUEQIVI 04troSEOKPXt4U
FSIOcKZzbEw1Tow3SGnecmQcM5SadgxEb5 1vednGePTonBwSnD +Horue6MoHeATKLQ
ATAIg+KkfUlvpuTUhVjUeuBV1TAKOcB7DLmAxAibkhVHOGLSbhiadtpcHWOrsajF
SWibtiWgXelOEAwbIQebtk0iXQMn2 +9C/2filnywl XZalaqQhOVAgUw3l7dfvB
Mglz6XK42x)8wTFazpFitbArc8IPE6WOmMzEnmtwnESkCgYEA4ZAfDRZovTyglQmv
WalMtph7XRKFMLUBuWkqOEpSp1NFk8dMC2x55xPMy12qY/3hhYgFW 1yrivTcoCXW
uvBouxKt50+/UtgYnhq7xtGHTrGt4riNG6A2ZmqqExXIvFtnOKXUX6tZyzl/wg9gPGN
qC1c9uajeYVy8jitWiziTuyOIVUCGYEA18A2s/4QyjFG3gwtm9:x9HRqz7 Nkw/IpV
hic61bGgvP54j07DIMmEeAtOpMN2 +iJbueMzylQWNKkWXGLHOqd26aGsPPHz820H
9750V2CdynkaONmKgmnOh+WPuDMH7e/J8PjZdUGXKAUNKHzDXTrERDBTCQzzab0
INb7PaCmoD8CgYEAr50xB3UscDRKeF20eamOvZOACVIXhWSjmblOSwEj 7TulbHM3
RaVaelK3al EvOctLSrFuyiKnrvzDS4BpWwULZiYybuFrSUglUfwptagiFKXI4bQq
Belacg2lwusrE3hpp61fu/P9z71Qc7KXPhaiSipdIFplkawVX1pWrOoGTokCgYBY
NQOobxUaNS2OFRilgog8XXB2Qw3eEgilmGkbePXIpdnLcKUKEBXYQIZV3nxEI8vw
oc1lyTwTkDWCNWRywvIjHWAVIFsawHAel6EpLOvsICBwBPROFZICMGOHqgbynFRfBn

Figure 23 : Client Certificate & Private Key Installation
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JSVOyttA/1QIZqOiMUzxuzHsGVj8nIM LN hmdxpKZLQKBgQDZVxMigDg8ObG8MTTI
brSeuhPsDludDH/UI6amRkD 7p2GaT02Vb/19A0phVqP2riitt5e9Qyj74gMgn7A
qgvw2LFGauSfhPpDROc3/pB4Xs8glgkWodzORAqNQZ +tZkROGEYe1pR8grxoosiq
4UTmO+UcfuaG100iuCOIDsXgg==

-——END PRIVATE KEY:

Enter certificates of certification authorities (CA) which form the certificate chain of the client certificate.
This starts with
the issuing CA certificate of the dient certificate and can range up to the root CA certificate.

Do you want to continue entering root and/or intermediate certificates {y|n}: n

You should keep a copy of the private key and the CA-signed digital certificate for future reference.
The installed certificate’s CA and serial number for reference:
CA: ESKMCA

serial- 0D

The certificate’s generated name for reference: KMIP_client

8.2 Installing the Utimaco ESKM Server Certification Authority (CA) Certificate

Run below command to install the certificate.

>_ Console

cluster1::> security certificate install -type server-ca
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cluster1:> security certificate install -type server-ca
Please enter Certificate: Press <Enter> when done

MIIC4zCCAoqgAwIBAgIBADAKBggqhkjOPQQDA|CBhJELMAKGATUEBhMCVVMXxCzA)
BgNVBAgTAKNBMREwDwWYDVQQHEWhDYW1wYmVsbDEQMA4GATUEChMHVXRpbWFjbzEQ
MA4GATUECXMHVXRpbWFjbzEPMAOGATUEAXMGRVNLTUNBMSIwIAYJKoZIhveNAQkB
FhNzdXBwb3J0QFV0aW1hY28uY29tMB4XDTIzMDEWMTE4NTcxNIoXDTMyMTIzMDE4
NTcxNlowgYYxCzAJBgNVBAYTAIVTMQswCQYDVQQIEwJDQTERMASGATUEBXMIQ2Ft
cGJIbGwxEDAOBgNVBAOTB1V0aW ThY28xEDAOBgNVBAsTB1V0aW1hY28xDzANBgNV
BAMTBkVTSO1DQTEIMCAGCSqGSIb3DQEJARYTc3VwcG9ydEBVAGItYWNvLMNvbTBZ
MBMGBYqGSM49AgEGCCqGSM49AWEHAOIABC/qUNvmMajo30pRpDDF1ut3meWDn2Af9
q0jcZkzRnXjkZUF60f4DItmUyWUtnDnGPvuZgLBogxf2NXh6u4erkAejgeYwgeMw
HQYDVROOBBYEFDO29v5IMoRNfGhjF5x8VdT)TswsMIGzBgNVHSMEgaswgaiAFDO2
9v5IMoRNfGhjF5x8VdTJTswsoYGMpIGIMIGGMQswCQYDVQQGEWJVUZELMAKGATUE
CBMCQOEXETAPBgNVBACTCENhbXBiZWxsMRAwDgYDVQQKEwdVdGItYWNvMRAwWDgYD
VQQLEwdVdGItYWNvMQ8wDQYDVQQDEWZFUOtNQOEXIjAgBgkqhkiGIWOBCQEWE3N1
cHBvenRAVXRpbWFjby5jb22CAQAWDAYDVROTBAUWAWEB/zZAKBggghkjOPQQDAgNH
ADBEAiIBcOQOuMpdmA2qaj)O77mWBVRPezDZgYH6BIRb/T1huLQlgaORFUNwZEkKSM
k9BQsGcgUwIrhNOgZOG/Iz7MxpXgPPc=

You should keep a copy of the CA-signed digital certificate for future reference.

The installed certificate's CA and serial number for reference:
CA: ESKMCA
serial: 00

The certificate’'s generated name for reference: ESKMCA

Figure 24 : Server CA Certificate Installation

8.3 Adding the Utimaco ESKM as Key Control Nodes on ONTAP

Run below command enable external key manager.
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>_ Console

Cluster1::> security key-manager external enable -key-servers

192.168.182.164:5696 -client-cert KMIP_client -server-ca-certs ESKMCA

Clusterl::> security key-manager external enable -key-servers 192.168.18 192.168.182.160:5696 -client-cert KMIP_client -server-ca-certs ESKI“ICAI

Figure 25 : Adding Key Managers nodes

8.4 Verifying the communication between the external Key Manager and the
cluster (ONTAP)

Run below command to show the status of key managers.

>_ Console

Cluster1::> security key-manager show -status

CLusterl::> security key-manager show -status

Registered Key Manager Status

CLusterl-o1 192.168.182.160 available
CLusteril-o1 192.168.182.164 available
CLusteril-e2 192.168.182.160 available
CLusterl-02 192.168.182.164 available
4 entries were displayed.

Figure 26 : Key Manager Status
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9 Performing NetApp Volume Encryption

9.1 Enabling Aggregate-level Encryption

You must use aggregate-level encryption if you plan to perform inline or background aggregate-
level deduplication. Aggregate-level deduplication is otherwise not supported by NVE. ONTAP
automatically “pushes” an encryption key to the Utimaco ESKM server when you encrypt a
volume.

o Note: Plain text volumes are not supported in NAE aggregates.

Enable or disable aggregate-level encryption:

1. The following command enables aggregate-level encryption on aggr:

»_Console

Cluster1::> storage aggregate create -aggregate aggr1 -diskcount 6

Clusterl::> storage aggregate create -aggregate aggrl -diskcount 6

Clusterl::>

Figure 27 : Creating a new aggregate and enabling aggregate-level encryption

2. Verify that the aggregate is enabled for encryption:

»_Console

Cluster1::> storage aggregate show -fields encrypt-with-aggr-key
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::> storage aggregate show -fields encrypt-with-aggr-key
encrypt-with-aggr-key

aggro_ClLusterl_e1 false
aggre_ClLusterl_©2 false
aggril true
3 entries were displayed.

Figure 28 : Verifying encryption on aggregate

9.2 Enabling Encryption on a New Volume

1. Create a new volume and specify whether encryption is enabled on the volume. If the new
volume is in an NAE aggregate, by default the volume will be an NAE volume:

>_ Console

Cluster1::> volume create -vserver SVM_name -volume volume_name aggregate
aggregate_name

Example
Cluster1::> volume create -vserver svml -volume vol0 -aggregate aggri

Cluster1::> volume create -vserver svm1 -volume vol0 -aggregate aggr1

[Job 121] Job succeeded: Successful

Figure 29 : Creating a new volume

2. View the newly created NAE volume.

>_ Console

Cluster1::> volume show -vserver svml -volume volO
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Clusterl::> volume show -vserver

Vserver

Name:
Volume Name:

Aggregate Name:

List of Aggregates for FlexGroup Constituents:
Encryption Type:

List of Nodes Hosting the Volume:
Volume Size:

Volume Data Set ID:

Volume Master Data Set ID:

Volume State:

Volume Style:

Extended Volume Style:

FlexCache Endpoint Type:

Is Cluster-Mode Volume:

Is Constituent Volume:

Number of Constituent Volumes:
Export Policy:

User ID:

Group ID:

Security Style:

UNIX Permissions:

Junction Path:

Junction Path Source:

Junction Active:

Junction Parent Volume:

Comment:

Available Size:

Filesystem Size:

Total User-Visible Size:

Used Size:

Used Percentage:

Volume Nearly Full Threshold Percent:
Volume Full Threshold Percent:
Maximum Autosize:

Minimum Autosize:

svml -volume volo

svml

volo

aggri

aggri
aggregate
CLusteri1-01
20MB

1051
2157968616
online

flex
flexvol
none

true
default

(0]

(0]

unix
———rWXr-Xr-x

18.57MB
20MB
19MB
436KB
2%

95%

98%
24MB
20MB

Figure 30 : Volume show output

3. Create an NVE volume.

>_ Console

Cluster1::>
aggregate_name -encrypt true

Example:

volume create -vserver SVM_name -volume volume_name aggregate

Cluster1::> volume create -vserver svml -volume vol1 -aggregate aggri1 encrypt

true
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CLusterl::> volume create -vserver svml -volume voll -aggregate aggrl -encrypt true

[Job 122] Job succeeded: Successful

Figure 31 : Creating an NVE volume

4. View the newly created NVE Volume.

>_ Console

Cluster1::> volume show -vserver svml -volume voll
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Clusterl::> volume show -vserver svml -volume vol1l

Vserver Name: svml
Volume Name: voll
Aggregate Name: aggril
List of Aggregates for FlexGroup Constituents: aggril
Encryption Type: volume
List of Nodes Hosting the Volume: ClLuster1-01
Volume Size: 20MB
Volume Data Set ID: 1048
Volume Master Data Set ID: 2157968617
Volume State: online
Volume Style: flex
Extended Volume Style: flexvol
FlexCache Endpoint Type: none
Is Cluster-Mode Volume: true
Is Constituent Volume: false
Number of Constituent Volumes: -
Export Policy: default
User ID: 0
Group ID: ©
Security Style: unix
UNIX Permissions: ——rwxr-xr-x
Junction Path: -
Junction Path Source: -
Junction Active: -
Junction Parent Volume: -
Comment:
Available Size: 18.62MB
Filesystem Size: 20MB
Total User-Visible Size: 19MB
Used Size: 392KB
Used Percentage: 2%
Volume Nearly Full Threshold Percent: 95%
Volume Full Threshold Percent: 98%
Maximum Autosize: 24MB
Minimum Autosize: 20MB
Autosize Grow Threshold Percentage: 85%
Autosize Shrink Threshold Percentage: 50%
Autosize Mode: off
Total Files (for user-visible data): 566

Figure 32 : Volume show output

5. Verify that volumes are enabled for encryption.

»_Console

Cluster1::> volume show -is-encrypted true
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Clusterl::> volume show -is-encrypted true
Vserver Volume Aggregate Size Available Used%

CLuster1-01
volo aggrO_Clusterl 01
online
svml svml _root aggri online
svml volo aggri online
svml voll aggri online

svml vol10 aggr2 online
svml vol2 aggri online
svm2 volll aggr2 online
svm2 vol12 aggr2 online
svm2 vol3 aggr2 online
9 entries were displayed.

Clusteri::> |j

Figure 33 : Verifying encrypted volumes

9.3 Enabling Encryption on an Existing Volume with the Volume Encryption
Conversion Start Command

1. Convert an existing volume (plain text volume) to encrypted volume by running below
command.

>_ Console

cluster1::> volume encryption conversion start -vserver SVM_name -volume
volume_name

Example:
Cluster1::> volume encryption conversion start -vserver svm2 -volume vol5

Clusterl::> volume encryption conversion start -vserver svm2 -volume vol5

Warning: Conversion from non-encrypted to encrypted volume scans and encrypts all of the data in the specified volume. It
might take a significant amount of time, and might degrade performance during that time.

Do you want to continue? {y|n}: y

Conversion started on volume "vol5". Run "volume encryption conversion show -volume vol5 -vserver svm2" to see the status of t

his operation.

Clusterl::> volume encryption conversion show -volume vol5 -vserver svm2

Vserver Name: svm2
Volume Name: vol5
Start Time: 1/11/2023 02:13:52
Status: running

Figure 34 : Converting to encrypted volume

2. When the conversion operation is complete, verify that the volume is enabled for
encryption:
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>_ Console

Cluster1::> volume show -is-encrypted true

Clusterl::> volume show -is-encrypted true
Vserver Volume Aggregate State Size Available Used%

CLuster1-01
volo aggr0_Clusterl_01
online
svml svml_root aggrl online
svml volo aggri online
svml voll aggrl online
svml voll0 aggr2 online
svml vol2 aggrl online
svm2 volll aggr2 online
svm2 volil2 aggr2 online
svm2 vol3 Ele[e] online
svm2 vol5 aggr2 online
10 entries were displayed.

PNWNWNNNWEe

of of P P of P P P P o

Figure 35 : Verifying encrypted volumes

9.4 Enabling Encryption on an Existing Volume with the Volume Move Start
command

You can use the volume move start command to enable encryption by moving an existing
volume.

1. Move an NAE volume to an NVE volume (volQ is an NAE volume will convert this to NVE
volume) and verify its status.

>_ Console

clusteri1::>volume move start -vserver SVM_name -volume volume_name destination-
aggregate aggregate_name -encrypt-with-aggr-key false

For example:
Cluster1::> volume move start -vserver svml -volume vol0 -destinationaggregate

aggr1 -encrypt-with-aggr-key false

Cluster1::> volume move show -vserver svml -volume volO
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Cluster1:> volume move show -vserver svym1 -volume vol0

Vserver Name: svm1
Volume Name: vol0
Actual Completion Time: Tue Jan 10 14:40:50 2023
Bytes Remaining: -
Destination Aggregate: aggr1
Detailed Status: Successful
Estimated Time of Completion: -
Managing Node: CLuster1-01
Percentage Complete: 100%
Move Phase: completed
Estimated Remaining Duration: -
Replication Throughput: -
Duration of Move: 00:00:18

Source Aggregate: aggr1
Start Time of Move: Tue Jan 10 14:40:32 2023

Move State: done
Is Source Volume Encrypted: true

Encryption Key ID of Source Volume:
00000000000000000200000000000500c1750deab488e0e2c4d64ec8649f31b1 0000000000000000

Is Destination Volume Encrypted: true

Encryption Key ID of Destination Volume:
00000000000000000200000000000500¢1750deab488e0e2c4d64ec8643f31b1 0000000000000000

Figure 36 : Moving an NAE volume to an NVE volume

2. Move an NVE volume to an NAE volume (volO is an NVE volume will convert this to NAE
volume) and verify its status.
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>_ Console

Cluster1::> volume move start -vserver SVM_name -volume volume_name destination-
aggregate aggregate_name -encrypt-with-aggr-key true

For example:
Cluster1::> volume move start -vserver svml -volume vol0 -destinationaggregate

aggr1 -encrypt-with-aggr-key true
Cluster1::> volume move show -vserver svml -volume volO
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kluster1:z> volume move show -vserver svm1 -volume vol0

Vserver Name: svm1
Volume Name: vol0
Actual Completion Time: -
Bytes Remaining: -
Destination Aggregate: aggr1

Detailed Status: Cutover Started:(1 of 3 attempts) (684KB Sent):: Volume
move job committing source.

Estimated Time of Completion: Tue Jan 10 14:44:20 2023
Managing Node: CLuster1-01
Percentage Complete: 64%
Move Phase: cutover
Estimated Remaining Duration: 00:00:30
Replication Throughput: -
Duration of Move: 00:00:10
Source Aggregate: aggr1
Start Time of Move: Tue Jan 10 14:43:40 2023
Move State: healthy.
Is Source Volume Encrypted: true.

Encryption Key ID of Source Volume:
00000000000000000200000000000500¢c1750deab488e0e2c4d64ec8649f31b1 0000000000000000
Is Destination Volume Encrypted: true

Encryption Key ID of Destination Volume:
00000000000000000200000000000500¢c1750deab488e0e2c4d64ec8649f31b1 0000000000000000

Figure 37 : Moving an NVE volume to an NAE volume
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10 Managing the Client and CA Certificates on ONTAP

10.1 Deleting Certificates

Before you begin to install the new certificates, you must remove the old certificates and make
sure to use updated certificates.

1. Disable the connection to the key management (KMIP) server:

»_Console

Cluster1::> security key-manager delete -address 192.168.182.160

Clusterl::> security key-manager delete -address 19:

Figure 38 : Key Manager Status

2. Remove all certificates for the cluster:

»_ Console

Cluster1::> security certificate delete -vserver Clusterl -common-name KMIPCert
-ca KMIPCert -type client -serial 17391C189F77D0C5

Clusterl::> security certificate delete -vserver Clusterl -common-name KMIPCert -ca KMIPCert -type client -serial 17391C189F77
DoC5

Cluster1:> I

Figure 39 : Delete Certificates Output

The old certificates were deleted. You can install the new ones.

10.2 Replacing the ESKM Client Certificates

ESKM Client certificates have an expiration period after initial creation. After a predetermined
time, the certificates are no longer valid. They should be replaced before the expiration date.
Follow the step mentioned in section Creating and Exporting a Client Certificate using ESKM.
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0 This completes the integration of NetApp ONTAP with Utimaco ESKM.
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11 Troubleshooting

Error Diagnosis

CLuster1::> volume move volumes only support encryption using NAE (NetApp
start -vserver sym1 volume Aggregate Encryption). You can encrypt the volume by
svm1_root -destination- moving it to an aggregate that supports NAE, using the
aggregate aggrl "volume move start svm_root -vserver svm1 -encrypt-

. destination true -encrypt-with-aggr-key true" command.
-encrypt-with-aggr-key false
Cluster1:> storage aggregate create -aggregate aggr?2

Error: command failed: -diskcount 6 -encrypt-with-aggr-key false

Encryption of the Vserver root
volume using NVE (NetApp
Volume Encryption) is not
supported. Vserver root

Table 7: Errors and their Diagnoses
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12 Further Information

This document forms a part of the information and support which is provided by the Utimaco IS
GmbH. Additional documentation can be found on the product CD in the Documentation

directory.

All CryptoServer product documentation is also available at the Utimaco IS GmbH website:
https://utimaco.com/.
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13 References

Reference Title/Company
[ESKMIRG] ESKM_Installation and Replacement_Guide.pdf
[ESKMUG] ESKM_User_Guide.pdf

Table 8: References
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14 Contact and Support Information

You can reach us from Monday to Friday, 09.00 a.m. to 05.00 p.m., Central European Time (CET).

Utimaco IS GmbH
Germanusstr. 4
52080 Aachen
Germany

RMA Query

If you need to send the device back to Utimaco IS GmbH, please open a new RMA case (Return
Merchandise Authorization). We request that you use the following web address. RMA cases
cannot be opened by email or phone.

https://support.hsm.utimaco.com/support/rma/new

Other Support Queries

= Mail (preferred contact method)
support@utimaco.com
Attach the diagnostic information to your email.

= Web portal
https://support.hsm.utimaco.com/support/cases/new/
The diagnostic information will be requested in our response if necessary.

= By phone
AMERICAS +1-844-UTIMACO (+1 844-884-6226)
EMEA +49 800-627-3081
APAC +81 800-919-1301
The diagnostic information will be requested in our response if necessary.
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