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Purpose and Scope UtimaCO®

1 Purpose and Scope

This document describes the steps to integrate u.trust GP HSM with Bloombase StoreSafe to
deliver agentless, transparent encryption security of traditional storage systems and next-
generation storage services for mission-critical applications. Specifically, we cover the following
areas:

= |nstall and configure Bloombase StoreSafe software appliance
= |ntegrate Bloombase StoreSafe with u.trust GP HSM

= |ntegrate Microsoft Windows 11 and Ubuntu 22.04 client systems with Bloombase
StoreSafe and u.trust GP HSM data-at-rest encryption security solutions for Microsoft
Windows Server 2025 and Rocky Linux 9 storage backends to demonstrate how high-
bandwidth, agentless, application-transparent data encryption could be achieved for
multiple network storage protocols, namely SMB, NFS, iSCSI, and NVMe/TCP.
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Assumptions UtimaCO®

2 Assumptions

This document describes the integration of u.trust GP HSM with Bloombase StoreSafe. It is
assumed that you are familiar with operation of u.trust GP HSM, storage systems, and major
operating systems including Linux, Microsoft Windows, IBM AlX, HP-UX and Oracle Sun Solaris. It
is also assumed that you possess basic UNIX administration skills. The examples provided may
require modifications before they are run under your version of operating system.

As u.trust GP HSM is third party option to Bloombase StoreSafe data at-rest encryption security
solution, you are recommended to refer to installation and configuration guides of specific model
of u.trust GP HSM for your actual use cases. We assume you have basic knowledge of storage
networking and information cryptography. For specific technical product information of
Bloombase StoreSafe, please refer to our website at https://www.bloombase.com and
Bloombase SupPortal https://supportal.bloombase.com.
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3 Infrastructure

3.1 Setup

The integration discussed in this guide is based on the system block diagram below:

Application Host on Application Host on
Microsoft Windows 11 Ubuntu 22.04 LTS
(192.168.23.157) (192.168.211.68)

L]
L] &) Ubuntu

SMB, Clear |

NFS

_ , text
'SC|S' NVMe/TCP _-

[ ]
i &
L — l

Utimaco GP HSM
(192.168.23.235)

Read and Decrypt

Bloombase StoreSafe
(bloombase01,
192.168.23.156,
192.168.211.24)

A$8Yn |
L L += @~

Storage on Storage on

Microsoft Windows Rocky Linux 9
Server 2025 (192.168.211.151)
(storage01,

Q Rocky Linux”

192.168.23.153)
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Infrastructure UtimaCO®

3.2 Storage Encryption

Storage Encryption = Bloombase StoreSafe Intelligent Storage Firewall Software Appliance

v4.0
Server VMware ESXi 6.5
Processor 4x Virtual CPU (vCPU)
Memory 8GB

Network Interface NVIDIA ConnectX-5
Card

3.3 Key Management System

Key Management u.trust General Purpose Hardware Security Module (GP HSM)
System v4.80.0.0

3.4 Storage Systems

Storage Microsoft Storage Server on NVMe over Fabrics (NVMe-oF) storage
Systems Microsoft Windows Server 2025 services on Rocky Linux 9

3.5 Storage Hosts

Client Hosts Microsoft Windows 11 Ubuntu 22.04 LTS
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3.6 Networking

Ethernet Switch
Network Interface Card

Cables

Document No.: IG-2025-0014

Celestica Seastone DX010 32-port T00GbE ONIE Switch

NVIDIA ConnectX-5

NVIDIA/Mellanox TO0OGbE QSFP28 DAC Cables
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4 Configuration Overview

4.1 u.trust General Purpose Hardware Security Module (u.trust GP HSM)

u.trust GP HSM is a hardware security module that secures cryptographic key material for
servers and applications. It includes integration software that supports the industry standards
(e.g. PKCS#11, Microsoft CSP/CNG, JCE...) which are used in many application scenarios, e.g.,
Enterprise PKI application and database encryption. The General Purpose HSM is available as
PCle embedded card or as network attached appliance. The key management and cryptographic
functionalities provided by u.trust GP HSM are used by Bloombase StoreSafe for encryption
protection of data-at-rest for general-purpose use cases.

In order to utilize the PKCS#11 functionality, the token must be initialized.

6 ~]# /opt/utimaco/Administration/csadm GetState

)perational Mode

As an example, the u.trust GP HSM is assigned a token label as follows
plltool2 slot=0 Label=CryptoServer Login=ADMIN,ADMIN.key InitToken=<so pin>
A user pin will be needed for PKCS#11. To setup the user pin, run the following command,
plltool2 slot=0 LoginSO=<so pin> InitPin=<user pin>
To check if u.trust GP HSM is initialized, run

plltool2 slot=0 ListSlots=status
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bin/plltool2 Li
IN init.

AN WN RO

~J

0

4.1.1 Ethernet Switch Configuration

Celestica Seastone DX010 32-port T00GbE ONIE switch has been used in this integration testing.

Ports 24 and 28 of the 100Gb Ethernet switch are connected to the NVIDIA ConnectX-5 NICs via
DAC cables as shown in the SONiC console below.
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Cloud

idmin@sonic:
admin@sonic:
admin@:

Document No.: 1G-2025-0014 Document Version: 1.0.0 Page 12 of 68



@
Configuration Overview UtlmaCO

4.1.2 Direct Attach Copper (DAC) Cable

NVIDIA/Mellanox T00GbE QSFP28 DAC cables have been used in this interoperability testing.

Document No.: 1G-2025-0014 Document Version: 1.0.0 Page 13 of 68



* ®
Configuration Overview UtlmaCO

4.1.3 Network Interface Card (NIC)

NVIDIA ConnectX-5 NIC has been used in this integration testing.
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(PP EErt

Install and configure NVIDIA ConnectX-5 NIC using the install image or the driver available from
your distribution's repo.
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userdubuntue7:~$

Number o
Firmware
Hardware

SM 1lid: O

Capability mas )
Port GUID: O0Ox 9fffeldfb226
Link layer: '

4.2 Microsoft Storage Server on Microsoft Windows Server 2025 Storage
Backends

Microsoft Storage Server on Microsoft Windows Server 2025 running on VMware ESXi is used in
this interoperability test which is able to provide storage services over network storage protocols
including iISCSI, NFS, SMB, CIFS, REST, etc

Microsoft Windows Server 2025 is deployed as a virtual appliance (VA) on VMware ESXi.
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4.2.1 SMB Services Configuration

T Server Manager

Server Manager > File and Storage Services * Shares

VOLUME

N SHARES
[ Servers All shares | 2 total TASKS v smb01 on WINSER175
i Vol - ;
2 s Filter » ® v v @
i Disks - Capacity: 99.4GB
m Storage Pools Share Local Path Protocol  Availability Type
; 18% Used

Shares 4 WINSER175 (2) -

iSCsl smb01 hares\smb01 SMB Not Clustered

Work Folders nfs01 CA\Shares\nfs01 NFS Not Clustered

Go to Volumes Overview >

f'] Manage  Tools  View  Help

v(@|

TASKS ¥

W 17.9 GB Used Space
81.5 GB Free Space

QUOTA
smb01 on WINSER175

To use quotas, File Server Resource Manager mus

To install File Server Resource Manager, start the Add Roles and Features Wizard.

Document No.: IG-2025-0014
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Configuration Overview

K2 smb01 Properties

smb071
Show All
Genera
Permissions +
Settings + Server Name:

Share name:

Folder path:
Protocol:

Availability type:

Share description:

- O X

WINSER175
smb01
(
CA\Shares\smb01
SMB
Not Clustered

| OK || Cancel | Apply

Microsoft Windows Server 2025 File Management is configured to provide the SMB share

backend storage to client system users.
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4.2.2 NFS Services Configuration

T Server Manager

Server Manager > File and Storage Services * Shares

VOLUME

- SHARES
iz Servers AR 1 <hares | 2 total TASKS v smb01 on WINSER175
i Volumes s :
= Filter o ® v e (&)
i Disks - Capacity: 99.4GB
m Storage Pools Share Local Path Protocol  Availability Type
18% Used
Shares 4 WINSER175 (2) -
iSCsl smb01 hares\smb01 SMB Not Clustered
Work Folders nfs01 CA\Shares\nfs01 NFS Not Clustered
Go to Volumes Overview >

View  Help

Tools

- (@| f'] Manage

TASKS ¥

W 17.9 GB Used Space
81.5 GB Free Space

QUOTA
smb01 on WINSER175

To use quotas, File Server Resource Manager mus

To install File Server Resource Manager, start the Add Roles and Features Wizard.
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K2 nfs01 Properties — O X

nfsO1

Show All

Genera

Authentication +

Share Permissions. -+ Server Name: WINSER175

NTFS Permissions  + Share name: nfs01
Folder path: CA\Shares\nfs01
Remote path: WINSER175:/nfs01
Protocol: NFS

Availability type: Not Clustered

OK || Cancel Apply

NFS storage service is provisioned on Microsoft Windows Server 2025 to be used in this
integration testing.
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4.2.3 iSCSI Services Configuration

T Server Manager

Server Manager * File and Storage Services * iSCSI @1

Servers

i Volumes

i Disks
m Storage Pools

Shares

Work Folders

Last refreshed on 7/22/2021 9:40:32 AM

iSCSI TARGETS

CAISCSIVirtualDisks\iSCS-disk01.vhdx on WINSER175 [Tasks_ ~
s B @~ v
Name & Server Name  Target ION Target Status  Initiator ID

iqn.1991-05.com.microsoftiscsi0l WINSER175  ign.1991-05.com.microsoftiscsiOl Not Connected  IQN:iqn.2012-07.com.bloombase, IQN:iqn.2012-07.com.bloombat

ISCSI storage service is also provisioned on Microsoft Windows Server 2025 to be used in this
integration testing.

4.3 NVMe over Fabrics (NVMe-oF) Storage Target on Rocky Linux 9 Storage
Target

Linux NVMe-oF target software is used to be the storage backend secured by Bloombase
StoreSafe Intelligent Storage Firewall.
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[root@carockyl51 ~1# numetcli

I o- ngn.Z2B14-88.org.numexpress :uuid:4af 97520
o-
o- 1
| o- ana_groups
I1 o-
| o- referrals ....
| o- subsystems
I o-
o- 2

0- ana_groups

| o-

o- referrals

o0- subsystems

o-

(- R —————

0- ngn.2814-88.org .numexpress :NUMF tuuid :7879993e-7413-4338-9b9b-a3af82259b18 [
o- allowed_hosts -
0- namespaces R . |
0- [path=/dev/nullbB, uuid=e581a156-7468-45e2-bbae-B457eB?62342, grpid=1, disabled]

4.4 Bloombase StoreSafe Intelligent Storage Firewall

Bloombase StoreSafe delivers unified data at-rest encryption security of files, block devices,
objects, sequential storages, etc. In this interoperability test, both file-based and block-based
encryption security services are validated against Bloombase StoreSafe with keys managed at
u.trust GP HSM.

Bloombase StoreSafe Intelligent Storage Firewall software appliance is deployed as a virtual
appliance (VA).

& Main 4= Logout & Support M About “? Help

B Bloombase StoreSafe Security Server

Greeting Ma l-n

Hos

System Information

Menu Bar &
System Host Addresses :0:0:250:56ff:fe86:5f91, 192.168.23.156
Operation .
Licensea Serial Number
High Availability
Validity v Perpetuality 7

Administration

StoreSafe Configurations
2 0 v2 @ 2.20GHz
Storage

Language

English v

Document No.: 1G-2025-0014 Document Version: 1.0.0 Page 22 of 68



@
Configuration Overview UtlmaCO

4.4.1 u.trust General Purpose Hardware Security Module (u.trust GP HSM) and
Bloombase StoreSafe Integration

The Utimaco provided PKCS#11 libraries and tools need to be installed on the Bloombase
Operating System (BloombaseOS). To modify files on the Bloombase StoreSafe OS filesystem,
the administrator can access the TTY2 console (ALT+F2) and login as root or another user.

BloombaseOS 8.8

The following files need to be installed in their specific paths:

/opt/utimaco/bin/plltool2

/opt/utimaco/conf/cs_pkcsll_R3.cfg

/opt/utimaco/lib/libcs_pkcsll_R3.so

Additionally: the following two environment variables need to be declared at the set environment
parameter script of Bloombase StoreSafe:

/spitfire/spitfire-storesafe/bin/setenv.sh

### Utimaco HSM
export CS_PKCS11_R3_CFG=/opt/utimaco/conf/cs_pkcs11_R3.cfg

export LD_LIBRARY_PATH=$LD_LIBRARY_PATH:/opt/utimaco/lib

Ensure the
cs_pkcsll_R3.cfg

file is correctly configured to Utimaco instructions. The device ID or network IP needs to be
specified in the file as such:
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[CryptoServer]

# Device specifier (here: internal PCI device : cHSM on local u.trust Anchor device - last
number represents cHSM slot (1))

Device = /dev/cs2.0.1

# Device specifier (here: cluster of remote devices - first with IP address, others using format
<port>@<ip>)

Device = {192.168.23.235 288@192.168.23.236 4001 @192.168.23.237 }
To enable the built-in Bloombase KeyCastle to utilize keys managed in the u.trust GP HSM, the

hardware security module service configuration at Bloombase web management console has to
be set up. This is done by clicking “Hardware Security Module” under “Key Management”.

List Hardware Security Module

List Hardware Security Module

/E] Label Present Slot Token Module Manufacturer Model Serial Number Version Status

Add

Input a name for the configuration, and select Model as

Utimaco

Input the token label of the u.trust GP HSM, and the token user pin.

Document No.: IG-2025-0014 Document Version: 1.0.0 Page 24 of 68



* ®
Configuration Overview UtlmaCO

Modify Hardware Security Module

Modify Hardware Security Module
Module utimaco v

Label / Username  CryptoServer PKCS11 Toke

Pin eeceee

Confirm Pin ey

Submit Refresh Delete Cancel

Click ‘Submit’ to commit the configuration. If the token is properly initialized and connected the
‘Present” and “Status” boxes will be checked.

List Hardware Security Module

List Hardware Security Module

ﬂ Label Present Slot Token Module Manufacturer Model
1 CryptoServer PKCS11 Token 0 0

Serial Number Version Status
utimaco Utimaco IS Gmb H CryptoServer SI003001_0000 5.01/ 4.80

Add

4.4.2 Encryption Key Provisioning

To generate key in attached u.trust GP HSM, select Key Source Type as
Hardware Security Module

and the assigned Key Manager token, in this case

CryptoServer PKCS11 Token

Select “Add Key" and “generate” to create a new key on the HSM.
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Modify Key Wrapper

Key Wrapper

Permissions

Modify Key Wrapper

Name

Key Source
Type

Active

Module

Label

Alias
Algorithm

Key Bit Length

Signature Algorithm

Key Usage

Extended Key Usage

Ovmer

Last Update Datetime

Or if key already exists, simply choose from the dropdown box.

hsmkey01

Hardware Security Module
Asymmetric

utimaco

CryptoServer PKCS11 Token

RSA v
2048 v
SHA256 v

O

Digital Signature

Non Repudiation

Key Encipherment

Data Encipherment

L BsCIE (- AL Jel - TRl JeE)

Key Agreement

Key Cert Sign
CRL Sign

Encipher Only

Decipher Only

Add Remove

Generate

Submit Close

Modify Key Wrapper

Key Wrapper Permissions

Modify Key Wrapper

Key Source  Hardware Security Module v
Module utimaco v
Token CryptoServer PKCS11 Token v
Key hsmkey01 v
Select Key Add Key
Close
Document No.: 1G-2025-0014 Document Version: 1.0.0
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Ensure you import a key from the key manager before you submit the key wrapper.

Find Key Wrapper

Find Key Wrapper
Name Type Asymmetric v Active v CA v
More Options

Find Reset Add

1-4 of 4 @ @
O Key Source = - Effective Expiry Last Update
ﬂ Name Type Jype Active Status CA Subject DN Issuer DN Dot Dotehn Db
Hardware 2024-07-30 2044-07-25 2024-07-30
1 hsmkey01 Asymmetric Security v Valid CN=hsmkey01 CN=hsmkey01 10:44:26 10:44:26 10:44:29
Module -0700 -0700 -0700
1-4 of 4 @ @

The new key can be found on the GP HSM as an object using the
plltool2

tool.

TE95FB

E-454A-AFE2-291CESFB4EE3

(hsmkey01)
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4.4.3 Bloombase StoreSafe Data-at-Rest Encryption for SMB Configuration

Physical storage namely

smbo1

is configured to be secured by Bloombase StoreSafe using encryption.

Modify Storage Configuration

Physical Storage Permissions

Physical Storage Configuration

Name smb01
Descniption
Va
Physical Storage Type Remote v
Type Common Internet File System (CIFS) Vv
Host storage01
Share Name smb01
Read Size 65536 bytes
Write Size 65536 bytes
Mount Hard O
User user01
Password
Options
Virtual Storage smb01
Owner admin

Last Update Datetime 2021-07-22 08:32:00 -0700

Submit Delete Close
Virtual storage namely
smbO1
of type
File
Document No.: IG-2025-0014 Document Version: 1.0.0
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Is created to virtualize physical storage

smbo1

for application transparent encryption protection over network file protocols including CIFS.

Modify Virtual Storage
Protection

Virtual Storage

Modify Virtual Storage

Name smb01
Status
Description

Active
Mode File
Protocol SMB
Owner admin

Last Update Datetime

Settings

Offline Setting Disabled WV

Physical Storage

Storage smb01 p ‘('5@
Descniption

Physical Storage Type Remote

Type cifs

Host storage01
Share smb01

Submit

Protection type is specified as

Privacy

Access Control

2021-07-22 04:33:45 -0700

Delete Status

Permissions

Close

and secure the Microsoft Storage Server storage backend using

AES 256-bit

Document No.: IG-2025-0014
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encryption and encryption key
hsmkey01

managed at u.trust GP HSM.

Modify Virtual Storage Handler

Virtual Storage Protection Access Control Permissions

Virtual Storage Protection

Protection Type Privacy v
Encryption Keys

ﬂ Key Name Last Update Datetime
1 O hsmkey01 2024-08-01 02:05:35 -0700

Add Remove
Header
Protected

Cryptographic Cipher
Cipher Algorithm  AES V.
Bit Length 256 v

CTR Mode

Submit Close

SMB/CIFS storage protocol relies mainly on user-password authentication for access control. In
this test, the Bloombase StoreSafe secure storage resource

smb01
is provisioned for user

user0l

with Microsoft Active Directory integration for user-password authentication and single sign-on.
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Modify Virtual Storage Access Control

Virtual Storage Protection Access Control Permissions
User Access Control

Warning: Deny access will override allow access

Everybody |:l Read |:] Wnte

O Deny Read O Deny Write

User Repository Local v
E] u Access Control Deny Access Control Warni Last Update
SEr List List armning Datetime
N 1 (Foseron vl | I Read U peny Read [ 2021-07-22 04:33:45
o Write Deny Write -0700

Add Remove
v More Options

Refresh Submit Close

4.4.4 Bloombase StoreSafe Data-at-Rest Encryption for NFS Configuration

Physical storage namely

nfsol

is configured to be secured by Bloombase StoreSafe using encryption.
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Modify Storage Configuration

Physical Storage

Physical Storage Configuration

Name nfs01
Description
Vi
Physical Storage Type Remote A
Type Network File System (NFS) v
Host storage01
Share Name nfs01
Read Size 65536 bytes
Write Size 65536 bytes
Synchronous [}
Mount Hard =]
Options vers=4.1
Virtual Storage nfs01
Owner admin

Last Update Datetime  2021-07-23 04:47:41 -0700

Submit Delete

Virtual storage namely

nfsol

of type

File

is created to virtualize physical storage

nfsol

Close

for application transparent encryption protection over network file protocols including NFS.
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Modify Virtual Storage

Virtual Storage Protection Access Control Permissions

Modify Virtual Storage

Name nfs01
Status
Description
Vs
Active
Mode File
Protocol NFS
Owner admin

Last Update Datetime 2021-07-22 09:55:37 -0700

Settings

Offline Setting Disabled W

Physical Storage
Storage nfs01 'O'ﬁg

Description

Physical Storage Type Remote

Type nfs
Host storage01
Share nfs01

Submit Delete Status Close

Protection type is specified as

Privacy

and secure the Microsoft Storage Server storage backend using
AES 256-bit

encryption and encryption key

hsmkey01l

managed at u.trust GP HSM.
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Modify Virtual Storage Handler

Virtual Storage Protection Access Control Permissions

Virtual Storage Protection

Protection Type Privacy v

Encryption Keys

ﬂ Key Name Last Update Datetime
1 O hsmkey01 2024-08-01 02:05:35 -0700

Add Remove
Header
Protected

Cryptographic Cipher
Cipher Algorithm  AES V.
Bit Length 256 v

CTR Mode

Submit Close

NFS storage protocol relies mainly on UID/GID and networking for access control. In this test, the
Bloombase StoreSafe secure storage resource

nfsol
is provisioned for client IP

192.168.23.157
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Modify Virtual Storage Access Control

Virtual Storage Protection Access Control Permissions

User Access Control

Everybody Read @ Write

NFS File System Object Attributes

Root Squash ]

Weak Cache Consistency

Default User Identifier
Default Group Identifier

Default Mode

Host Access Control

& Host Acces:isctontrol Security Warning Last Update Datetime
Read 2024-08-01 02:30:50
(]
1 192.168.23.157 Write sys v ~0700
Add Remove
Subnet Access Control
4&] Subnet Access Control List Security Warning Last Update Datetime

Add Remove
Vv More Options

Refresh Submit Close

4.4.5 Bloombase StoreSafe Data-at-Rest Encryption for iSCSI Configuration

Physical storage namely
iscsiol

is configured to be secured by Bloombase StoreSafe using encryption.
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Modify Storage Configuration

Physical Storage Permissions

Physical Storage Configuration

Name iscsi0l
Description
Vs
Physical Storage Type Device v
Block I/0
Multipath m

Device ID [max 8 chars] 11

Options

Device 60003ff44dc75adc919e979aaaf58040 p ’('ﬁ
Virtual Storage ign.2012-07.com.bloombase:iscsi0l

Owner admin

Last Update Datetime 2021-07-23 11:53:49 -0700

Submit Delete Close

Virtual storage namely
ign.2012-07.com.bloombase:iscsiOl
of type

iSCSI

is created to virtualize physical storage
iscsiol

for application transparent encryption protection over network file protocols including iSCSI.
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Modify Virtual Storage

Virtual Storage Protection Access Control iSCSI Permissions

Modify Virtual Storage

Name igqn.2012-07.com.bloombase:iscsi0l
Status
Description
Vi
Active
Mode 15CSI
Tape Library (|
ATS m
Cluster D
Vendor
Model
Revision
Owner admin

Last Update Datetime 2021-07-23 11:54:59 -0700

Physical Storage

El Storage Description Device
15 (1) iscsi01 60003ff44dc75adc919e979aaaf58040

Add Remove

Submit Delete Status Close

Protection type is specified as

Privacy

and secure the Microsoft Storage Server storage backend using
AES XTS 256-bit

encryption and encryption key

hsmkey01

managed at u.trust GP HSM.
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Modify Virtual Storage Handler

Virtual Storage Protection Access Control iSCSI Permissions

Virtual Storage Protection

Protection Type Privacy v
Encryption Keys

IE] Key Name Last Update Datetime
1) | hsmkey01 2024-08-02 00:45:46 -0700

Remove
Cryptographic Cipher

Cipher Algorithm  AES XTS v

Bit Length 256 v

Submit Close

ISCSI storage protocol relies mainly on CHAP, IQN, and networking for access control. In this test,
the Bloombase StoreSafe secure storage resource

ign.2012-07.com.bloombase:iscsiOl
is provisioned for initiator

ign.1991-05.com.microsoft:windowsll
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Modify Virtual Storage Access Control

Virtual Storage Protection Access Control

Allowed Portal

Add
Incoming Users
ﬂ User Warning
Add
Initiators
£] Initiator
1 [] ign.1991-05.com.microsoft:windows11
Add

v List Initiators

Refresh Alias

iSCSI Permissions
Portal IP
Remove

Last Update Datetime

Remove

Alias Warning

Remove

Submit Close

Last
Update
Datetime

2021-07-
23
12:19:08
-0700

4.4.6 Bloombase StoreSafe Data-at-Rest Encryption for NVMe/TCP Configuration

Physical storage with Intel Solid State Drive DC P3600 Series PCle NVMe SSDs is configured to
be secured by Bloombase StoreSafe Intelligent Storage Firewall.
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Modify Storage Configuration

Physical Storage Permissions

Physical Storage Configuration

Name nvmeO1
Description

v
Physical
Storage Block V.
Type
Device ID 1816d452-ac0d-49c2-9de0-d378f0cff5d6
Options
Device d9395873-b937-4139-8911-07c347c447c0 SO @
Virtual ngn.2022-06.io.storesafe:nvme01
Storage
Owner admin
Last Update 55 1004 12:16:40 -0700
Datetime

Virtual storage with “NVMe" mode is created to secure the just configured physical storage.
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Modify Virtual Storage

Virtual 2 Access g
Protection Permissions

Storage Control
Modify Virtual Storage
Name ngn.2022-06.io.storesafe:nvme01
Status
Description

~
Active
Mode NVMe
Model
Serial Number
Owner admin
S PIElE 2022-10-05 10:03:21 -0700
Datetime
Physical Storage
E] Storage Description Device
d9395873-b937-4139-8911-

1 (J nvmeo1 07c347c447c0

Select “Privacy” for protection type and select the encryption key. Choose the cipher algorithm
and bit length.

Document No.: IG-2025-0014 Document Version: 1.0.0 Page 41 of 68



Configuration Overview

utimaco’

Modify Virtual Storage Handler

Virtual Storage Protection Access Control

Virtual Storage Protection

Protection Type Privacy v

Encryption Keys

E] Key Name

1 O hsmkey01 2024-05-24 05:09:46 +0000

Cryptographic Cipher
Cipher Algorithm  AES XTS v

Bit Length 256 v

Permissions

Last Update Datetime

Remove

Submit Close

Add clients’ NVMe Qualified Name (NQN) that can access Bloombase StoreSafe virtual storage.

Modify Virtual Storage Access Control
Virtual Storage Protection Access Control Permissions
Initiators

& Initiator
1 0 ngn.2014-08.org.nvmexpress:uuid:cf2eae42-6537-4891-85c2-77bbff4598b8

2 (J  ngn.2014-08.org.nvmexpress: uuid:98c22f42-0694-af6d-1b5b-6d7b4dead944d

Start Bloombase StoreSafe virtual storage.

Alias

Document No.: IG-2025-0014 Document Version: 1.0.0

Warning

Last Update Datetime
2022-06-03 14:50:03 -0700

2022-07-13 12:20:18 -0700
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Virtual Storage Status

Virtual Storage

Name ngn.2022-06.io.storesafe:nvme01
Status

Active

Type NVMe

Physical Storage

Name nvmeO1

Type Unknown

Active Share Status

Share Name ngn.2022-06.io.storesafe:nvme01
S oiHde Unknown
Type

Target : ngn.2022-
Storage Path 06.io.storesafe:nvme01
LUN 1:[_ SS nvme33nl__ ];

Sessions 2 P

Refresh Stop Start Close
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4.5 Storage Clients

4.5.1 Microsoft Windows 11

Client host running Microsoft Windows 11 is used to access Bloombase StoreSafe Intelligent
Storage Firewall virtual storage.

ISCS! Initiator Properties

Targets Discovery Favorite Targets Vokumes and Devices RADIUS Configuration
Target portals
The system wi look for Tergets on folowng portals: L

1P address
Default

S servers
The system s registered on the following ISNS servers: Refresh

Name

To add an ISNS server, dick Add Server.

To remove an ISNS server, select the server above and
then dick Remove.

= y  TH44PM
> AT g

4.5.2 Ubuntu 22.04 LTS

Client host running Ubuntu 22.04 LTS is used to access Bloombase StoreSafe Intelligent Storage
Firewall virtual storage.
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utimaco’

r@ubuntu68:

LSB module:

tributor I
ription:

)

D:

Document No.: 1G-2025-0014

Ubuntu
Ubuntu 22.0
22 .04

Jjammy

nvme —--version
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5 Test Cases

5.1 Tests for Data-at-Rest Encryption over NFS

NFS shares are an example from the many protocols Bloombase StoreSafe supports for
encryption. A share from a Windows Server 2025 system that is accessible by configure clients
is created to act as backend storage. Bloombase StoreSafe creates a virtual encrypted share on
its own hostname path that is accessed from a client software system.

New v N sort ~ 8= View -

o .
€ 5> « 41  W> ispC = Add a network location 5 O Search This PC
=

Map network drive

v Quick access ~ Folders (6) 2 Disconnect network drive
Desktop & Downloads
Deskt: »
& Desktop i s Selectall
4 Downloads » oo
"J- — 80 Select none B Videos
= D t: » i
&l Documents &% Invert selection
PN Pictures # ~ Devices and drives (3)
" [ Properties - DVD Drive (D:) ESD-ISO
- E\ H Floppy Disk Drive (A:) . e 0 b\ftef"fvreee c‘f 4.24GB
g Fa Options Tl -
%= Local Disk (C:) iz
@ Music
K& Videos
> @ OneDrive
> [l This PC

> ®8 DVD Drive (D:) ESD-I

> ﬁ Network

[l
(]

9 items
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< % Map Network Drive

What network folder would you like to map?

Specify the drive letter for the connection and the folder that you want to connect to:

Drive: Z: N

Folder: \\bloombase01\nfs01 Browse...

Example: \\server\share
8 Reconnect at sign-in
] Connect using different credentials

Connect to a Web site that vou can use to store vour documents and pictures.

Cancel

Microsoft Windows 11 clients can use the included map network drive option to add the NFS
share presented by

Bloombase StoreSafe Intelligent Storage Firewall with a drive letter. Data owners can
alternatively use the mount command to specify additional mounting options.
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E¥ Command Prompt — (] X
|

Local Remote Properties

C:\Users\user@l>mount |‘

7 \\bloombase®1\nfse1
32768, wsize=32768
mount=soft, timeout=0.8
retry=1, locking=no
fileaccess=755, lang=ANSI
casesensitive=no
sec=sys

C:\Users\userel>_

On the demo virtual encrypted NFS share, a sample plaintext file is created by the client and
saved. The file is transparently encrypted by the Bloombase StoreSafe encryption engine and
stored on the Microsoft Windows Server 2025 backend share.
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te
it
a _ﬁ; password.txt - Notepad g o x
: — File Edit Format View Help
= My IRS password: iluvyou
Ea New folder  ~ [’D
€ “ 4 = ThisPC 5> nfs01 (\bloombased1) (Z:)

Name

v Quick access

[ password.txt
@ Desktop &

i Downloads # -~ 11
’

= Documents #

PN Pictures  #

%= Local Disk (C:)

P :
) Music are protected
rty rights in
i3 Videos
> @ OneDrive Ln1, Col 25 100%  Windows (CRLF) UTF-§

1item < I% U |;xse

9:03 AM
A 7/30/2021

,!”Q.l!li”ﬁaﬁ‘__r _gﬂ

If the application data is attempted to be accessed directly on the backend without going
through the Bloombase StoreSafe encryption engine, only ciphertext can be read as expected.
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Windows Servere

Microsol Windoves Secver
Version 24H2 (05 Build 26212.5000)
© Moot Corporabon. A1 rghts reserved.

password.ixt - Notepad 0 x
The Windows Server 2025 Datacenter operating system and Is user s File Edit Format View Help
Interfoce are protected by trademark and ofher pending or exsting b “
inteboctual proparty nghts in the United States and other | » 0 d-
countries/regions. ul*fFL,) -nobody +1.3.6.1.4.1.23372.8.1.2.4.1 + 1, e, 77 eleliei-W Lidhsmkeyol,
» ) v (R) VHUBAOXHIV-07-  TTHT:
Evluation copy. Expires 9/15/2024 3:37 P 3L/ kaeRcL 00 Ay < ERIpIsxTIgeisgo8e
This product 1 bcensed under the Micrasoh Softere Lcense s %265 ¢/-09, E1iAn0 10553"v7: - 36XCYBA[E| xiignF-Ad¢ Bp=§7101€n,{410,1caldgalA ni.}\DOZ =] B00E: §OVI8E2V,Aa8TW* Olz<BE
Y(a¥qh|t=,"1|R, | Z74mdR¢x-0< " 9Ep 2%, VK31 | 0PvESTAU{aC Q-1 |sr Ijava.util.ArraylistxO™Casl I Jsizexp  w! ur
user name L153(2) 4,3({QtNa’ MK “ *Endeig1 10X _y15xDM; ii~9¢
kg CAsmbO01 xfis | {A<Y[,&, 929 EX;~"ny- LOZL:D%0¥  Ax"e=2f02}]7 1yv_iAdgUnd*me'' 06352 ‘OA} [ELSF,@F0b 7+ 8qERMXILE) 1%0(6: V3 4xE "litn
—————————— YOG ADZ05194P) " €
Dio
nfs01 X + 379264(0- ¢1bv=E,,|UeP-]2ubid x
i QO > ThisPC >
® New @
ul*FL,) -nobody +1.3.6.1.4.1.23372.8.1.2.4.1 t 2, je, 7, elelier-w fhsnkeyoly
£ Home HUBAOXHIV-07-  *THT:
sdfsd 4, ®=0}/k3eRcLI00[ Ay <EAIPIOXTIgei10°8E
B Gaiery %2651 ¢ /-0, G]iAm0HO553 " v7: - 36XCy0a[E| xiigur~Ad¢ Bp=§7101€x,1¢10,,!caidgadA ui.}\DoZ=ww|d00E: JOVISE2V,AaSTWt Oiz<BE
sgf y(a¥gh|t=, 7|8, |Z74mdR¢x - Oc " @EP2X,,IV¥32 | ll0*vesTaU{aC Q-1 |sr ljava.util.ArrayListxd™Ca-! I Jsizexp w ur
- 1,3{QtRa! MK “*Eh4eI@=T 10%_y15xDM
Woesaop  # xiis AV ,&, 92V ED;-"#y- LOZL:I%0X  Ax"w=302}§"_1rv_iAlglnd"me ' 0ais2 ‘OA) [ELBF,@OFob *:eqéNd¥ILE; 1on¢6: V3T LixE itn

<YOUGATp205198P) €63
L Downloads # T —

tn1,Col 1 100%  Macintosh (CR)
& Documents #
Roicues  #
© Music »
Dvideos  #

smbo1

s

s DVD Drive (D) ¢

a8 Network

1 item selected B0DKE  State: [ Shared

= s oy 307AM
B Qsew E S CLTI G C9 0

5.2 Tests for Data-at-Rest Encryption over SMB

SMB shares are an example from the many protocols Bloombase StoreSafe supports for
encryption. A share from a Windows Server 2025 system that is accessible by domain users is
created to act as backend storage. Bloombase

StoreSafe creates a virtual encrypted share on its own hostname path that is accessed from a
client software system.
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[ bloombase01

@ New v

© B ® W

&« > ~ 2 B> Network > bloombasedl >

v v Quick access smb01

@ Desktop
i Downloads

= Documents

* % % »

P9 Pictures

0 Music
u Videos

> @ OneDrive
> [ ThisPC

> &8 Network

1item

N sort v 8= View v e

Il
O

BE Windows 11

Mcrosoft Yindows.
Verson 2112 (05 Buid 22000.132)
@ Mcrosoft Corporstion. Al ights reserved.

| o e Bxplorer
‘The Windows 11Pro operatng system and ts user interface are .

e v States and othe countres regins. ‘ %) New ~

# \ibloombasedT\smb01
This produect s icensed under the Microsoft Softuers Lcsnse
Terms to:

‘Windows User v Folders (6)
Desiaop.
This PC
*

Music
This PC

» Recent files (16)

@ Windows Security

Enter network credentials

Enter your credentials to connect to: bloombase01

user01

Domain: AD19

() Remember my credentials

BouEOoOECEBAET W

205 M
A D gnypen
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Microsoft Windows 11 clients can use the included network share on file manager to access the
SMB share presented by Bloombase StoreSafe Intelligent Storage Firewall. Data owners can
alternatively use the Net Use command to specify additional mounting options.

B8 Administrator: C:AWINDOWS\system32\cmd.exe - O X

rosoft Windows [Version 10.0.22000.120]
Microsoft Corporation. All rights reserved. |

C:\Users\administrator>net use
New connections will be remembered.

Network

\\bloombase®1\IPC$ Microsoft Windows Network
The command completed successfully.

C:\Users\administrator>,

On the demo virtual encrypted SMB share, a sample plaintext file is created by the client and
saved. The file is transparently encrypted by the Bloombase StoreSafe encryption engine and
stored on the Windows Server 2025 backend share.
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BE Windows 11

Mcrosoft Windons
Version 2142 (0 Buld 22000.120)
@ Microsoft Corporation. Al ights reserved.

The Windows 11Pro operatng system and s se Interface arepl

the United States and other countriesregons. v B B B W Nt =vews e B password txt - Notepad

Fle Eat Fomat View Help
My IRS password: iluvyou

> Network > bloombasedl > smb01

This product s censed under th MAcrosoft Softnare Lcense
Temsto:

Name

) posswordaxt

Vindows User

Titem  1item selected 24 bytes

256 AM
AT g @

"

If the application data is attempted to be accessed directly on the backend without going
through the Bloombase StoreSafe encryption engine, only ciphertext can be read as expected.
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] password - Notepad - o x
File Edit Fy

View Help

, 8 "E de
ul*FL,) -user@l «1.3.6.1.4.1.23372.8.1.2.4.1 +  “MYIBOTCCATUC AQMQ: 2l 1y3owGi

% 91504 (W\ad19.bb.com\namespacedT) (Z:)

o Lbcaries Foud]

2 Netwerk

Windows (CRLF) Ln1, Col 8217 100%

5.3 Tests for Data-at-Rest Encryption over iSCSI

ISCSI targets are an example from the many protocols Bloombase StoreSafe supports for
encryption. A target from a Microsoft Windows Server 2025 system that is accessible by
configure clients is created to act as backend storage. Bloombase StoreSafe creates a virtual
encrypted share on its own hostname path that is accessed from a client software system.
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iSCSI Initiator Properties
T R T " ration
Discover Target Portal ‘
T
| Enter the IP address or DNS name and port number of the portal you }
1 want to add. B
To change the default settings of the discovery of the target portal, dick S |
| the Advanced button. {
IP address or DNS name: Port: (Default is 3260.) l
. bloombasen1] 3260
al...
Advanced... Cancel
g ———— .
iSNS servers
The system is registered on the following iSNS servers: Refresh
Name
To add an iSNS server, dick Add Server. Add Server...
To remove an iSNS server, select the server above and SR
then dick Remove.
OK Cancel Apply
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iSCSI Initiator Properties X ‘

Targets Discovery Favorite Targets Volumes and Devices RADIUS Configuration

Target portals
The system will look for Targets on following portals: [ Refresh ]
Address Port Adapter IP address
‘bloombase01 3260 Default Default
To add a target portal, dlick Discover Portal. Discover Portal...
To remove a target portal, select the address above and e
then dick Remove. ]
iSNS servers
The system is registered on the following iSNS servers: Refresh
Name
To add an iSNS server, dlick Add Server. Add Server...
To remove an iSNS server, select the server above and R
then dick Remove. o
OK Cancel Apply

Microsoft Windows 11 clients can attach the virtual encrypted share with the default iISCSI
initiator tool. Add the hostname and port to the discover tab, then connect to the iISCSI storage
target presented by Bloombase StoreSafe Intelligent Storage Firewall. To access the Bloombase
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StoreSafe iISCSI disk, make sure the client IQN is be added the Bloombase StoreSafe
configuration. The disk will be mounted to the system and it can be formatted with a filesystem.

iSCSI Initiator Properties

Targets Discovery Favorite Targets Volumes and Devices RADIUS Configuration
Quick Connect

To discover and log on to a target using a basic connection, type the IP address or
DNS name of the target and then dick Quick Connect.

Target: Quick Connect...
Discovered targets
Refresh
Name Status
ign.2012-07.com.bloombase:iscsi0 1 Inactive
Connect To Target X
Target name:

ign.2012-07.com.bloombase:iscsi0 1

(_JiAdd this connection to the list of Favorite Targets.:

This will make the system automatically attempt to restore the
connection every time this computer restarts.

[ Enable multi-path B

t
Advanced... Cancel B

For configuration of devices assodated with a target, select Devices
the target and then dick Devices.

OK Cancel Apply
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B Windows 11

Indistor Properties

Torgets Dscovery Favonte Targets Volumes and Devices RADIUS  Configuration
Quck Comect

NG name of e targetand then ik Quck Commect.

Target:
Discovered targets:

Hame
n.201297.com Boombaseiscs01

To connect using advanced options, select a Larget and then
cick Connect

7o completely disconnect a Larget, select the target and.
then dick Discormect.

For target properties, ncludng configuration of sessicns,
seect the target and dick Properbes.

For configuration of devices associated with a target, sslect
the target and then cick Devices.

ey o BE *ED

Volume. [ Layout [ Fite System
NTFS

[Status | Copacity

-(C) Simple

sic
- (&) Simple s NTFS

~ 4 W MisPC >

~ Folders (6)

.-
G

~ Devices and drives (4)

[ Floppy Dik Diive (4)
—

Local Disk (€)
e

e
Drive (0 ESD-1

ork

3 Smple
Simple ; UoF
Simple 3 NTFS

2E50-150 @)
== System Reserved

[ Freespa.. [ %Free
5554G8 T0%

Healthy @... 93 99568 100%

Healthy (R.. 506MB

Healthy (... ome

Healthy (5... 19MB

Healthy (B...

9.94 GB free of 3.98 GB

“ODisk 1 |
Unknown H

M8
Not Initislized.

=Disk2
Basic (&)

998 6B 9.98 GB NTFS

Online Healthy (Basic Data Partition)

B Unallocated Bl Primary partition

:.] Device type:

BLOOMBAS SSFC VDISK SCS! Disk Device Properties
| Generdl Poices Vomes Diver Detals Everts
'BLOOMBAS SSFC VDISK SCS1 Disk Device:

Disk dives
Mondacturer.  (Standend dak dives)

.
(

Locatin: Bus Number 0, Target 1 0. LUN 1

Device status
[Thve device is warking propery.

On the demo virtual encrypted iSCSI target, a sample plaintext file is created by the client and

saved. The file is transparently encrypted by the Bloombase StoreSafe encryption engine and
stored on the Microsoft Windows Server 2025 storage backend.
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B iSCSI Initiator Properties

RECYCISBIN Targets Discovery Favorite Targets Volumes and Devices RADIUS ~Configuration
Quick Connect ‘ E password.txt - Notepad - [m} X

To discover and log on to a target using a basic connection,
DNS name of the target and then dick Quick Connect. File Edit Format View Help

= Local Disk E) Ny IRS password: iluvyou
EaNewfoIder v % [D [ ED =

..F

&« > v A w= > ThisPC > Local Disk (E:)

~

% Local Disk (C) Name

@ Music password.txt ]

K3 Videos
> @ OneDrive
> [ This PC

> ®8 DVD Drive (D:) E¢
are protected
> 8 DVD Drive (D:) E¢ rty rights in

> & Network Ln1, Col 1 100%  Windows (CRLF) UTF-8
e |
=0

litem  1item selected 24 bytes

oK Cancel Apply - ' oK

, 910 AM
A% 7/30/2021

s

o MmpE = mMEa=" O

If the application data is attempted to be accessed directly on the backend without going
through the Bloombase StoreSafe encryption engine, only ciphertext can be read as expected.
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¥ Administrator: Command Prompt — O K

C:\Users\administrator.AD19\Downloads>hexdump.exe \iSCSIVirtualDisks\iSCSI-disk®1.vhdx
76 68 69 72 dxfileM i ¢
6F 00 69 | (o JNC 5 s
6E 00 30 | O W
2E 00 0 0 38 |
2E 00
00

68

41

E7

00010030: 3A

00010040: 00
00010050: 00

68
41
E7
3A
00
00

72
66
00
06
00030040: 00
00030050: 00

¥ Administrator: Command Prompt — (] X

OmMmwo o w
LWWONRDNO®
@

NN W

014190a0:
14190b0:

=00 W N 0o
moOowuNw

WWTMNNDOW

N eBull -}
NUVNOPLODODNO K
N

o
oo
o

m
N

16
E1l
35 9 B4
42 1 JRIHES
59 ) =P
co 5 DE
Al 4A A ) EC
96 )2 E4 67 3 6C

7
5
3
E
8 4F
3
F
)

[GRE
mAemMm

> N ON O
O wo P>

b
O«
O =W

s O
0 O

BD
95 61
C7 3C

WwWwoOomTww
LUV mVO
N oW ou oW

(e}

b
()

C:\Users\administrator.AD19\Downloads>hexdump.exe \iSCSIVirtualDisks\iSCSI-disk@1.vhdx | Findstr password

C:\Users\administrator.AD19\Downloads>,
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5.4 Tests for Data-at-Rest Encryption over NVMe/TCP

Client that has appropriate access can discover Bloombase StoreSafe Intelligent Storage Firewall
virtual storage over NVMe/TCP protocol.

Ensure that Bloombase StoreSafe Intelligent Storage Firewall virtual storage is attached to the
client after successful discovery and connection.
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Sample plaintext files have been pre-added into Bloombase StoreSafe Intelligent Storage Firewall
NVMe/TCP virtual storage.

Trusted client is able to access and read the Bloombase StoreSafe encrypted files as if they are
in clear-text.

EHNSAMN00183116

(human)

Hood, I

Sequence

canni

Any file/data stored via Bloombase StoreSafe Intelligent Storage Firewall NVMe/TCP virtual
storage is seamlessly encrypted at the storage with zero operational impact to end users,
system administrators and software applications.
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xdump -C

Trusted client is able to access and write files into Bloombase StoreSafe Intelligent Storage
Firewall as if they are plain-text files.
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Any file/data stored via Bloombase StoreSafe Intelligent Storage Firewall virtual storage is
seamlessly encrypted at the storage with zero operational impact to end users, system
administrators and software applications.
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6 Conclusion

In this integration guide, we have shown how to set up Bloombase StoreSafe Intelligent Storage
Firewall with u.trust GP HSM to deliver on-the-fly encryption of multiple storage protocols
including SMB, NFS, iISCSI and NVMe/TCP. The end result is a high-bandwidth, application-
transparent storage encryption solution with centralized key management that locks down
sensitive crown-jewel data on disks and helps mitigate information exfiltration threats for
mission-critical systems and data services.

As a summary,
e U.trust GP HSM 4.80.0.0

has been integrated with Bloombase StoreSafe Intelligent Storage Firewall to deliver encryption
security of Microsoft Storage Server on Microsoft Windows Server 2025 over SMB/CIFS, NFS,
ISCSI and Rocky Linux 9 via NVMe/TCP network storage protocols for software applications
running on Microsoft Windows 11 and Ubuntu 22.04 LTS.

Bloombase Client Systems Storage Backends Key Management
Product System
= Microsoft = Microsoft
Bloombase Windows 11 Windows Server utrust GP HSM
2025 4.80.0.0
StoreSafe = Ubuntu 22.04
Intelligent LTS = Rocky Linux 9

Storage Firewall
4.0
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7 Disclaimer

The integration procedures described in this paper were conducted in the Bloombase InteroplLab.
Bloombase has not tested this configuration with all the combinations of hardware and software
options available. There may be significant difference in your configuration that will change the
procedures necessary to accomplish the objectives outlined in this paper. If you find that any of
these procedures do not work in your environment, please contact us immediately.
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