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Introduction UtimaCO®

1 Introduction

This integration guide outlines the process between Nutanix AHV and Enterprise Secure Key
Manager (ESKM) to enable secure and centralized key management for data-at-rest encryption.
Nutanix provides an option to secure data while it is at rest using either self-encrypted drives or
software-only encryption and key-based access management (cluster's native or external KMS
for software-only encryption). Nutanix uses open standards (KMIP protocols) for interoperability
and strong security.

This guide walks through the configuration process for integrating Nutanix AHV and ESKM.

-

Key Management
Device Nutanix Cluster

Figure 1 : Cluster protection overview

1.1 About This Guide

This guide provides information on how to configure the Nutanix to work with the Utimaco
Enterprise Secure Key Manager (ESKM). It describes only the necessary features in the Nutanix
and the ESKM for the configuration and integration.

For more information on installing an Utimaco ESKM, refer to the Utimaco ESKM Installation and
Replacement Guide 8.54.0 (Section 2 Installing Hardware).

1.2 Target Audience

This guide is intended for Nutanix AHV and Utimaco ESKM administrators.
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1.3 Purpose of the Integration

This integration allows Nutanix AHV to use Utimaco ESKM to manage encryption keys securely.
Nutanix AHV handles virtualization, while Utimaco ESKM stores and controls the keys used to
encrypt data stored on the Nutanix cluster.

The main objectives of this integration are:

= To enable secure encryption of data.

= To manage encryption keys externally through Utimaco ESKM.

= To support compliance with data protection and security standards.
= To maintain high availability and performance of the Nutanix environment.

= To simplify encryption operations such as key rotation and rekeying.

1.4 Abbreviations

Abbreviation

ESKM

KMIP

Nutanix AHV

API

AOS

KMS

VM

CA

Document No.: IG-2025-0034

Meaning

Enterprise Secure Key Manager

Key Management Interoperability Protocol

Nutanix Acropolis Hypervisor

Application Programming Interface

Acropolis Operating System

Key Management Server

Virtual Machine

Certificate Authority

Document Version: 2.0.0
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Abbreviation Meaning
KEKs Key Encryption Keys
CVM Controller Virtual Machine

Table 1: Abbreviations

1.5 Document Conventions

The following conventions are used in this guide:

Convention Use Example
Bold Items of the Graphical User Select Details and click on
Interface (GUI), e.g., menu Properties button
options
Monospaced Code that is given for certreqg.exe -new
explanation or as an example, request.inf
file paths IISCertRequest.csr
Italic References and important terms ~ Operating system listed in

Tested Versions

Table 2: Document conventions

We use special icons to highlight the most important notes and information.

Here you will find important safety information that should be followed.

0 Here you will find additional notes or supplementary information.
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\\/ This message marks the result expected after the successful execution of an
instruction.
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2 Product Overview

2.1 Nutanix AHV

Nutanix AHV is a built-in solution for running and managing virtual machines on Nutanix
systems. It is designed to help organizations run and manage virtual machines easily without
other hypervisors like VMware or Hyper-V.

AHV works closely with Nutanix Prism to simplify VM management, reduce costs, and improve
performance. To protect sensitive data, AHV supports data-at-rest encryption, which can be
integrated with ESKM using the KMIP protocol.

2.2 Utimaco ESKM (Enterprise Secure Key Manager)

The Utimaco ESKM is a complete solution for generating, storing, serving, controlling, and
auditing access to data encryption keys. It enables you to protect and preserve access to
business-critical, sensitive data-at-rest encryption keys, either locally or remotely. ESKM is
offering industry-certified Key Management Interoperability Protocol (KMIP) with market-leading
support for partner applications and pre-qualified solutions, integrating out-of-the-box with varied
deployments, as well as custom integrations.

2.3 Joint Value Proposition

The integration of Nutanix AHV with Utimaco ESKM delivers a powerful, secure, and easy-to-
manage virtualization and encryption solution. Nutanix provides a modern, scalable, and user-
friendly hypervisor platform, while Utimaco ESKM ensures strong key management for data-at-
rest encryption. This solution helps:

= Run virtual workloads on a simple and scalable hypervisor (Nutanix AHV).
= Protect sensitive data using strong encryption.
= Securely store and manage encryption keys outside the cluster (Utimaco ESKM).

= Maintain high performance with minimal effort.

Document No.: IG-2025-0034 Document Version: 2.0.0 Page 9 of 54
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3 Integration Requirements and Prerequisites

Ensure that the system environment you will be using meets the following hardware and
software requirements.

This guide assumes that the user has already installed and configured the required software.

3.1 Tested Versions

Operating System Nutanix AHV Utimaco ESKM Version H/W Model

7.5.1 11.0.1 8.54.9 NX-3060-G6

Table 3: Tested versions

3.2 Software Requirements

Software Software Requirements
Utimaco ESKM 8.54.9

AQS version 7.5.1

AHV version 11.0.1

Table 4: Software requirements

3.3 Prerequisites

= Ensure that the latest version of the ESKM is installed and available.

= The AHV cluster must be able to communicate with the ESKM server over the required port
(5696).

= There is administrator access to Nutanix Prism.

= There is administrator access to ESKM server for configuration.
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4 Installation and Configuration

4.1 Setting Up ESKM

Configuring the ESKM is the initial step before proceeding with Nutanix Integration. For detailed
configuration steps, refer to the ESKM_Installation and Replacement_Guide_8.54.0.

After successful installation and configuration, log in to the ESKM.

4@ Enterprise Secure Key Manager utimaCO®

ESKM1

Administrator Authentication
Username |admin

=T

Figure 2 : ESKM login page
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4 Enterprise Secure Key Manager

Home Security Device

Home / Summary

+ Search

Home

+ What's New

System Summary

utimaco’

Help ¢ LogOut

ESKM1
Logged in as admin

Help @

Product:

Enterprise Secure Key Manager L1

Unit ID:

UTI-ESKM-SN

Hardware Platform:

AHV

Software Version:

Date:

8.54.9 (VESKM 8.54)

06/08/2026

Time:

04:55:00

Time Zone:

Pacific Time

System Uptime:

Licenses:

00:18:43

100

Licenses in Use:

Figure 3 : ESKM home page

4.2 Setting Up Nutanix AHV

For assistance with setting up Nutanix AHV, contact the Nutanix support team. For more
information, refer to the Nutanix Support & Insights.

Document No.: IG-2025-0034 Document Version: 2.0.0 Page 12 of 54
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5 Integration Steps

5.1 Configuring on Utimaco ESKM

ESKM server must be configured with specific values such as time zone, IP address, netmask,
gateway, host name, and port number used for the ESKM Management Console interface.

This section includes procedures on the following topics:

» First Run.

Setting Up a Cluster.

Setting Up a Local CA.

Setting Up an ESKM Certificate.

Setting Up a KMIP Server.

Create Client Certificates.

Create a Local User.

5.1.1 First Run

To configure the time, IP address, net-mask, gateway, host name, and port number used for the
ESKM Management Console interface, please refer to the ESKM Installation and Replacement
Guide 8.54.0, Section 3.

5.1.2 Setting Up a Cluster

Refer to the ESKM Installation and Replacement Guide 8.54.0, Section 3.3 for the procedures to
create a cluster on one ESKM node and join other ESKM nodes to the cluster.

Document No.: IG-2025-0034 Document Version: 2.0.0 Page 13 of 54
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Home Security Device

b KMS Server .
Cluster Configuration

> KMIP Server

+ REST Server

Help ¢ LogOut

ESKM1
Logged in as admin

TN Ot Membere "9
+ Cluster
Items per page: |
+ Date &Time
. Member IP Cluster Ports Unit ID Status Software Version
» Networl
@ 10.8.247.137 (local server) 9001,9002 UTIESKM-SN Active 8.54.9
* Kerbetos O 10.8.247.138 9001,9002 UTIESKM-SN Active 8.54.9

+ HSM Integration 1-20f2

> s [ I I |

» Administrators

Figure 4 : KMS server - clustered mode

5.1.3 Setting up Local CA

The local CA is used to sign and verify the server certificate and may also be used to sign client
certificate requests. To create and install a local CA, perform the following steps:

1. Log in to the ESKM Management Console using the admin username and the password
you supplied in First Run. For more information, refer to the ESKM Installation and

Replacement Guide 8.54.0, Section 3.2.1.
2. Select the Security tab.

3. In Certificates & CAs, click Local CAs.

Create Local Certificate Authority

Help @

Certificate Authority Name: |ESKMCA |

Country Name:

State or Province Name: | CA

Locality Name: | Campbell

Organization Name: |0rganization

Organizational Unit Name: |Infomlation Security

Common Name: | ESKMLocalCA

Email Address: | infosec@organization.com

Algorithm: |RSA-2048 v

@ Self-signed Root CA
CA Certificate Duration (days): 3650

Certificate Authori :
oy Type Maximum User Certificate Duration (days): | 3650
() Intermediate CA Request
Figure 5: Create local CA
Document No.: 1G-2025-0034 Document Version: 2.0.0
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4. Enter a Certificate Authority Name and Common Name. These may have the same value,
for example, ESKM Local CA.

5. Enter your organizational information.
6. Select the Algorithm (e.g., RSA-2048).

7. Click Self-signed Root CA and enter the CA Certification Duration and Maximum User
Certificate Duration. These values determine when the certificate must be renewed and
should be set in accordance with your company's security policies. The default value for
both is 3650 days or 10 years.

8. Click Create.

5.1.4 Setting Up an ESKM Certificate

The client uses ESKM server certificates to authenticate the ESKM server during the TLS/SSL
handshake. ESKM supports two types of clients: ESKM clients and KMIP-enabled clients. ESKM
clients communicate with the KMS server, and KMIP-enabled clients communicate with the
KMIP server.

ﬂ During the execution of the Setup utility, a default KMIP Server Certificate is
automatically created. This certificate should only be used for testing purposes, as it
is a self-signed certificate. If your ESKM system will be communicating with KMIP-
enabled clients, Utimaco highly recommends that you create a new KMIP server
certificate. The name you assign to these server certificates should clearly indicate
their purpose. For example: ESKM KMS Server and ESKM KMIP Server.

If you will be using a third-party CA and wish to use an existing server certificate, see Import a
third-party server certificate below.

To create an ESKM server certificate, perform the following steps:
1. Click the Security tab.

2. In Certificates and CAs, select Certificates.

3. Enter the information required by the Create Certificate Request section of the window to
create the ESKM server certificate.

Document No.: IG-2025-0034 Document Version: 2.0.0 Page 15 of 54
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Create Certificate

Help @

Certificate Name: ‘ ESKMServerCert |
Country Name: ’ﬁ
State or Province Name: | CA
Locality Name: | Campbell

Organization Name:

| Organization

Organizational Unit Name:

‘Information Security

Common Name:

|[ESKM

Email Address: | infosec@organization.com
Subject Alternative Name: | IP:10.222.55.196
Algorithm: |RSA-2048 v

X () Certificate Request - to be signed by external CA

Creation Type: . .
@ Certificate Signed by Local CA
Local CA: [ESKMCA (maximum 3643 days) v]
Certificate Purpose: | Server v

Figure 6 : Create certificate

4. Enter a Certificate Name and Common Name, for example, ESKM_KMIP_Server.

5. Enter your organizational information.

6. Enter/select the Subject Alternative Name, Algorithm, Creation Type as Certificate Signed
by Local CA, Local CA (CA name you created in Setting up a Local CA, for example
ESKMCA), and Certificate Purpose.

7. Click Create.

Document No.: IG-2025-0034

Document Version: 2.0.0
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Certificate Information

Help @

Certificate Name:

ESKMServerCert

Key Size: 2048

Start Date:

Nov 13 08:37:33 2022 GMT

Expiration:

Nov 10 08:37:33 2032 GMT

C:

ST

L

Issuer: 03
0ou:

CN:

emailAddress:

us

CA

Campbell

Organization

Information Security
ESKMLocalCA
infosec@organization.com

C:

ST

L

Subject: o
0ou:

CN:

emailAddress:

us

CA

Campbell

Organization

Information Security
ESKM
infosec@organization.com

Subject Alternative Name: IP Address: 10.222.55.196

Purpose: SSL Server

MIID6zCCAtOgAWIBAgIBATANBgkghkiGOwOBAQsFADCRo]ELMAKGAIUEBhMCVVMx
CzAJBgNVBAGTAKNBMREWDwWYDVOQHEWhDYW1wYmVsoDEVMBMGAIUEChMMT 3dnYWSp
emF0al9uMROWGWYDVQQLEXRJIomZvemlhdGlvbiBTZWN1cml 0eTEUMBIGA1IUEAXML
RVNLTUxvY2FsQOExJzA1BgkghkiGOwOBCQEWGGluZmSzZWNAD3InYWSpemF0aWou
LmNvbTAeFw0yMjEXMTMwODM3MzNaFw0 zMj EXxMT AwODM3MzNaMIGhMQswCQYDVQQG
EwJVUzZELMAkKGA1UECBMCQOEXETAPBgNVBACTCENhDXB1 ZWxsMRUWEWYDVQQKEwWXP
cmdhbml 6YXRplb24XxHTABDBgNVBASTFE1uZmOybWF0aWSuIFN1Y3VyaXRSMQOwCwYD
VQQODEwWRFUOtNMScwIQYJKoZIhveNAQkBFhhpbmZvce2ViQG9yZ2FuaXphdGlvbis]
b20wggEiMAOGCSgGSIp3DQEBAQUARLIBDWAWGEEKRAOIBAQDZe JpAadCp0olUuwVe3
+6ICEtWmFfEXk3FuKpwD1RRiVhKcbhGokbYwwp/ zmdb+3KoltSho9H/uBxEz+MAS
XISrg9sg4VDrMMwtj7SEq4e0YhFop4crEyKxUTOnBaDFFM/ hoy+PBWEVWT740ZzYJA
/3BY8jvoBx2M4ealaWbgncy3F2KsMMID/y/TcCNJikSeheOTn7SdWRVey/ UCRWIHI
Q5nS1HXQGConLEIGieRdS1PG19CdAdNeFCX2IWSbBLIMWuTZUEZAHVIASONIALIYo0Q
U2FFzBOmMPQinAQBXaXFhPDarQ0TGe4isEUtpfkaPnoaPzLdt1Cox%aKB8gMeQMKv
MEPSAQMBRAAGIMTAVMAKGAIUGEWQCMARWEQY JYIZIAYD4QgEBRAQDAGZEAMABGARLUG
EQQIMAaHBAreN8QWDQYJKoZIhveNAQELBQADGEERAJF02UfWn+1lmlomHswi8DnG3
NkNj160LcolPOPiZrpP/s7U03tBi96GhVmb7UvwdyblAF0GEgQS500d8d6zGRIWC g
rV/1A3nvQeaVViawyYJWHWeKxtxPOCkSFn4cgYOZLAPrJ+a+01+jrhaSG0YPcéguV
21M4xpkA35UNB+vPTWWwQkPMkW1uSPnEBL2ELtt87LultjUfanYo59CwZoQ5gx02P0
9QUEekRREXVRVL/9GcaTYTulDS3x95RS3uivdbmTO7 7xPAIF+7ENXringMPolpgs
1Hub¥YnQ%aBL1lgjb0rlH4bwrLjaéh5647+NBEEAY/3E34/r68BkccBuD860e3pizM=

Figure 7 : Certificate information

Key Size refers to the size of the key or elliptic curve associated with this certificate.

Document No.: IG-2025-0034
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0 The Certificate Name must remain the same on all ESKM servers across the cluster.

Import a third-party server certificate

An externally generated public/private key pair can be imported into the ESKM system for use as
a server certificate. The encrypted private key data and the public key certificate must be present
in the third-party server certificate file. For example:

MIIFDJBAB.......... vVvbKI=
————— END ENCRYPTED PRIVATE KEY-----

MIIDhjCCA.......... MKHOFk
————— END CERTIFICATE-----

In addition, the password for the private key file must be known. To import a third-party server
certificate, perform the following steps:

1. In Certificates & CAs, click Certificates to display the Import Certificate section.
2. Provide the source location of the certificate file.
3. Enter the Certificate Name and private key password.

4. Click Import Certificate.

5.1.5 Setting Up a KMIP Server

The KMIP server provides the interface to clients that use the KMIP protocol. Transport Layer
Security (TLS) is required, therefore you must specify the name of the server certificate.

To configure the KMIP server, perform the following steps:

1. Select the Device tab.

2. In the Device Configuration menu, click KMIP Server to display the KMIP Server
Configuration window.

3. In the KMIP Server Settings section, click Edit.

Document No.: IG-2025-0034 Document Version: 2.0.0 Page 18 of 54
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4. Configure the KMIP Server Settings. Utimaco recommends the default values of 5696 for
the Port and 3600 for the Connection Timeout. If necessary, change the Port and
Connection Timeout values. For Server Certificate, select the name of the certificate you
created in Setting up an ESKM Certificate.

a If your ESKM server is operating in FIPS-compliant mode, you must specify a KMIP
server certificate that meets FIPS requirements.

0 If your ESKM servers are in a cluster and you are selecting a new KMIP server
certificate from the Server Certificate field, you must make sure that all of the ESKM
servers in the cluster already have a KMIP server certificate installed with this same

name.
KMIP Server Settings Help @
1P [[AI] v
Port: (5696

Server Certificate: |ESKMServerCert  v|
Local CA Certificate for Certify/Re-certify: |[Disabled] v|
Connection Timeout (sec): |360
Default number of items returned in Locate: [100 |
Maximum number of items returned in Locate: @|

| Save [ Cancel

Figure 8 : KMIP server settings

5. Click Save.

0 Changing the KMIP server setting causes the KMIP server to restart.

5.1.6 Create Client Certificates

1. In Security > Certificates & CAs, select Local CAs.

Document No.: IG-2025-0034 Document Version: 2.0.0 Page 19 of 54
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2. Select the local CA which is used to sign the CSR.

3. Select Sign Request. The following window appears.

Security / Local CAs

Certificate and CA Configuration

Sign Certificate Request

Sign with Certificate Authority: | ESKMCA (maximum 3641 days) v |

O Server
Certificate Purpose: @ Client
(O Server and Client

Certificate Duration (days): | 3641

Certificate Request:
=

T ~T T
/UQPsX/YkeSMP1NVZ3CzVIIQHPG1ZKnQSRF1SELbUFDXWUWMYk3G04+OVWIDAQAB
0AAWDQYJKoZIhvcNAQENBQADggIBAHpVIqqpFNrzuC1NusQI8mPmNKQIvblLMZOu
zJ3swsbdv15301gbEnzQwynAyWv1500Zrf/D3E/5sDX9vLm3wfqldjcIoQvccdkg
NtOyU1QXIXi9h80uzZiF+dDoJrlUFoIHfUDCNH+Gx4bmg+09NsOSLbC8jCOMDF5XI
OuIH+SSFbSWOEVXXZEjTpuYMp87afhFrQmgénBAJcumrYaipc@01jz+RIDAAT+Aa
5XuvhLy4q//pE1DXAIKK8/AVzPftnnLUsi+8kx7Nr3+20Dhp0je4i+XZoIpi7KAS
aUAVTP+bifYelwWfSuBtMq2nEvf1lsGjVO1H1iAfxFc13SXmOIJdEPUdPzTzdMQO1X
UAOVgREf3nUIeoqdC8aprlOQjMNNk+4u2pblascd9EAQDCU6Qcxj4ZaxPIHWIiHg
tNzPQgejILEIWKEIMSIbtH/d9g4BiswY2+USjfZz+saHVx4D+u4RsZbEekqLHMOF
SSREROTz4nR7YcRS/N/cVANWbG+UMLMEBKXRrGGeTNaf80WmKRaQxM681WqpFJDJ
dnG7PNs7bCf44LzaAkn+5cr6+edTVrBGsI/PgihmQIWF /hD+zaNmiuAT8doHIIZE
SMjZzCYhqVa7b3g2vezhYgoK7jsMyWAZ4nGxj9LVavfAgPRaqGloah+Q1Q5XTLVn
NYwYSdRs

Figure 9 : Sign request

4. Select Certificate Purpose as Client.
5. Paste one of the CSRs downloaded from the Data-at-Rest Encryption.

6. Click Sign Request.
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Security / Local CAs

Certificate and CA Configuration

CA Certificate Information

Key Size:

4096

Start Date:

May 1 10:08:48 2025 GMT

Expiration:

Apr 21 10:08:48 2035 GMT

Issuer:

C:

ST:

L:

O:

ou:

CN:
emailAddress:

us

CA

Campbell

Organization

Information Security
ESKMLocalCA
infosec@organization.com

Subject:

C:
ST
L:

us
Califronia
Campbell

0: Utimaco

ou:

Atalla

CN:

d804858b-1b9a-4435-abac-
b7cfc2248fe2.nutanix.com

emailAddress:

hsm@utimaco.com

MIIFMjCCBBggAWIBAQGIBCIANBgkahkiGOwOBAQSFADCBOELMAKGAIUEBhMCVVMX
CzAJBgNVBAGTAKNBMREWDWYDVQQHEWhDYW1wYmVsbDEVMBMGALIUEChMMT 3JnYWSp
emF0aWuMROWGWYDVQQLEXRIbmZvcmlhdGlvbiBTZWN1cml0e TEUMBIGA1UEAXML
RVNLTUXVY2FsQ0ExXJzA1BgkghkiGow0BCQEWGG1uZmoz ZWNAL3InYWSpemF0aWwou

Figure 10 : CA certificate information

7. Note the Common Name.

8. Download the signed certificate.

5.1.7 Create a Local User

1. In Security > Local Users & Groups > Local Users, create an ESKM local user using
Common Name. For more information, refer to the ESKM User Guide 8.54.0, Section 4.4.2.
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Security / Local Users & Groups / Local Users

Create Local User

Create Local User

Username: |d804858b-1b9a-4435-a6ac—b7cf02248fe2.nutanix.com |

Password: | ---------- |

Confirm Password:

License Type: |KMIP v

User Administration Permission: [

[ |

Change Password Permission: [

Enable KMIP:

Map non-existent Object Group to x-Object Group:  [J

KMIP User Group: | default user group v

KMIP Object Group: | default object group v |

KMIP Client Certificate:

MIIFMjCCBBqgAWIBAGIBCjANBgkqhkiGOw@BAQSFADCBO]ELMAKGATUEBhMCVVMX
CzAIBgNVBAgTAKNBMREWDWYDVQQHEWhDYW1wYmVsbDEVMBMGALUEChMMT3InYWSp
emFeaW9UMROWGWYDVQQLEXRIbmZvcm1hdGlvbiBTZWN1cmlOeTEUMBIGAIUEAXML
RVNLTUXVY2FsQOExJzAl1BgkqhkiGOweBCQEWGG1luzZm9zZWNAb3 InYWSpemFoaWou
LmNvbTAeFwOyNTAIMDEXMDA4NDhaFw@zNTAGM]EXMDA4NDhaMIGZMQsSWCQYDVQQG
EwJVUZETMBEGA1UECAWKQ2F saWZyb25pYTERMASGALIUEBWWIQ2FtcGI1bGwXEDAO

Figure 11 : Create a local user

User and Group Configuration

Local Users

Help @

Filtered by - - - = v | where value  contains | [

Items per page:| 10 v ‘ I:l

al KMIP-Enabled  User Change P d Permissi License Type  Last Access Time

@ 44222da7-ad44-4309-858e-0cfb97b906d8.nutanix.com O m] KMIP 2025-05-02 01:37:37

(O 84d391c1-d7a1-4d9f-a940-e45898dfcc1f.nutanix.com [m] [m} KMIP 2025-04-28 11:07:41

O d78b9053-eefb-4b0a-88¢c6-c3c77234fbc2.nutanix.com ] O KMIP 2025-05-01 08:57:36

O d804858b-1b9a-4435-abac-b7cfc2248fe2.nutanix.com [m] [m] KMIP 2025-05-01 12:13:06

[ Add | Delete | Properties |

1-40f4

Figure 12 : Local users

5.2 Configuring on Nutanix AHV

This section provides the step-by-step procedure for integrating ESKM with Nutanix.
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1. Log in to Nutanix Prism Element as an Administrator.

Powered by NUTANIX

Figure 13: Login page

2. Select Data-at-Rest Encryption in the Settings page. The Data-at-Rest Encryption page
appears.
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Settings

HTTP Proxy

Name Servers
Network Configuration
Network Switch

NTP Servers

SNMP

Security

Cluster Lockdown

|

Data at Rest Encryption

Filesystem Whitelists

SSL Certificate

Data at Rest Encryption

Create Configuration

Data-at-rest encryption Is not set up. Please configure It first to enable this feature

B “

Figure 14 : Data-at-Rest encryption

3. On the Data-at-Rest Encryption page, click Create Configuration.

4. Click the Continue Configuration button, configure it link, or Edit Configuration button. All
of these options display the Data-at-Rest Encryption configuration page.

Settings
Network Switch
NTP Servers

SNMP

Security

Cluster Lockdown
Data-at-rest Encryption
Filesystem allowlists

SSL Certificate

Users and Roles

Authentication

Data-at-Rest Encryption

Data-at-Rest Encryption

Encrypting your cluster will help keep your information safe.

Edit Configuration

Data-at-rest encryption is not set up. Please configure it first to enable this feature.

Edit Configuration

Figure 15 : Edit configuration

5. Select the Key Management Server as An external KMS.
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Settings
e g
Network Switch

NTP Servers

SNMP

Security

Cluster Lockdown
Data-at-rest Encryption
Filesystem allowlists

SSL Certificate

Users and Roles

Authentication

Data-at-Rest Encryption

All cluster data will be encrypted with software.

Select Key Management Server (KMS)

The KMS manages the encryption keys used to encrypt data.

Native KMS (local)

Cluster Localised Key Management Service is not possible with 2 or less nodes

Native KMS (remote)

The PE is not registered to a PC

© An external KMS
Configure Key Management Servers and upload SVM certificates. You will manually download and
upload certificates to validate the KMS. Nutanix recommends having two or more Key Management

Servers for redundancy.

Figure 16 : External KMS

6. In the Certificate Signing Request Information section, do the following:

e Enter appropriate credentials for your organization in the Email, Organization,
Organizational Unit, Country Code, City, and State fields, and then click the Save
CSR Info button.

e The entered information is saved and used when creating a certificate signing
request (CSR). To specify more than one Organizational Unit name, enter a comma-
separated list.

e Click the Download CSRs button, and in the Certificate Signing Requests screen,
click the Download CSRs for all nodes to download a file with CSRs for all the
nodes, or click a Download link to download a file with the CSR for that node.
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Certificate Signing Request Information

Enter the following information to generate the Certificate Signing Requests for the cluster.

Save CSR Info Download CSRs

Figure 17 : Certificate signing information

@ You can update this information until an SSL certificate for a node is uploaded to the
cluster, at which point the information cannot be changed (the fields become read-
only) without first deleting the uploaded certificates.

Certificate Signing Requests
Download CSRs for all nodes
Download the CSRs for the Nodes

Node Address Action

10.54.59.29 Download

10.54.59.30 Download

10.54.59.31 Download

10.54.59.32 Download]

Figure 18 : Download CSRs for all nodes
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0 After completing step 5, follow the steps below in the ESKM Management Console.
= Create Client Certificates. For detailed information, refer to Create Client
Certificates.

= Create an ESKM local user. For detailed information, refer to Create a Local
User.

= Repeat the same step for all the CSRs.

7. In the Key Management Server section, click the Add New Key Management Server
button.

Key Management Server

Configure Key Management Servers and upload SVM certificates. Nutanix recommends having two

or more Key Management Servers for redundancy.

Add New Key Management Server

Figure 19 : Add new key management server

8. In the Add a New Key Management Server screen, enter the ESKM's Name, IP address,
and Port Number in the appropriate fields.
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Add a New Key Management Server
Add Address

Enter a name and at least one address for the Key Management Server.

NAME
ESKM
ADDRESS PORT
10.38.1.221 5696
ADDRESS PORT
10.38.1.220 5696

Figure 20 : Add address

0 The port is where the key management server is configured to listen for the KMIP
protocol. The default port number is 5696.

9. If you have configured multiple key management servers in cluster mode, click the Add
Address button to provide the addresses for each ESKM device in the cluster.

10. Click Save.

Key Management Server

Configure Key Management Servers and upload SVM certificates. Nutanix recommends having two

or more Key Management Servers for redundancy.

ESKM 7 - X
Status Address Actions
Active 10.38.1.221: 5696

Manage Certificates
10.38.1.220 : 5696

Add New Key Management Server

Figure 21 : Manage certificates
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11. In the KMS CA Certificates, click Add New Certificate Authority.

KMS CA Certificates

Configure Certificate Authorities used to validate Key Management Server authenticity. At least one

certificate authority is required for encryption.

Add New Certificate Authority

Figure 22 : Add new certificate authority

12. In the Add a New Certificate Authority section, click Upload CA Certificate button to
upload the CA Certificate. Upload the ESKMCA, which is used to sign the KMIP server and
the client certificate.

Add a New Certificate Authority

Upload the Certificate Authority (CA) certificate and enter a name for the
P y(CA) Upload CA Certificate
Certificate Authority.

CERTIFICATE AUTHORITY NAME

< Back

Figure 23 : Upload CA certificates

13. Enter Certificate Authority Name.
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Add a New Certificate Authority

Upload the Certificate Authority (CA) certificate and enter a name for the
Upload CA Certificate
Certificate Authority.

ESKMCA.pem is selected

CERTIFICATE AUTHORITY NAME
ESKMCA|

Figure 24 : Certificate authority name

14. Click Save.

KMS CA Certificates

Configure Certificate Authorities used to validate Key Management Server authenticity. At least one
certificate authority is required for encryption.

ESKMCA Delete

Add New Certificate Authority

Figure 25 : Certificate authority name

15. Go to the Key Management Server section. Click the Manage Certificates button.

16. In the Manage Signed Certificates screen, click Upload Files to upload all the signed
certificates in one step.
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Manage Signed Certificates
10.54.59.29_cert.pem, 10.54.59.30_cert.pem, 10.54.59.31_cert.pem, 10.54.59.32_cert.pem selected

Upload Files Test all nodes

Address . Status Action
10.54.59.29 Waiting for Upload
10.54.59.30 Waiting for Upload
10.54.59.31 Waiting for Upload
10.54.59.32 Waiting for Upload

< Back Submit

Figure 26 : Managed signed certificates

17. Click Test all nodes button to test the certificates for all nodes in one step. A status of

Verified indicates the test was successful for that node.

0 If the status shows Unverified, that means there is a connectivity or certificate issue
with the Key Management Server. Make sure all nodes show Verified before you

enable encryption.

18. Click Submit. The following window displays.
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Manage Signed Certificates Upload Files
Address Status
10.54.59.29 Verified
10.54.59.30 Verified
10.54.59.31 Verified
10.54.59.32 Verified
< Back

Figure 27 : Uploaded signed certificates

19. When the configuration is complete, click the Enable Encryption button.

KMS CA Certificates

Test all nodes

Re-Test CS -

Re-Test CS -

Re-Test CS -

Re-Test CS -

Action

Delete

Delete

Delete

Delete

Configure Certificate Authorities used to validate Key Management Server authenticity. At least one

certificate authority is required for encryption.

ESKMCA

Add New Certificate Authority

< Back Save KMS Type

Figure 28 : Enable encryption

20. The Enable Encryption window is displayed.

Document No.: IG-2025-0034 Document Version: 2.0.0

Delete

Page 32 of 54



Integration Steps UtimaCO®

Enable Encryption?

All data on the ister will be securely encrypted. Type

ENCRYPT to confirm cluster encryption

’ ENCRYPT] I ‘

Figure 29 : Data-at-Rest encryption screen

To help ensure your data's security, you cannot disable software-only data-at-rest
encryption once it is enabled. Nutanix recommends regularly backing up your data,
encryption keys, and key management server.

= Type ENCRYPT and click the Encrypt button. The data-at-rest encryption is enabled. To

view the status of the encrypted cluster or container, go to Data-at-Rest Encryption in the
Settings menu.

0 When you enable encryption, a low-priority background task runs to encrypt all the
unencrypted data. This task is designed to take advantage of any available CPU
space to encrypt the unencrypted data within a reasonable time. If the system is
occupied with other workloads, the background task consumes less CPU space.

Depending on the amount of data in the cluster, the background task can take 24 to
36 hours to complete.
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Data-at-Rest Encryption

Encrypting your cluster will help keep your information safe

Manage Keys

Encryption State of Cluster: Software encryption Is enabled

Edit Configuration

Figure 30 : Data-at-Rest encryption screen - encrypting cluster

/"\\ Once the task to encrypt a cluster begins, you cannot cancel the operation. Even if
/ A .
[ o\ you stop and restart the cluster, the system resumes the operation.

0 For changing the Key Encryption Keys, see Changing Key Encryption Keys.
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6 Verification and Testing

6.1 Logs and Validation Steps

6.1.1 KEK Retrieval after Full Cluster Restart
1. Shutdown VMs in the Nutanix cluster.
2. Stop Nutanix Cluster Services.

3. Shutdown CVMs and Nutanix Hosts in the cluster, wait for 3 minutes to power drain and
verify shutdown status.

4. Shut down both Active nodes of KMS Server.
5. Power on Hosts and verify status (CVMs power on automatically).
6. Start Nutanix Cluster Services.

7. Power on the VMs to test the KEK (Key Encryption Key) is not retrieved from the KMS, and
the DEK (Data Encryption Key) cannot successfully unlock the Drives to boot the VMs.

8. Power on and start services for the First Active KMS node and attempt to boot the Nutanix
VMs and record behavior.

Expected Results

= When both Active-Active KMS nodes are down, the cluster fails to retrieve the Key from
KMS and decrypt the container. As a result, the test-VM using the disk from the container
can read the disk but fails to boot.

. * ®

4 Enterprise Secure Key Manager uﬂmaco

Home Security Device Help ¢ Log
Dt / Sovs -

Logged in as ac
» KMS Server

Action Completed

> KMIP Server

* REST Server
Success
* Cluster

* [Detes i The following change has been made:

Network .
* Halting the system
* Kerberos
+ HSM Integration The system is halting.
> SNMP

» Administrators

Figure 31 : ESKM1
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4 Enterprise Secure Key Manager

Home Security Device

Device Configuration Device / Services

»  KMS Server .

i Action Completed
+ REST Server Success

¢ Cluster

¢ Date&Time The following change has been made:
r Network ¢ Halting the system

+ Kerberos

+ HSM Integration The system is halting.

) SNMP

» Administrators

Figure 32 : ESKM2

>{ DM3-POC008 o ]
Overview - Table + Create VM Network Conf
O Include Controller VMs - @ 3 VMs (filtered from7) © - &+ search in table qQ
”» cPU Memory Controller Read  Controller Write Controller 10 Controller Avg 10 Flash
“ VM Name Host Cores  Memory Capacity Storage Backup
Addresses Usage Usage 10pS 10PS Bandwidth Latency Mode
® autoad 10.55.86 2 4G -/50GiB - 0% - - - - Yes No
) 567 GiB/
® pc 10.55.87 20 92Gi8 ) 0% 0% - - - - No ? No
1059 Ti8
. § 769 GiB/ 60
Test-VM 10.55.8... 8 16 GiB G 0% 0% o o 0 KBps Oms Yes No
i

Figure 33 : Failed to boot

= When ESKM-1 is DOWN and ESKM-2 is UP in the Active-Active cluster, the cluster retrieves
the Key from ESKM-2 and decrypts the container. As a result, the test-VM using the disk
from the container reads the disk and the VM-boots successfully.
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Home  Security

Device Configuration

¥ KMS Server
> KMIP Server

+ REST Server

+ Cluster

4 Enterprise Secure Key Manager

Device

Device / Cluster

Cluster Configuration

Cluster Members

utimaco’

Help * LogOut

ESKM1
Logged in as admin

Help @

Items per page:[10_ | |
+ Date&Time
Member IP Cluster Ports Unit ID Status Software Version
P etwork @® 10.8.247.137 (local server) 9001,9002 UTHESKM-SN Inactive 8549
¢ Kerberos © 10.8.247.138 9001,9002 UTI-ESKM-SN Active 8549
+ HSM Integration 1-20f2
> snmp [ Il 1l ]
> Administrators
> DM3-POC008 -3
Overview - Table + Create VM Network Config|
O Include Controller VMs - @ 3 VMs (filtered from7) © - &+ search in table Q
P cPU Memory Controller Read  Controller Write Controlier 10 Controller Avg 10 Flash
4 VM Name Host Cores  Memory Capacity Storage Backup ..
Addresses Usage Usage 10PS 10Ps Bandwidth Latency Mode
DM3-POC008- 1.88 GiB/ 50 2778
® autoad 10.55.8.6 2 4GB ) 0.5% [ o 6 KBps 0.5ms Yes No
4/AHV Gis %
DM3-POC008- § 56.7 GiB /
® pc 10.55.87 20 92Gi8 ¥ 177% No ? No
3/AHV 10.59 Tig
DM3-POC008- § 769 Gi8 / 60
® TestvM oYy 10.55.8... 8 16 Gi8 o 008% 779% o o 0KBps oms  Yes No
i

Figure 35 : VM boot success

= When ESKM-2 is DOWN and ESKM-1 is UP in the Active-Active cluster, the cluster retrieves
the Key from ESKM-1 and decrypts the container. As a result, the test-VM using the disk
from the container reads the disk and the VM-boots successfully.

Home Security

Device Configuration

> KMS Server
> KMIP Server

+ REST Server

< Enterprise Secure Key Manager

Device

Device / Cluster

Cluster Configuration

utimaco’

Help ¢ LogOut

ESKM1
Logged in as admin

> _Log Viewer

Cluster Members Help @

=

* DatesTime Member 1P Cluster Ports UnitID Status Software Version

b iletwork ® 10.8.247.137 (local server) 9001,9002 UTHESKM-SN Active 8549

¢ Kerberos O 10.8.247.138 9001,9002 UTI-ESKM-SN Inactive Unknown

+ HSM Integration 1-20f2

;osNwe A\ Warning: This cluster is running different software versions

’ [ Il Il |
Logs & Statistics

P Log Configuration Cluster Settings Help @
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% v ISCVM:UserVM v x Name:'utimaco' v X

1selected out of 3 filtered VMs

¥ Utimaco ESKM1 On 2 4GB 10824751 RNO-NXRDYO.

4GB 10824719 RNO-NXRDYO.

Figure 37 : Active-Active cluster

6.1.2 Backing up Keys
1. Log in to Nutanix Prism Element as an administrator.
2. Select Data-at-Rest Encryption on the Settings page.

3. On the Cluster Encryption page, select Manage Keys.

Data-at-Rest Encryption

Encrypting your cluster will help keep your information safe.

Manage Keys

Encryption State of Cluster: Encryption keys were successfully changed.

Figure 38 : Manage keys

4. Enter and confirm the password.
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Manage Keys

Software Encryption

Key Backup
If a cluster goes down, you will still be able to access your data with the
key backup.

Password

You'll use this password to decrypt the encrypted backup file.

Confirm Password

Download Key Backup

Figure 39 : Download key backup

5. Click the Download Key Backup button and click Save.

The backup file is saved in the default downloads location on your local machine.

Save As: ( M3-

Tags:

Where: @ Downloads

caen

Figure 40 : Save key
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Verify that the download of the “Key” file is successful and saved in the default download
location.

For more information on backing up keys, see Backing up Keys.

6.1.3 Validating with Re-keys
1. Log in to Nutanix Prism Element as an administrator.
2. Select Data-at-Rest Encryption on the Settings page.

3. On the Cluster Encryption page, select Manage Keys and click the Rekey button under
Software Encryption. For more information on validating with Re-keys, see Changing Key
Encryption Keys.

Data-at-Rest Encryption

Encrypting your cluster will help keep your information safe.

Or——r

Manage Keys

Encryption State of Cluster: Encryption keys were successfully changed.

Figure 41 : Manage keys
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Manage Keys

Software Encryption

Key Backup
If a cluster goes down, you will still be able to access your data with the
key backup.

Figure 42 : Re-key

4. Shut down VMs in the Nutanix cluster.
5. Stop Nutanix Cluster Services.

6. Shut down CVMs and Nutanix Hosts in the cluster, wait for 3 minutes for the power to
drain, and verify the shutdown status.

7. Shut down both nodes of the KMS Server.
8. Power on Hosts and verify status (CVMs power on automatically).
9. Start Nutanix Cluster Services.

10. Power on the VMs to test the KEK (Key Encryption Key) is not retrieved from the KMS, and
the DEK (Data Encryption Key) cannot successfully unlock the Drives to boot the VMs.

11. Power on and start services for the Active KMS Node and attempt to boot the Nutanix
VMs and record behavior.
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© Not Secure  https:[[/10.55.8.37:9440/console/#page/tasks hx¢ o Work

>{ DM3-POCO08

Overview
Type text to filter by T Modify Filters
Viewing all 126 Tasks Export 1-200f126 @
Task Entity Affected Progress  Status Created On Ouration
Refresh software encryption keys Cluster 100% Jun 9, 2026, 09:44 ... Under 1second
Power on the VM RS 100%  Succeeded Jun 9, 2026, 09:35 .. 4 seconds
Orchestrate restart dependency - 100% Jun 9, 2026, 09:30 ... 3 seconds
Restore VM locality DM3-POC008-4 | Details 100% Jun 9, 2026, 09:30 ... 13 seconds
Orchestrate restart dependency - 100% Jun 9, 2026, 09:29 ... 3 seconds
Restore VM locality DM3-POC008-11 Details 100%  Succeeded Jun 9, 2026, 09:29 ... 13 seconds
[o] restart = 100% Jun 9, 2026, 09:28 3 second:

Figure 43 : Re-key success

Verify the events/logs of the KMS cluster to see if the keys are fetched successfully from the new
active KMS server.

6.1.4 Validate Encryption on Cluster Expansion
1. Log in to the Nutanix Prism Element web console.
2. Do one of the following:

e Select Expand Cluster in the Settings page, or
¢ Go to the Hardware dashboard and click the Expand Cluster button.

>{ DbMm3-POCO08 o v

Overview - Diagram - Table + Expand Cluster Repair Host Boot Device
Disk  Switch 3 Hosts o search in table Q

Memory Disk 10
4 HostName Host IP cwmiP Hypervisor CPUUsage  CPU Capacity Memory Usage Total Disk Usage ~ DiskUsage  Disk IOPS  Disk 10 B/W
Capacity Latency
25105 14.01
DM3-POC008-1 10.55.8.25 10.55.8.29 AHV 2.86% 62.4 GHz 2713% cie 60.2GiBof 4.28 TiB 1.37% 16 B, 3.05ms
i ps
25105 8.89
DM3-POC008-3 10.55.8.27 10.55.8.31 AHV 9.43% 62.4 GHz 57.52% Gie 74.01GiB of 4.28 TiB 169% 10 MB 275ms
i ps
251.05 1615
DM3-POC008-4 10.55.8.28 10.55.8.32 AHV 366% 62.4 GHz 2231% Gie 62.3 GiB of 4.28 TiB 1.42% 18 MB: 317 ms
il pSs

Figure 44 : Expand cluster
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3. In the Expand Cluster window, select Expand Cluster to begin the expansion immediately
(after you complete the remaining configuration steps).

4. Click the Next button.

€ 5> C [ ©NotSecure hitps://10.55.8.37:94 O @ work

Expand Cluster

Expand Cluster allows you to add one or multiple hosts to an existing cluster.
Before you start, we recommend you do the following.

Select an Operation:

© Expand Cluster
Use this option to expand the cluster. This operation will take care of preparing the target node(s), if
needed, before adding them to the cluster.

O Prepare Now and Expand Later
Use this option to prepare the target node(s) beforehand to add them to the cluster at a later point in
time.

Figure 45 : Expand cluster

Select Prepare Now and Expand Later to prepare the nodes now but delay adding them to the
cluster until a later time. Preparing the nodes includes, if needed, imaging the hypervisor,
upgrading the AOS version, and preparing a new node network configuration. For more
information on expanding the cluster, see Expanding a Cluster.

o - e
[ - [ 0 ams O o a
Ve
. o e € e en Caeeny [RE— ot Cne e s inege onm 0m Da W OO ieery
OM3 POCHOY 000 nuns 0829 o e 0080 am wrne snceannTe Qo ° Ttes 008w
0N POCTIO D 00 wmmn 03490 oy s 008 Ghr an wrne sncGeennTe oo ° 5 Ko onm
0N POCHOD Q0 wmmy 0N oy o 088 GHr aon e “RGIwnnTe oo ' % o 0w
M) POCHOA 00 wswn 092 v on P s wne o o

Figure 46 : Expanded cluster

0 Ensure that factory-prepared node(s) are imaged with the same AOS/AHV version of
the cluster. Re-imaging is not possible during expansion.
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5. In Nutanix Prism Settings, expand the cluster and check if the node(s) appear in the
discovered list.

6. Select the node(s) and add them to the cluster.

7. Enter the details for the Host Name, Controller VM, Hypervisor, and IPMI IP.

€ > C @ ONotSecure https:/[10.55.8.37:94 O @ work

Expand Cluster

SelectHost ~ EncryptHost ~ Choose Node Type ~ Host Networking ~ Configure Host

Newly discovered nodes are displayed below. Select the ones you would like to add and configure their
network addresses. New nodes must be connected to the network on the same subnet as the cluster
(10.55.8.0/255.255.255.128).

Remember to add licenses for all new nodes.

NX-3060-G6 (Serial Number: 18SM6H010001)

as ®

v Controller VM IPv4

Host B

10.55.8.30

v Controller VM IPv6

Figure 47 : Select host

8. In the Encrypt Host tab, do the following:

a. In the Encrypt Host, under the Certificate Signing Request Information section,
click Generate and Download for each node to be added.
b. Get the CSRs signed by a certificate authority (CA).

c. Click Select Files and upload a signed certificate in order for the nodes to connect to
the KMS server. Click Next.
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Expand Cluster

SelectHost ~ EncryptHost ~ Choose Node Type ~ Host Networking  Configure Host

This cluster has data-at-rest encryption configured. In order to add new nodes, connectivity to existing Key
Management Servers must be properly configured.

1. Certificate Signing Requests Information

Node Address

e and Download

10.55.8.30

Upload signed certificates in order for all of the nodes to be able to connect to the active KMS server(s)

Name Address Action
utimaco-eskm1 10.8.247137 : 5696 Select Files

1files selected
Name Address Action
utimaco-eskm2 10.8.247138 : 5696 Select Files

1files selected

=

Figure 48 : Encrypt host

9. In the Choose Node Type tab, select the Node Type as HCI Node.

Expand Cluster

Host Networking ~ Configure Host

Select Host Encrypt Host Choose Node Type

Node can be used for different purposes. Nutanix allows you to pre-define node type as HCI node,
Compute-only node, or Storage-only node.

NX-3060-G6 (Serial number: 18SM6H010001) - 8

Node Type

[ HCI Node

Figure 49 : Choose node type

10. In the Host Networking tab, choose the Add Uplink for Host Networking. Click Next.
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Expand Cluster

Configure Host

Select Host Encrypt Host Choose Node Type Host Networking

Select the appropriate active and backup uplink for the hosts.

Model Uplink(s)
10.55.8.30

br0O (Management)

Skip Host Networking m

Figure 50 : Host networking

11. In the Configure Host tab, click Run Checks to verify that the nodes are ready.

Expand Cluster

Configure Host

Select Host Encrypt Host Choose Node Type Host Networking

Hypervisor(s) Needed
The detected hypervisor on the new node has the same Hypervisor and AOS version as the rest of the
nodes on this cluster. No re-imaging needed.

Back

Figure 51 : Configure host
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Expand Cluster

Select Host ~ EncryptHost ~ Choose Node Type ~ HostNetworking ~ Configure Host

Running Pre-Expand Cluster Checks

Figure 52 : Running pre-expand cluster checks

12. Click Expand Cluster to complete the cluster expansion.

Expand Cluster

SelectHost ~ EncryptHost ~ Choose Node Type ~ Host Networking ~ Configure Host

Expanding Cluster

Node specific tasks completed

Initialising state machine

Prechecks validation completed

Invoked NPE successfully

Figure 53 : Expanding cluster status

Verify that the node is successfully added to the cluster and test the connectivity to the KMS
servers.
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>{ DM3-POC008

Overview - Diagram - Table + Expand Cluster Repair Host Boot Device
m Disk Switch 4 Hosts. v search in table Q
Memory Disk 10
+ Host Name Host IP cVMIP Hypervisor CPUUsage  CPU Capacity Memory Usage Total Disk Usage  Disk Usage Disk IOPS  Disk 10 B/W
Capacity Latency
25105 154
DM3-POC008-1 10.55.8.25 10.55.8.29 AHV 3.47% 62.4 GHz 2714% GiB 56.94 GiB of 4.28 TiB 13% 13 MBps 3.22ms
i P
25105 13.69
DM3-POC008-2 o 10.55.8.26 10.55.8.30 AHV 3.64% 62.4 GHz 20.71% s 157 GiBof 4.28 TiB 0.04% 16 ME, 287ms
i ps
25105 128
DM3-POC008-3 10.55.8.27 10.55.8.31 AHV 779% 62.4 GHz 57.51% GiB 73.85GiB of 4.28 TiB 168% 16 MB; 282ms
i ps
25105 2059
DM3-POC008-4 10.55.8.28 10.55.8.32 AHV 29% 62.4 GHz 22.35% s 6013 GiB of 4.28 TiB 1.37% 23 ME, 326 ms
i ps

Figure 54 : Expanded cluster

6.1.5 Validate Encryption after Node Removal

1. Log in to the Nutanix Prism Element web console.

2. In the Table tab, click the Host tab and select the node (host).

Overview - Diagram - Table + Expand Cluster Repair Host Boot Device
m Disk Switch 4 Hosts (23 search in table Q
Memory Disk 10
“ Host Name Host IP cvmIp Hypervisor CPUUsage  CPU Capacity ~Memory Usage Total Disk Usage  Disk Usage DiskIOPS  Disk 10 B/W
Capacity Latency
25105 15.98
DM3-POC008-1 10.55.8.25 10.55.8.29 AHV 3% 62.4 GHz 2712% G8 35.56 GiB of 4.28 TiB 0.81% 23 MB 25ms
i ps
25105 17.49
DM3-POC008-2 55.8.30 AHV 5.32% 62.4 GHz 20.69% 6767 GiB of 4.28 TiB 1.54% 34 184 ms
DM3-POC008-2 GiB MBps
Turn On LED 25105 309.21
DM3-POC008-3 55.8.31 AHV 26.5% 62.4 GHz 57.52% GiB 54.03 GiB of 4.28 TiB 1.23% 3698 MBps 0.38ms
i
Turn Off LED
25105 § 2214
DM3-POC008-4 Enter Maintenance Mode 55.8.32 AHV 4.39% 62.4 GHz 22.32% GiB 38.4 GiBof 4.28 TiB 0.88% 30 MB 259 ms
i ps
Repair Host Boot Device
Remove Host

Figure 55 : Before removing node

3. Click the Remove Host in the list and click Remove in the confirmation dialog box.
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Are you sure you want to remove the host
'10.55.8.26"

Proceeding with this action will have the
following impact on the cluster:
* Host will be detached from the cluster.
* All VMs on this host will be migrated.

Cancel Remove

Figure 56 : Confirm - remove host

Virwrieg ol 36 Tawis taport 130026 ©

Bemning i 00 bum sode 0545033 . - N Sutemednd A 28 2005 0442 M 8 monten 37 seconas

Fomaeing ik 86 hom node 0545032 J . M Suiceeded Age 28 2025, 0k 42 PM 8 mintes 37 50000 s

Bemaving i 85 hom node 10545932 | unas . W Suiceeded g 28 ohazPm 8 mintes 37 secones
Bomaeing i 91 hom node 10549093 1 s . o Succeeded g 202035, 0642 PM 8 minutes 37 secones
Bemaing dhk B3 fom node 1054 5932 . . O Sucemecne Ape 20 2075 0442 PM 8 minutes 37 seconon
Snmaeing civk 92 Som sode Y054 5832 . W Surceedes Ape 20 2075 0442 PM 8 minutes 37 secones
Pomaving rode 118490 32 o o Succeeded A 282025, 0042 PM ® minuen 22 veconds
Pemering dhit 00 bom rode 1545032 . . N Suiceeded Age 28 2005, Ok 42 M 8 s 37 secenes
Bemiing i 89 hom nede 105450 32 . . W Succeeded Age 28 2025 0442 PM & mintes 37 secones
Bemaing ik 8 hom node 105459 32 . . o Succeedes § e X7 seconos

8 minvtes 37 seconos

Bomoving 1k 82 hom node 10545032 1 s . N Suiceeded

Figure 57 : Removing nodes

Document No.: IG-2025-0034 Document Version: 2.0.0 Page 49 of 54



Verification and Testing

utimaco’

>{ DbM3-POC008 . g o v

Overview - Diagram - Table

4 HostName Host IP cwm P Hypervisor CPUUsage  CPU Capacity Memory Usage

DM3-POC008-1 10.55.8.25 10.55.8.29 AHV 2.86% 62.4 GHz 2713%
DM3-POC008-3 10.55.8.27 10.55.8.31 AHV 9.43% 62.4 GHz 57.52%
DM3-POC008-4 10.55.8.28 10.55.8.32 AHV 3.66% 62.4 GHz 2231%

Memory

Capacity

25105
GiB

25105
GiB

25105
GiB

Total Disk Usage

60.2GiBof 4.28 TiB

74.01GiB of 4.28 TiB

62.3 GiB of 4.28 TiB

+ Expand Cluster Repair Host Boot Device

3 Hosts

Disk Usage

1.37%

169%

1.42%

& search in table Q

Disk 10
DiskIOPS  Disk 10 BW
Latency

14.01

16 3.05ms
MBps
8.89

10 275ms
MBps
1615

18 317 ms

MBps

Figure 58 : After removing nodes

For more information on removing a node from a cluster, see Removing a Node from a Cluster.

Verify that the node has been removed from the Prism—Hardware page and from the 'KMS

server—Managed Signed Certificate list.’

6.1.6 Perform a Crypto-Erase

Data on the AOS cluster is always encrypted, and the Data Encryption Key (DEK) used to read the
encrypted data is known only to the AOS. All data on the drive can effectively be destroyed (that
is, become permanently unreadable) by deleting the container or cluster. This is known as a

crypto-erase.

1. Log in to any CVM in the cluster using SSH.

2. Power off all the VMs that are running on the hosts in the cluster.

nutanix@cvm$ acli vm.off *

3. Stop the Nutanix cluster.

nutanix@cvm$ cluster stop

4. Destroy the cluster.
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nutanix@cvm$ cluster destroy

For more information on destroying a cluster, see Destroying Data.
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T Troubleshooting

7.1 Log Location and Interpretations

Verify the logs on the Utimaco ESKM by following the below steps:

1. In the ESKM Management Console, click Device tab.
2. Click on Log Viewer under the Logs & Statistics.

3. Click on KMIP under the Log Viewer.

Audit Log

1. In the ESKM Management Console, click Device tab.
2. Click on Log Viewer under the Logs & Statistics.

3. Click on Audit under the Log Viewer.

€« > C M © NotSecure  https://10.8.247.137:9443/? e urrent&LogFileOpti ines=D« ogFile=Current v =} Gwork
Log File: Current (Showing All Lines) Help @
¥ Log Viewer
o System Audit Log:
2026-06-08 04:15:50 [admin] ([Login) [Login]): Logged in from 10.8.3.135 via web
Audit 2026-06-08 04:17:36 [admin] (ConfigChange] (Software Install): Upgraded software (Uploaded from browser
2026-06-08 04:24:38 [admin] (Login]) [(Login): Logged in from 10.8.3.135 via web
*  Activity 2026-06-08 04:29:13 [admin] (Login) (CLI): Logged in from 10.8.3.135 via SSH
2026-06-08 04:33:55 [admin] [ConfigChange] [Restart/Halt]: System restarted
* Client Event 2026-06-08 04:41:14 (admin] (Login] [Login): Logged in from 10.8.3.135 via web
2026-06-08 04:49:11 [admin] ([Login) (CLI Logged in from 10.8.3.135 via SSH
¢ KMIP 2026-06-08 05:14:17 [admin] (Login) (Login): User admin login has expired.
2026-06-08 05:14:25 [admin] [Login] (Login]: Logged in from 10.8.3.135 via web
¢ REST 2026-06-08 05:14:42 [admin] [ConfigChange] [Remote Administration]: Saved remote administration settings [Web Admin IP: [All], Web Admin Port: 9443, Web Admin Server
) Statisti Certificate: [Default], Web Admin Client Cert Authentication: disabled, Web Admin CA Profile: [None], SSH Admin IP: [All], SSH Admin Port: 22, SSH Admin Maximum Login
ics .
Attempts: 3, Session Timeout: 720]

2026-06-08 05:14:59 [admin] ([ConfigChange] [Remote Administration]: Saved remote administration settings (Web Admin IP: [All], Web Admin Port: 9443, Web Admin Server
Certificate: (Default], Web Admin Client Cert Authentication: disabled, Web Admin CA Profile: (None], SSH Admin IP: (All), SSH Admin Port: 22, SSH Admin Maximum Login
Attempts: 3, Session Timeout: 720)

2026-06-08 06:53:30 (admin] (Login) (Login): Web login failure in login attempt for administrator “admin® from 10.42.192.52

2026-06-08 06:53:40 [admin] [Login] [Login]: Web login failure in login attempt for administrator "admin® from 10.42.192.52

Maintenance

Backup & Restore

* Services 2026-06-08 08:11:57 (admin] (Login) (Login): Web login failure in login attempt for administrator "admin® from 10.42.192.52
) 2026-06-08 09:02:45 [admin] [Login] [Login]: Logged in from 10.42.192.52 via web
o System Information & 2026-06-08 09:05:15 [admin] (ConfigChange) [Local Downloaded local CA certificate ESKMCA
Upgrade 2026-06-08 09:06:45 [admin] [ConfigChange] [Local Certificate request has been signed [Certificate: ESKMCA; Type: Client; Duration: 364)

2026-06-08 09:09:36 (admin] [ConfigChange] [Local Certificate request has been signed [(Certificate: ESKMCA; Type: Client; Duration: 364)
2026-06-08 09:11:35 [admin]) [ConfigChange] [Local CA]: Certificate request has been signed [Certificate: ESKMCA; Type: Client; Duration: 364)
2026-06-08 09:14:06 (admin] [ConfigChange] [Local Certificate request has been signed [Certificate: ESKMCA; Type: Client; Duration
2026-06-08 09:17:06 [admin] [ConfigChange] [Local Users]: Added user [username: 7cc8a796-829a-4216-a25f-baf6eaa5f50a.nutanix.com; permissions: User Administration: no,
Change Password: no, License Type: KMIP, KMIP: yes)

2026-06-08 09:18:26 [admin] [ConfigChange] [Local Users): Added user [username: 3£64216d-1296-43£5-9135-5633bd351126.nutanix.com; permissions: User Administration: no,
Change Password: no, License Type: KMIP, KMIP: yes)

2026-06-08 09:19:34 [admin] (ConfigChange] [Local Users): Added user [username: b24269bb-025c-415e-baac-853e2700bd1f.nutanix.com; permissions: User Administration: no,
Change Password: no, License Type: KMIP, KMIP:

2026-06-08 09:20:45 [admin] [ConfigChange] [Local Users): Added user [username: 7a286117-0£38-400d-93b7-2c80d2c1acd6.nutanix.com; permissions: User Administration: no,
Change Passwor License Type: KMIP, KMIP: yes)

2026-06-08 09:51:27 (admin] (Login) (Login): Logged in from 10.8.3.135 via web

2026-06-08 09:53:15 (admin] (Login]) (CLI): Logged in from 10.8.3.135 via SSH

2026-06-08 17:12:53 [admin] [Login] [CLI): Logged in from 10.138.239.225 via SSH

2026-06-08 17:20:33 (admin) (Login) (Login): Logged in from 10.138.239.225 via web

2026-06-09 03:10:24 [admin] [ConfigChange] [Restart/Halt]: System halted

2026-06-08 21:02:29 (admin) (Login) (Login): Logged in from 10.138.239.225 via web

Network Diagnostics

Figure 59 : Audit log
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8 Contact for Support

You can reach us from Monday to Friday, 09.00 a.m. to 05.00 p.m., Central European Time (CET).

Utimaco IS GmbH
Krefelder Str. 220
52070 Aachen
Germany

RMA Query

If you need to send the device back to Utimaco IS GmbH, please open a new RMA case (Return
Merchandise Authorization). We request that you use the following web address. RMA cases
cannot be opened by email or phone.

https://support.hsm.utimaco.com/support/rma/new

Other Support Queries

= Mail (preferred contact method)
support@utimaco.com
Attach the diagnostic information to your email.

= Web portal
https://support.hsm.utimaco.com/support/cases/new/
The diagnostic information will be requested in our response if necessary.

= By phone
AMERICAS +1-844-UTIMACO (+1 844-884-6226)
EMEA +49 800-627-3081
APAC +81 800-919-1301
The diagnostic information will be requested in our response if necessary.
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