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About This Guide UtimaCO®

1 About This Guide

This guide provides information on how to configure the HPE StoreOnce to work with the
Utimaco Enterprise Secure Key Manager (ESKM). It describes only the features in the HPE
StoreOnce and the ESKM necessary for the configuration and integration.

For more information on installing an Utimaco Enterprise Secure Key Manager refer to the
Utimaco Enterprise Secure Key Manager Installation and Replacement Guide (Chapter 1 Installing
Hardware).

1.1 Intended Audience

This guide is intended for system and security administrators with knowledge of:

= Data security administration.

= Network configuration.

1.2 Document Conventions and Symbols

The following conventions are used in this guide:

Convention Use Example

Bold Items of the Graphical User Select Details and click on
Interface (GUI), e.g., menu Properties button
options

Monospaced Code that is given for certreq.exe -new
explanation or as an example, request.inf
file paths IISCertRequest.csr

Italic References and important Operating system listed in
terms Tested Versions

Table 1: Document conventions

We use special icons to highlight the most important notes and information.
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’ Indicates an action that can have consequences such as deletion of keys or changes
/_° N tosecurity settings.

0 Provides clarifying information or specific instructions.

@// Provides helpful hints and shortcuts.

1.3 Related Documentation

The following documents provide related information:

= Enterprise Secure Key Manager v8.53.0 Installation and Replacement Guide.
= Enterprise Secure Key Manager v8.53.0 Software Version 8.563.0 Release Notes.

= Enterprise Secure Key Manager v8.53.0 User’s Guide.

1.4 Utimaco Websites

For additional information, see the following Utimaco websites: Enterprise Secure Key Manager -
Utimaco.

1.4.1 OASIS Websites

In addition to the Utimaco websites, see the OASIS websites for more information on the Key
Management Interoperability Protocol (KMIP) specification, usage guides and profiles:

= https://www.oasis-open.org/standards

= https://wiki.oasis-open.org/kmip/KnownKMIPImplementations

1.5 Documentation Feedback

Utimaco welcomes your feedback. To make comments and suggestions about product
documentation, please send an email to:
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support-atalla@utimaco.com

All submissions become the property of Utimaco.

1.6 What is new in the ESKM v8.0 Appliance

The ESKM v8.0 appliance is a complete solution for generating, storing, serving, controlling and
auditing access to data encryption keys. It enables you to protect and preserve access to
business-critical, sensitive, data-at-rest encryption keys, either locally or remotely.
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2 Configuring the ESKM Server

ESKM server must be configured with specific values such as time zone, IP address, netmask,
gateway, host name, and port number used for the ESKM Management Console interface.

This section includes procedures on the following topics:

= First run.

Setting up local CA.

Setting up ESKM certificate.

Setup cluster.

Setup KMIP server.

Setup KMS server.

2.1 First Run

To configure the time zone, IP address, netmask, gateway, host name, and port number used for
the ESKM Management Console interface, the following procedure must be performed once for
each ESKM server. Ensure that the ESKM server is powered off before starting this procedure.

= Power on the ESKM server by pressing the Power On/Standby button located behind the
front bezel door.

= When the startup sequence completes, the following prompt displays on the monitor that
is running the terminal emulator program (such as PuTTY):

0 To set up and configure PUuTTY, please refer to Accessing serial console via PuTTY.

Are you ready to begin setup? (y/halt): Enter vy.

= Follow the prompts to enter the necessary information and press Enter to accept the
default.

e Admin account password. Be sure to record this value and store it in a safe place.
The Security Officer will use the admin account to configure the ESKM servers.

e Time zone.

e Date.
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e Time. The time is based on a 24—hour clock; there is no a.m. or p.m. designation. For
example, 1:20 p.m. is 13:20:00.

e The static IPv4 address of the ESKM server. The ESKM server cannot obtain an IP
address from a Dynamic Host Configuration Protocol (DHCP) server.

e Subnet mask.

e Default gateway.

e Hostname, including the domain. For example, eskm.example.com[2]. The screen
displays the information you entered and the message "Is this correct? (y/n):"If the
information displayed is correct, enter y; if not, enter n and make the necessary
corrections.

e Enable IPv6. If the ESKM server will be installed in an IPv6 network, enter y to the
prompt and also the confirmation prompt. If the ESKM server will not be installed in
an IPv6 network, or you wish to enable IPv6 later, enter n. If you entered y, you will be
prompted to specify the IPv6 address. If you know the IPv6 address enter y, and then
at the next prompt enter the IPv6 address with prefix in this format. IPv6 address/
prefix . The default prefix is /64. If you do not know the IPv6 address, enter n. You
can enter IPv6 addresses later using either the ESKM Management Console or
Command Line Interface.

e Web interface port number.

e Press Enter to complete and save the configuration settings. At this point, you have
given the setup program everything it needs. The ESKM creates SSH keys and also a
self-signed Web Admin server certificate. They are used to authenticate the ESKM to
users making SSH and Web Admin connections to the ESKM. Because the actual
key is fairly large, the ESKM displays the key fingerprint on the console, as shown
below.

Creating certificate for Web administration server...
Creating certificate for signing logs...

Creating SSH host keys...

SSH RSA key fingerprint:

2048 SHA256:aTp6A447vp8d0j43FTT5B/aux6V7zddPzNXxZBOC1SE SSH ECDSA key

fingerprint:

521 SHA256:BKO/EfVUKSFpIzVn/WiJ4fS+8CqLyGISawoQAsvmUoM SSH ed25519
key fingerprint:
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256 SHA256:/hWJIGM+T7hzDRWPsyCP6/gKqWR99cgMh9/TVSWLTFIrs Webadmin
certificate fingerprint (SHA-1):

2048 64:50:e2:01:fb:2a:28:54:1a:3b:30:94:3b:25:b7:ff:97:73:13:70
Initializing key store. This could take several minutes.

Performing KMIP setup Starting services...

The Web-based Management Console will now be available at this URL:
<https://XXX.XXX.XXX.XxX:9443> This device has now been configured.
Press Enter to continue.

A log-in prompt displays.

Press Enter to accept the default.

Utimaco has no ability to assist or recover access if administrator credentials
L9 5 (username, password) are lost.

Only enable IPv6 if you are certain that the ESKM server is required to operate on an
L2 5 |Pvb network. Once enabled it cannot be disabled via the ESKM Management
Console or the Command Line Interface.

ﬂ Client systems can use IPv4 addresses to connect to the KMS and KMIP services
running on the ESKM system. ESKM supports IPv6 addresses for clients that use
either the KMIP or ESKM XML protocols, and are on the same subnet as the ESKM
server. The following ESKM features, which utilize SCP to move files, support IPv6
addresses:- backup, restore, scheduled backup, transfer logs, and software upgrade/
install

In addition, you can also use a server which has an IPv6 address to perform the

following functions:
= Remotely administer the ESKM server via the ESKM Management Console or
the command line interface.
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= Perform network diagnostics (ping and netstat).

0 If you decide later, after completing the setup process, that you need to enable IPv6
support, you can use the Command Line Interface command 1ipv6é enable ,to
enable IPv6. You can then use the ipv6 address command or the ESKM
Management Console interface to specify the IPv6é address .

&1//7 To prevent a "'man-in-the-middle” attack when connecting to the ESKM, Utimaco
recommends that you write down these fingerprints and compare them with what is
presented when you connect to the ESKM via SSH or HTTPS.

0 If necessary, you can install and specify a different server certificate for remote Web
Administration. See the sub-section Configuring the web admin server certificate,
which is located in section 4 of the Enterprise Secure Key Manager 8.53.0 User
Guide.

= Unplug the null modem cable from the laptop or PC and from the ESKM server. All
additional configuration will be done from the ESKM Management Console.

2.2 Setting up Local CA

The local CA is used to sign and verify the server certificate and may also be used to sign client
certificate requests. To create and install a local CA, perform the following steps:

= | 0g in to the ESKM Management Console using the admin username and the password
you supplied in First run, step 3.

= Select the Security tab.
= |n Certificates & CAs, click Local CAs.

= Enter information required by the Create Local Certificate Authority section of the window
to create your local CA.
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Create Local Certificate Authority Help @

Certificate Authority Name: |ESKMCA |

Country Name: |US |

State or Province Name: | CA

Locality Name: ‘ Campbell

Organization Name: | Organization

Organizational Unit Name: | Information Security

Common Name: | ESKMLocalCA

Email Address: | support@organization.com

Algorithm: [RSA-2048 v |

@ Self-signed Root CA

CA Certificate Duration (days): 3650
Maximum User Certificate Duration (days): | 3650
() Intermediate CA Request

Certificate Authority Type:

 Create

Figure 1 : Create Local Certificate Authority

= Enter a Certificate Authority Name and Common Name. These may have the same value,
for example ESKM Local CA.

Enter your organizational information.

Select the Algorithm (e.g., RSA-2048).

Click Self-signed Root CA and enter the CA Certification Duration and Maximum User
Certificate Duration. These values determine when the certificate must be renewed and
should be set in accordance with your company's security policies. The default value for
both is 3650 days or 10 years.

Click Create.

= |f the local CA will be used to sign ESKM client certificate requests, add the CA to the
Trusted CA list.

e In Certificates & CAs, click Trusted CA Lists to display the Trusted Certificate
Authority List Profiles.

e Click on the Default Profile Name (not the radio button).

e In the Trusted Certificate Authority List, click Edit.
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e From the list of Available CAs in the right panel, select the CA you created in step 4.
For example, ESKM Local CA.

e Click Add.

e Click Save.

0 Repeat the steps above any time another local CA is needed. For example, you may
want to create a KMIP Local CA to support the KMIP Certify/Re-certify operations.

Add a third-party CA certificate.

If your client certificates were signed by a third-party CA, you must install the third-party CA
certificate, and then add it to the Trusted CA list.

To install a third-party CA certificate, perform the following steps:

1. In Certificates & CAs, click Known CAs to display the Install CA Certificate section.

2. Enter a value for the Certificate Name and paste the CA certificate text in the Certificate
field.

3. Click Install. The CA certificate will be added to the Known CAs list.

To add the third-party CA certificate to the Trusted CAs list, perform the following steps:

1. In Certificates & CAs, click Trusted CA Lists to display the Trusted Certificate Authority
List Profiles.

2. Click on the Default Profile Name.

3. In the Trusted Certificate Authority List, click Edit.

4. From the list of Available CAs in the right panel, select the third-party CA you require.
5. Click Add.

6. Click Save.

2.3 Setting up ESKM Certificate

ESKM server certificates are used by the client to authenticate the ESKM server during the TLS/
SSL handshake. ESKM supports two types of clients.
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= Clients that use the ESKM protocol are referred to as ESKM clients.

= Clients that use the KMIP protocol are referred to as KMIP-enabled clients.

The ESKM clients communicate with the KMS server and KMIP-enabled clients communicate
with the KMIP server.

0 During the execution of the Setup utility a default KMIP Server Certificate is
automatically created. This certificate should only be used for testing purposes, as it
is a self-signed certificate. If your ESKM system will be communicating with KMIP-
enabled clients, Utimaco highly recommends that you create a new KMIP server
certificate. The name you assign to these server certificates should clearly indicate
their purpose. For example: ESKM KMS Server and ESKM KMIP Server.

0 KMIP requires mutual authentication. After configuring the KMIP server, enable
KMIP client certificate authentication. The KMIP client certificate authentication
status is disabled by default.

0 By default, REST Server uses the system-generated server certificate. Utimaco
highly recommends replacing the default certificate.

If you will be using a third-party CA, and wish to use an existing server certificate, see Import a
third-party server certificate.

To create an ESKM server certificate, perform the following steps:
1. Click the Security tab.

2. In Certificates and CAs, select Certificates.

3. Enter information required by the Create Certificate section of the window to create the
ESKM server certificate.
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Create Certificate Help @

Certificate Name: | ESKMServerCert 1

Country Name:

State or Province Name: | CA

Locality Name: | Campbell

Organization Name: | Organization

Organizational Unit Name: |Infonnation Security

Common Name: | ESKM

Email Address: | infosec@organization.com
Subject Alternative Name: | 1P:10.222.55.196
Algorithm: |RSA-2048 v |

() Certificate Request - to be signed by external CA

Creati -
S @ Certificate Signed by Local CA

Local CA: | ESKMCA (maximum 2814 days) v |

Certificate Purpose: | Server v |

 Create

Figure 2 : Create Certificate

= Enter a Certificate Name and Common Name. (For example, ESKM Cert).
= Enter your Organizational information.

= Enter/select the Subject Alternative Name, Algorithm, Creation Type as Certificate Signed
by Local CA, Local CA (CA name you created in Setting up local CA, for example ESKM
Local CA) and Certificate Purpose.

4. Click Create.
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Certificate Information

Help @

Certificate Name: ESKMServerCert

Key Size: 2048

Start Date. Nov 13 08:37:33 2022 GMT

Expiration. Nov 10 08:37:33 2032 GMT

C: US
ST: CA
L: Campbell
Issuer: O: Organization
OU: Information Security
CN: ESKMLocalCA
emailAddress: infosec@organization.com

C: US
ST: CA
L: Campbell
Subject: 0: Organization
OU: Information Security
CN: ESKM

emailAddress: infosec@organization.com

Subject Alternative Name: IP Address: 10.222.55.196

Purpose: SSL Server

MIIDEzCCAtOgAwIEAQIBATANEgkghkiGOw0EBAQ=FADCEcjELMAKGALUEERMCV VM
CzAJEgQNVEAGTAKNEMREwDw YDVQCQHEwhDYN 1w YmVsb DEVMEMGALUECRMMT 3TnYWSp
emf0aNSuMROwGwYDVQQLEXRIbmZvemlhdGluvbiBTZWN1cml 0eTEUMBIGALIUERXML
RUNLTUxvY2F=QO0ExJzAlEgkghkiGSwOBCQENGEluZmSzZWNAL3 InYWSpemEFOaWSu
LaoNvbTAe FwlyMj ExMTMwODM3IMzNa Fwl 2Mj ExMT AwODM3IM zNaMIGCbMC swlQYDVCQSE
EwJVUzELMAKGALUECEMCQOEXETAPEgGNVEACTCENRDXEi ZWxsMRUWEwYDVQQREwX?
cmdhbml EYXRpb24xHTADEGNVBA=TFEluZmSybWNEF0aWSuIFN1Y3VyaXRSMQOwCuw YD
VQQDEWREUOtNMSewIQYJRoZIhveNAQkEFhhpbkmZve2V3iQGo9yZ2FuaXphdGlvbis]
b20wggEiMAOGC3gG3 Ib2DQEEAQUARSIEDwAwggERA0IEAQDZe JpAadCploUuwV i3
+E€ICEItNmIfEXk 3 FuKpwD 1RRiVhKcbhGokbYuwp/ smdb+3KoltShoSH/ uBxEz+MAL
XISrg9=g4VDxMMwtiT3Eqée0¥nFop4crEyRxUfOnBBDEIM/ hoy+PENE Vw7 402YJA
/=BY3jvSEx2MéealaWbgncySF2R=MMID/y/TcCNjikSeheCTn73dNRVoy/ UORWNI
QSn31HXQGOonLEIG) eAdS1PGl9CdNeFCXZ fWOLEL lmifuT ZUEsAHVIAS oN1AL1YoCOQ
U2 FzBCmMPQinAQEXaXFhPDarQ0TGe4i=sEUtpfkaPnoaPzLdel0oxSaKEgeCMEy
MEPSAGMBAAGIMTAUVMAKGAIUdEWQCMAAWEQYJYIZIAYb4QgEBBAQDAGZAMASGALTA
EQQIMAaHEAreNEQwDQYIJKoZIhveNAQELEQADGgEEBAIJE02UENn+1ml omHaswiSDnG2
NkNj1l€0LcolPOPiZrpP/=7U03tEi8€6CGhVmb 7 UvwdyblAF0GEQS0odEd€2GRIWC Sy
V/1A2nvQeaVViwy Y TWEWeExtxPOCk3FndcgYOZEAPr J+a+01+3xha3G0YPcdguV
21M4xbkA3ISUNB+vFINwCkPMEkW1luSPnEEL2Ect8 TLultiULanYb59CwZoQSgxo2FO
SQUE=kRREXVRVE/SGcaT¥TulD32xS5R33uivdbmTO7 7xPAIF+7ENxringPolpgs
1Hub¥nQSaBLlgijb0rlH4bwrlja6hS€47+NEEEAyY/2Es4/x6BkccBulS€0el3pIz=

Figure 3 : Certificate Information

Key Size refers to the size of the key or elliptic curve associated with this certificate.
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0 Repeat all of the steps above for the KMIP server certificate. You must perform
these steps on each ESKM server after joining the cluster.

ﬂ The "Certificate Name" must remain same on all ESKM servers across the cluster.

Import a third-party server certificate

An externally generated public/private key pair can be imported into the ESKM system for use as
a server certificate. The encrypted private key data and the public key certificate must be present
in the third-party server certificate file. For example:

In addition, the password for the private key file must be known.

To import a third-party server certificate, perform the following steps:

= |n Certificates & CAs, click Certificates to display the Import Certificate section.
= Provide the source location of the certificate file.
= Specify the method for importing the certificate to the Enterprise Secure Key Manager.

e If you are uploading the certificate through the browser, select Upload from browser,
then click Browse and locate the file on the local drive or network.

e |f you are using SCP to copy the file to the Enterprise Secure Key Manager, select the
appropriate option and enter the following information:

e Host: the source host. IPv4 addresses are supported. IPv6 addresses are also
supported if IPv6 is enabled.

e Filename: the name of the file on the source host.
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e Username: the username of the account on the source host.
e Password: the password for the user account on the source host.
= Enter the Certificate Name and Private Key Password.

= Click Import Certificate.

0 The Enterprise Secure Key Manager can import certificates in PEM-encoded PKCS
#7, PEM-encoded PKCS #12, and PEM-encoded X509, as long as the private key is

included with the certificate.

2.4 Set up Cluster

The procedures in this section will establish a cluster configuration on one ESKM server and then
transfer that configuration to the remaining ESKM servers.

ﬂ If you only have one ESKM server, skip this section.

= |n Creating the Cluster, the cluster is created on one ESKM server.

0 Skip this section if you already have an ESKM cluster.

In Adding ESKM Servers to the Cluster each of the additional ESKM servers will be added to the
cluster.

2.4.1 Creating the Cluster

To create the cluster, perform the following steps on one of the ESKM servers to be clustered:

= From the ESKM Management Console, click the Device tab.

= |n the Device Configuration menu, click Cluster.
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Create Cluster Help @

Local IP: [10.22255196 v |

Local Cluster Port 1: ‘ 9001 ’

Local Cluster Port 2: | 9002 |

Cluster Password: | sesseseeese |

Confirm Cluster Password: | ----------- l

M Note: Cluster creation can take a while, please click the "Create" button once, and wait for the operation to complete.

| Create.

Figure 4 : Create Cluster

= |f required, change the Local IP value. If you have enabled Ethernet#2 you can use its IP
address for clustering.

0 All ESKM servers in a cluster must use an IPv4 address for the cluster.

All ESKM servers in a cluster must be time synchronized before creating the cluster.

= |f required, change the Local Cluster Port 1 value. Utimaco recommends using the default
value of 9001.

= |f required, change the Local Cluster Port 2 value. Utimaco recommends using the default
value of 9002.

= Choose a cluster password and enter it into the Cluster Password field. Enter the
password a second time into the Confirm Cluster Password field.

= Click the Create button.
= |n the Cluster Settings section of the window, click Download Cluster Key and save the

key to a convenient location, such as your computer's desktop.

The cluster key is a text file and is only required temporarily. It may be deleted from your
computer's desktop after all ESKM servers have been added to the cluster.

2.4.2 Adding ESKM Servers to the Cluster

To set up ESKM servers to the cluster, perform the following steps in the Join Cluster section on
each additional ESKM server.
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Join Cluster Help @

Local IP: [10.222.55.195 v |

Cluster Member IP:  [10.222.55.196 |
Cluster Member Port 1: |9001 ]

Cluster Member Port 2: 9002 ]
Cluster Key File: | Choose File | eskm_cluster (1)

Cluster Password: ] ----------- |

M Note: Cluster join can take a while, please click the "Join", "Confirm” buttons once, and wait for the operation to complete.

 Join.

Figure 5 : Join Cluster

0 Adding multiple ESKM servers to the cluster is a serial process. Add the first ESKM
server and then monitor the system log for the status of the synchronization
process. Wait until the “Cluster synchronization succeeded.” message appears in the
system log before attempting to add the next ESKM server to the cluster. The
amount of time required to complete the synchronization process is a function of
the number of keys in the cluster.

0 If the new ESKM server is a replacement and is configured with the same IP address
as the failed ESKM server, make sure the client does not send any key generation
requests until the new ESKM server has successfully completed the cluster
synchronization process. Alternately, you can stop the KMS and KMIP servers and
then start them once the cluster synchronization process is complete. Use the
system log to monitor the progress of the cluster synchronization process.

= Join the ESKM server to the cluster.

e Select the Device tab.
e In the Device Configuration menu, click on Cluster.

« In the Join Cluster section of the window, select the appropriate Local IP value.
o All ESKM servers in a cluster must use an IPV4 address for the cluster.

e All ESKM servers in a cluster must be time-synchronized before creating the
cluster.

e Type the original cluster member's IP into Cluster Member IP.
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e Type the original cluster member's port into Cluster Member Port1. The default
value of this port is 9001. If this value was changed in while creating the cluster, use
that value.

¢ Type the original cluster member's port into Cluster Member Port2. The default
value of this port is 9002. If this value was changed in while creating the cluster, use
that value.

Click Browse and select the Cluster Key File you saved in while creating the cluster.

Type the cluster password into Cluster Password.

Click Join.

Click Confirm to synchronize with the cluster.

= After adding all members to the cluster, you can then delete the cluster key file from the
desktop.

= After clustering the ESKM servers, follow the steps in Setting up ESKM certificate to create
and install the server certificates on each ESKM server that has joined the cluster.
Depending on the KMS and KMIP configuration, two server certificates may need to be
created for each ESKM server in the cluster.

0 Make sure to use the same server certificate name as specified under KMS Server
Settings and KMIP Server Settings.

= After creating the KMIP server certificate, restart the KMIP server manually. Navigate to
the Services List section of the Services Configuration page (Device -> Maintenance ->
Services -> KMIP Server).

0 If the ESKM server joining the cluster is SSL enabled, this step will cause the
WebAdmin service and the KMS and KMIP servers to restart, resulting in a
temporary connection loss. To restore the connection, refresh the browser.

2.5 Set up KMIP Server
Skip this section if your ESKM system will not be communicating with KMIP-enabled clients.

The KMIP server provides the interface to clients that use the KMIP protocol. Transport Layer
Security (TLS) is required, therefore you must specify the name of the server certificate.
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To configure the KMIP server, perform the following steps:

= Select the Device tab.

= |n the Device Configuration menu, click KMIP Server to display the KMIP Server
Configuration window.

= |n the KMIP Server Settings section, click Edit.

= Configure the KMIP Server Settings. The IP address can be an IPv4 address, or IPv6
address. If support for IPv6 has been enabled, see First run. If necessary, change the Port
and Connection Timeout values. Utimaco recommends the default values of 5696 for the
Port and 3600 for the Connection Timeout. For Server Certificate, select the name of the
certificate you created in Setting up ESKM Certificate. For example, ESKM KMIP Server.

0 If your ESKM server is operating in FIPS compliant mode, you must specify a KMIP
server certificate that complies with the FIPS requirements.

0 If your ESKM servers are in a cluster and you are selecting a new KMIP server
certificate from the "Server Certificate:" field, you must make sure that all of the
ESKM servers in the cluster already have a KMIP server certificate installed with this
same name.

ﬂ If your ESKM server will support the KMIP Certify or Re-certify operations you must
specify the name of a Local CA that will be used to create the certificate. In addition,
you must set the KMIP user group permissions for these operations to enabled. For
more information on setting KMIP user group permissions, see the KMIP Permission
model description, which is located in section 3 of the Enterprise Secure Key Manager
User Guide.
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KMIP Server Settings Help @
P: [fAl v]
por
Server Certificate: | kmip_server v
Local CA Certificate for Certify/Re-certify:
Connection Timeout (sec):
Default number of items returned in Locate:
Maximum number of items returned in Locate:

Figure 6 : KMIP Server Settings

= Click Save.

ﬂ Changing the KMIP server setting causes the KMIP server to restart.

= Confirm that the KMIP server is started.

e Go to the Services List section of the Services Configuration page (Device ->
Maintenance -> Services -> KMIP Server).

e The status of the KMIP server should be Started. If the status is Stopped, select the
KMIP Server, and then click Start.

0 During the execution of the Setup utility a default KMIP Server Certificate is
automatically created. This certificate should only be used for testing purposes, as it
is a self-signed certificate. If your ESKM system will be communicating with KMIP-
enabled clients, Utimaco highly recommends that you create a new KMIP server
certificate. The name you assign to these server certificates should clearly indicate
their purpose. For example: ESKM KMS Server and ESKM KMIP Server.

ﬂ KMIP requires mutual authentication. After configuring the KMIP server, enable
KMIP client certificate authentication. The KMIP client certificate authentication
status is disabled by default.
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To enable KMIP client certificate, perform the following steps.

= |n the KMIP Server Authentication Settings section of the window, click Edit.

KMIP Server Authentication Settings Help @

Client Certificate Authentication: disable
Trusted CA List Profile: [None]

Figure 7 : KMIP Server Authentication Settings

= Click enable, select the appropriate Trusted CA list and click Save.

KMIP Server Authentication Settings Help @
Client Certificate Authentication: 915201
@® enable

Trusted CA List Profile:
 Save | |

Figure 8 : Enable - MIP Server Authentication Settings

2.6 Set up KMS Server

The KMS server provides the interface to clients that use the KMS protocol. Secure Sockets
Layer (SSL) is required, therefore you must specify the name of the server certificate.

To configure the KMS server, perform the following steps:
= Select the Device tab.

= |n the Device Configuration menu, click KMS Server to display the KMS Server
Configuration window.

= |n the KMS Server Settings section, click Edit.

= Configure the KMS Server Settings. The IP address can be an IPv4 address, or IPv6
address. If support for IPv6 has been enabled, see First run. If necessary, change the Port
and Connection Timeout values. Utimaco recommends the default values of 9000 for the
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Port and 3600 for the Connection Timeout. For Server Certificate, select the name of the
certificate you created in Setting up ESKM Certificate. For example, ESKM KMS Server.

KMS Server Settings Help @
P: [ [AN] v]
Port: (9000 |
Use SSL: ¢/
Server Certificate: | kms_server v|

Connection Timeout (sec): (3600 \

Allow Key and Policy Configuration Operations: | |

Allow Key Export: ||

Figure 9 : KMS Server Settings

= Click Save.
= Confirm that the KMS server is started.

e Go to the Services List section of the Services Configuration page (Device ->
Maintenance -> Services -> KMS Server).

e The status of the KMS server should be Started. If the status is Stopped, select the
KMS Server, and then click Start.

To enable KMIP client certificate, perform the following steps.

= |n the KMS Server Authentication Settings section, click Edit.
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KMS Server Authentication Settings Help @

User Directory: Local
Password Authentication: Required
Client Certificate Authentication: Not used
Trusted CA List Profile: [None]
Username Field in Client Certificate: [None]
Require Client Certificate to Contain Source IP: [0

EQ

Figure 10 : KMS Server Authentication Settings

= Click appropriate option under User Directory, Password Authentication, and Client
Certificate Authentication. Select the appropriate Trusted CA list, and Username in Client
Certificate and click Save.

KMS Server Authentication Settings Help @

@® Local

User Directory: Oisip

O optional
@® Required (most secure)

@® Not used
O used for SSL session only

() Used for SSL session and
username (most secure)

Trusted CA List Profile:
Username Field in Client Certificate: | [None] v |

Password Authentication:

Client Certificate Authentication:

Require Client Certificate to Contain Source IP: ||

Figure 11 : Edit KMS Server Authentication Settings
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3 Configuring the HPE StoreOnce

3.1 Introduction

Utimaco's Enterprise Secure Key Manager (ESKM) is a most versatile scalable key manager to
securely manage encryption keys across the enterprise. The ESKM can use its native protocol
(KMS — Key Management Service) or industry-standard OASIS KMIP (Key Management
Interoperability Protocol) for its client integrations.

This integration guide concentrates on enabling client-side encryption for HPE StoreOnce and
centralized key management to simplify security operations like compliance auditing, centralized
key management and policy execution along with enforcement.

0 This section is not a substitute for HPE StoreOnce documentation. Should this
section offer different instructions than StoreOnce's documentation, follow the
instructions issued by HPE StoreOnce.

3.1.1 Pre-requisites for Integration

= You have “admin” access to and are familiar with the ESKM appliance and the HPE
StoreOnce procedures, configuration, and protocols.

= The HPE StoreOnce is configured and functioning.

0 The examples in this document use ESKM v8.53.0 software and HPE StoreOnce
v4500 Backup.

3.2 Configuration Overview

The solution presented here integrates HPE StoreOnce with ESKM into a purpose-built system to
protect the backup data with the easy and efficient data protection (encryption) capability of HPE
StoreOnce and the key management capability of ESKM.
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| = — [ Withdraw
0= 0 b | Data Backup OX JO) —
0. =] > [ JoX )
0= | LAN B
D— — n JES———
(= $ Key Requested
N— = —_—
H ® O
-~
HPE StoreOnce Enterprise Secure Key
Key Sent
Backup Servers v Manager cluster

Figure 12 : HPE StoreOnce Configuration Overview

ﬂ To perform the data backup, we have deployed a backup server on HPE Hyper
Converged 380 with VMware® vSphere 6.0. However, please note that any backup
platform is supported for data protection, provided the backup software installed on
it supports integration with HPE StoreOnce.

HPE StoreOnce supports both local and external key management. Keys generated and
managed are the Data Encryption Key (DEK), which is used for actual encryption of data on HPE
StoreOnce, and the Key Encryption Key (KEK), which is used to encrypt the data encryption key
itself. With local key management, the HPE StoreOnce key management system creates,
manages, and stores both the data encryption key and the key encryption key. The HPE
StoreOnce local keystore manager keeps track of all of the keys used for data encryption. With
external key management, HPE StoreOnce is enrolled as a client to an external Enterprise Secure
Key Manager.

ESKM creates and manages the key encryption key (KEK) that is used to encrypt the data
encryption keys (DEKs) on HPE StoreOnce. There is one key encryption key created per node of
HPE StoreOnce on ESKM and this KEK is also known as the “Master Key" which encrypts and
decrypts all the data encryption keys belonging to the HPE StoreOnce.
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i

O=-l0 | Data Backup
e L& —
n f—3
O=-0° LAN HPE StoreOnce target stores
gl B— (VTL/NAS/Catalyst)
sl

Backup Servers

o) XO)
[ YoX | —>| Encrypt data (Chunks)

I
|
e Q) wraPs ® O |
(KEX KEYSTORE MANAGER
| g (For local key management)
: E KEK
_ I

I
|
I
HPE StoreOnce dedup pipeline :
I
I
I

KEYSTORE INTERFACE

|_ HPE StoreOnce Encryption Module

Enroll/
Withdraw

External Enterprise Secure Key

HPE StoreOnce
Manager cluster

DEK-Data Encryption Key
KEK-Key Encryption Key

So, both the StoreOnce OS in local key management mode and ESKM in external key
management mode manage and store the Key Encryption Key, which is used to wrap (encrypt)
the data encryption keys doing the actual encryption of data on HPE StoreOnce.
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4 Integration

This section provides the detailed procedure of integrating ESKM with HPE StoreOnce.

4.1 Data at Rest Encryption

Data at Rest encryption ensures protection of stored data on StoreOnce so that data cannot be
accessed from stolen, discarded or replaced disks. It is software based encryption that can be
enabled on a per-store basis, which encrypts the data before writing it onto the disk. Data at Rest
encryption can be used with Local Key Management or Centralized Encryption Key Management.

Data at Rest encryption must be enabled when creating a new VTL library, NAS share, or
StoreOnce Catalyst store and it requires the StoreOnce Security Pack license to be in place.

4.1.1 Local Key Management

When using the local key management mode, the keystore manager on StoreOnce manages the
encryption keys used for Data at Rest encryption and Data in Flight encryption. Each time a new
encrypted VTL library, NAS share, or StoreOnce Catalyst store is created or deleted, the keystore
on StoreOnce is updated. The keystore is also updated when a Data in Flight encryption link is
created or deleted.

Local Encryption Keys Local Encryption Keys Local Encryption Keys
[o———
B {2 —jo—
[=] n a—
Data at rest encryption 2 E E
after deduplication 5 Backup Hosts ’J—O OH.O
\ % eoeo & L0008,
Keys are stored pn'vately% ’,,.
on each appliance — 809 ‘ o '
>~ |Q.o| ® O n ® O
Secure erase prolecls | G . E"
confidential data E'a / - -
Remote Site Data Center DR Site

Figure 13 : Local key management
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The above figure shows data protection of HPE StoreOnce VSA at the remote site, and also HPE
StoreOnce at the primary data center and disaster recovery site using local encryption keys.

0 If using local key management, ensure to back up the local keystore using the
StoreOnce CLI commands, and save it securely off-site in case the original keystore
is corrupted. However, only the latest version of the keystore must be kept after each
creation or deletion of an encrypted VTL library, NAS share, StoreOnce Catalyst
store, or Data in Flight encryption link.

Encryption has to be enabled manually for each target store (either Catalyst, NAS or VTL
libraries) created on HPE StoreOnce. To enable Data at Rest encryption on StoreOnce, select the
Store Encryption Enabled checkbox of the StoreOnce at store creation time.

LKM_Store
Catalyst Store Details Permissions Catalyst tem Summary Data Jobs Outbound Copy Jobs Inbound Copy Jobs
Hame LKM_Store
Description Catalyst Store 1
Data Job Log Retention Period (Days) 30

Inbound Copy Job Log Retention Period (Days) 90

Outbound Copy Job Log Retention Period (Days) 950

Primary (Default) Transfer Policy Low Bandwicth
Secondary Transfer Policy High Bandwvicth
Physical Data Size Quota (Mo Limit)
Logical Data Size Quota (Mo Limit)
Store Encryption Enabled v

Secure Erase Mode None

Store is Federated I

=3

Figure 14 : LKM-Store

ﬂ After the encryption is enabled on a store, it cannot be disabled.
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4.1.2 Centralized Key Management

When using external key manager mode, StoreOnce is enrolled to an external key manager as a
client. After successful enrollment, the key encryption key (KEK) used for encrypting data
encryption keys (DEKs) on StoreOnce is generated, served, stored, and managed by the external
key manager. One KEK is generated as a KMIP key on ESKM for one node of HPE StoreOnce, and
it is used to encrypt and decrypt all the DEKs on that particular node of HPE StoreOnce.

Enrolling HPE StoreOnce to ESKM is based on secure identity-based access, administration, and

logging, and HPE StoreOnce leverages the standard Key Management Interoperability Protocol
(KMIP) for accessing and communicating with the external key manager.

Centralized Encryption Key
Manager cluste

Centralized Encryption Key
Manager cluster

Remote Site
—
o J@)
row—— L XX |
o] Yo ) *
000
e Ky Requested [ ] _ ‘
s Key Sent .‘Q -3PAR ® O
ESL G3
G ©Y 1ePlication StoreOnce
and Failover
Data Center DR Site

Figure 15 : Centralized key management

When enrolling StoreOnce to ESKM, if there are any target stores on StoreOnce using local key
management mode, StoreOnce does a backup of the keystore for these existing LKM stores
before enrolling StoreOnce to ESKM.
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# keymanager import HPE_KMIP_CA.crt signed.crt Passwordl1234

CA and Certificate successfully imported and password has been verified

# keymanager mode external BusCon Passwordl234 address 10.83.80.216 type Utimaco_eskm HPE KMIP CA

Found encrypted device{s) on the appliance.

In order to protect all configured encryption keys prior to 'external' mode enrolment:
1) A backup of the cxisting local keystore will be initiated.
2) The transition to 'external' Key manager will then proceed.
3) Check all or the encryptlion Keys have migrated successtully.

Press 'y' to perform backup and then enrolment or 'n' to skip (abort) this cammand!

Enter 'y' to continue or 'n' to skip [default='n']: y
egin SAVE of keystore ...

nter password to encrypt Keystore: *kkkdddkikdki
eenter password to confirm: #iddkd ki

ackup: keystore LKM HP2M2516122F 2016-11-20T120721Z.}kms
ttempting transition to e¢xtcrnal kecy manager ...

nrollment into EKM Mode successiul

Checking that all encryption keys are accessible ...

Check key 1 of 1
xternal enrolment complete. All keys have migrated successfully.
kKeymanager mode show

ode: EKM
endor: Utimaco eskm

0 The HPE StoreOnce can be configured to use only the local key manager or the
external key manager. Both key manager types cannot be used at the same time.

After successful enrollment of HPE StoreOnce to ESKM, one KMIP key is created per node of
HPE StoreOnce. This KMIP key is the key encryption key (KEK) that is used to encrypt the data
encryption keys (DEKs) on HPE StoreOnce. Typically, one key is generated per service set running
on HPE StoreOnce and since each StoreOnce node has one service set running on a regular
basis, one key is generated per node of StoreOnce on ESKM.
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. * ®
4 Enterprise Secure Key Manager utlm aco
Home Security Device Help * LogOut
Keys & KMIP Objects Security / Keys / Keys i 4 veskm; 96
ogged in as admin
o Key and Policy Configuration
+ QueryKeys
&, Bosate Keys General Help@
* Import Keys
Saved Query Name:  [All]
+ Key Options
Global Summary Statistics
» KMIP Objects -
Total keys returned in results: 2
+ Cloud Integration Totalkeys: 2
+ Authorization Policies
R G Total ESKM keys meeting search criteria: 2
Total returned in results: 2
» Local Users & Groups R IGE
) LDAP ys:
KMIP Summary Statistics
Certificates & CAs Total KMIP keys meeting search criteria: 0
o+ Cartificstes ‘Total KMIP keys returned in results: 0
+ Trusted CALists Total KMIP ic key objects: 0
o Sbcoal OAS Total KMIP Objects: 0
* Known CAs
Advanced Security Keys Heb @
+ High Security Gueny [{A1] |
Pt tems e save 10| [F0]
Type - Key Name uuD. Owner Algorithm Creation Date FIPS Security Level
¢:2861{0ptlons ® KMP K34303036-3638 4032 3236313631323246- 5004025e4850-40b8914-  HPM2S16122F  AES256 20200704 10:45.42 1
(ISI08S56C1. 6312616 et
* FIPS Status Server " K34303936-3538-4D32-3236-313631344458- dc5424f0-16fc-45ca-aba2- HP2M2516140X  AES-256 2020070410 5656 [
O KMP  2498AnDD 170 58312675 33332886831
1202

Figure 16 : Key and Policy Configuration

4.2 Data in Flight Encryption

Data in Flight encryption provides protection against unauthorized access to data replicated
between HPE StoreOnce appliances or data transferred between clients (Microsoft® Windows®
and Linux®) and an HPE StoreOnce appliance. When enabled, the Data in Flight encryption
security feature protects data that is in transit, from forensic attack using the IPsec protocol. The
data can be moving between two HPE StoreOnce appliances over a WAN, or a StoreOnce
appliance and a backup server over a LAN or WAN.

0 Data in Flight encryption is not supported for IPv6 subnets. Using Data in Flight
encryption for direct backup operations to the StoreOnce appliance over a local
network is not supported due to the performance impact of the encryption.
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Encryption Encryption
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sl StoreOnce VSA StoreOnce

Figure 17 : Data in Flight encryption

After successfully enrolling HPE StoreOnce as a client to ESKM, the key management mode on
HPE StoreOnce changes from local to external. When a new encryption link is created on HPE
StoreOnce for Data in Flight encryption, one KMIP key is generated on ESKM which protects the
data in transit by encrypting the data packets moving through the network. Each time a new
encryption link is created or deleted, the keystore on StoreOnce is updated to include all the latest
clients added for Data in Flight encryption.

Data in Flight requires customers to use a Static IP, not DHCP, for the client IP address.
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Network Configuration m

Configuration Information
Configurztion Name: net_wizard
Frotectzd: (T
DNS Server New Encryption Link Configuration
P4 Py Add zn Encryplion link o subnet subnet_1 a 1
DNS Address 1 @ G « Client IP Address: 1036 80.264 }
DMS Address 2 @ ‘ « PassPhrase: | e . \
DMS Addrese 3 = C | Show PassPhrase
Port Sets (") Required Value : '
!
ports=t_2 Porit (ethd) Pori2 (eths) 4 ho 1500 10bils
(3 nebwork porls avallable )
portset_{ Subnet o T

Hetwork Mask Domain HName Default Subnct

Gateway IP

Y| zubeet 1 101031 4 255256 252.0 Yes

Figure 18 : Network Configuration

4.3 Steps for Integration

This procedure uses both KMS and KMIP protocols along with creating “Registration User”. This
‘Registration User” is used to register the KMS StoreOnce nodes with the ESKM. Post
registration, it uses KMIP protocol for key life cycle management activities.

4.3.1 Creating an Admin User

To create admin user, perform the following steps:
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0 Admin user should not be confused with the administrator which is created on the
ESKM to login to the Management Console.

ﬂ Before proceeding, please make sure that you have created the Local CA,
Certificates, and the KMS and KMIP servers are configured. Also make sure that the
Date & Time is syncing with the NTP server and HPE StoreOnce and KMS and KMIP
services are running.

Please refer to the Configuring the ESKM server page for details.

= | 0g in to the Management Console as an administrator and navigate to Security>Local
Users & Groups>Local Users.

= Click on Add.

ﬂ Please select User Administration Permission and Change Password Permission
and do not select Enable KMIP.
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Create Local User

Help @
Username: | registration |
Password: essesssesee |
Confirm Password: ssssssseses |
License Type: |KMS v
User Administration Permission:
Change Password Permission:
Enable KMIP: [}
Map non-existent Object Group to x-Object Group:
KMIP User Group:  default user group v
KMIP Object Group:  default object group v
KMIP Client Certificate:
4
Figure 19 : Create Local User
= Click Create.
Local Users Help @
Filtered by [- - - - + | where value | contains v]| | | !
Items per page: I:l
a Username KMIP-Enabled

User Administration Permission Change Password Permission  License Type Last Access Time
@ registration a KMS

1-10f1

Figure 20 : Local Users
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= Go to HPE StoreOnce CLI.

= Enter the command: keymanager# create <username> <passwrod> <DNvakue> .

= Click enter to obtain the CSR.

command takes as input a usernome, password and optionally the DN information and generates a CSR

create -

import - command imports the CA certificate and signed client certificate of the StoreOnce appliance.
expand - command enrcls new nodes of a cluster with the Key Manager.

update - command updates EKM information.

keymanager® create registration storeoncel23 */OU=Atalla/OsUtimaco/L=Sunnyvale/ST=CA/C=US*"

MIICrTCCAZUCAQAWADEVMBMGALUEAWWMEemVnaXNBcmF@awouMQBwDQYDVQQALDAZB
dGFsbGEXEDAOBGNVBAOMBIVRaW1hY28xE JAQBgNVBACMCYNIbMSSdmFSZTELMAKG
ALUECAWCQREXCZAJBgNVBAYTALIVTMIIBI JANBgkqhk iG9wOBAQEFAAOCAQBAMIIB
CgKCAQEASSKKSVLOTFF2cB749dD7Y+L1/ I5nwC2MKyeXBEE InngnH4&BZxuldokgpe
300DVg+tQvHKINEYJA/an32d2eEMaFSMpSMOpMN/ x3dmVMyVGILS8pPIAPjeltoT
WiwIP1dgLQRpQCHIVhXtWvzCWyHmaExFtQUcz fQ18A0X9HZBhNSTBSQYRecXePWqjQ
ZVeG9+dn64Vw+k8vPFdlapkB8oSvaTyrQdozyFxOARbwWVv jdaShalMMr830qé+ToaX
KeSEmPGCwvYQ4yF2LT2950284/EnLHeDxSvXsHV1gI32My td1WGKeipZy8+jajxsS
USEBMIpQqTT7Qno0lyJpv+bCUrS@jwIDAQABOAAWDQY JKoZ IhveNAQELBQADGQER
ADZU4zahdaW/TRO7N1xoxIyZioVTAP+wFhLBTBVFAWYOWqbQBCRI15uEcU83CD5h
pbnysmLQné67pY3w3FwzNdvj2HjncvnHPuzsZgWb2rppnYX2jRLCSREM3ThSQUAS®
aFsWok0YcBkvIdOnEAOVTREyRE0BIvIBZQIFQIKYJuiIRDmMSQZiYZTKMKBAN+ALS
qmYFaD7yidlLchSoMTCA3VH2MHS /ULawyqsINQKQDK790IUS7aebe3nFQuxMC8Twk
OTXLW+FJiwWSepkMkkEer3//g44ctEVE8pChaé9¢cDiDImACKIRG+VEZYQsybaXgl
983hZJ)4sB8HofdFLGFTxadUu=

----- END CERTIFICATE REQUEST=====

keymanager® |}

= Copy the CSR from ----- BEGIN CERTIFICATE REQUEST

CERTIFICATE REQUEST-——---—- lines.

= Go to the ESKM Management Console and navigate to Security>Certificates & CAs>Local

CAs and click on Sign Request.

Local Certificate Authority List Help @
CA Name CA Information CA Status
Common: ESKMLocalCA
@® ESKMCA Issuer. Organization CA Certificate Active
Expires: Nov 11 08:37:28 2032 GMT
Figure 21 : Local Certificate Authority List
= Paste the CSR from ----- BEGIN CERTIFICATE REQUEST----- TO —===== END
CERTIFICATE REQUEST-------- lines into the Certificate Request field.

= Select Client and click on Sign Request.
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Sign Certificate Request Help @

Sign with Certificate Authority: | ESKMCA (maximum 2813 days) v |

() Server

Certificate Purpose:

() Server and Client

Certificate Duration (days): | 2813 |

Certificate Request:

MIIEXTCCAG2gAWIBAgIBADANBgkqhkiGOw@BAQsFADCBoJELMAKGALIUEBhMCVVMX
CzAJIBgNVBAgTAKNBMREWDwWYDVQQHEwWhDYW1wYmVsbDEVMBMGALIUEChMMT3InYWSp
emF@aki9uMROWGWYDVQQLEXRIbmZvemlhdGlvbiBTZWNIcml@eTEUMBIGAIUEAXML
RVNLTUxvY2FsQ@ExJzA1BgkghkiGOw@BCQEWGGluZmIzZWNAb3InYlWSpemFOalou
LmNvbTAeFw@yMjEXMTMwWODM3MjhaFw@zMjEXMT EWODM3MjhaMIGiMQswCQYDVQQG
EwJVUzELMAKGAIUECBMCQOEXETAPBgNVBACTCENhbXB1iZWxsMRUWEWYDVQQKEwWxXP
cmdhbml6YXRpb24xHTAbBgNVBASTFEluZmOybWF@aW9uIFN1Y3VyaXRSMRQWEEYD
VQQDEwtFU@ENTGY ] YWxDQTEnMCUGCSqGSIb3DQEJARYYaWSmb3N1Y@Bvemdhbmle
YXRpb24uY29tMIIBIjANBgkghkiGOw@BAQEFAAOCAQBAMIIBCEKCAQEAZaTedIfm
tdguV3kBGLXczTWZ20n0OTMPaBtzPwFZU3@fMS33ZVDU/6QaevGCj1KcTi2nhGtQs
myxcCapelURhrHbi27P@sMmx+WXS95Vp802PRzWTC2YB+SDTCRVVLNG7AhGY3j90
9TXowznctbwftKjUhVXLG1IRS8IyegA+UkFEmX@ogb7ak6FAXubRx0ESWThSiR7WF
nCMpX0jvlzpaXjen/FUFwxFB3gM/vGondxrQ3Y7v2bTZg755vXeAAgHPAGPQZpkW ¥
EKsbkqDdTYdbwLfAx17HQa9vHXDXyZssLZ+sSMoL7wEjIbTxioxQQ++M8LSEcn6D

Figure 22 : Sign Certificate Request

Document No.: IG-2026-0094 Document Version: 1.0.0 Page 40 of 68



Integration UtimaCO®

CA Certificate Information Help @

Key Size: 2048
Start Date: Jul 8 06:35:11 2020 GMT
Expiration: Mar 16 06:35:11 2030 GMT
C. US
ST. CA
L: Campbell

Issuer: 0: Organization
OU: Information Security
CN: ESKMLocalCA
emailAddress: infosec@organization.com

C: US

ST. CA

L. Sunnyvale
Subject: 0O: Utimaco

OuU: Atalla

CN: registration

MIID3TCCASWQAWIRAQIBEjANBgkqghkiGOw0OBAQsFADCRoFELMAKGAIUERBhMCVVMX
CzAJBgNVBAGTAKNBMREWDWYDVQQHEWhDYW1wYnmVsoDEVMBMGALIUEChRMMT 3JnYWSp
emF0aWSuMROWGWYDVQQLEXxRJomZvemlhdGlvoiSTZWN1cml0eTEUMBIGALIUEAXML
RVNLTUxvY2FsQOExJzA1BgkahkiGOwOBCQEWGGIuZme zZWNAD3InYWSpemF0aWou
LmNvbTAeFwOyMDASMDQWN JMIMT FaFw0 zMDAZMT YWNIMIMT FaMIGNMQswCQYDVQQG
EwJVUZELMAKGRIUECBMCQOEXETAPBgNVBACTCENNDXB1 ZWx sMRUWEWYDVQQKEwWxD
b2lWwYWSSLCBIemMxEDACBGNVBASTEO ZpbmFuY2UXETAPBgNVBAMTCE1vemdvREIX
MSIWwIAYJKcZIhveNAQkSFhNmalWShomN1QGNvbXShonkuY¥29tMIISIjANBgkghkiG
SwOBAQEFAAROCAQSAMIIBCgXCAQEASZEf ThxceélMcOLEl11bfPagsnsXuFyWQJSXiI
3rGOhtHWDV7Ese3+WaQ6éDQarRrcul YMtRcUULQynbAZSQWsjVWeafgIhoBrO3bhRy
iCCipI=Qe0VLeOpEZglpbhFllpuZzQuSBHEXKSvEdQYoFMPUMefbkiZKxj+FQkG]
OLBF1mCmMk+NTt3QONHixigOuUaKFsLJgasm7ZMnBécpehsYéeZ/HXCctECzopRelk
VbcxXHawH227qrGRdb/ £0DMWT ShybMod7EV23gM+DeA7PBcgf8XHaC+gsPeti/cY
9zdFZ7xJ27QatuA+8XFE0ByLT4pmi4fmpp7rRIGWAWNJIVZLEEiwIDAQABCoZEWLZAJ
BogNVHRMER JAAMBEGCWCGSAGG+EIBAQQEAWIHgDAPRONVEREECDAGhwQOK3xrLxMAOG
CSqGSIb3DQERCWURR4 IBAQCIERkel 636KVALPAANUL74GOSEXwNVaNpQYKGQoSEd
LkPCImGT8aJdDvasSckbnCRPEYS1ITPWbVANKkkociClVRSVEtBrtkO9vilSJKujHtme6JEC
pCLAPF/n+7768boPmkXgFpWOZVHZGbxrovinsg4DZ7212RCLyl1dbiVuHMEUNGT1Pyt
CnégOC33KVacvagKzYAcpeUcER3oFLEyyNYQrAFDEGIWUEM3PHZ1ALXwe7/2Q8 7Hu
vedLX5AQ0GyuzGPEfCvnClRw2M816jviC/KdKéuwTaazF/eoMhégl/4hviwwC1830
PW1RASS/z%9=22zTYajIRlwvJuciWeCiwlcwD+mdMLéc4esS
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Figure 23 : Certificate Information

= Click on Download to save the certificate onto the system. For example: signed.crt.

= To download the local CA, navigate to Security>Certificates & CAs>Local CAs.

= Select the CA Name and click Download to save onto the system. For example

ESKMCA.crt.
Local Certificate Authority List Help @
CA Name CA Information CA Status
Common: ESKMLocalCA
@ ESKMCA Issuer. Organization CA Certificate Active

Expires: Nov 11 08:37:28 2032 GMT

Figure 24 : Local Certificate Authority List - Download

4.3.2 Importing Certificate
To import the certificates, perform the following steps:
1. Go to HPE StoreOnce CLI.

2. Enter the command: Keymanager # import <ESKMCA.crt> <signed.crt>

<password> .

3. Click on enter and a message will be displayed as “CA and Certificate successfully
imported and password has been verified."
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keymanager® create registration storeoncel23d */QU=Atalla/O=Utimaco/L=Sunnyvale/ST=CA/C

-~—-=BEGIN CERTIFICATE REQUEST-----
MIICrTCCAZUCAQAWADEVMBMGALUEAWWMcMYnaXNOcmF@awouMQBwDQYDVQQLDAZSB
dGFshGExEDAOBgNVBACOMB1VRaWlhY28xEJAQBgNVBACMCVN1bmS5dmFSZTELMAKG
ALUECAWCQOExCzAJBgNVBAYTAIVTMIIBI jANBgkqhk iG9wBBAQEFAAOCAQBAMIIB
CgKCAQEASSKKSVLOfF2cB749dD7Y+L1/ISnwC2MKyeXBEEInngnH4BZxuldoHgpe
320DVg+tQVvHKINEYJA/an3zd2eEMaFSMpSmRpMN/ x3dmVMyVGILS8pPIAPjeltoT
WwIP1dqLQRpQCHSVAX tWy zCWyHmaExFtQUczfQ1B8A0x9HZBhNGTBSQYRcXePWGiQ
ZVeG9+dnb4Vw+k8vPFdlapkBoSvaTyrQdozyFx0OARbwVvjdaShaIMMr83oqgé+TeX
KeSEmPGCWVYQ4yF2LT2z950284/EnLHeDxSvXsHV1gI32Mytd1WGKeipZ7y8+jajixs
USEBMIpQQTT7Qne0lyJpv+bCUrSeiwlDAQABOAAWDQY JKoZIhveNAQELBQADGQES
ADZU4zahdqW/TRE7N1xoxIyZioVTAP+wFhLBTBvFAWYOWQbQBCR) 1SuECcUB3CDSh
phnysmLQné67pY3w3FwzNdvi2HincvnHPuzsZgWh2rppnYX2jRLCSREM3ThEQUAS®
aFsWokOYc8kvIdInEAOVTRBYRBOBIVIBZQIFGLKYJuiIRDMSQZiYZTKMKBAN+ALS
qmYFaD7yidLchSoMTCA3VH2MHS /UL awyqs PNQKQDK790IUS7 aebe3nFQuxMCE8Twk
OTXLW+FJiwWSepkMkkEer3//gb44ctEVg8pChis9cDiDImBCkjRq+VEZYQsybaXgC
983hZJ)4s8HOfAFLGFTxadUU=

keymanager® import ESKMCA.crt signed.crt storeoncel23

CA and Certificate successfully imported and password has been verified

keymanager# JJ

Figure 25 : CA and Certificate successfully imported

4.3.3 Enrolling into External Key Manager Mode

To enroll in external key manager mode, perform the following steps:

1. Go to HPE StoreOnce CLI.

2. Enter the command: Keymanager # mode external <username> <password>
address <ip address of the EKM> type <ESKM brand> <ESKMCA> .

3. Click on enter and a message will be displayed as “Enroliment into EKM Mode successful.”
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ALUECAWCQREXCZAJBGNVBAYTAIVTMIIBIJANBgkqhkiGOWRBAQEFAAOCAQBAMIIE
CgKCAQEASSKKSVLOTF2cB749dD7Y+L1/15nwC2MKyeXBEEInngnH4BZ xul.dotgpe
300DVg+tQVHKINEYJA/an32d2eEMaF SMpSM@PMN/ x3dmVMyVGIL98pPIAP el toT
WwIP1dqLQRpQCHSVhX tWy zCWyHmaExFtQUcz fQ18A0Xx9HZBhNGTBSQYRcXePWQiQ
ZVeG9+dnb4Vwek8vPFdlapkBoSvaTyrQdozyFxOARbwVvjdaShaIMMr83og6+T0X
KeSEmPGCwvYQ4yF2LTz950284/EnLHeDxSyXsHV1gI32Mytd1WGKeip7y8+jajixSs
USEBMIpQQTT7Qno0ly Jpv+bCUrS8iwiIDAQABOAAWDQY JKoZIhveNAQELBQADGQES
ADZU4zahdqW/TRE7N1xoxIyZioVTAP+wFhLETBVFIWYOWqbLQBCR) 15uEcUB3CD5h
pbnysmLQné7pY3w3FwzNdvj2HincvnHPuzsZgwb2rppnYX2jRLCSREM3ThS5QUAS®
aFsWokOYc8kvIdInEAOVTREBYRB0BIvIBZQIFQLKYJuiIRDMSQZiYZTKMKBON+ALS
qmYFaD7yidLchSoMTCA3VH2ZMHS /UL awy s INQKQDK790IUS 7aebe3nFQuxMC8Twk
OTXLW+FJiwwSepkMkkEer3//g44ctEVgBpChab9cDiDImBCkjRg+VEZYQsybaXgC
9B83hZJ4sBHOfAFLGF Txa4UU=

----- END CERTIFICATE REQUEST=====

keymanager® import ESKMCA.crt signed.crt storeoncel23

CA and Certificate successfully imported and password has been verified

[keymanager¥ mode external registration storeoncel23 address 10.14.14.188 type hp_eskm

Enrollment into EKM Mode successful

keymanager# |

Figure 26 : Enrollment into EKM Mode successful

4. The KMIP account is now created in the ESKM.

5. Go to ESKM and navigate to Device>Logs & Statistics>Log Viewer>Activity.

6. Under the “Activity Log", click on Display Log.

Activity Log
Log File: | Current v
Show Last Number of Lines: [25 v |
___________i Wrap Lines: [ ]
| SREE—————|

Log File: Current (Showing Last 25 Lines)

Activity Log:
[2020-04-28 16:07:36] INFO 10.14.14.15 = 100000 Version - [1.11.01- [Success] [-]
[2020-04-28 16:07:36) INFO 10.14.14.15 registration 100001 Auth -[registration] - [Success] [-]

[2020-04-28 16:07:37] INFO 10.14.14.15 - 200000 Version - [1.11.01- [Success] [-]

[2020-04-28 16:07:37] INFO 10.14.14.15

[2020-04-28 16:07:37) INFO 10.14.14.15 registration 200003 SignCertificate - (-] - [Success] [-]

registraction 200002 UserGroupCreace - [HP2M2336010M and HP2M233601JM user] - [Success]

-1
-]
=1
[2020-04-28 16:07:37] INFO 10.14.14.15 [-] registration 200001 Auth -[registration] - [Success] [-]
-1
(-1
-]

[2020-04-28 156:07:38] INFO 10.14.14.15

registration 200004 UsexCr=ate - [HP2M233g01JM] - [Success] [-]

Figure 27 : Activity Log
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7. The user is now created.
8. Now again, navigate to Device>Logs & Statistics>Log Viewer>KMIP.

9. Under the “"KMIP Log", click on Display Log.

KMIP Log

LogFile: | Current v
Show Last Number of Lines: |25 v
Wrap Lines: [ ]

L Il |
Log File: Current (Showing Last 25 Lines)

KMIP Log:

2020-04-28 16:07:38 [KMIP Server) [Autchenticatcion Success) Ussr: [(HP2M233601JM) From IP: 10.14.14.15

2020-04-28 16:07:38 [KMIP Server] [ClientOperatiocn] Usex: [HP2M233601JM] UUID: [] Operation: [DISCOVER VERSIONS] Result: [Success]
2020-04-28 16:07:38 [KMIF Serwvexr] [Authentication Succesa] User: [HP2M233601JM] From IP: 10.14.14.15

2020-04-28 16:07:38% [RMIF Server] [ClientOperacicn] User: [HP2M2336010M] UUID: [] Operation: [QUERY] Result:

1
2020-D9-28 16:
2020-04-28 lé&:
Operacion: [REGISTER] Operation Type: [SYMMETRIC KEY)] Result: [Success]
2020-04-28 16:07:38 [KMIP Server] [Aunthentication Success) Usesr: [HP2M233601JM) From IP: 10.14.14.15

07:38 [KMIFP Server] [Auchenticacion Success] User: [HPZM2336010M) From IP: 10.1%.14.15

[Success]

o
6:07:38 [KMIP Serwv=x] [Cli=ntOperation] Us=xr: [HP2M233601JM] UUID: [bfc7c910-fed4b-428f-a0f7-f£9c0bB8bSbc03]

2020-04-28 16:07:38 [KMIP Serw=x] [ClientOperation] Us=x: [HP2M233601JM] UUID: [bfc7c910-fe4b-428f-a0f7-£9c0bB8bCbc03]

Operacion: [REGISTER] Operation Iype: [SYMMETRIC KEY] Result: [Success]
2020-0%4-28 16:07:41 [KMIP Server] [Auchenticacion Success] User: [HP2M2336010M] From IP: 10.14.14.15

2020-04-28 16:07:41 [KMIP Server] [ClientOperation] User: [HP2M233601JM) UUID: [] Operation: [QUERY] R=asult:

Figure 28 : KMIP Log

[Success])

10. To view the created group, navigate to Security>Users & Groups>Local Groups.

Local Groups

Help @

Filtered by where value| contains Bt | | | I I
Items per page: :

a Group Group Type Group Sub-Type
@ All Groups KMIP Groups
O AllUsers KMIP Users
(O default object group KMIP Object Group
(O default user group KMIP User Group
O HP2M233601JM KMIP Object Group
O HP2M233601JM user KMIP User Group

1-60f6

| Add | { I

Figure 29 : Local Groups

11. To view the created user, navigate to Security>Users & Groups>Local Users. It has "KMIP-
Enabled” selected and “User Administration Permission” and “Change Password

Permission” unselected.
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Local Users Help @
Filtered by - - - - v | where value | contains v| ‘ | | I
Items per page: :
- KMIP-Enabled User Administration F Change P d License Type Last Access Time
‘ @ HP2MM233601JM O ] Uncategorised
QO registration m} KMS
1-20f2
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Selected Local User

Help @

Username: HP2M233601JM

Password: *rsasran

License Type: Uncategorised

User Administration Permission: [J

Change Password Permission: []

Enable KMIP:

Default KMIP Object Group: HP2M233601JM

C. Us
ST. MA
Subject: L: Andover
0. HP
emailAddress:

Common Name: HP2M233601JM

Client Certificate:

Not Valid Before: Apr 20 13:13:35 2020 GMT
Not Valid After. Oct 19 13:13:35 2029 GMT

Date Created: 2020-07-09 00:56:14

Date Last Modified: 2020-07-09 00:56:14

Last Access Time:

KMIP Client Certificate Contents:

----- BEGIN CERTIFICATE-----
MIID@jCCArqgAwIBAgIBDzANBgkqhkiGOwOBAQsFADCBITELMAKGAIUEBhMCVVHX
CzAIBgNVBAgTAKNBMREWDwYDVQQHEWhDYW1wYmVsbDEUMBIGATUEChMLVXRpbWF §
byBIbmMxEDAOBgNVBASTB1VOalW1hY28xETAPBgNVBAMTCEVTS@0gQOEXMREWHQY ]
KoZIhvcNAQkBFhBOZXNOQHVOaW1hY28uY22tMBAXDTIwMDQyMDEZMTMzNVOXDTIS
MTAXOTEZMTMzNVowgZsxCzAIBgNVBAYTAIVTMQswCQYDVQQIEwWIDQTERMASGALIUE
BxMIQ2FtcGI1bGwxFTATBENVBAOTDE9yZ2FuaXphdGlvbjEdMBSGAIUECXMUSWSm
b3J7tYXRpb24gU2VjdXIpdHkxDTALBgNVBAMTBEVTS@@xJzA1BgkqhkiGOw@BCQEW
GGluZm9zZWNAb3InYWSpemF@aW9ulLmNvbTCCASIWDQYIKoZIhvcNAQEBBQADEEEP
ADCCAQoCggEBAMBHVyY fLgAHizQzxB8oei3R+Bz/WyVvSGDTVCZd9QUg9Iary/Ikg
ftZGMod4ppI60+16qUKI78X+N1IDFR701t1AD2Bf6b930YgcVSioBhMfMgmeGsYLcX
q7NHS/FAWPDBsPnPNdPPSHOs18X8B1+mNckkMIKPEmCMjmmdniH+gQhRQvIcokDK
v/ ckpSLLgA9/1V7qCelYnwyd/ TXYQUMMKKhS / §xHOh ] FIs sUWWE3XIMLktHy tCm3
g/ra38iL7f8f8M6cdqQ3EsQCmSking jGraeulNHX16+N7EQSGOkFxowi2h1tNADED
BbISN@kSnAOXgaHFCEHr6EHNMok zyMmmZ L8CAWEAAMXMC8wCQYDVRATBAIWADAR
BglghkgBhvhCAQEEBAMCBkAWDWYDVRORBAgWBOCECt6YS8TANBgkqhkiGOw@BAQSF
AAOCAQEA2F/0/91dofF+51ZsvxholLnoHgT1lqLZMteXr1++nzH8M1y4CyGYPgk3FB
wb2yiKnWFGIrvLFpCNWXEd4LeB+T9TDR+F J1X0uOXuqlNp+roDVcsyoM7tdATVL/
wWANiQwrVI+63WlyaPZPipKXgqH4+rEK6F80oarTCCGIYwjDLOjaLHDISIZeaCdgvO
WkhoE+nPag2gEOEeiFtPr6z583m6ZPpS112225bqB03jUh4UuggSg4LRYEWRHEEP
PHp9S3BHIzKeOA+ixj/IWS3Ft/V6LmK6enmqaZCCIStwHHxtoe41P9gzmnXaG72q
Iw/+GfAOvqx3fydiNIVctiyWSrlTow==

----- END CERTIFICATE-----

 Edit | Back_

Figure 31 : Selected local user
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12. Now it is safe to delete the “registration” user. Navigate to Security>Users & Groups>Local
Users and select “registration” and click on delete.

Local Users

Help @
Filtered by| - - - - V‘where valuel contains V[ ‘ II I
Items per page: :
_a Username KMIP-Enabled User Administration Permission Change Password Permission License Type Last Access Time
O HP2MM233601JM O [m} Uncategorised
‘@ registration E KMS ‘
1-20f2
[ Add | Delete | Properties
Figure 32 : Delete Local User
13. To confirm, navigate to Security>Certificates & CAs>LocalCAs and click on the “CA
Name”.

Local Certificate Authority List Help @

CA Name CA Information CA Status

Common: ESKMLocalCA

@ ESKMCA Issuer. Organization CA Certificate Active

Expires: Nov 11 08:37:28 2032 GMT

Document No.: IG-2026-0094

Figure 33 : Local Certificate Authority List

Document Version: 1.0.0 Page 48 of 68



Integration UtimaCO®

Local Certificate Authority Help @

CAName: ESKNICA

=3

Signed Certificates (1 to 3; total 3) Help @

Serial
Siambios Status Subject Name

/C=US/ST=CA/ =Campbell/0=0rganization/OU=Information

o 0 i g s ? il i
® 0o it Security/CN=ESKMLocalCA/emailaddress=infosec@organization.com
ox1 Ackive /C=US/ST=CA/L=Campbell;0=0rganization/OU=Information
e Security/CN=ESKILI/email Address=infosec(@organization.com
A 0x12 Ackive /C=US/ST=CA/L=Campbell/0=Company,
S== Inc/0U=Finance/CH=MongoDB1/emailAddress=finance@company.com
S w2 active /C=US/ST:MA/L=Andover/0=HP/OU=HPSP

/CN=HP211233601JM

Figure 34 : Local Signed Certs

4.3.4 Integrating HPE StoreOnce with ESKM

To integrate HPE StoreOnce with ESKM, perform the following steps:

= | ogin to the HPE StoreOnce Management Console.
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StoreOnce
Management Console

Admin

Hewlett Packard

nterprise

© Copyright 2019 Hewlett Packard Enterprise Development LP

Figure 35 : StoreOnce Console - Log In

= Navigate to StoreOnce>System Dashboard and check the availability of the encryption
license.
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Federation Dashboard

Remote Support

Health Status
System Dashboard
Data Services ® OK
Data Services License ® OK
Storage ® OK
Reports Hardware ® OK
® OK

Event Log

Settings

Help

Data Services

Figure 36 : System Dashboard

To start with the integration, navigate to StoreOnce>Settings>Key Manager.
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Settings

s03640

<] StoreOnce

Federation Dashboard

System Dashboard 83 [ﬁl

. Users and Directory
Data Services
Groups
Reports
Security
Event Log
Settings
& =2
Help Key Manager Certificates

Figure 37 : Key Manager

= Click on Generate CSR and click on “Provide External Key Manager Credentials”.

0 The “External Key Manager Credentials” are to be created on the ESKM.

Login to the ESKM and create a local user with username as ‘“registration”’, choose a
password and confirm it, select the license type as storage, select the user
administration permission and change password permission, do not select KMIP,
and click create.
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Key Manager
<] StoreOnce < N Actions
Federation Dashboard
Overview Generate CSR
System Dashboard
Data Services Key manager  Local Key Manager (LKM) @ Enroll
mode
Reports L\L_‘ Backup
Event Log L_T__‘ Restore
Settings
Help
Figure 38 : Generate CSR
{ StoreOnce Generate CSR X

Federation Dashboard —
External Key Manager Credentials

System Dashboard

vignaaer Cr

Data Services

—} Provide External Key Manager Credentials

Reports

Figure 39 : Generate CSR

= Provide the same username and password that was created on the ESKM and click OK.
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External Key Manager
Credentials

EKM Username

registration

EKM Password ©

Learn more

Figure 40 : External key manager credentials

= Click on Generate and the CSR will be displayed. Click on Select and Copy to copy the
certificate and go to ESKM.
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<] StoreOnce

Federation Dashboard

System Dashboard

Data Services

Reports

Event Log

Settings

Help

Document No.: IG-2026-0094

Generate CSR

External Key Manager Credentials

EKM Username

registration ﬁ

Figure 41 : Generate CSR
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S. . | 2 T X
Copy the tex1 in the box and supply it 10 your certificate authority

s BEGIN CERTIFICATE REQUEST-+»+ -

MICpDCCAYWCAQAWX EVMBMGATU EAWWMEMVnaXNOemFOaWIuMOOWCwYOVQOL DAR!
UFNOMOswCQOYDVOOKDANUDEOMALGA LUEBwWHOWSKb 321 EL MAKGALUECAWC TUEX
CLAJBGRVBAYTAIVT MIBHANBGkQhiarGIa0BACEF AAOCAQSAMIIBCGRKCACEALZK:
Fhamwv2el2jauxND74m7quChe Z2 T APY 2SYORM 7y P03 ZX lyCokriUXgOqBLI2
fEA20aMZZ 2AZ et DK Y AIOBB U7 Ay GEZImUZIXYHIVEXLBLAPYks1CZ 95X fcel
T8ATZGG1c07NY 7 JoGqCCEx2qPdFSagxn SULBHegwit 16WodvzgZFO+ X186 EOL

ENTpip LxS/EPUNxeKeCoMBIga7 pp ALK IUWALKOd62y326Nw5J28) < ualSv2ika
fehLogwRZASHRNBY+ NANUIBKhdgS2BREWIU7R 3eOMelctelryix VEIQELZITSBp

FAH »WedRel PabtPricyw!DAQABOAAWDOY Ko 2Ihve NAQEL BOADgGEBALUGmapNudis
TLSEzHQ qwU »uhwTOPTkd 4 JPYPPEGE X DOTUHCINLNHIgIRZYUKXuSnyxqt 9086VZ
FROAvyovk7 tnnJ7 3PIDGNGIISCAPS m/MNOK 43 Svg X 2NPXNtd Paw SW Y J5KGIS

b3 8+ IBgXB1RNK LIUXADMMngPHOFX Y LIPBYRd 3BlAUWM ZWanWyrtMIcGZ7EAYSPG
BWE2MxndfNBTqOun1X IxdA+ CAMOWIBROSF O3 INCerE4vh Zk5eviUastOb28e « sGO
INTBRIULGLT/RGS 4 TO5Ve0ovTgFEIO2 2 JObbNEcMMGiYsyRIpZgaB4I8H IgW oW
IMSpDIalcCB»

AN

=

Figure 42 : Sign Request

= Navigate to Security>Certificates & CAs>Local CAs and click on Sign Request. Select the
certificate purpose as “Client” and paste the certificate in “Certificate Request” pane and
click on Sign Request.

Local Certificate Authority List Help @
CA Name CA Information CA Status
Common: ESKMLocalCA
@ ESKMCA Issuer. Organization CA Certificate Active

Expires: Nov 11 08:37:28 2032 GMT
| Eit | IO | | | | |

Figure 43 : Local Certificate Authority List
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Sign Certificate Request Help @

Sign with Certificate Authority: | ESKMCA (maximum 2813 days) v |

() Server
Certificate Purpose: @ Client
() Server and Client

Certificate Duration (days): | 2813

Certificate Request:

MIIEXTCCAG2gAWIBAgIBADANBgkqhkiGOw@BAQsFADCBoJELMAKGALIUEBhMCVVMX
CzAJIBgNVBAgTAKNBMREWDwWYDVQQHEwWhDYW1wYmVsbDEVMBMGALIUEChMMT3InYWSp
emF@aki9uMROWGWYDVQQLEXRIbmZvemlhdGlvbiBTZWNIcml@eTEUMBIGAIUEAXML
RVNLTUxvY2FsQ@ExJzA1BgkghkiGOw@BCQEWGGluZmIzZWNAb3InYlWSpemFOalou
LmNvbTAeFw@yMjEXMTMwWODM3MjhaFw@zMjEXMT EWODM3MjhaMIGiMQswCQYDVQQG
EwJVUzELMAKGAIUECBMCQOEXETAPBgNVBACTCENhbXB1iZWxsMRUWEWYDVQQKEwWxXP
cmdhbml6YXRpb24xHTAbBgNVBASTFEluZmOybWF@aW9uIFN1Y3VyaXRSMRQWEEYD
VQQDEwtFU@ENTGY ] YWxDQTEnMCUGCSqGSIb3DQEJARYYaWSmb3N1Y@Bvemdhbmle
YXRpb24uY29tMIIBIjANBgkghkiGOw@BAQEFAAOCAQBAMIIBCEKCAQEAZaTedIfm
tdguV3kBGLXczTWZ20n0OTMPaBtzPwFZU3@fMS33ZVDU/6QaevGCj1KcTi2nhGtQs
myxcCapelURhrHbi27P@sMmx+WXS95Vp802PRzWTC2YB+SDTCRVVLNG7AhGY3j90
9TXowznctbwftKjUhVXLG1IRS8IyegA+UkFEmX@ogb7ak6FAXubRx0ESWThSiR7WF
nCMpX0jvlzpaXjen/FUFwxFB3gM/vGondxrQ3Y7v2bTZg755vXeAAgHPAGPQZpkW ¥
EKsbkqDdTYdbwLfAx17HQa9vHXDXyZssLZ+sSMoL7wEjIbTxioxQQ++M8LSEcn6D

Figure 44 : Sign Request
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CA Certificate Information Help @

Key Size: 2048

Start Date:  Jul 8 06:35:11 2020 GMT

Expiration: Mar 16 06:35:11 2030 GMT

C: Us
ST. CA
L: Campbell
Issuer: O: Organization
OU: Information Security
CN: ESKMLocalCA

emailAddress: infosec@organization.com

C: US

ST. CA

L: Andover
Subject: 0. HP

OU: HPSP
CN: registration

MIID3TCCAsSWgAWIBAgQISE]jANBgkqhkiGSwOBAQsFADCBojELMAKGA1UEBhMCVVMX
CzAJBgNVBAQGTAKNEBMREWDWYDVQQHEWhDYWlwYnVsoDEVMBMGALUEChMMT 3InYWSp
emF0aWSuMROWGWYDVQQLEXRIomZvemlhdGlvbiBTZWN1cml 0eTEUMBIGAIUEAXML
RVNLTUxvYZ2FsQOExJzAlBgkghkiGOwOBCQEWGGluZmS zZWNAL3InYWSpemFO0aWsu
LoNvbTAeFwOyMDASMDOWN IMIMT FaFw0zMDAZMT YWwNIMIMT FaMIGNMOswCQYDVQQG
EwJVUzZELMAKGRIUECBMCQOEXETAPBgNVBACTCENhDXB1 ZWx sMRUWEWYDVQQKEwxD
b21wYWSSLCBIecmMXEDAOBgNVBASTE0ZpbmFuY 2UXETAPBgNVBAMICEIvemdvREIX
MSIWIAYJIKCZIhveNAQXSFhNmaWShbmN1QGNvbXBhonkuY29tMIIBIjANBgkqhkiG
SwOBAQEFRROCRQBEMIIBCQKCRQERLZ£ffThcE6IMcOLEl 1bfPagsnsXuFyiWQJSXiT
3rGOhtHWDV7Ese3+WaQéDQaRrculYMtRcUUIQyNDAZSQWsjVWeafigIhoBrO3bhRy
iCCipIsQeOVLeOpEZglpbhFllpuZzQvS3HEXKSvEdQYCFMPUMSfbkiZKxj+FQkGI
OLBF1mOmMk+Nt8QONHixigOuUaKFsLJgasm7ZMnBEcpEhLYEeZ /HXctECzopRelk
VbcxXHawH2z7qrGRdb/ £0DMWT SbybMod7EV23gM+DeA7PBcgieXHaC+gsPéti/tY
9zdFZ27xJ27QatuA+EXFE80BYLT4pm) 4 fmpp 7rRIGWAWIVZLEEiwIDAQABOZEWLZAS
BogNVHRMERJAAMBEGCWCGSAGG+EIBAQQEAWIHGDAPRGNVHREECDAGhWQK3rLxMROG
CSqGSIb3DQEBCWUAA4IBAQCIEBkeI 636KVALPAANUL74GOSEXwNVaWPQYKGQoSEd
LkPClmGTEaJdDvaSobnCRPEYS1ITPWEVANKkkCiClVRSVEBrtkOvilSJXujHtmcéJEc
pCLAPF/n+77doPmkKgFpWOZVZGbxr9vEinsg4DZ7219B01yl1 dbWVUHMEUNGT1Pyt
QnégOC33KVacvgKzYAcpeUcER3oFLEyyNYQrAFDESIWUIM3PHz1ATXwc7/eQ87Hu
vedLX5AQGYyuzjGPECvnNClRw2MO16jviC/KdXeuwTaazF/eoMheégl/4hvEwwC1830
PWlRASS/2%22TYaj IR lwviuciWgCiwTcwD+mdMILec4esS
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Figure 45 : Certificate Information

= Go to HPE StoreOnce Management Console, navigate StoreOnce>Settings>Key
Manager>Actions and click on Enroll.

Key Manager
| StoreOnce < & 0 Actions
Federation Dashboard
Overview Generate CSR
System Dashboard
Bta Services Key manager Local Key Manager (LKM) @ Enroll
mode
Reports ia Backup
Event Log i, Restore
Settings
Help
Figure 46 : Key Manager - Enroll
{ StoreOnce Enroll X
Federation Dashboard .
Backup the key manager configuration
System Dashboard
Data Services —} Backup the key manager configuration k

Reports

Figure 47 : Backup Configuration

= To backup the local configuration, create a password and confirm it and click Backup.

ﬂ The backup of local configuration is important if the local key management
configuration mode has to be switched back or unenroll from the key manager.
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Backup

---------

ooooooooo

Learn more

Figure 48 : Backup

= Download the backup file and save it onto the local machine.

= To configure the external key manager server, click on Configure External Key Manger
Server. A pop-up window will be displayed. Select the "ESKM" as option and enter the IP
address, CA name, Port, EKM username, EKM password, and click OK. The ESKM is now
registered.

Settings Configure External Key Manager Server

Help This inf 3iON IS 1 nred for importing certificates and enroiling with the

[+ sennal Kev Manaaer corver
xternal Key Mana T

—> Configure External Key Manager Server

Figure 49 : Configure External Key Manager Server
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Configure External Key
Manager Server

Provide information needed by External Key Manager server

(®) Eskm O safener

P addressas

10.14.14.100 ESKM IP address
Cerhficete outhority name

ESKMCA ESKM CA name
Port

5696

EKM Username

registration

Learn more k

=]

Figure 50 : Configure External Key Manager server

4.3.4.1 Importing Root Certificate

1. To import the root certificate, click on “Import Root Certificate” and a popup window will be
displayed. Go to ESKM and navigate to Security>Certificates and CAs>Local CAs. Select
the CA name and click on it. In the "CA Certificate Information” page copy the certificate

from ----- BEGIN CERTIFICATE ----—- g ——eee END CERTIFICATE --——--——-—- lines.
2. Go to StoreOnce Management Console and paste the certificate from --- -- BEGIN
CERTIFICATE ---——- I END CERTIFICATE -———-———- lines into "Import Root

Certificate" pane. Click OK. The root certificate in now provided.
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HPE InfoSi Imgor the root CA certi

J@

l —> Import Root Certificate |

Import Root Certificate A

ipy the cerhficate from vour certificate autherity and paste it here

CRTCSKZYAYZHIN » PV P! Pare QB Lvd s ETI/T R wl 2o 4copa i RP
ELomavkgtEyhepakal +5nke S400L 55 Xoog Ty SapLSaH IRk EOwWQ g7 12M
NORDELONANAGT Glevhiw tPRGYAMNC A irwSd Tidpcds v phONpWau- Azsan
* TPy OCouPRmsSde m 1€ EAINVIeR VIUNORT 1D MEALS prisTOsMNVEL KOWN VO
G0N IVEW DADA SOWAA OB LA BN VHOGEFgOUS YSur TN Uyn jeScbtes 2z
SuNAh TongabGAT LS e CRAUS Y S TiUynESeMto: ZrSuiin Lo hg atkgsin
AW CEAJIGNVBAYTAWTHMO uaC OYDVOOIE wOGTERMABTAIUES «MIO2 Fre G AL G
FTATRNVEAO TORSY 2 FuaXphdTh e EaM BS0A LECMUSWEMBI R YXRpbAUIY.
EX I FDAS BN VEAMTCOY TS0 ME2 NNEENEMSow JOY IKoZInve NACKEF hhpbenZv
CIVIOGYZ2FunXphangi 3k 22CACAWDAYDY RO T BAVWAWE S AN BgkahhiGowle
AGFAASCACEAN Ky SZMITXWDLINT T+ aXMGANeNAZ ESEYIIHd, EVELVZTG00
SVUKAFLNHYE L WC TGRS emiUe 2/ 305 S 0AMPA 2 e e SONWHIom a0 S SHwEiUBwZuHL
T O U QS DRROVESISRp L aT TgRS O GIOCEN  JqFC T
VD W TMuESy uHIDR G hRecBp s Warkinay el ETUOOS 3 1c0yUGH T 10023/
vl TROwe S LOUACKY 5 3GraRCTLION MO M T RZWCE /5L Co ¥ YOrobo Sx b
PUSETH I TI2AwcAAR Ik LwAV & Pes\iage »

~END CERTIFICAT Evvees i

Learn more

Figure 51 : Import root certificate

4.3.4.2 Importing Signed Certificate

1. To import the root certificate, click on “Import Signed Certificate” and a pop-up window will
be displayed. Go to ESKM and navigate to Security>Certificates and CAs>Local CAs and
click on Show Signed Certs. Click on the appropriate signed certificate. In this case it is the
one with the name “registration”. In the "Signed Certificate Information" page copy the

certificate from ----- BEGIN CERTIFICATE ----- i£E ————— END CERTIFICATE
———————— lines.

2. Go to StoreOnce Management Console and paste the certificate from --- -- BEGIN
CERTIFICATE ----- i ===== END CERTIFICATE -------- lines into "Import Signed

Certificate" pane. Click OK. The signed certificate in now provided.
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HPE InfoSig Import the signed ceetificate from 1

HPE Privacy Statement

—> Import Signed Certificate

Import Signed Certificate ~ *

Copy the signed certificate from your certificate authority and paste it here

LN BT AP wOy MDA GMjoyt s IS MR WO MDAD M M2 IS Mhatd F B e 2A I BN VRAYT
AT MO COYDVOQIOAMNOTEQMAGAIVE Burnt H0WSE ) ZGELMARGAIVECGuCSF AR
DTALEGNVRAIMBEROLI AFTATBGNVEAMMOHIZ 2124 IR GHBICCASINDOY AT |
PresNAQERROARACPARCC AQeCagE BALWSNTW + S Fapdol esTO +Jubrgomdh bol
KwD2 N B TOZE v a0W W AMgup X SVF ANKG N cONMAmyGWdgGdXn 70va 20 Hapf P
Ry N0 287021y 2 9¢ DL LOMIVI S SHEME 2RN0g 1 X10: WOy B qgghMdy 3R
SMAINOR S00MFLOGOL SLCETIATFONNC S Yoo Zadcef GhD1 )8 XIngaDAYOGe 3l
IFQLO0TjMIHOAREEREVRLAMNWSLE  aTheANNHU XizdafS MaCAwEARaMoMBAW
COYUVRDT3NMARARBGIghagEb hNCAQEEBAMUBLANDCY X 0L e MAQELBOADy4EB
AX AT GIXOX/SX TROV g XETRMIBV S LOBFR A SPawn ONpFL D CNenlutik 200
HR2/7mInExSaCaun Y XabithONF g mdPHA/BALw* T BV A Cal bEndIXDIDS 3
AX T o 8L Mmoot WP GV SocGea T DA D VMPOewt DDA hhHOPE N4 F P I0O1CSEG
HHO25noR0« HedGYe 215 Vw7 ve W TsVIBCK P Wy yNLw TYRRISAB T 20N G
XKoo 7o Y CotUM Suy VDpc ke I XGR0 S Xypatle + Tu 2Ghm M5 7 TMOIghWUMY 204 30
KEORMYOLSIVOCIGME aZeS~
wsnsEND CERTIFICAT Eevms Y

Learn more

[

Figure 52 : Import signed certificate

4.3.5 Enrolling the StoreOnce

Once all the information related to backup key manager configuration, external key manager, root

certificate authority, and signed certificate click on Enroll.

0 In case there are any failed integrations, please make sure to delete all the entries

related to failed integration from the ESKM.
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Enroll X

Backup the key manager configuration

INag nig

e Conlgra ”

The backup action has completed f

Configure External Key Manager Server

ESKM f
Root Certificate Authority

Root certificate was provided y
Signed Certificate

S‘qv-d cortificate was provided y

=

Figure 53 : Enrolling StoreOnce
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<] StoreOnce Actions
Overview
Federation Dashboard
Key manager  External Key Manager (EKM) Generate CSR
System Dashboard mode
Data Services Key manager  ESKM ﬁ Edit EKM settings
type YEb
Reporis C Renew certificates
Key manager  10.14.14.100 1,
EXeRtteg IP addresses v, Backup
Settings
9 T, Restore
Hel rtificat .
ol HetiEN @ Withdraw
k
@ Certification valid until
Authority Apr 25,2030 2:27:05 pm
o
HPE InfoSight ® storeonce- valid until
o CZ28120HZB Apr 24, 2030 4:37:18 pm
HPE Privacy Statement

Figure 54 : Enrolling StoreOnce

With this, the HPE StoreOnce is now integrated with the ESKM.
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5 Accessing Serial Console via PuTTY

Use the following steps to set up PuTTY and access serial console.

1. Navigate to device manager and figure out the COM port that you'll be using.

#% PuTTY Configuration ? X
Category: ,
8- Session _ Basic options for your PuTTY session ‘
_J T L_°9?i"9 Specify the destination you want to connect to
i Saialine Speed
- Keyboard
- Bl |CoM3 |[9600 |
.~ Features Connection type:
=- Window ORaw OTelnet ORlogn OSSH (@) Serial
?é:eafance Load, save or delete a stored session
- Behaviour
- Translation Saved Sessions
- Selection [ |
. Colours Default Settings
=)~ Connection S
-~ Data  Save
- Telnet Delete |
- Rlogin
(- SSH
- Seral Close window on exit:

OAways (ONever (@ Only on clean exit

Figure 55 : PUTTY configuration

2. Run PUTTY.
3. Switch the Connection Type to Serial.

4. Edit the Serial Line to match the COM port you want to use.
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g PuTTY Configuration ? hrd
Category:
& S_ession ’ Options controlling local serial lines ‘
Logging Select a serial line
..... Keyboard Serial line to connect to [COM3 I

Conrfigure the senal line

- Window Speed (baud) 19600
- Behaviour Data bits [8 |
Translation Stop bits [1 I
- Selection o
- Colours — None i3

- Connection Flow control XON/XOFF N

Aot | Hep Open || Cancel

Figure 56 : Edit Serial Line

5. Make sure all of the settings are correct.

6. Click Open to start the session.
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6 Contact and Support Information

6.1 Utimaco Technical Support

For technical questions, contact Utimaco Technical Support:

= E-mail: support-atalIa@utimaco.com[3]
= Telephone: 800-500-7858 (U.S.A.) +1-916-414-0216 (International)

= Website:https://support.utimaco.com/

Before contacting Utimaco with your questions, collect the following information:

= Product model names and numbers

Technical support registration number or NonStop system number (if applicable)

Service Agreement ID number (SAID)

Product serial numbers

= Error messages Software version number

6.2 24-hour support

24-hour emergency support is available to those customers who have valid service contracts.
Use this service for product and system emergencies that occur after normal working hours or
on weekends and U.S. holidays. Questions about product installation and setup are supported
during normal working hours.

For 24-hour emergency support call: 800-500-7858 (U.S.A.) +1-916-414-0216 (International).
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