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Introduction UtimaCO®

1 Introduction

This guide is part of the information and support provided by Utimaco. Additional documentation
produced to support your Utimaco u.trust Anchor product can be found in the document
directory of the Utimaco u.trust Anchor product bundle. All Utimaco u.trust Anchor product
documentation is available from Utimaco's web site at https://utimaco.com/.

1.1 About This Guide

This guide explains how to integrate an Utimaco u.trust Anchor HSM with OpenSSL through the
SecurityServer PKCS#11 provider.

1.1.1 Target Audience

This guide is intended for administrators of OpenSSL and Utimaco HSMs.

1.1.2 Document Conventions

The following conventions are used in this guide:
Convention Use Example

Bold Items of the Graphical User Press the OK button.

Interface (GUI), e.g., menu options

Monospac  File names, folder and directory You will find the file example.conf in
ed names, commands, file outputs, the /exmp/demo/ directory.

programming code samples

Italic References and important terms See Chapter 3, "Sample Chapter’, in
the

u.trust Anchor - csadm Manual or
[CSADM].

Table 1: Document conventions
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Special icons are used to highlight the most important notes and information.

/\\\».k///n This message marks the result expected after the successful execution of an

instruction.

0 Here you find additional notes or supplementary information.

Here you find important safety information that should be followed.

1.2 Abbreviations

Abbreviation

API

CA

CAT

CD

CSR

GUI

HSM

Document No.: IG-2025-0031

Meaning

Application Programming Interface

Certificate Authority

CryptoServer Administration Tool

Compact Disc

Certificate Signing Request

Graphical User Interface

Hardware Security Module

Internet Protocol

Document Version: 0.1.0
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Abbreviation

LAN

PCle

PIN

PKCS#11

RSA

SO

SSL

TLS

URL

Document No.: IG-2025-0031

Meaning

Local Area Network

PCI Express Interface

Personal Identification Number

Public-Key Cryptography Standard #11

Rivest-Shamir-Adleman

Security Officer

Secure Socket Layer

Transport Layer Security

Uniform Resource Locator

Table 2: List of Abbreviations
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2 Overview

2.1 OpenSSL

OpenSSL is an open-source tool for using the Secure Socket Layer (SSL) and Transport Layer
Security (TLS) protocols for Web Authentication. It offers cryptographic functions to support
SSL/TLS protocols.

It allows users to perform various SSL-related tasks, including CSR (Certificate Signing Request)
and private key generation, as well as SSL certificate installation. Most of the Linux distributions
come with pre-compiled OpenSSL, but if you are on a Windows system, you can get it through
manual installation.

OpenSSL has an abstraction layer called the "engine," which can delegate cryptographic
operations to other software or hardware.

Libp11 provides an engine_pkcs11 that tries to fit the PKCS#11 API within the OpenSSL engine
API. That is, it provides a gateway between PKCS#11 modules and the OpenSSL engine API.

2.2 Utimaco u.trust Anchor HSM

The u.trust Anchor is a next-generation hardware security module developed by Utimaco IS
GmbH. It is a multi-tenant, physically protected, and tamper-resistant cryptographic appliance
designed to perform high-assurance cryptographic operations and manage cryptographic keys
securely. The u.trust General Purpose HSM is built on a modern, container-based design inspired
by cloud technology. With support for up to 31 containers and multiple PKCS #11 partitions per
cHSM, it ensures seamless application separation and key partitioning, making it an ideal choice
for all types of cryptographic applications. It's also upgradeable for specific use cases like
blockchain and 5G, and offers flexibility for custom solutions, including proprietary algorithms
and customer key derivations via the Software Development Kit.
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3 Integration Requirements and Prerequisites

Ensure that the system environment you will be using meets the following hardware and
software requirements.

This guide assumes that the user has already installed and configured the required Software.

3.1 Tested Versions

The integrations that have been successfully tested with the Utimaco HSM with OpenSSL:

gperatmg OpenSSL Utlm_aco u.trust Anchor cHSM Utimaco HSM
ystem Version
RHEL 9 OpenSSL SecurityServer 4.50.0.2 CryptoServer CSe-
3.0.1 Series/Se-Series
Windows 2019  OpenSSL SecurityServer 4.50.0.2 CryptoServer CSe-
3.05 Series/Se-Series
Table 3: List of Tested Versions
3.2 Hardware and Software Requirements
Hardware Hardware Requirements
Utimaco LAN CryptoServer CSe-Series/Se-Series LAN with firmware SecurityServer
HSM 4.50.0.2 or higher
Utimaco PCl-e CryptoServer CSe-Series/Se-Series PCl-e with firmware SecurityServer
HSM 4.50.0.2 or higher

Table 4: List of Hardware Requirements

Document No.: IG-2025-0031 Document Version: 0.1.0 Page 9 of 76



* ®
Integration Requirements and Prerequisites UtlmaCO

Software Software Requirements

OpenSSL OpenSSL 3.0.1 and 3.0.5

Libp11 (Linux) 0.4.12

Libp11 (Windows) 04.12

HSM Interface SecurityServer PKCS#11 Provider

Table 5. List of Software Requirements

0 Setup an account on the Utimaco support portal and request download access at the
following URL:

https://support.hsm.utimaco.com/

3.3 Prerequisites

Before you begin, please ensure that you have installed/setup:

= QOperating system listed in Tested Versions
= SecurityServer listed in Tested Versions
= SecurityServer Default Admin should be replaced with a new admin user

= SecurityServer is setup and configured. Refer the SecurityServer documentations to setup
the HSM

= Admin access is required to install the software

= PKCS#11 library is setup and configured as per the environment. Refer the SecurityServer
documentations to setup and configure the PKCS#11 library for SecurityServer

= Familiarize yourself with the OpenSSL documents and setup process

Document No.: IG-2025-0031 Document Version: 0.1.0 Page 10 of 76
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4 Integrating OpenSSL 3.0 with SecurityServer on Linux
4.1 Installing and Configuring Utimaco SecurityServer Software (Linux)

4.1.1 Download and Install Utimaco Software (Linux)

If you have not already done so, please create and request an Utimaco Support Portal Account.
This will allow you to download the software components needed for this installation.

1. Copy the downloaded software at the appropriate location on the OpenSSL Server

2. Create utimaco folder under /opt directory and further create 2 directories

/opt/utimaco/bin and /opt/utimaco/lib

»_ Console

# mkdir -p /opt/utimaco/bin # mkdir -p /opt/utimaco/lib

3. Copy pkes11 library file libcs_pkes11_R3.so from Utimaco SecurityServer software to the /
opt/utimaco/lib directory

»_ Console

# cp ~/path_to_application_folder/lib/1libcs_pkcs11_R3.so /opt/utimaco/lib

4. Copy the csadm and p11tool2 files from Utimaco SecurityServer software to

/opt/utimaco/bin directory and make both the files executable

»_ Console
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# cd ~/path_to_application_folder
# cp csadm p11tool2 /opt/utimaco/bin

# chmod +x /opt/utimaco/bin/csadm /opt/utimaco/bin/p11tool2

4.1.2 Create SO User and Initialize a Slot (Linux)

You must initialize a slot with a custom label using p11tool2.

First using p11tool2 create, the SO or Security Officer and then using p171tool2 command
initialize the Slot that you want to use, and the slot user as shown below.

»_ Console

# ./p11tool2 slot=<slot_no> Label=<token_label> Login=ADMIN,ADMIN.key
InitToken=ask

# ./p11tool2 slot=<slot_no> LoginSO=ask InitPin=ask

4.1.3 SecurityServer PKCS#11 Configuration (Linux)

1. Create the directory /etc/utimaco. Locate the Utimaco PKCS#11 configuration file in your
SecurityServer directory, Linux/x86-64/Crypto_APIS/PKCS11_R3/sample. Copy the
Utimaco PKCS#11 configuration file cs_pkcs11_R3.cfg into /etc/utimaco directory

»_ Console

# mkdir /etc/utimaco
# cd <install directory>/Software/Linux/x86- 64/Crypto_APIs/PKCS11_R3/sample

# cp cs_pkcs11_R3.cfg /etc/utimaco # cd /etc/utimaco
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2. Edit the cs_pkcs11_R3.cfg file and make the appropriate changes to the file

cs_pkes11_R3.cfg

[Global]

# For unix:

Logpath = /tmp

# Loglevel (0 = NONE; 1 = ERROR; 2 = WARNING; 3 = INFO; 4 = TRACE)
Logging = 1 Keepalive = false

# Set the Device to connect with [CryptoServer]

# Device specifier Device = <HSM_IP>

For more information regarding the commands and command parameters please check the Utimaco
SecurityServer documentation. The device may be a SecurityServer (PCle or LAN) device. The device
line will follow one of these patterns, based on the HSM form-factor:

Device 288@<HSM IP address> Hardware (LAN) HSM
OR

Device = /dev/cs2.0 Hardware (PCIe) HSM

o To make your testing easier, it would be good to enable the PKCS#11 log file. That can be
enabled by editing the Logging Loglevel. Set the LogPath and Logging Loglevel to 1. For
testing you may want to increase it to 4.

The added LogPath points to a writable directory, not to a file.

If you encounter problems, check the log file named cs_pkcs11_R3.log in the LogPath
defined directory. When you are done testing, you should change Logging to 1 or 2. This
will limit the logging to only critical and important messages.

4.2 Installing OpenSSL (Linux)

If you are using existing or pre-installed openssl then skip this section.
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1. (Optional) It is recommended to update the system with latest security patch

»_ Console

# dnf update

2. Install openssl

»_ Console

# dnf install openssl

3. Verify the version of openssl|

[root@Openss1-RHELY9 /]# openssl version -a
OpenSSL 3.0.1 14 Dec 2021 (Library: OpenSSL 3.0.1 14 Dec 2021)
built on: Wed Oct 26 00:00:00 2022 UTC
platform: linux-x86_64
options: bn(64, 64)
compller C hread -m64 -Wa, -—noexecstack wWall -03 -02 =auto
ches - =format-security - D_FORTIFY_SOURCE=2 _GLIBCXX_ASS TIONS
dened ccl B 0 b/rpm/redhat/redhat annobin-ccl m
f ] a, -—noexecstack -W

3.0. 1 ff3f3868c239d

OPENSSLDIR: “/etc/pki/tl

ENGINESDIR: "/usr/lib64/engines-3"

MODULESDIR: "/usr/11b64/ossl-modules"

Seeding source: os-specific

CPUINFO: OPENSSL_1ia32cap=0xfeda32034f8bffff:0xd09e2fb9
[root@0penss1-RHEL9 /1# }

Figure 1: OpenSSL version output

4.3 Installing Libp11 (Linux)

1. Download the latest libp11 package from Releases - OpenSC/libp11 - GitHub.

»_ Console
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# wget https://github.com/OpenSC/libp11/releases/download/1ibp11- 0.4.12/
libp11-0.4.12.tar.gz

2. Extract the file

»_ Console

# tar -xvf libp11-0.4.12.tar.gz

3. Go to libp11 directory, build, and install libp1Tusing the following commands

»_ Console

# cd libp11-0.4.12
# ./configure prefix="/usr/local/libp11/" # make
# make install

# export LD_LIBRARY_PATH= /usr/local/libp11/1ib/:$LD_LIBRARY_PATH
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[root@penss1-RHEL9 11bp11-0.4.12]# ./configure prefix="/usr/local/libp11/"

checking
checking
checking
checking
checking
checking
checking
checking
checking
checking
checking
checking
checking
checking
checking
checking
checking
checking
checking
checking
checking
checking
checking
checking
checking
checking
checking
checking
checking
checking
checking
checking

Document No.: 1G-2025-0031

build system type... x86_64-pc-linux-gnu
host system type... x86_64-pc-linux-gnu
target system type... x86_64-pc-linux-gnu
for a BSD-compatible install... /bin/install
whether build environment is sane... yes

for a thread-safe mkdir -p... /bin/mkdir -p
for gawk ... gawk

whether make sets $(MAKE) ... yes

whether make supports nested variables ...
whether make supports nested variables ...
for gcc... gcc

whether the C compiler works ... yes

for C compiler default output file name ...
for suffix of executables ...

whether we are cross compiling... no

for suffix of object files... o

whether we are using the GNU C compiler ...
whether gcc accepts -g... yes

for gcc option to accept ISO C89... none needed

whether gcc understands -c and -o together ... yes

whether make supports the include directive... yes (GNU style)
dependency style of gcc... gcc3

for pkg-config... /bin/pkg-config
pkg-config i1s at least version 0.9.0...
how to run the C preprocessor... gcc -E
for grep that handles long lines and -e...
for egrep... /bin/grep -E
for ANSI C header files...
for sys/types.h ... yes
for sys/stat.h... yes

for stdlib.h... yes

for string.h... yes

=(c

yes
(cached) yes

a.out

yes

yes

/bin/grep

yes

Document Version: 0.1.0
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config.status: creating Makefile
config.status: creating src/Makefile
config.status: creating src/libpll.pc
config.status: creating src/libpll.rc
config.status: creating src/pkcsll.rc
config.status: creating doc/Makefile
config.status: creating doc/doxygen.conf
config.status: creating examples/Makefile
config.status: creating tests/Makefile
config.status: creating src/config.h
config.status: executing depfiles commands
config.status: executing libtool commands
configure: creating src/libpll.map

11bp1l has been configured with the following options:

Version: 0.4.12

11bpl1l directory: /usr/local/libpl1/11b
Engine directory: /usr/11b64/engines-3
Default PKCS11 module: /usr/11b64/pll-kit-proxy.so
API doc support: no

Host: x86_64-pc-1linux-gnu
Comp1iler: gcc

Preprocessor flags:

Compiler flags: -g -02 -pthread
Linker flags:

Libraries: -lpthread

OPENSSL_CFLAGS:
OPENSSL_LIBS: -lcrypto

[root@penss1-RHEL9 1ibp11-0.4.127# |

Figure 2: Output of configure command for libp11
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4.4 Configuring OpenSSL to Use Utimaco SecurityServer (Linux)

4.4.1 Setting up Utimaco SecurityServer Library in OpenSSL Configuration File
(Linux)

1. Open the file /etc/pki/tls/openssl.cnf and enter the following line in the first line of the file

»_ Console

openssl_conf = openssl_init

2. Enter the following lines under last section of openssl.cnf file

»_ Console

[openssl_init] engines=engine_section
[engine_section]

pkcs11 = pkcs11_section
[pkcs11_section] engine_id = pkcs11

dynamic_path = /usr/lib64/engines-3/pkcs11.so MODULE_PATH = /opt/utimaco/lib/
libcs_pkcs11_R3.so init = 0

o Dynamic path and Module path will get changed according to the user environment.

4.4.2 Verify PKCS#11 Engine (Linux)

Run the command below to verify the OpenSSL Engine is available or not.
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»_ Console

# openssl engine pkcs11 -t

[root@penssl-RHEL9 1ibp11-0.4.12]# openssl engine pkcsll -t
(pkcs11l) pkcsll engine

[ available ]
[root@Openss1-RHEL9 1ibp11-0.4.127# |}

Figure 3: Verification of pkcs11 engine

4.4.3 Test OpenSSL Functionalities with Utimaco SecurityServer (Linux)

4.4.3.1 Testing with RSA Key (Linux)

1. Generate the RSA key using p11tool2

»_ Console

# p11tool2 slot=2 LoginUser=12345678 PubKeyAttr=CKA_LABEL="CertKey"
PrvKeyAttr=CKA_LABEL="CertKey" GenerateKeyPair=RSA

2. Verify that the keys are generated onto the HSM using following command

»_ Console

# p11tool2 LoginUser=<cryptouser_password> ListObjects

Example:

»_ Console

Document No.: 1G-2025-0031 Document Version: 0.1.0 Page 19 of 76



* ®
Integrating OpenSSL 3.0 with SecurityServer on Linux UtlmaCO

[root@penss1-RHEL9 bin]# ./p11tool2 slot=2 LoginUser=ask ListObjects Enter
normal user PIN:

CKO_PUBLIC_KEY:

+ 1.1

CKA_KEY_TYPE CKK_RSA

CKA_UNIQUE_ID F9818668-8663-497F-B41F-D47A3A069970
CKA_LABEL = CertKey

CKA_ID =

CKO_PRIVATE_KEY:

+ 2.1

CKA_KEY_TYPE

CKK_RSA

CKA_UNIQUE_ID

1DF1BDD0-A073-4743-96CB-DCFB986B9FO0A

CKA_SENSITIVE = CK_TRUE
CKA_EXTRACTABLE = CK_FALSE
CKA_LABEL = CertKey

CKA_ID =

[root@0penss1-RHEL9 bin]#

3. Generate a certificate signing request (CSR)

»_ Console

# openssl req -engine pkcs11 -new -key "pkcs11:token=SSLCert;object=CertKey"

-keyform engine -out TestRSACSR.csr

Here SSLCert is the token label and CertKey is the key on the HSM. Provide Cryptouser PIN when
prompted.
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[root@Openss1-RHEL9 home]# openssl req -engine pkcsll -new -key "pkcsil:token=SSLCert;object=CertKey" -keyform engine -out TestR
SACSR.csr

Engine "pkcsi1l" set.

Enter PKCS#11 token PIN for SSLCert:

You are about to be asked to enter information that will be 1incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [XX]:IN

State or Province Name (full name) []:MH

Locality Name (eg, city) [Default City]:Pune

Organization Name (eg, company) [Default Company Ltd]:Utimaco
Organizational Unit Name (eg, section) []:BU

Common Name (eg, your name or your server's hostname) []:SSL
Email Address []:

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:

An optional company name []:
[root@penss1-RHEL9 homel# [I

Figure 4: Certificate request output

[root@penss1-RHELS home]# cat TestRSACSR.csr

BEGIN CERTIFICATE REQUEST
MIICmzCCAYMCAQAwV]ELMAKGA1UEBhMCSU4xCzAIBgNVBAgMAk1IMQOwWCwYDVQQH
DARQAW51TMRAwWDgYDVQQKDAdVAGLtYWNVMQswCQYDVQQLDAJCVTEMMAOGA1UEAwWD
UINMMIIBIjANBgkqhk 1GOwOBAQEFAAOCAQ8AMIIBCgKCAQEApTrp7nZs1tAFtX;8
RLGLLHOOFAFnz1Jp3h0J6Cjalgz+XVonoV+mORo6 1FzLOKFjSmfK3CgvakKX8o02W4
PgPOsu2rIF9vgwS/QK64ruEFInyelWsyWhKkWP/XxQ3mx1f9YuhelB/UEpmP61JG
5FyHQ2tRUsRnQ6YTOu3hzcvrN5rIhZSAsMYAwjZARm1 1NYUxH3uRRnvXYswtngpi
hWaUZynA1KwJOCEH3tX67bCg83JbnTIpCU9WXy/I8uKdUHO4jAIDh1DvzsOpGa/B
W12amGK8JIXCLmF2Rcd6zhTUSh7U71e5fJR1oN5 11EgvowTKa5B6JQxVxQ5gMmqv6e
GCeKQwIDAQABoAAWDQYJKoZIhvcNAQELBQADggEBAFNpODr75t06nG6e44GGCFtE
S101G4qwWwhngFGjrQXng7 fWYcfWOdo8ydkooWYPR5RVzqOQUABSyZKDCFQfdbwabV
n2QJy3S8Bp6r8 1dAXTTfU7EOQrrr75me0X2Hz3gs3940pcsESLF4QwrFZ61D7/5NUk
kzH7aD+fDGTB1X2Iab6oJXaDZHYJIOKszoBWHTn926A/vv3Asvz49AL+m10s+y 1Mk
Tmo3mtFSwNuqRkOHNnaINrCS1T5mu0zUrlzfCKFJ2SbZmUbtkRgS 1CMk9acuss05T
mUQgKG80zKuIlrrUY79k0v12Nax9MKVgUuUSJIEIwY ruuCMnDOORwvwMzEfI ft5Cw=

END CERTIFICATE REQUEST
[root@0penss1-RHEL9 home]#

Figure 5: Content of certificate request file

4. Create the self-signed certificate based on the generated key

»_ Console

# # openssl req -engine pkcs11 -new -x509 -days 365 -key
"pkcs11:token=SSLCert;object=CertKey" -keyform engine -out TestRSA.cert
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[root@Openss1-RHEL9 home]# openssl req -engine pkcsll -new -x509 -days 365 -key "pkcsll:token=SSLCert;object=CertKey" -keyform e
ngine -out TestRSA.cert

Engine "pkcsl1l" set.

Enter PKCS#11 token PIN for SSLCert:

You are about to be asked to enter information that will be 1incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank
For some fields there will be a default value,

If you enter '.', the field will be left blank

Country Name (2 letter code) [XX]:CN

State or Province Name (full name) []:MH

Locality Name (eg, city) [Default City]:NSK

Organization Name (eg, company) [Default Company Ltd]:Utimaco
Organizational Unit Name (eg, section) []:BU

Common Name (eg, your name or your server's hostname) []:SSL
Email Address []:

[root@penss1-RHEL9 homel# [I

Here SSLCert is the token label and CertKey is the key on the HSM. Provide Cryptouser PIN when
prompted.

Figure 6: Self signed certificate generation output

[root@Openss1-RHEL9 home]# cat TestRSA.cert
BEGIN CERTIFICATE
MIID1zCCAnOgAwIBAgIUK622UzKgI2Qy3szVyEdSOk4F518wDQYJKoZIhvcNAQEL
BQAwWVTELMAKGA1UEBhMCQ04xCzAJBgNVBAgMAK1IMQwwCgYDVQQHDANOUOs xEDAO
BgNVBAoMB1V0aW1hY28xCzAJBgNVBAsMAkJVMQwwCgYDVQQDDANTUOwwHhcNMjMw
MTASMTEyMjU3WhcNMjQwMTASMTEYMjU3WjBVMQswCQYDVQQGEwJIDTj ELMAKGALUE
CAwCTUgxDDAKBgNVBACMAO5TSzEQMA4GA1UECgwHVXRpbWF jbzELMAKGA1UECwwC
QLUxDDAKBgNVBAMMAINTTDCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEB
AKU66e52bIrQBbV4/ESx1yx9NBQBZ89Sad4dCego2tYM/11al6FfptEaOtRcyzih
YOpnytwolL211/KNluD4DzrLtqyBfb4MEvVOCuuK7hBSJ8n1VrMloSpFj/18UN5sdX
/WLoXpQf1BKZj+01RuRchONrUVLEZOOmEzrt4c3L6zeayIWUgLDGAMI2QEZtY jWF
MR97kUZ712LMLZ4KYoVmlGcpwNSsCdAhB97V+u2woPNyW50yKQ1PV18vyPL1nVB9
0IwCQ4dQ787NKRmvwVotmph ivCVwi5hdkXHes4U1Eoe105XuXyUZaDeYpRILGMEY
muQe tUMVcUOYDIqr+hgn tkMCAWEAAaNTMFEwHQYDVROOBBYEFDb730xQ05fZDWmt
/ebjU7BN3esUMB8GA1UdIwQYMBaAFDb730xQ05fZDWmt/ebjU7BN3esUMABGA1Ud
EwEB/wQFMAMBAf8wDQYJKoZIhvcNAQELBQADggEBAJIPD8CE7LI4PItVfPTEVZ570
D+Nr3RR5kuS6s0sQuGt+oQBWIL2F912VA]VOruEvGecgwEbCrKTnIo786UCPUOEA2
9MetIVzQVyoOXV7vYWg+xrKmYhVUsHslcLMs6Rt7EbalHbwQBOM4UI6cnVedB+4B
dFq7Ga8AAe iwt 148TMxxB1PZ1JVaIFDyDOdoA776PWaD21czsrd/ w74]xt59jvr
K+mrMbxd+AnRbhSwSUHvgke4ROftF+zkS35FFAZXx39Rf5AzHhCu50GnAmsRaofBb
VxmAgqto5F11G9LRufGggNaEuE2wOPh/FImNCnNc jBRrneEbIzKa6 taukb+Glrég=
END CERTIFICATE
[root@penss1-RHEL9 home]# [

Figure 7: Content of self-signed certificate file

4. Create a sample text file with any content inside it
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»_ Console

# touch message.txt

[root@penss1-RHELS 11bp11-0.4.12]# cat message.txt
Welcome to Utimaco Team!!!

[root@Openss1-RHEL9 1ibp11-0.4.127# |

Figure 8: Content of message.txt

5. Sign the message file

»_ Console

# openssl cms -engine pkcs11 -sign -in message.txt -signer TestRSA.cert - inkey
"pkcs11:token=SSLCert;object=CertKey" -keyform engine -out signedRSAmessage.txt

[root@penss1-RHEL9 home]# openssl cms -engine pkcsll -sign -in message.txt -signer TestRSA.cert -inkey "pkcsll:token=SSLCert;ob
ject=CertKey" -keyform engine -out signedRSAmessage.txt
Engine "pkcs1l" set.

Enter PKCS#11 token PIN for SSLCert:
[root@penss1-RHEL9 homel# [I

Here SSLCert is the token label and CertKey is the key on the HSM. Provide Cryptouser PIN when
prompted.

yK0/01Aj 1DhANVTHrSVcOFcqgDl1e72FoPsaypmIVVLB7IXCzLOkbexG2tR28EAdD
OFCOnJ 1XnQfuAXRauxmvAAHosLYuPEzMcQYj2Y1VW1BQ8g9HaAO++j 1mg9pXM7K3
T450+18befY76yvpqzG8XTglOWAUSE1B74IHUETn7Rfs5Et+RRQGcd/UX+QMx4Qr
udBpwJ rEWgHwW1cZgKraORdYhvS@bnxoKjWhLhNsDj4fxSJjQpzXIwUa53hGyMym
uomrpG/hpa+oMYICFfTCCAnkCAQEwbTBVMQswCQYDVQQGEwJIDT j ELMAKGALUECAWC
TUgxDDAKBgNVBACMAO5TSzEQMA4GA1UECgwHVXRpbWF jbzELMAKGALIUECWwCQLUX
DDAKBgNVBAMMAINTTAIUK622UzKgI2Qy3szVyEdSOk4F518wCwYJYIZIAWUDBAIB
0oIHkMBgGCSqGSIb3DQEJAZELBgkghk 1GOwOBBWEWHAYJKoZIhvcNAQkFMQ8XDTIz
MDEwOTExMjUyMFowLwYJKoZIhvcNAQKEMSIEIFGjJIMKehCx8wScjC9442]sx9BzW
uHgCwrazEDn1aPYkKMHKGCSqGSIb3DQEIDzFsMGowCwYJYIZIAWUDBAEqMASGCWCG
SAF1AwQBFjALBglghkgBZQMEAQIwCgYIKoZIhvcNAwcwDgYIKoZIhvcNAwICAGCA
MAGGCCqGSIb3DQMCAgFAMACGBS sOAWIHMAOGCCqGSIb3DQMCAgEOMAOGCSQGSIb3
DQEBAQUABIIBAEJrq//MMVLwIbu+HbCh6Gks1GtbFuyDMDUzOG1gE1]jxBjtCM6S1
j8nbE3qrk5h4/RWB1M222cpt7YzsoNZkOGyNEeBLYyF20Jdx9ujUWdbkQg9sdfEEV
uTaTte+yLT13zpCD1zr3qT6ENTcujojyeGrhOkgde50I3rev3uM17FVaA69cdICy
L1aPvffnJImGUShhsfr2r0q81+kw/60ov]rGEwU/DEUUZ5fDmx/3Rap0Q8 inDpkAP
81pMQzzQBQEzUNPPAFRhBMFz0Kb8QLn+PngohPOp34XVRVFUI8CcTfAPY2Zr4tnlJ
m6 imYOwthBXRROXxCh17srU04/VMnu9kvy4d=

7CED1F97C9932FB9776F3313F117664D--

[root@0penss1-RHEL9 home]# [
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[root@penss1-RHEL9 home]# cat signedRSAmessage.txt

MIME-Version: 1.0

Content-Type: multipart/signed; protocol="application/pkcs7-signature"; micalg="sha-256"; boundary="----7CED1F97C9932FB9776F3313
F117664D"

This is an S/MIME signed message

7CED1F97C9932FB9776F3313F117664D
Welcome to Utimaco !!!

7CED1F97C9932FB9776F3313F117664D
Content-Type: application/pkcs7-signature; name="smime.p7s"
Content-Transfer-Encoding: base64
Content-Disposition: attachment; filename="smime.p7s"

MIIGRgYJKoZIhvcNAQcCoIIGNzCCBjMCAQEXDTALBglghkgBZQMEAGEWCWYJKoZI
hvcNAQcBoIIDjzCCA4swgglzoAMCAQICFCutt1MyoCNkMt7M1chHUjpOBeZ fMAOG
CSqGSIb3DQEBCWUAMFUXCzAIBgNVBAYTAKNOMQswCQYDVQQIDAINSDEMMAOGA1UE
BwwDTINLMRAWDgYDVQQKDAdVdG1tYWNvMQswCQYDVQQLDAJCVTEMMAoGA 1TUEAwWD
UINMMB4XDTIzMDEWOTEXMjI1N1oXDTIOMDEWOTEXMjI1N1owVTELMAKGALUEBhMC
Q04xCzAIBgNVBAgMAKk 1IMQwwCgYDVQQHDANOUOS XEDAOBgNVBAOMB1VOaW1hY28x
CzAJBgNVBAsMAkJVMQwwCgYDVQQDDANTUOwwggE iMAOGCSqGSIb3DQEBAQUAA4IB
DwAwggEKA0IBAQC10unudmyKOAW1ePxEsYssfTQUAWTPUmneHQnoKNrWDP5dWieh
X6bRGj rUXMs4oWNKZ8rcKC9opfyjZbg+A86y7asgX2+DBL9Arriu4Quifl4lazla
EqRY/9fFDebHV/116F6UH9QSmY/qIkbkXIdDalFSxGdDphM67eHNy+s3ms 1F1ICw
xgDCNkBGbWI1hTEfe5FGe9dizC2eCmKFZpRnKcDUrAnQIQfelfrtskKDzcludMik]
T1ZfL8jy4p1QfTMAKOHUO/0zSkZr8FalLZqYYrwlcIuYXZFx3rOFNRKHtTuV7181
GWg3mKUSC+jBMprkHolDFXFDmAyaq/oYJ4pDAgMBAAGjUzBRMBOGA1UdDgQWBBQ2
+99MUDuX2Q1prf3m4 10wTd3r FDAfBgNVHSMEGDAWGBQ2+99MUDuX2Q1prf3m4 10w
Td3rFDAPBgNVHRMBAf8EBTADAQH/MAOGCSqGSIb3DQEBCWUAA4IBAQCTW/AhOyye
DyLVXzOxFc+e6A/ja90UeZLkurNLELhrfqEAVVSOhfdd1QI1dK7hLxnIMBGwqyk5

Figure 9: Content of signed message file

6. Encrypt the signed message file

»_ Console

# openssl cms -engine pkcs11 -encrypt -in signedRSAmessage.txt-out
encryptedRSAsignedmessage.txt TestRSA.cert
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[root@penss1-RHEL9 home]# cat encryptedRSAsignedmessage.txt

MIME-Version: 1.0

Content-Disposition: attachment; filename="smime.p7m"

Content-Type: application/pkcs7-mime; smime-type=enveloped-data; name="smime.p7m"
Content-Transfer-Encoding: base64

MIIMbAYJKoZIhvcNAQcDoIIMXTCCDFkCAQAXxggGIMIIBhQIBADBtMFUXxCzAJIBgNV
BAYTAKNOMQswCQYDVQQIDAJINSDEMMAoGA1UEBwwDTLNLMRAWDgYDVQQKDAdVAG1lt
YWNvMQswCQYDVQQLDAJCVTEMMAoGA1UEAwwDU INMAhQrrbZTMgAjZDLezNXIR1I6
TgXmXzANBgkghk 1GO9wOBAQEFAASCAQBXDy 1XhWkSR04/PQudSJ6aV8+IX9NFaTya
JTIztMypXQOYPp90g5Nz7tv/T2I9FQCCKhE8Muln2hXRWmQVuDHFGV5g4BgWcrxs
GnMzhxFIAY/oECGQIDV2mkZdAFvSoKRVawFtiwKdvu7dBces7ei10jUsZt6AHLNAw
SmwtbAVuW95rEANCGA7c 1C/8QeRKpqd4GK1W20W2Cj 15KVbmpxrCX6GUXbOczB18
k2TLWA1Bud/RQEeWsyNVkC17CR7Nn/aRkbz2Bv+BW6CbmEd1vdExzDfRQf+bc20B
e5VeB1j7CIFmmb3GxXbhcZrKaho64a+JJKhES rpVEpN+uU1MsOWHMIIKxQYJKoZI
hvcNAQcBMBQGCCqGSIb3DQMHBA ) IHI8YjsmpcoCCCqB7v98E26N thdzm6AmPZIqY
+sPXBqiNCL8cgTLbub5aFeYRLQu6yh8Lf1FWCIYSgXLVI32Mg1D6HZz0ZmSv5dUHG
6sf4HufIweCUXZExuHboHHgXTOHq//Dorq354QH5tLLDzWaK1NkwQpFZ2c iW731S4
uBvHSNj480G1lawvOS6AEsm2Jat5uqXjQjypIblUdeZ ic7nj3wBHAzZKoRnKDX54Q1
FnZWDnDOc2y1pzh81q3GrY33hk6Hvw6Z48dsX1UXccRtCgfcSFu2nbv1kd8MbUD5
1YDpJOF8pEVNntqZB5/9TBF2Dr9Po44eadbRM]/0j jElcFodvaINzPx24s53cIPoG
kZbgmB8w34SaxJfAkYpYDSpHc 1gA1pZ6zjhKVRIH69UZSNEs3S7M1MSt7cbW51k]j
epjN5NjG1rSrmObHDL6 1Rgke5h8BtLFF+7+URU+1CESRhednuAWnPcP47rwBeolLh
7y7orkWCeYsbPzOWUOskpkF1PELSuYJxEaKJhXF7Qt9ohE1bAdSh36s7qjmg/gs i
SMVKE108r43pTqwZ6hk7gpJ20tMF1J2DAWOKdu+qYCm/RkkDgRVzLehsyH1GnoSt
+by51UTPV8Kdh5hWN 1+3NGw1pLCS2Fn+TeNyXsJPzWoNlyk iuQeLgIDQU imtQGP/
yad+IRb2BLWvt4zYhzbRxHwZ2cx+LcONjgyVgpppR1zqlVDG94HdN4+b+H6djKtU
CkHCECx/BFK1uXmf0ZU/BelcffuitbmusD9P/MVGOx1D5KzbKdZoKwI2mdRze7 6
glCQ1r0FT7/UE22Lmaul2dhVIDcKIDQGATIgNrEmgIuKidbFdL1KzJjPuEs3ov5E
SWFE6DRSKcXI1DgKjfriLjXPa+ahC7VdaOT5CA7UURbXmWLOWXFAEVaeMMqjZz3Y
8MjULWznf8ovpYcZH+IapRWTbWlUXLcEd1CTIgfEr944GqEOQYmQPU23IbYIVILq
vpSuk1VjENww+UaU10mrpL+6Qk1CIAE7cC8NW7gojINOIPe2vOP/ 1K4 xwA25uONX
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z94dcW7T8dXIK4gDYtf51tNHFhbH9bZ4gUeToYulxyz1qMyguyIMBlwrDWOV7u2l
/GWWUycYNLP/fXPR+tuXHy/yMvmZkpNTGz7 lpsGxantfoWsqCbh925XMEt/7Uysm
w9ZBu2tSTSRzQTzeVgAxI2W04zEafSI93pyWw2FqYf7TLEGTUZAbRWVr7cjAigT1
RnQsxD5CZ38f 1k411u9CvR50W]jz01bjI8rTIRXQnjAZr02ZX0YNWI7fT1sL8WIyK
LGSofhXFxD1QlhhmMzJInjLfvZNq8c1J3fDN18Lf/1HXQ9ROrptRQWegLzRgfRMSz
1+XS/044Cz59hFvkLgi1lku9wSeRENF 11EhUF6HqarzehrJAhktkycCUlnKHKojyI
mOWder4Ltp0+9pe+v/ 1P+w8D4VNIgmxckc4BadgecxzTOLT/3LNnmmv26JFIzrmBt
CBt1PV/7AH62Ax+tad4Gh1VdRnNotTBOgBR8KS0zZISpu/Aa70xIBVPmF+LASPYmf
1p1jpnQI1Zh3pagzsk8d9nIekEIIrFM8eI6N1t3rKVSTm+I1/1fx3EZayG7I]Lcy
ssaGk5szvytSnRj fTsRg+wXTyH/dOMCGON1P5aDE WUmSFgAVw37/fnSs3/6rmbj f
HE60xj 1ot8G/NXYXhhrNWcPYpeI+P30gbuTteRiwgd7qrnT20cCtqtcauQh2txe2
40qdPoREImp1YgSDUSR81sAbv]197K7xZD+xeInNoZnes3IndCLHPnd8pLbfbOpL
221GegvMVFMI1h54fJoUX0eIsLdDMKBP5RCTQDgm]7R3jrJZSGXOuAgDm6e5AEG6
G6RSSVkGUTuqEAv1adLV10XDxuibcYSulgv+ZEzmBj4v9/5ah0OH6uA4KU3f/20ne
1QBPhC3W81IBJC+Hv4CwPqgksnCH8/2EqHpV1MnjQwZCO1GBkTHgyAbg+s0O5FFVZ38
1Fh 1R4uhWgD2R47WNgIoc5JuJ9GgAKOI fzFyTSqwydKeUnQ2F6+QwCuh1k7P+K+s
09Ar iNG6Ice3fS2+YuMCoIMeMgFbKGhwBsPHDwoBEr1rYVumWExuvCMU+9A3E8GD
mXbAvBM75jUZRg9Xr8GrsU3UgZCba//EBhOY+VX1ly7X6brUAuDEBSAqOD6+AMA28
hrHroVefv9xvzouwwvDC1mY7xHL69])ZAFQX7Z4bF1fRcasLUr6K1sEF6t4mtOmS2
AE2/rCCZKr5pLFGZrU7/kQv4Vg+RyPcDN3jgUmLGRPuwcux1dZKnsPAVxe iwGDb6
V3ZY4TRfkbw9MbeQPn8QzkwVBVOBbRLk8 rywh funwFIq08dA301PYgWGmS/WW4Ng
BRFwEma7vIVzxK50901/RhK1MoAF5rLxEaFIM73NSnopBErMghXImNMYItw66 1K/
Jt10j I7FPkWYnHd5u1J9gRzAHdwWqd02D7yRP10qkQ+8IN1WYq88PY6CVv5WM3] fp
GVkdJ7TSyGS 1kkGpJKdnx57z9hfUQT3LP1CS1frnDD4HVEFqpah593p8nDwkExx+
605wx50wA+JdNj7Cqh8UxQ5txHVE2Vyqj ERa+0PaEKT3fAGQg1qz+K2Xubp4Bald
gh11IXpr359tX1eZSvD53CyYJI5L0FVRguoQETb 1hmhFWqvE89Vjcq9UVqlDrcjHZ
y+nLL1BusEI+h2K02wT+FtUMzSCpR6EaKd+bV9V15/Z72UJPcIBBqP66J709dhRR
WSIn6gNglayjOmSgjhFgTeZLGzDnxxfxQxXTq/MeT8/Gu258ymgp4V/CkDaRD inr
z4hr1s9ZoZTDS5DTD1RJoalu8q/eYMXWizdF19fChfJ1z1InefHCZ9TOL11vU4N1
cAjOusZuqlAZOGnGREBTL1607uzK/Qr9YuARhofqtyrBgaPrX+Jtv9YSbDxTazhH
ykaKvrpiFnyIjoFnQgA+qQ=

[root@Openss1-RHEL9 homel# [j

Figure 10: Encrypted message file content

7. Decrypt the encrypted signed message file

»_ Console

# openssl cms -engine pkcs11 -decrypt -in encryptedRSAsignedmessage.txt - inkey
"pkcs11:token=SSLCert;object=CertKey" -keyform engine -out
decryptedRSAsignedmessage. txt

[root@penss1-RHEL9 1ibp11-0.4.12]# openssl cms -engine pkc;ll -decrypt -in encryptedRSAsignedmessage.txt -1inkey “pkEsll:token:S
SLCert;object=CertKey" -keyform engine -out decryptedRSAsignedmessage.txt

Engine "pkcs1l" set.
Enter PKCS#11 token PIN for SSLCert:
[root@penss1-RHEL9 libp11-0.4.127# ]
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Figure 11: Decrypt Sign message

[root@penss1-RHEL9 1ibp11-0.4.12]# cat decryptedRSAsignedmessage.txt

MIME-Version: 1.0

Content-Type: multipart/signed; protocol="application/pkcs7-signature”; micalg="sha-256"; boundar ----3F6C85D2944BD7C9A5142C6E
5CB64758"

This is an S/MIME signed message

3F6C85D2944BD7C9A5142C6E5CB64758
Welcome to Utimaco Team!!!

3F6C85D2944BD7C9A5142C6E5CB64758
Content-Type: application/pkcs7-signature; name="smime.p7s"
Content-Transfer-Encoding: base64
Content-Disposition: attachment; filename="smime.p7s"

MIIGRgYJKoZIhvcNAQcCoIIGNzCCBjMCAQEXDTALBglghkgBZQMEAQEWCWYJKoZI
hvcNAQcBoIIDjzCCA4swgglzoAMCAQICFGjADg2DgB1F4jzvc51ZIauuP/ iHMAGG
CSqGSIb3DQEBCWUAMFUxCzAJBgNVBAYTAK1OMQswCQYDVQQIDAINSDENMASGAIUE
BwwEUHVuUZTEQMA4GA1UECgwHVXRpbWF jbzELMAKGA1UECwwCQLUXCzAJBgNVBAMM
AKNOMB4XDTIzMDEXMTEXMTExOFoXDTIOMDExXMTEXMTExXOFowVTELMAKGA1UEBhMC
SU4xCzAIBgNVBAgMAk1IMQOwWCwYDVQQHDARQAWS LMRAWDgYDVQQKDAdVAGLtYWNvV
MQswCQYDVQQLDAJCVTELMAKGA1UEAWWCQO4wggE iMAOGCSqGSIb3DQEBAQUAA4IB
DwAwggEKA0IBAQC10unudmyKO@AW1ePxEsYss fTQUAWfPUmneHQnoKNrWDP5dWieh
X6bRGj ruXMs4oWNKZ8rcKC9opfyjZbg+A86y7asgX2+DBLI9Arriud4QUifl4lazla
EQRY/9fFDebHV/116F6UH9QSmY/qIkbkXIdDalFSxGdDphM67eHNy+s3ms 1F1ICw
xgDCNKBGbWI 1hTEfe5FGe9d1zC2eCmKFZpRnKcDUrAnQIQfelfrtskDzcludMik]
T1ZfL8jy4p1QfTiMAKOHUO/0zSkZr8FaLZqYYrwlcIuYXZFx3rOFNRKHtTuV7181
GWg3mKUSC+jBMprkHolDFXFDmAyaq/oYJ4pDAgMBAAG]j UzBRMBOGA 1UdDgQWBBQ2
+99MUDuX2Q1prf3m4 10wTd3r FDATBgNVHSMEGDAWgBQ2+99MUDuX2Q1pr3m4 10w
Td3rFDAPBgNVHRMBAT8EBTADAQH/MAOGCSqGSIb3DQEBCWUAA4IBAQBNR4pU7z1t
1UWpDS7boPS8514AAFLDYULTN4AKXvIw20]j I616arzKAU41yAxgW3a51mRyQ6V/D
p4wxs/EJYIXQUT/NqlHG8ykSugNYiDS5sC079unIjKzASz7gHTtIu052rLN7gfMM
VAFITWEewsvt3K1pjUmAf4FymVMWuzITExGevZ11QDCLptzV341yFKdp+k5URGuJ

Figure 12: Content of decrypted signed message file

Here SSLCert is the token label and CertKey is the key on the HSM. Provide Cryptouser PIN when
prompted.

8. Verify the decrypted signed message file

»_ Console

# openssl cms -engine pkcs11 -verify -in decryptedRSAsignedmessage.txt - CAfile
TestRSA.cert -out originalmessage.txt TestRSA.cert

[root@penss1-RHEL9 1ibp11-0.4.12]# openssl cms -engine pkcsll -verify -in decryptedRSAsignedmessage.txt -CAfile TestRSA.cert -o
ut originalmessage.txt TestRSA.cert

Engine "pkcsil" set.

CMS Verification successful

[root@penss1-RHEL9 libp11-0.4.127# |

Figure 13: Output of openssl verification command

[root@Openss1-RHEL9 11bp11-0.4.12]# cat originalmessage.txt
Welcome to Utimaco Team!!!

[root@penss1-RHEL9 1ibp11-0.4.127# |
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Figure 14: Output of original message content

4.4.3.2 Testing with ECC Key (Linux)

1. Generate the ECC key using p11tool2

»_ Console

# p11tool2 slot=2 LoginUser=123456 PubKeyAttr=CKA_LABEL="TestECDSAKey"
PrvKeyAttr=CKA_LABEL="TestECDSAKey",6 CKA_DERIVE=CK_TRUE

GenerateKeyPair=ECC

Once key generation complete then add CKA_ID for both public and private ECC keys using
PKCS11# CryptoServer Administration tool. Also make sure to set CKA_DERIVE=CK_TRUE in
above command.

2. Verify that the keys are generated onto the HSM using following command

>_ Console

# p11tool2 slot=<Slot_No.> LoginUser=<CryptoUser_PIN> ListObjects

Example

»_ Console
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[root@penss1-RHEL9 bin]# ./p11tool2 slot=1 LoginUser=ask ListObjects Enter
normal user PIN:

CKO_PUBLIC_KEY:

+ 1.1

CKA_KEY_TYPE CKK_ECDSA

CKA_UNIQUE_ID 87E13F2D-A49F-497C-B49C-CFEB9725EBEB
CKA_LABEL = TestECDSAKey

CKA_ID =

CKO_PRIVATE_KEY:

+ 2.1

CKA_KEY_TYPE

CKK_ECDSA

CKA_UNIQUE_ID

F1C1638F-41B3-4447-BF77-22E9ECO04F2E5

CKA_SENSITIVE = CK_TRUE
CKA_EXTRACTABLE = CK_FALSE
CKA_LABEL = TestECDSAKey

CKA_ID =

3. Generate a certificate request

»_ Console

# openssl req -engine pkcs11 -new -key
"pkcs11:token=SSLCertNew;object=TestECDSAKey" -keyform engine -out
TestECDSACSR.csr
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[root@penss1-RHEL9 bin]# openssl req -engine pkcsll -new -key "pkcsll:token=SSLCertNew;object=TestECDSAKey" -keyform engine
-out TestECDSACSR.csr

Engine "pkcsl1l" set.

Enter PKCS#11 token PIN for SSLCertNew:

You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [XX]:IN

State or Province Name (full name) []:CP

Locality Name (eg, city) [Default City]:UK

Organization Name (eg, company) [Default Company Ltd]:Utimaco
Organizational Unit Name (eg, section) []:CS

Common Name (eg, your name or your server's hostname) []:Security
Email Address []:Test@gmail.com

Please enter the following 'extra' attributes
to be sent with your certificate request
A challenge password []:

An optional company name []:
[root@penss1-RHEL9 binJ# ||

[root@Openss1-RHEL9 bin]# cat TestECDSACSR.csr

BEGIN CERTIFICATE REQUEST
MIIBNDCB2gIBADB4MQswCQYDVQQGEwJ]JITjELMAKGAIUECAWCQ1AXxCzAIBgNVBACM
ATVLMRAwWDgYDVQQKDAdVdG1tYWNVMQswCQYDVQQLDAJDUzERMASGA1UEAWWIU2V]
dXJpdHkxHTAbBgkghk 1GO9wOBCQEWD1R1c3RAZ21haWwuY29tMFkwEwYHK0ZIzj0C
AQYIKoZIzjODAQcDQgAErwps9+W15gA42jErk9SeUV800FX6ecLyu5/EhI3q3dyW
0zKjQ00b11JIBWOWLYffhHG1jQk04cZOH6d3jQjmO/KAAMA0GCCqGSM49BAMCAOKA
MEYCIQC7+L818pqHgxSc4bIB3YJShRAI2eNkMDC1LsYVYf315wIhAM4N1VXaYphQ
mXaAgpFbo4LJjvQ8e3nXvWGTfD1S3gALJ

END CERTIFICATE REQUEST
[root@penss1-RHEL9 bin]# |}

Figure 15: Generate certificate request and Content of generated certificate request

Here SSLCertNew is the token label and TestECDSAKey is the key on the HSM. Provide
Cryptouser PIN when prompted.

4. Create a self-signed certificate based on the generated key

>_ Console

# openssl req -engine pkcs11 -new -x509 -days 365 -key
"pkcs11:token=SSLCertNew;object=TestECDSAKey" -keyform engine -out
TestECDSA.cert

Here SSLCertNew is the token label and TestECDSAKey is the key on the HSM. Provide
Cryptouser PIN when prompted.
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[root@penss1-RHEL9 bin]# openssl req -engine pkcsll -new -x509 -days 365 -key "pkcsll:token=SSLCertNew;object=TestECDSAKey"
-keyform engine -out TestECDSA.cert

Engine "pkcsll" set.

Enter PKCS#11 token PIN for SSLCertNew:

You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [XX]:UK

State or Province Name (full name) []:MN

Locality Name (eg, city) [Default City]:VB

Organization Name (eg, company) [Default Company Ltd]:Utimaco
Organizational Unit Name (eg, section) []:CS

Common Name (eg, your name or your server's hostname) []:Security
Email Address []:gtsdf@gmail.com

[root@penss1-RHEL9 binJ# [|

[ -

[root@Openss1-RHELYS biﬁj# cat TestECDSA.cert
BEGIN CERTIFICATE
MIICSDCCAe2gAwIBAgIUWCCL tuGhe 1Ka®@XEPuoLb0G3YMoowCgYIKoZIzjOEAWIw

eTELMAKGA1UEBhMCVUsxCzAJBgNVBAgMAk10MQswCQYDVQQHDAIWQj EQMA4GA1UE
CgwHVXRpbWF jbzELMAKGA1UECwwCQ1MXETAPBgNVBAMMCFN1Y3VyaXR5MR4wHAY ]
KoZIhvcNAQkBFg9ndHNkZkBnbWFpbC53jb20wHhcNMjMwMz IwMTEWODASWhcNMj Qw
MzESMTEwODASW]B5MQswCQYDVQQGEwJIVSzELMAKGALUECAWCTU4xCzAJBgNVBACM
A1ZCMRAwWDgYDVQQKDAdVdG1tYWNvMQswCQYDVQQLDAIDUzERMASGALUEAWWIU2V]
dXJpdHkxHjAcBgkghk 1GO9wOBCQEWD2d0c2RmQGdtYWLsLmNvbTBZMBMGByqGSM49
AgEGCCqGSMA49AWEHAOIABK8KbPf1teYAONoxK5PUNLFfDjhV+nnC8rufxISN6t3c
1gMyo0ODjm5dSQVtFpWH34RxpYOINOHGAB+nd40I5tPyjUzBRMBOGA1UdDgQWBBSq
v26xMtKttT9S/hWVMtoaICxAXDATBgNVHSMEGDAWgBSqv26xMtKttT9S/hWVMtoa
ICxAXDAPBgNVHRMBATfS8EBTADAQH/MA0oGCCqGSM49BAMCAOKAMEYCIQCO WebrqoQ
dEGetd3BJLKeXaltwlom5WQy6t098hyQagIhAO1VrH1s5MkmMPj4elLadplxrypkH
YOrJsG+SEfA6t iwU
END CERTIFICATE
[root@penss1-RHEL9 bin]# |}

Figure 16: Content of self-signed certificate

5. Create a sample text file and write any content inside it

»_ Console

# touch message.txt

[root@penss1-RHELS 11bp11-0.4.12]# cat message.txt
Welcome to Utimaco Team!!!

[root@penss1-RHELS 11bp11-0.4.12]# I

Figure 17: Content of message file
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6. Sign the message file

»_ Console

# openssl cms -engine pkcs11 -sign -in message.txt -signer TestECDSA.cert

-inkey "pkcs11:token=SSLCertNew;object=TestECDSAKey" -keyform engine -out
signedECDSAmessage.txt

Here SSLCertNew is the token label and TestECDSAKey is the key on the HSM. Provide
Cryptouser PIN when prompted.

[root@penss1-RHEL9 bin]# openssl cms -engine pkcsll -sign -1in message.txt -signer TestECDSA.cert -inkey "pkcsll:token=SSLCe
rtNew;object=TestECDSAKey" -keyform engine -out signedECDSAmessage.txt

Engine "pkcsll" set.

Enter PKCS#11 token PIN for SSLCertNew:

[root@penss1-RHEL9 bin]# []

[root@penss1-RHEL9 bin]# cat signedECDSAmessage.txt

MIME-Version: 1.0

Content-Type: multipart/signed; protocol="application/pkcs7-signature”; micalg="sha-256"; boundary="----6ED94F7D94022CB10DBF
08A6A4495797"

This is an S/MIME signed message

6ED94F7D94022CB10DBFO8A6A4495797
Welcome to Utimaco Team !!!

6ED94F7D94022CB10DBFO8A6A4495797
Content-Type: application/pkcs7-signature; name="smime.p7s"
Content-Transfer-Encoding: base64
Content-Disposition: attachment; filename="smime.p7s"

MIIEawYJKoZIhvcNAQcCoIIEXDCCBFgCAQEXDTALBglghkgBZQMEAgEWCWYJKoZI
hvcNAQcBoIICTDCCAkgwggHtoAMCAQICFFggi4rhoXoimtFxD7qC2zht2DKKMAOG
CCqGSM49BAMCMHkxCzAJBgNVBAYTATVLMQswCQYDVQQIDAINTj ELMAKGA1UEBwWC
VKIXEDAOBgNVBAoMB1VOaW1hY28xCzAIBgNVBAsSMAKNTMREWDwYDVQQDDAhTZWN 1
cmlOeTEeMBWGCSqGSIb3DQEJARYPZ3RzZGZAZ21haWwuY29tMB4XDTIzMDMyMDEx
MDgwOVoXDTIOMDMxOTExMDgwOVoweTELMAKGA1UEBhMCVUsxCzAJBgNVBAgMAK10
MQswCQYDVQQHDAIWQj EQMA4GA1UECgwHVXRpbWF jbzELMAKGALUECWWCQ1MXETAP
BgNVBAMMCFN1Y3VyaXR5MR4wHAYJKoZIhvcNAQkBFg9ndHNkZkBnbWFpbC53jb20w
WTATBgcghkjOPQIBBggghkjOPQMBBWNCAASYCmz35bXmADj aMSuT115RXw44Vfp5
wvK7n8SEjerd3JajMgNA45uXUkFbRaVh9+EcaWNCTThxnQfp3eNCObT801MWUTAd
BgNVHQ4EFgQUqrOusTLSrbU/Uv4V1TLaG1AsQFwwHwYDVROjBBgwFoAUqrousTLS
rbU/Uv4V1TLaG1AsQFwwDwYDVROTAQH/BAUWAWEB/zAKBggghkjOPQQDAgNJADBG
A1EAtIlnug6gqEHRBNnrXdwSSyn12tbcCaJuVkMurdPfIckGoCIQDtVax9b0TJIJjD4
+H12naSca8qZB2NKybBvkhHwOrYsFDGCAeUwggHhAgEBMIGRMHkxCzAJBgNVBAYT
A1VLMQswCQYDVQQIDAIJNT j ELMAKGA1UEBwwCVKIXEDAOBgNVBAOMB1VOaW1hY28x
CzAJIBgNVBASMAKNTMREwDwYDVQQDDARTZWN 1cm10eTEeMBwGCSqGSIb3DQEJARYP
Z3RzZGZAZ21haWwuY29tAhRYIIuK4aF6IprRcQ+6gts4bdgy1jALBglghkgBZQME

rbU/Uv4V1TLaG1AsQFwwDwYDVROTAQH/BAUWAWEB/zAKBggghkj OPQQDAgNJADBG
A1EAtIlnug6gEHRBNnrXdwSSyn12tbcCaJuVkMurdPfIckGoCIQDtVax9b0TlJjD4
+H12naSca8qZB2NKybBvkhHwOrYsFDGCAeUwggHhAgEBMIGRMHkxCzAJBgNVBAYT
A1VLMQswCQYDVQQIDAINT] ELMAKGA1UEBwWCVKIXEDAOBgNVBAoMB1VOaW1hY28x
CzAIBgNVBAsMAKNTMREwDwYDVQQDDAhTZWN1cm10eTEeMBwGCSqGSIb3DQEJARYP
Z3RzZGZAZ21haWwuY29tAhRYIIuK4aF6IprRcQ+6gts4bdgyijALBglghkgBZQME
AgGggeQwGAYJIKoZIhvcNAQkDMQsGCSqGSIb3DQEHATACBgkghk 1G9wOBCQUXDxcN
MjMwMzIwMTExXMjE2WjAvBgkghk 1G9wOBCQQxIgQgEmLaEZWRGZYpAsXS41e211Dt
jb7YbfgpxvuIoETnOkAweQYJKoZIhvcNAQkPMWwwajALBglghkgBZQMEASowCwYJ
YIZIAWUDBAEWMAsGCWCGSAF1AwQBAjAKBggghk 1G9wODBzAOBggqhk 1GOwODAQIC
AIAWDQYIKoZIhvcNAWICAUAwBwWYFKw4DAgcwDQYIKoZIhvcNAWICASgwCgYIKoZI
zjOEAWIESDBGA1EAtqzY71hIINHI4K0aq4P100k6/K80HI9YMAB+VBIBPmMQcCIQC]
zC1b5WbUwp6/FGNGs8eNINWil16F7/NSNGP/zgKCVLA=

6ED94F7D94022CB10DBFO8A6A4495797 --

[root@penss1-RHEL9 binl# i
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Figure 18: Content of signed message file

7. Verify the signed message file

»_ Console

# openssl cms -engine pkcs11 -verify -in signedECDSAmessage.txt -CAfile
TestECDSA.cert -out originalmessage.txt TestECDSA.cert

8. Open the content of originalmessage.txt and verify it is same as original content.

[root@Openss1-RHEL9 11bp11-0.4.12]# cat originalmessage.txt
Welcome to Utimaco Team!!!

[root@penss1-RHEL9 1ibp11-0.4.127# |

Figure 19: Content of original message file

4.4.4 Creating a Local CA and Performing Cryptographic Operation with OpenSSL
(Linux)

1. Open the /< OPENSSLDIR>/openssl.cnf file in the text editor and edit the [CA_default]
section to following

»_ Console

dir = /localCA

new_certs_dir = $dir/newcerts

0 You can change dir to the directory of your choice, but make sure to use correct path in
the subsequent steps. Here we have created directory /localCA under root directory

and new_certs_dir= $dir/newcerts
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2. Create the directory /localCA/newcerts

»_ Console

# mkdir /localCA/newcerts

3. Create the text files /localCA/index.txt and /localCA/serial

»_ Console

# touch /localCA/index.txt # touch /localCA/serial

4. Open the /localCA/serial file and write 01 in it and click enter. Save the file

5. Create a key pair by using p11tool2 for root CA For RSA

»_ Console

# p11tool2 slot=2 LoginUser=123456 PubKeyAttr=CKA_LABEL="CAKey"
PrvKeyAttr=CKA_LABEL="CAKey" GenerateKeyPair=RSA

This generates RSA 2048 CA private and public keys on the HSM For ECC

»_Console
# p11tool2 slot=2 LoginUser=123456 PubKeyAttr=CKA_LABEL="CAKey"

PrvKeyAttr=CKA_LABEL="CAKey" GenerateKeyPair=ECC

This generates ECC CA private and public keys on the HSM
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6. Verify that the RSA keys are generated onto the HSM using following command

»_ Console

# p11tool2 Slot=<Slot_No.> LoginUser=<Cryptouser_PIN> ListObjects

[root@penss1-RHELYS bin]# ./plltool2 slot=0 LoginUser=12345678 ListObjects

CKO_PUBLIC_KEY:

+ 1.1
CKA_KEY_TYPE
CKA_UNIQUE_ID
CKA_LABEL
CKA_ID

CKK_RSA
ECE4D623-EDC7-4250-A675-69517F52C2FA
CAKey

CKO_PRIVATE_KEY:

+ 2.1
CKA_KEY_TYPE
CKA_UNIQUE_ID
CKA_SENSITIVE
CKA_EXTRACTABLE
CKA_LABEL
CKA_ID

CKK_RSA
CO9FFADE9-C714-4797-A1EO-1A5EABF0O86F4
CK_TRUE

CK_FALSE

CAKey

[root@penss1-RHEL9 bin]# |}

Figure 20: CA RSA Key list

6. Verify that the ECC keys are generated onto the HSM using following command

»_ Console

# p11tool2 Slot=<Slot_No.> LoginUser=<Cryptouser_PIN> ListObjects
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[root@Openss1-RHELYS bin]# ./plltool2 slot=2 LoginUser=ask ListObjects
Enter normal user PIN:

CKO_PUBLIC_KEY:

+ 1.1
CKA_KEY_TYPE
CKA_UNIQUE_ID
CKA_LABEL
CKA_ID

CKK_ECDSA
5274D14E-E336-4B3A-9437-FDFO8C39726F
TestECDSAKey

1.2
CKA_KEY_TYPE
CKA_UNIQUE_ID
CKA_LABEL
CKA_ID

CKK_ECDSA
A8357051-2FCE-4A2C-A7BB-A492BD7436AA
CAKey

CKO_PRIVATE_KEY:

+ 2.1
CKA_KEY_TYPE
CKA_UNIQUE_ID
CKA_SENSITIVE
CKA_EXTRACTABLE
CKA_LABEL
CKA_ID

CKK_ECDSA
2D45F73E-5DC3-4ACA-9B8D-598E663534A1
CK_TRUE

CK_FALSE

TestECDSAKey

2.2
CKA_KEY_TYPE
CKA_UNIQUE_ID
CKA_SENSITIVE
CKA_EXTRACTABLE
CKA_LABEL
CKA_ID

CKK_ECDSA
22A04B15-27C6-4310-9D1D-D2E5984B4871
CK_TRUE

CK_FALSE

CAKey

[root@penss1-RHEL9 binl# |}

Figure 21: List ECC key

7. Create the CA certificate based on the generated key that is used for signing other
certificates by running below command.

»_ Console
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# openssl req -engine pkcs11 -new -x509 -days 365 -key
“pkcs11:token=SSLCert1;o0bject=CAKey” -keyform engine -out

/localCA/newcerts/ca.cer

[root@penss1-RHEL9 11bp11-0.4.12]# openssl req -engine pkcsil -new -x509 -days 365 -key "pkcsii:token=SSLCert1;object=CAKey" -k
eyform engine -out /localCA/newcerts/ca.cer

Engine "pkcsil" set.

Enter PKCS#11 token PIN for SSLCertl:

You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what 1s called a Distinguished Name or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [XX]:IN

State or Province Name (full name) []:MH

Locality Name (eg, city) [Default City]:PN

Organization Name (eg, company) [Default Company Ltd]:Utimaco
Organizational Unit Name (eg, section) []:BU

Common Name (eg, your name or your server's hostname) []:CS
Email Address []:

[root@penss1-RHELY libp11-0.4.121# |}

Figure 22: CA certificate generation output

Here CAKey is the Object label for the CA private key on the Utimaco HSM created in Step 5 and
SSLCert1 is token label. Provide Cryptouser PIN when prompted.

4.4.5 Generate Certificate Request for Sender and Receiver (Linux)

1. Create a directory to generate the certificate request for sender and receiver

»_ Console

# mkdir /localCA/newcerts/sender

# mkdir /localCA/newcerts/receiver

2. Generate a sender key pair using p11tool2 For RSA
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»_ Console

# p11tool2 slot=2 LoginUser=123456 PubKeyAttr=CKA_LABEL="SenderKey"
PrvKeyAttr=CKA_LABEL="SenderKey” GenerateKeyPair=RSA

For ECC

»_ Console

# p11tool2 slot=2 LoginUser=123456 PubKeyAttr=CKA_LABEL="SenderKey"
PrvKeyAttr=CKA_LABEL="SenderKey"” GenerateKeyPair=ECC

Once key generation is completed then add CKA_ID for both public and private ECC keys using
PKCS11# CryptoServer Administration tool.

3. Verify that the keys are generated onto the HSM using following command. For ECC
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[root@Openss1-RHEL9 bin]# ./plltool2 slot=2 LoginUser=ask ListObjects
Enter normal user PIN:

CKO_PUBLIC_KEY:

+ 1.1
CKA_KEY_TYPE
CKA_UNIQUE_ID
CKA_LABEL
CKA_ID

CKK_ECDSA
5274D14E-E336-4B3A-9437-FDFO8C39726F
TestECDSAKey

)
CKA_KEY_TYPE
CKA_UNIQUE_ID
CKA_LABEL
CKA_ID

CKK_ECDSA
A8357051-2FCE-4A2C-A7BB-A492BD7436AA
CAKey

1.3
CKA_KEY_TYPE
CKA_UNIQUE_ID
CKA_LABEL
CKA_ID

CKK_ECDSA
CA926885-B571-416D-B5DB-E5245C906E99
SenderKey

CKO_PRIVATE_KEY:
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CKO_PRIVATE_KEY:

+ 2.1

CKA_KEY_TYPE
CKA_UNIQUE_ID
CKA_SENSITIVE
CKA_EXTRACTABLE
CKA_LABEL
CKA_ID

2.2
CKA_KEY_TYPE
CKA_UNIQUE_ID
CKA_SENSITIVE
CKA_EXTRACTABLE
CKA_LABEL
CKA_ID

2.3
CKA_KEY_TYPE
CKA_UNIQUE_ID
CKA_SENSITIVE
CKA_EXTRACTABLE
CKA_LABEL
CKA_ID

CKK_ECDSA
2D45F73E-5DC3-4ACA-9B8D-598E663534A1
CK_TRUE

CK_FALSE

TestECDSAKey

CKK_ECDSA
22A04B15-27C6-4310-9D1D-D2E5984B4871
CK_TRUE

CK_FALSE

CAKey

CKK_ECDSA
FA3DO6F7-58A4-4116-B64C-3A693BF0O2E89
CK_TRUE

CK_FALSE

SenderKey

[root@penss1-RHEL9 bin]# [}

Figure 23: CA certificate generation output Sender ECC Key List

For RSA

»_ Console

# p11tool2 slot=<Slot_No.> LoginUser=<CryptoUser_PIN> ListObjects
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[root@Openss1-RHEL9 bin]# ./plltool2 slot=5 LoginUser=12345678 L1istObjects

CKO_PUBLIC_KEY:

o
CKA_KEY_TYPE
CKA_UNIQUE_ID
CKA_LABEL
CKA_ID

CKK_RSA
EFD36AB5-3468-4E4A-A43B-EDF7BE812065
SenderKey

)
CKA_KEY_TYPE
CKA_UNIQUE_ID
CKA_LABEL
CKA_ID

CKK_RSA
BFFE6D15-48C9-42B5-8CDB-C03588356D24
CAKey

CKO_PRIVATE_KEY:

+ 2.1
CKA_KEY_TYPE
CKA_UNIQUE_ID
CKA_SENSITIVE
CKA_EXTRACTABLE
CKA_LABEL
CKA_ID

CKK_RSA
FO091D971-827A-42C2-9FD4-0FAO83D99E6C
CK_TRUE

CK_FALSE

SenderKey

2.2
CKA_KEY_TYPE CKK_RSA

Figure 24: Sender RSA Key list

4. Generate a certificate request for sender.

»_ Console

# openssl req -engine pkcs11 -new -key "pkcs11:token=SSLCert1;object=SenderKey"
-keyform engine -out

/localCA/newcerts/sender/sender.txt
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[root@penss1-RHEL9 1ibp11-0.4.12]# openssl req -engine pkcsll -new -key "pkcsll:token=SSLCertl;object=SenderKey" -keyform engin
e -out /localCA/newcerts/sender/sender.txt

Engine "pkcs1l" set.

Enter PKCS#11 token PIN for SSLCerti:

You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank

Country Name (2 letter code) [XX]:In

State or Province Name (full name) []:MH

Locality Name (eg, city) [Default City]:Pn

Organization Name (eg, company) [Default Company Ltd]:Utimaco
Organizational Unit Name (eg, section) []:BU

Common Name (eg, your name or your server's hostname) []:CS
Email Address []:

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:

An optional company name []:
[root@penss1-RHEL9 1ibp11-0.4.127# i

Figure 25: Sender certificate request generation
Enter the prompted value for "A challenge password" as blank.

Here SSLCert1 is the token label and SenderKey is the key on the HSM. Provide Cryptouser PIN
when prompted.

5. Sign the certificate request for sender by CA

»_ Console

# openssl ca -engine pkcs11 -policy policy_anything -cert

/localCA/newcerts/ca.cer -in /localCA/newcerts/sender/sender.txt -keyfile
"pkcs11:token=SSLCert1;o0bject=CAKey" -keyform engine -out

/localCA/newcerts/sender/SenderSignedCertificate.cert
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[root@Openss1-RHEL9 1ibp11-0.4.12]# openssl ca -engine pkcsll -policy policy anything -cert /localCA/newcerts/ca.cer -in /localC
A/newcerts/sender/sender.txt -keyfile "pkcsll:token=SSLCertl;object=CAKey" -keyform engine -out /localCA/newcerts/sender/SenderS
ignedCertificate.cert
Engine "pkcsl11l" set.
Using configuration from /etc/pki/tls/openssl.cnf
Enter PKCS#11 token PIN for SSLCertl:
Check that the request matches the signature
Signature ok
Certificate Details:
Serial Number: 1 (0x1)
Validity
Not Before: Feb 7 12:31:20 2023 GMT
Not After : Feb 7 12:31:20 2024 GMT
Subject:
countryName
stateOrProvinceName
localityName
organizationName
organizationalUnitName
commonName
X509v3 extensions:
X509v3 Basic Constraints:
CA:FALS
Subject Key Ide
20

In
MH
Pn
Utimaco
BU
cs

LU | B | B [}

ntifi
0:A3:

dént ifier:

X509v3 Authority Key I
‘-F AF

F4 33 AF:97:
Certificate is to be certified until Feb 7 12
Sign the certificate? [y/n]:y

Certificate Details:
Serial Number: 1 (0x1)
Validity
Not Before: Feb 7 12:31:20 2023 GMT
Not After : Feb 7 12:31:20 2024 GMT
Subject:
countryName = In
stateOrProvinceName MH
localityName Pn
organizationName Utimaco
organizationalUnitName BU
commonName =NES
X509v3 extensions:
X509v3 Basic Constraints:
CA:FALSE
X509v3 Subject Key Identifier:
85:B3:B0:C5:7B:20:A3:01:5B:DB:B8:94:76:13:56:1A:B3
X509v3 Authority Key Identifier:
F4:75:2F:5B:F5:AF:97:3B:DA:D8:6E:E9:0F:87:24:44:3E
Certificate i1s to be certified until Feb 7 12:31:20 2024 GMT (365
Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commit? [y/n]y
Write out database with 1 new entries

Data Base Updated

[root@penss1-RHEL9 1ibp11-0.4.127# l

Figure 26: Sender certificate request signing by CA
Press y to sign and y again to commit.

Here SSLCert1 is the token label and CAKey is the key on the HSM. Provide Cryptouser PIN when
prompted.
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6. Generate key pair for receiver using p11tool2

0 For receiver only RSA keys are generated. OpenSSL 3 does not support encryption and
decryption with ECC key.

For RSA

»_ Console

./p11tool2 slot=<Slot_No.> LoginUser=123456 PubKeyAttr=CKA_LABEL="ReceiverKey"
PrvKeyAttr=CKA_LABEL="ReceiverKey" GenerateKeyPair=RSA

Verify that key pair is generated onto the HSM using following command.

»_ Console

# p11tool2 slot=<Slot_No.> LoginUser=<CryptoUser_PIN> ListObjects

For RSA
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[root@penss1-RHEL9 bin]# ./plltool2 slot=5 LoginUser=12345678 ListObjects

CKO_PUBLIC_KEY:

+ 1.1

CKA_KEY_TYPE
CKA_UNIQUE_ID
CKA_LABEL
CKA_ID

1.2
CKA_KEY_TYPE
CKA_UNIQUE_ID
CKA_LABEL
CKA_ID

1.3
CKA_KEY_TYPE
CKA_UNIQUE_ID
CKA_LABEL
CKA_ID

CKO_PRIVATE_KEY:

+ 2.1

CKA_KEY_TYPE
CKA_UNIQUE_ID
CKA_SENSITIVE

Document No.: 1G-2025-0031

Document Version: 0.1.0

CKK_RSA
4A58B012-920C-4332-B73D-8E2E0OBBFDAS
ReceilverKey

CKK_RSA
EFD36AB5-3468-4E4A-A43B-EDF7BE812065
SenderKey

CKK_RSA
BFFE6D15-48C9-42B5-8CDB-C03588356D24
CAKey

CKK_RSA
FO91D971-827A-42C2-9FD4-0FAO83DIIEGC
CK_TRUE
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CKO_PRIVATE_KEY:

+ 2.1

CKA_KEY_TYPE
CKA_UNIQUE_ID
CKA_SENSITIVE
CKA_EXTRACTABLE
CKA_LABEL
CKA_ID

2.2
CKA_KEY_TYPE
CKA_UNIQUE_ID
CKA_SENSITIVE
CKA_EXTRACTABLE
CKA_LABEL
CKA_ID

2.3
CKA_KEY_TYPE
CKA_UNIQUE_ID
CKA_SENSITIVE
CKA_EXTRACTABLE
CKA_LABEL
CKA_ID

[root@penss1-RHEL9 bin]# |}

Figure 27: Receiver RSA Key list

CKK_RSA
FO91D971-827A-42C2-9FD4-0FAO83D99EGC
CK_TRUE

CK_FALSE

SenderKey

CKK_RSA
D9622BDC-397F-453C-86A6-937BE7D7534A
CK_TRUE

CK_FALSE

CAKey

CKK_RSA
73D9829D-C534-42D1-AE45-21110E01BBCA
CK_TRUE

CK_FALSE

ReceilverKey

7. Generate a certificate request for receiver

»_ Console

# openssl req -engine pkcs11 -new -key
"pkcs11:token=SSLCert1;object=ReceiverKey" -keyform engine -out

/localCA/newcerts/receiver/Receiver.txt
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[root@penss1-RHEL9 1ibp11-0.4.127# openssl req -engine pkcsll -new -key "pkcsll:token=SSLCertl;object=ReceiverKey" -keyform eng
ine -out /localCA/newcerts/receiver/Receiver.txt
Engine "pkcs1l" set.
Enter PKCS#11 token PIN for SSLCertil:
You are about to be asked to enter information that will be incorporated

into your certificate request.
What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

or some fields there will be a default value,

you enter '.', the field will be left blank

Country Name (2 letter code) [XX]:CN

State or Province Name (full name) []:MH

Locality Name (eg, city) [Default City]:Ns

Organization Name (eg, company) [Default Company Ltd]:Utimaco
Organizational Unit Name (eg, section) []:BU

Common Name (eg, your name or your server's hostname) []:CD
Email Address []:

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:

An optional company name []:
[root@penss1-RHEL9 1ibp11-0.4.127# i

Figure 28: Receiver certificate request generation
Enter prompted value for "A challenge password" as blank.

Here SSLCert1 is the token label and ReceiverKey is the key on the HSM. Provide Cryptouser PIN
when prompted.

8. Sign the certificate request for receiver by CA

»_ Console

# openssl ca -engine pkcs11 -policy policy_anything -cert

/localCA/newcerts/ca.cer -in /localCA/newcerts/receiver/Receiver.txt - keyfile
"pkcs11:token=SSLCert1;object=CAKey" -keyform engine -out

/localCA/newcerts/receiver/ReceiverSignedCertificate.cert
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[root@Openss1-RHEL9 1ibp11-0.4.12]# openssl ca -engine pkcsll -policy policy_anything -cert /localCA/newcerts/ca.cer -in /localC
A/newcerts/receiver/Receiver.txt -keyfile "pkcsll:token=SSLCertl;object=CAKey" -keyform engine -out /localCA/newcerts/receiver/R
eceiverSignedCertificate.cert
Engine "pkcsil" set.
Using configuration from /etc/pki/tls/openssl.cnf
Enter PKCS#11 token PIN for SSLCertil:
Check that the request matches the signature
Signature ok
Certificate Details:
Serial Number: 2 (0x2)
Validity
Not Before: Feb 7 12:35:01 2023 GMT
Not After : Feb 7 12:35:01 2024 GMT
Subject:
countryName
stateOrProvinceName
localityName
organizationName
organizationalUnitName
commonName
X509v3 extensions:
X509v3 Basic Constraints:
CA:FALSE
X509v3 Subject Key Identifier:
86:17:99:D1:66:A1:53:5A:EF 2D :36:55AB:ED:53:99:36 :D5:3D :BC
X509v3 Authority Key Identifier:
E4:75:2F:5B:E5:AE:97:3B:DA:D8:6E:E9:6F:87:24:44:3E:B3:98:9F
Certificate is to be certified until Feb 7 12:35:01 2024 GMT (365 days)
Sign the certificate? [y/n]:y

CN
MH
Ns
Utimaco
BU
cD

1 out of 1 certificate requests certified, commit? [y/n]y

Certificate Detatils:
Serial Number: 2 (0x2)
Validity
Not Before: Feb 7 12:35:01 2023 GMT
Not After : Feb 7 12:35:01 2024 GMT
Subject:
countryName = CN
stateOrProvinceName = MH
localityName Ns
organizationName Utimaco
organizationalUnitName BU
commonName = CD
X509v3 extensions:
X509v3 Basic Constraints:
CA:FALSE
X509v3 Subject Key Identifier:
86:17:99:D1:66:A1:53:5A:EF:2D:36:55:AB:ED:53:99:36:D5:3D:BC
X509v3 Authority Key Identifier:
F4:75:2F:5B:F5:AF:97:3B:DA:D8:6E:E9:0F:87:24:44:3E:B3:98:9F
Certificate 1s to be certified until Feb 7 12:35:01 2024 GMT (365 days)
Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commit? [y/n]y
Write out database with 1 new entries

Data Base Updated

[root@penss1-RHEL9 1ibp11-0.4.12]# |}

Figure 29: Receiver certificate request signing by CA

Press y to sign and y again to commit.
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Here SSLCert1 is the token label and CAKey is the key on the HSM. Provide Cryptouser PIN when
prompted.

4.4.6 Using OpenSSL to Sign and Encrypt the File (Linux)

1. Go to /localCA directory and create a text file message.txt and enter any value in it.

»_ Console

# cd /localCA

# echo "Welcome to Utimaco Team!!!">message.txt

2. Sign the message.txt file using the sender’s private key

»_ Console

# openssl cms -engine pkcs11 -sign -in message.txt -signer

/localCA/newcerts/sender/SenderSignedCertificate.cert -inkey
"pkcs11:token=SSLCert1;0bject=SenderKey" -keyform engine -out signedmessage.txt

[root@penss1-RHEL9 1ibp11-0.4.12]# openssl cms -engine pkcsll -sign -1in message.txt -signer /localCA/newcerts/sender/SenderSign
edCertificate.cert -inkey "pkcsll:token=SSLCertl;object=SenderKey" -keyform engine -out signedmessage.txt

Engine "pkcs1l" set.
Enter PKCS#11 token PIN for SSLCertil:
[root@penss1-RHEL9 1ibp11-0.4.127# i
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[root@penss1-RHEL9 1ibp11-0.4.12]# cat signedmessage.txt

MIME-Version: 1.0

Content-Type: multipart/signed; protocol="application/pkcs7-signature"”; micalg="sha-256"; boundary="----431DB26E65692D7585ED1CE2
409DDA38"

This is an S/MIME signed message

431DB26E65692D7585ED1CE2409DDA38
Welcome to Utimaco Team!!!

431DB26E65692D7585ED1CE2409DDA38
Content-Type: application/pkcs7-signature; name="smime.p7s"
Content-Transfer-Encoding: base64
Content-Disposition: attachment; filename="smime.p7s"

MIIGFAYJKoZIhvcNAQcCoIIGBTCCBgECAQEXDTALBglghkgBZQMEAgEWCWYJKoZI
hvcNAQcBoIIDcjCCA24wggIWoAMCAQICAQEWDQYJIKoZIhvcNAQELBQAWUZELMAKG
A1UEBhMCSU4xCzAJBgNVBAgMAk1IMQswCQYDVQQHDAIQTj EQMA4GA1UECgwHVXRp
bWF jbzELMAKGA1UECwwCQLUXCzAJBgNVBAMMAKNTMBAXDTIZzMDIwNZEYyMzEyMFoX
DTIOMDIwNzEyMzEyMFowUzELMAKGA1UEBhMCSW4xCzAJBgNVBAgMAK1IMQswCQYD
VQQHDAJQbj EQMA4GA1UECgwHVXRpbWF jbzELMAKGA1UECwwCQlUXxCzAJBgNVBAMM
AKNTMIIBI jANBgkghk iGO9wOBAQEFAAOCAQS8AMIIBCgKCAQEA2VNDsGM/JRvxToen
vIPbXT0aScS2z11Ghy40YNmd35pJAj36RkaNNyAan xgwkqtQ8mPO3s0b1YoLXNxJ
T/ 1xStgjwXnfKg5+58Dmb1vXCTo/xKADpCwAQL 109rse 1l CmkIv6KOh 10GKMDKgd
2096 FfNR431PAU/3M7Qif/rfgZH3fIFAYy2Ky02Ljtjj1VQ2DIAFAdCPVAROXPoEDf
bK4KNrP4cmsqlwrCK7rUypybhpYNT38f/bDeYHL7Ff/xtucM6StTPTYo+EKTOagA
jOFdUCKr5sDKY3Y6vSmeJsewIoWTxj3j/qRmhWdX1CJdNko7ys7dQl3vM6DZ1lyaZ
bQTJAQIDAQAB0oOOWSzAIBgNVHRMEAj AAMBOGA1UdDgQWBBSFs7DFeyCjAVvbuJR2
ElYas/hehjAfBgNVHSMEGDAWgBTOdS9b9a+X09rYbukPhyREPrOYnzANBgkghkiG
9wOBAQsFAAOCAQEALS9Lp4anXERGh61snNKH74aD0S21XSt13byR8TR2dvGUXkkVq
atigsUWm7d2TP2INRH67arUc fFQHEbFMORYIqYPQyOLBFyJJSeSDRcOqtJ+ONibv
cXTJ2UrpI174dESWxkqgn8YfHI3tNwU5Ds12D/GlsU50yogRL7vmj0+u@vdsXLKk]
HMt53Q+RSvyyjtWCriai1lFHuOzOkR+xtTXTtp64FXcSMI2fVXLP6q8vy8DwfRq2S

HMt53Q+RSvyyjtWCri1ial1lFHUOzOkR+xtTXTtp64FXcSMI2fVXLP6g8vy8DwfRq2S
0CaDEaMdSX1xbwW]JdK2JetjLH/64jQF1rSdX7xn2dcyd5Qybr0+S7hT1MV8vAbZ
+GMpMT 1g5FmaNFnGk+0z+9DJgZEgUDxC 15169 GCAmgwggJkAgEBMFgwUzELMAKG
A1UEBhMCSU4xCzAJBgNVBAgMAk1IMQswCQYDVQQHDAJQTj EQMA4GA1UECgwHVXRp
bWFjbzELMAKGA1UECwwCQlUxCzAJBgNVBAMMAKNTAgEBMAsGCWCGSAF1AwWQCAaCB
5DAYBgkqghk 1GO9wOBCQMxCwYJKoZIhvcNAQcBMBwWGCSqGSIb3DQEIBTEPFwOYMzAy
MDcxMjM4MThaMC8GCSqGSIb3DQEIBDE1BCCn6poeZg/AMa/zcp02TrOhNFh 1fm5g
2eH80/yx1Qv+szB5Bgkqhk 1GO9wOBCQ8xbDBgMAsGCWCGSAFLAWQBKjALBglghkgB
ZQMEARYwCwYJYIZIAWUDBAECMAoGCCqGSIb3DQMHMA4GCCqGSIb3DQMCAgIAGDAN
Bggghk 1GO9wODAgIBQDAHBgUrDgMCBzANBggghk 1G9wODAgIBKDANBgkghk 1GO9wOB
AQEFAASCAQBGcWIXcPjc3wxEildqlssesvF6xaYo4F2fBd+rySTTmUtsYYdGK4UVM
1774HExmrBNE1PpIk+P7E+ypmY8Jdg31M2nBIWHaTb6YK11WWolyaWTResol1lI2as
8shXPAEUWCrHVfRnouvpb/GB6xk+TTSykoKo5UhzWWetdGm91RwYa9kk125E5¢cvE
601ARaDTfNA8tRgHs5+1MZLHXxB3KS+BpHat/R1qUw32nHutN6/4006D6h+1/7TLQ4
gkGFq50D1cwM2bAf92ehuqSqBIJgt7vErSAb9DybgbIO51YRKrI5c3uA281XkD3+
WX2wMqcXROPVyLg542Yf69GVT3D7q9G1

431DB26E65692D7585ED1CE2409DDA38 --

[root@penss1-RHEL9 1ibp11-0.4.12]# |}

Figure 30: Openssl sign command output and content of signed message file

Here SSLCert1 is the token label and SenderKey is the key on the HSM. Provide Cryptouser PIN
when prompted.

3. Encrypt the signedmessage.txt using the receiver's public key, supplied with the receiver's
certificate
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»_ Console

# openssl cms -engine pkcs11 -encrypt -in signedmessage.txt -out
encryptedsignedmessage.txt

/localCA/newcerts/receiver/ReceiverSignedCertificate.cert

[root@penss1-RHELS 1ibp11-0.4.12]# openssl cms -engine pkcsll -encrypt -in signedmessage.txt -out encryptedsignedmessage.txt /1
ocalCA/newcerts/receiver/ReceiverSignedCertificate.cert

Engine "pkcs1l" set.
[root@penss1-RHEL9 libp11-0.4.127# Ji

Figure 31: Openssl encrypt command output

0 Using ECC key, only sign and verify operations can be performed with
OpenSSL3.Encryption and decryption operation are not supported in this version for ECC
Key.

4.4.7 Decrypt Sender’s Message (Linux)

1. Decrypt the encryptedsignedmessage.txt using the receiver's private key

»_ Console

# openssl cms -engine pkcs11 -decrypt -in encryptedsignedmessage.txt - inkey
"pkcs11:token=SSLCert1;o0bject=ReceiverKey" -keyform engine -out
decryptedsignedmessage.txt

[root@penss1-RHEL9 1ibp11-0.4.12]# openssl cms -engine pkcsll -decrypt -in encryptedsignedmessage.txt -inkey "pkcsl1:token=SSLC
ertl;object=ReceiverKey" -keyform engine -out decryptedsignedmessage.txt

Engine "pkcsil" set.
Enter PKCS#11 token PIN for SSLCertl:
[root@penss1-RHEL9 libp11-0.4.127# I

Figure 32: Openssl decrypt command output

Here SSLCert1 is the token label and ReceiverKey is the key on the HSM. Provide Cryptouser PIN
when prompted.
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0 Using ECC key, only sign and verify operations can be performed with
OpenSSL3.Encryption and decryption operation are not supported in this version for ECC

Key.

4.4.8 Verify the Signature (Linux)

1. Verify the signature of decryptedsignedmessage.txt using the sender’s certificate for RSA

»_ Console

# openssl cms -engine pkcs11 -verify -in decryptedsignedmessage.txt - CAfile /
localCA/newcerts/ca.cer -out originalmessage.txt

/localCA/newcerts/sender/SenderSignCertificate.cert

[root@Openss1-RHEL9 1ibp11-0.4.127# openssl cms -engine pkcsll -verify -1in decryptedsignedmessage.txt -CAfile /localCA/newcerts/
ca.cer -out originalmessage.txt /localCA/newcerts/sender/SenderSignCertificate.cert

Engine "pkcs1l" set.
CMS Verification successful
[root@penss1-RHEL9 1ibp11-0.4.127# Ji

Figure 33: Openssl verify command output

2. Verify the signature of signedmessage.txt using the sender’s certificate for ECC

»_ Console

[root@0penss1-RHEL9 bin]# openssl cms -engine pkcs11 -verify -in
signedmessage.txt -CAfile /localCA/newcerts/ca.cer -out originalmessage.txt /
localCA/newcerts/sender/SenderSignCertificate.cert

[root@penss1-RHEL9 bin]# openssl cms -engine pkcsll -sti -in message.txt -signer /localCA/newcerts/sender/SenderSignedCertif
icate.cert -inkey "pkcsll:token=SSLCertNew;object=Sender! ' -keyform engine -out signedmessage.txt”C
[root@Openss1-RHEL9 bin]# openssl cms -engine pkcsll -verify -in signedmessage.txt -CAfile /localCA/newcerts/ca.cer -out origi

nalmessage.txt /localCA/newcerts/sender/SenderSignCertificate.cert
Engine "pkcsll" set.

CMS Verification successful

[root@penss1-RHEL9 binl# ]

Figure 34: Openssl verify command output
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3. Open the originalmessage.txt and verify the message which you have typed in the

message.txt

[root@penss1-RHEL9 11bp11-0.4.12]# cat originalmessage.txt

Welcome to Utimaco Team!!!
[root@penss1-RHEL9 1ibp11-0.4.127# §§

Figure 35: Content of original message file

Document No.: 1G-2025-0031 Document Version: 0.1.0 Page 53 of 76



¢ ®
Integrating OpenSSL 3.0 with SecurityServer on Windows UtlmaCO

5 Integrating OpenSSL 3.0 with SecurityServer on Windows
5.1 Installing and Configuring Utimaco SecurityServer Software (Windows)

5.1.1 SecurityServer PKCS#11 Configuration (Windows)

On windows, as part of SecurityServer software installation, cs_pkcs11_R3.cfg will get
automatically created and will be available under C:\Programbata\Utimaco\PKCS11_R3
folder.

Edit the cs_pkes11_R3.cfg file and make the appropriate changes to the file.

cs_pkes11_R3.cfg

[Global]

# For windows:

Logpath = C:\ProgramData\Utimaco\PKCS11_R3

# Loglevel (0 = NONE; 1 = ERROR; 2 = WARNING; 3 = INFO; 4 = TRACE)

Logging = 1

# Prevents expiring session after inactivity of 15 minutes KeepAlive = false
# Set the Device to connect with [CryptoServer]

# Device specifier Device = <HSM_IP>

o For more information regarding the commands and command parameters please check
the Utimaco SecurityServer documentation. The device may be a SecurityServer (PCle or
LAN) device. The device line will follow one of these patterns, based on the HSM form-
factor:

Device

OR

Device = /dev/cs2.0 Hardware (PCIe) HSM

288@<HSM IP address> Hardware (LAN) HSM
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0 To make your testing easier, it would be good to enable the PKCS#11 log file. That can be
enabled by editing the Logging Loglevel. Set the LogPath and Logging Loglevel to 1. For
testing you may want to increase it to 4. The added LogPath points to a writable directory,
not to a file.

ﬂ If you encounter problems, check the log file named cs_pkcs11_R3.log In the LogPath
defined directory. When you are done testing, you should change Logging to 1 or 2. This
will limit the logging to only critical and important messages.

5.1.2 Create SO User and Initialize a Slot (Windows)

You should initialize a slot with a custom label using p11tool2.

First using p11tool2 create, the SO or Security Officer and then using p11tool2 command
initialize the Slot 0 User.

Use PKCS#11 CryptoServer Administration Tool (CAT) to create SO user and initializing the slot.

5.2 Configuration OpenSSL to use Utimaco SecurityServer (Windows)
5.2.1 Setting up Utimaco SecurityServer Library in OpenSSL Configuration File

(Windows)

1. Edit openssl.cnf from C:\Program Files\Common Files\SSL\openssl.cnf and add the
following line in the first line of the file.

openssl.cnf

openssl_conf = openssl_init

2. Enter the following lines under last section of openssl.cnf file
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openssl.cnf

[openss]l_init] engines=engine_section [engine_section]
pkcs11 = pkcs11_section [pkcs11_section] engine_id = pkcs11

dynamic_path = C:\\Users\\openssl-user\\Downloads\\1ibp11- 0.4.12\\src\
\pkcs11.d11

MODULE_PATH = C:\\Program Files\\Utimaco\\SecurityServer\\Lib\\cs_pkcs11_R3.dll
init = 0

o Dynamic path and Module path will get changed according to the user environment.

5.2.2 Verify PKCS#11 Engine (Windows)

Run the command below to verify the OpenSSL Engine is available or not.

>_ Console

# openssl engine pkcs11 -t

: \OpenSSL-Winé4\bin>openssl.exe engine pkcsll -t
(pkcsll) pkcsll engine
[ available ]

: \OpenSSL-Winé4\bin>openssl version
OpenSSL 3.0.5 5 Jul 2022 (Library: OpenSSL 3.0.5 5 Jul 2022)

:\OpenSSL-Win64\bin>_

Figure 37: Verification of pkcs11 engine and OpenSSL version
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5.2.3 Creating a local CA and Performing Cryptographic Operation with OpenSSL

1. Open the \< OPENSSLDIR>\openssl.cnf file in a text editor and edit the [CA_default]
section. Make the following changes

»_ Console

[ CA_default ]

dir = C:\\localCA # Where everything is kept

certs = $dir/certs # Where the issued certs are kept

crl_dir = $dir/crl # Where the issued crl are kept

database = C:\\localCA\\index.txt # database index file.
#unique_subject = no # Set to 'no' to allow creation of

# several certs with same subject.

new_certs_dir = C:\\localCA\\newcerts # default place for new
certs.

certificate = $dir/cacert.pem # The CA certificate

serial = C:\\localCA\\serial.txt # The current serial number
crlnumber = $dir/crlnumber # the current crl number

# must be commented out to leave a V1 CRL

crl = $dir/crl.pem # The current CRL

private_key = $dir/private/CertKey.pem# The private key

0 You can change dir to the directory of your choice, but make sure to use correct path in
the subsequent steps.

Here We have created directory C:\localCA and new_certs_dir= $dir\newcerts

2. Create the text files C:\localCA\index.txt and C:\localCA\serial.txt

Document No.: 1G-2025-0031 Document Version: 0.1.0 Page 57 of 76



@
Integrating OpenSSL 3.0 with SecurityServer on Windows UtlmaCO

3. Create a directory C:\localCA\newcerts
4. Open the C:\localCA\serial.txt file and write 01 at the top and click enter. Save the file

5. Create a key pair using p11tool2 For RSA

»_ Console

C:\Program Files\Utimaco\SecurityServer\Administration>p11tool2 slot=0
LoginUser=12345678 PubKeyAttr=CKA_LABEL="CertKey"
PrvKeyAttr=CKA_LABEL="CertKey" GenerateKeyPair=RSA

This generates RSA 2048 CA private keys on the HSM

C:\Program Files\Utimaco\SecurityServer\Administration>plitool2 slot=0 LoginUser=12345678 PubKeyAttr=CKA_LABEL="CertKey" PrvKeyAttr=CKA_LABEL="CertKey" GenerateKeyPair=RSA

C:\Program Files\Utimaco\SecurityServer\Administration>_

Figure 38: Generating RSA Key

For ECC

»_ Console

C:\Program Files\Utimaco\SecurityServer\Administration>p11tool2 slot=<slot_no.>
LoginUser=12345678 PubKeyAttr=CKA_LABEL="CertKey" PrvKeyAttr=CKA_LABEL="CertKey"
GenerateKeyPair=ECC

This generates ECC CA private keys on the HSM

C: \OpenSSL-Win6é4\bin>plltool2 slot=4 LoginUser=12345678 PubKeyAttr=CKA_LABEL="CertKey" PrvKeyAttr=CKA_LABEL="CertKey" GenerateKeyPair=ECC

C:\OpenSSL-Win64\bin>

Figure 39: Generating ECC Key

Once key generation is completed then add CKA_ID for both public and private ECC keys using
PKCS114# CryptoServer Administration tool

6. Verify the key gets generated onto the HSM using following command
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»_ Console

C:\Program Files\Utimaco\SecurityServer\Administration>p11tool2 slot=0
LoginUser=<slot_PIN> ListObjects

C:\Program Files\Utimaco\SecurityServer\Administration>p1lltool2 slot=0 LoginUser=12345678 ListObjects

CKO_PUBLIC_KEY:

+1.1

CKA_KEY_TYPE
CKA_UNIQUE_ID
CKA_LABEL
CKA_ID

i)
CKA_KEY_TYPE
CKA_UNIQUE_ID
CKA_LABEL
CKA_ID

CKO_PRIVATE_KEY:

nr Aol
CKA_KEY_TYPE
CKA_UNIQUE_ID
CKA_SENSITIVE
CKA_EXTRACTABLE
CKA_LABEL
CKA_ID

2.2
CKA_KEY_TYPE
CKA_UNIQUE_ID
CKA_SENSITIVE
CKA_EXTRACTABLE
CKA_LABEL
CKA_ID

L LU L | | | |}

CKK_RSA
B1E4ADAF-693D-44E4-8767-DFA187BBA35D
SSLKey1l

CKK_RSA
837E1CEF-6E6A-482A-9703-36A41C614B70
CertKey

CKK_RSA
1A2F6B3C-1457-4A46-AB1C-1E2B75DA62F5
CK_TRUE

CK_FALSE

CertKey

CKK_RSA
6382B1FE-8E16-40D3-BA00-1C18DOA58441
CK_TRUE

CK_FALSE

SSLKey1l

:\Program Files\Utimaco\SecurityServer\Administration>_

Figure 40: CA RSA Key list

For ECC
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C:\OpenSSL-Win6é4\bin>plltool2 slot=4 LoginUser=ask ListObjects
Enter normal user PIN:

CKO_PUBLIC_KEY:

+ 1.1

CKA_KEY_TYPE
CKA_UNIQUE_ID
CKA_LABEL
CKA_ID

1.2
CKA_KEY_TYPE
CKA_UNIQUE_ID
CKA_LABEL
CKA_ID

CKO_PRIVATE_KEY:

+ 2.1

CKA_KEY_TYPE
CKA_UNIQUE_ID
CKA_SENSITIVE
CKA_EXTRACTABLE
CKA_LABEL
CKA_ID

2.2
CKA_KEY_TYPE
CKA_UNIQUE_ID
CKA_SENSITIVE
CKA_EXTRACTABLE
CKA_LABEL
CKA_ID

Figure 41: ECC Key

CKK_ECDSA
E5873C5C-104F-40F3-BAAE-78EA1112EAFE
TestECDSAKey

CKK_ECDSA
3743CC3C-8CC2-4941-B16C-22FD36B78480
CertKey

CKK_ECDSA
70049D97-F8BD-4B13-9968-8AE115589D9E
CK_TRUE

CK_FALSE

CertKey

CKK_ECDSA
66B1B1C1-8E86-4BAE-B2EF-1B65EE4D2661
CK_TRUE

CK_FALSE

TestECDSAKey

7. Create a CA certificate based on the generated key that is used for signing other

certificates

»_ Console

Document No.: 1G-2025-0031

Document Version: 0.1.0 Page 60 of 76



@
Integrating OpenSSL 3.0 with SecurityServer on Windows UtlmaCO

C:\OpenSSL-Win64\bin>openssl req -engine pkcs11 -new -x509 -days 365 -key
"pkcs11:token=SSLCert;object=CertKey" -keyform engine -out C:
\localCA\newcerts\ca.cer

req -engine pkcsll -new -x5@9 -days 365 -key "pkcsll:token=SSLCert;object=CertKey" -keyform engine -out C:\localCA\newcerts\ca.cer

information that will be incorporated

called a Distinguished Name or a DN.
an leave some blank

Internet Widgits Pty Ltd]:Utimaco
on) []:BU

YOUR name) []:CS

Figure 42: CA certificate generation output

Where CertKey is the object label for the CA private key on the Utimaco HSM created in Step 5
and SSLCert is token label. Provide Cryptouser PIN when prompted.

5.2.4 Generate Certificate Request for Sender and Receiver (Windows)

1. Create a directory to generate the certificate request for sender and receiver

»_ Console

# mkdir C:\localCA\newcerts\sender

# mkdir C:\localCA\newcerts\receiver

2. Generate a sender key using p11tool2 For RSA

»_ Console

C:\Program Files\Utimaco\SecurityServer\Administration>p11tool2 slot=0
LoginUser=12345678 PubKeyAttr=CKA_LABEL="SenderKey"
PrvKeyAttr=CKA_LABEL="SenderKey" GenerateKeyPair=RSA
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For ECC

»_ Console

C:\Program Files\Utimaco\SecurityServer\Administration>p11tool2 slot=4
LoginUser=12345678 PubKeyAttr=CKA_LABEL="SenderKey"
PrvKeyAttr=CKA_LABEL="SenderKey" GenerateKeyPair=ECC

C:\Program Files\Utimaco\SecurityServer\Administration>pl1ltool2 slot=4 LoginUser=12345678 PubKeyAttr=CKA_LABEL="SenderKey" PrvKeyAttr=CKA_LABEL="SenderKey" GenerateKeyPair=|
ECC

C:\Program Files\Utimaco\SecurityServer\Administration>,

Figure 43: Generate ECC key for Sender

Once key generation is completed then add CKA_ID for both public and private ECC keys using
PKCS11# CryptoServer Administration tool

Verify the ECC key

C:\Program Files\Utimaco\SecurityServer\Administration>plltool2 slot=4 LoginUser=ask ListObjects
Enter normal user PIN:

CKO_PUBLIC_KEY:

+ 1.1
CKA_KEY_TYPE
CKA_UNIQUE_ID
CKA_LABEL
CKA_ID

CKK_ECDSA
ES5873C5C-104F-40F3-BAAE-78EA1112EAFE
TestECDSAKey

1l 22

CKA_KEY_TYPE
CKA_UNIQUE_ID
CKA_LABEL
CKA_ID

CKK_ECDSA
943D4C79-692A-47B7-B6F8-E3E3AF250051
SenderKey

2.2

CKA_KEY_TYPE CKK_ECDSA

CKA_UNIQUE_ID 4CEAE@O5-B270-4CFC-8873-E1D34E1F9684
CKA_SENSITIVE = CK_TRUE

CKA_EXTRACTABLE = CK_FALSE

CKA_LABEL SenderKey

CKA_ID =

Figure 44: List Sender ECC Key
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3. Generate a certificate request for sender

»_ Console

C:\OpenSSL-Win64\bin>openssl req -engine pkcs11 -new -key
"pkcs11:token=SSLCert;object=SenderKey" -keyform engine -out C:
\localCA\newcerts\sender\senderNew. txt

bin>openssl req -engine pkcsll -new -key "pkcsll:token=SSLCert;object=Senderkey" -keyform engine -out C:\localCA\newcerts\sender\senderNew.txt
Engine "pl e
Enter PKCS#11 token PIN for SSLCert:
[You are about to be asked to enter information that will be incorporated
into your certificate reque:
What you are about to enter hat is called a Distinguished Name or a DN.
There are quite a few fields you can leave some blank
For some fields there will be a default value,
If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:IN
State or Province Name (full name) [Some-State]:MP
Locality Name (eg, city) []:UK
ion Name (eg, company) [Internet Widgits Pty Ltd]:Utimaco
i ional Unit Name (eg, section) []:BU
Common Name (e.g. server FQDN or YOUR name) []:CY
Email Address []:

Please enter following ‘extra’ attributes
to be sent w your certificate request

A challenge password []:

An optional company name []:

C:\OpenSSL-Win64\bin>

Figure 45: Sender certificate request generation output
Enter the prompted value for "A challenge password" as blank.

Here SSLCert is the token label and SenderKey is the key on the HSM. Provide Cryptouser PIN
when prompted.

4. Sign the certificate request for Sender by CA

»_ Console

C:\OpenSSL-Win64\bin>openssl ca -engine pkcs11 -policy policy_anything - cert C:
\localCA\newcerts\ca.cer -in C:\localCA\newcerts\sender\senderNew.txt -keyfile
"pkcs11:token=SSLCert;object=CertKey" -keyform engine -out C:
\localCA\newcerts\sender\SenderSignedCertificate.cer

Document No.: 1G-2025-0031 Document Version: 0.1.0 Page 63 of 76



@
Integrating OpenSSL 3.0 with SecurityServer on Windows UtlmaCO

Winé4\bin>openssl ca -engine pkcs1l -policy policy_anything -cert C:\ 1 ewcerts\ca.cer -in C:\localCA\newcerts\sender\senderNew.txt -keyfile "pkcsll:token=
yform engine -out C:\localCA\newcel ender\SenderSignedCertificate.cer

L/openssl.cnf
Enter PKCS#11 token PIN for SSLCert:
Check that the request matches the signature
Signature ok
Certificate Detail
Serial Number: 1 (©x1)
Validity
Not Before: Jan 31 @6:
Not After
Subject:
countryName
stateOrProvinceName

organizationName
organizationalUnitName
commonName

Constraints:

ubject Key Identif:
SF:4F:

Data Base Updated

C: \OpensSSL-Win64\bin>,

Figure 46: Sender certificate request signing by CA
Pressy to sign and y again to commit.

Here SSLCert is the token label and CertKey is the key on the HSM. Provide Cryptouser PIN when
prompted.

5. Generate key for receiver using p11tool2 for RSA

»_ Console

C:\Program Files\Utimaco\SecurityServer\Administration>

p11tool2 slot=0 LoginUser=12345678 PubKeyAttr=CKA_LABEL="ReceiverKey"
PrvKeyAttr=CKA_LABEL="ReceiverKey" GenerateKeyPair=RSA

C:\Program Files\Utimaco\SecurityServer\Administration>p1ltool2 slot=0@ LoginUser=12345678 ListObjects

(CKO_PUBLIC_KEY:

perabeat

CKA_KEY_TYPE = CKK_RSA

CKA_UNIQUE_ID 1A910E61-C482-4494-80E7-5662346A34F2
CKA_LABEL ReceiverKey

CKA_ID
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CKO_PRIVATE_KEY:

k)1
CKA_KEY_TYPE
CKA_UNIQUE_ID
CKA_SENSITIVE
CKA_EXTRACTABLE
CKA_LABEL
CKA_ID

CKK_ECDSA
E46EDO62-8A83-4F14-8995-ACA3328BF688
CK_TRUE

CK_FALSE

SenderKey

ox46 (F)

252
CKA_KEY_TYPE
CKA_UNIQUE_ID
CKA_SENSITIVE
CKA_EXTRACTABLE
CKA_LABEL
CKA_ID

CKK_RSA
9A33687F-FE64-43FF-ADB4-7799EOCC1DCE
CK_TRUE

CK_FALSE

CertKey

ox45 (E)

2.3
CKA_KEY_TYPE
CKA_UNIQUE_ID
CKA_SENSITIVE
CKA_EXTRACTABLE
CKA_LABEL
CKA_ID

CKK_RSA

50B2406F - 265E-4DAD-9EA7-92EA9CD302E3
CK_TRUE

CK_FALSE

Receiverkey

Figure 47: List Receiver key output

For receiver only RSA keys are generated. OpenSSL 3 does not support encryption and
decryption with ECC key.

6. Generate a certificate request for receiver using RSA key

»_ Console

C:\OpenSSL-Win64\bin>openssl req -engine pkcs11 -new -key
"pkcs11:token=SSLCert;object=ReceiverKey" -keyform engine -out C:
\localCA\newcerts\receiver\ReceiverNew. txt

C:\OpenSSL-Win64\bin>openssl req -engine pkcsll -new -key "pkcsll:token=SSLCert;object=ReceiverKey" -keyform engine -out C:\localCA\newcerts\receiver\ReceiverNew.txt
Engine "pkcs1l" set.
Enter PKCS#11 token PIN for SSLCert:
You are about to be asked to enter information that will be incorporated
into your certificate request.
What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

me fields there will be a default value,

, the field will be left blank.

pany) [Internet Widgits Pty Ltd]:Utimaco
ional Unit Name (eg, section) []:BU
Common Name (e.g. server FQDN or YOUR name) []:CF
Email Address []:

Please enter the following ‘extra’ attributes
to be sent with your certificate request

A challenge p ord []:

An optional company name []:

C:\OpenSSL-Win64\bin>

Figure 48: Receiver certificate request generation output
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Here SSLCert is the token label and ReceiverKey is the key on the HSM. Provide Cryptouser PIN
when prompted.

7. Sign the certificate request for receiver by CA

»_ Console

C:\OpenSSL-Win64\bin>openssl ca -engine pkcs11 -policy policy_anything - cert C:
\localCA\newcerts\ca.cer -in C:\localCA\newcerts\receiver\ReceiverNew. txt
-keyfile "pkcs11:token=SSLCert;object=CertKey" -keyform engine -out C:
\localCA\newcerts\receiver\receiverNew.cer

C:\OpenSSL-Win64\bin>openssl ca -engine pkcsll -policy policy_anything -cert C:\loc ewcerts\ca.cer -in C:\localCA\newcerts\receiver\ReceiverNew.txt -keyfile "pkcsil:t
object=CertKey yform engine -out C:\loca ewcerts\receiver\recei .cer
11" set.
Using configuration from C:\Program Files\Common Files\SSL/openssl.cnf
Enter PKCS#11 token PIN for SSLCert:
Check that the request matches the signature
Signature ok
Certificate Details:
Serial Number: 2 (

Before: Ja
Not After :
Subject:
countryName

Certificate is to be ce
Sign the certificate? [y

1 out of 1 certificate requests certified, commit? [y/n]y
Write out database with 1 new entries
Data Base Updated

C: \OpenSSL-Winé4\bin>,

Figure 49: Receiver certificate request signing by CA
Press y to sign and y again to commit.

Here SSLCert is the token label and CertKey is the key on the HSM. Provide Cryptouser PIN when
prompted.

5.2.5 Using OpenSSL to Sign and Encrypt the File (Windows)

1. Create a text file message.txt under C:\localCA directory and enter any value in it
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»_ message.txt

Welcome to Utimaco !!!

2. Sign the message.txt file using the sender’s private key

»_ Console

C:\openssl cms -engine pkcs11 -sign -in C:\localCA\message.txt -signer C:
\localCA\newcerts\sender\SenderSignedCertificate.cer -inkey
"pkcs11:token=SSLCert;object=SenderKey" -keyform engine -out C:
\localCA\signedmessage.txt

enssl cms -engine pkcsll -sign :\localCA\message.txt -signer C:\localCA\newcerts\sender\SenderSignedCertificate.cer -inkey "pkcs1l:token=SSLCert
m engine -out C:\localCA\si, essage. txt

t

en PIN for SSLCert:

C: \OpenSSL-Win64\bin>

Figure 50: Openssl| sign command output

Here SSLCert is the token label and SenderKey is the key on the HSM. Provide Cryptouser PIN
when prompted.

3. Encrypt the signedmessage.txt using the receiver's public key, supplied with the receiver's
certificate

»_ Console

C:\OpenSSL-Win64\bin>openssl cms -engine pkcs11 -encrypt -in C:
\localCA\signedmessage.txt -out C:\localCA\encryptedsignedmessage.txt C:
\localCA\newcerts\receiver\receiverNew.cer

C: \OpensSSL-Win64\bin>openssl cms -engine pkcsll -encrypt -in C:\localCA\signedmessage.txt -out C:\localCA\encryptedsignedmessage.txt C:\localCA\newcerts\receiver\receiverie

C: \OpenSSL-Win64\bin>_

Figure 51: Openssl encrypt command output
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o Using ECC key, only sign and verify operations can be performed with

OpenSSL3.Encryption and decryption operation are not supported in this version for ECC
Key.

5.2.6 Decrypt Sender’s Encrypted Message (Windows)

Decrypt the encryptedsignedmessage.txt using the receiver's private key

»_ Console

C:\OpenSSL-Win64\bin>openssl cms -engine pkcs11 -decrypt -in C:
\localCA\encryptedsignedmessage.txt -inkey

"pkcs11:token=SSLCert;object=ReceiverKey" -keyform engine -out C:
\localCA\decryptedsignedmessage. txt

Figure 52: Openssl decrypt command output

Here SSLCert is the token label and ReceiverKey is the key on the HSM. Provide Cryptouser PIN
when prompted.

o Using ECC key, only sign and verify operations can be performed with

OpenSSL3.Encryption and decryption operation are not supported in this version for ECC
Key.

5.2.7 Verify the Signature (Windows)

1. Verify the signature of decryptedsignedmessage.txt using the sender’s certificate for RSA

»_ Console
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C:\OpenSSL-Win64\bin>openssl cms -engine pkcs11 -verify -in C:
\localCA\decryptedsignedmessage.txt -CAfile C:\localCA\newcerts\ca.cer

-out originalmessage.txt C:\localCA\newcerts\sender\SenderSignCertificate.cer

L-Win64\bin>openssl cms -engine pkcsll -verify -in C:\localCA\decryptedsignedmessage.txt -CAfile C:\localCA\newcerts\ca.cer -out originalmessage.txt C:\localCA\new
nderSignCertificate.cer

Figure 53: Openssl verify command output

2. Verify the signature of signedmessage.txt using the sender’s certificate for ECC

»_ Console

C:\OpenSSL-Win64\bin>openssl cms -engine pkcs11 -verify -in C:
\localCA\signedmessage.txt -CAfile C:\localCA\newcerts\ca.cer -out
originalmessage.txt C:\localCA\newcerts\sender\SenderSignCertificate.cer

:\OpenSSL-Win64\bin>openssl cms -engine pkcsll -verify -in C:\localCA\signedmessage.txt -CAfile C:\localCA\newcerts\ca.cer -out originalmessage.txt C:\localCA\newcerts\sen

C:\OpenSSL-Win64\bin>,

Figure 54: Openssl verify command output

3. Open the originalmessage.txt and verify the message which you have typed in the
message.txt

This completes the Integration of OpenSSL 3.0 with Utimaco SecurityServer.

5.3 OpenSSL 3 and Libp11 Installation (Windows)

1. Download and install OpenSSL 3, refer https://slproweb.com/products/
Win320penSSL.html for windows build. Here OpenSSL is installed in C:\OpenSSL-Win64

2. Download libp11 from https://github.com/OpenSC/libp11/releases

3. Download and Install Visual Studio, refer https://visualstudio.microsoft.com/vs/older-
downloads/
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4. Open the Native x64 VS Command Prompt and go to the directory where libp11 is
extracted

5. Run the following command to build and install libp11 with openssl

»_ Console

nmake /f Makefile.mak OPENSSL_DIR=c:\OpenSSL-Win64 BUILD_FOR=WIN64

2\1ibp11-1ibp11-0.4.12>nmake /f Makefile.mak ? 2 :\F n Files\OpenSSL-Wing4" BUILD_FOR

rsion 14.34.31937.0

(dynamic library)
/O_CRT_SECURE_NO_DEPRECA / /IC:\ ram Fi \OpenSSL-Wi z ar / i sll.c pll_att
pll_rsa.c pll_ec.c pll p

p11_attr.c

p11_attr.c(45) r 2 iot o 'unsigned long', pos

p1l_attr.c(120): warni : 3 v i from ‘si ' to 'unsigned long', possible
rt.c

*EVP_PKEY_get1 : Since Open
Since OpensSL 3.0

since Open

ned long', possible 1 of data

_cdecl *)())' differs in parameter lists from 'ENGIM

version
en .c
eng_parse.c(110): warning
eng_parse.c(171) arning
arning

o

°

.ottt
oo

°

INC L:NO / I) WANIFEST:NO /NXCOM /DY ASE / /def: : /out:pkesil.dll eng_front.obj eng_back.obj e|
bj 1i j pil _ . 1_key. 11 . 3] & .obj p1l_ec.obj pll_| bj pl11_slo
i Wi i i 132.1ib sll.res

ng_parse.cbj eng_err.ol

pkcs11.dll.manifest -outputresource:
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Figure 36: Output of nmake command

6. Verify pkcs11.dll is available inside <libp11>/src/ folder

Document No.: IG-2025-0031 Document Version: 0.1.0 Page 71 of 76



Troubleshooting UtimaCO®

6 Troubleshooting

Error Diagnosis

openssl engine pkcs11 -v Version
incompatibility found
on RHEL 8 and on
RHEL 9 it
routines:dynamic_load:version incompatibility:crypto/engine/ successfully worked
eng_dyn.c:481: 00219D7BFB7F0000:error:13000066:engine

FATAL: Startup failure (dev note: apps_startup()) for openssl
00219D7BFB7F0000Q:error:13000091:engine

routines:int_engine_configure:engine configuration error:crypto/
engine/eng_cnf.c:139:section=pkcs11_section,
name=dynamic_path,value=/usr/local/libp11/lib/pkecs11.s0
00219D7BFB7F0000:error:0700006D:configuration file
routines:module_run:module initializationerror:crypto/conf/
conf_mod.c:270:module=engines,value=engine_section retcode=-1
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utimaco’

Error

openssl req -engine pkcs11 -new -key
"pkcs11:token=FedoraCert;object= CertKey1" -keyform engine -out
TestRSACSR.csr

Engine "pkcs11" set.
Enter PKCS#11 token PIN for FedoraCert:

The private key was not found at: pkcs11:token=FedoraCert;object=
CertKey1

PKCS11_get_private_key returned NULL Could not read private key
from

org.openssl.engine:pkcs11:pkcs11:token=FedoraCert;object=
CertKey1

002EBC7ETE7F0000:error:40000065:pkcs11

engine:ERR_ENG_error:object not found:eng_back.c:887:
002EBC7ETE7F0000:error:13000080:engine

routines:ENGINE_load_private_key:failed loading private key:crypto/
engine/eng_pkey.c:79:

Segmentationfault(coredumped)
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Check Key exist on
the slot and provide
correct key name
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utimaco’

Error

11.01.2023 11:18:37.059 | [00016138:00016138] open_plugin

| I: Opening KeyStorePlugin 'Ephemeral Storage' (config:)

11.01.2023 11:18:37.059 | [00016138:00016138] set_default_plugin_id
| I: Set new default KeyStorePlugin 'Internal Storage'

11.01.2023 11:18:37.059 | [00016138:00016138] exec_loadbalanced

| W: HSM::ConnectionException(Error:NO_DEVICE_AVAILABLE =
0xbe000007) thrown in select_device Error::NO_DEVICE_AVAILABLE
11.01.2023 11:18:37.059 | [00016138:00016138] enter_failover

| I: Entering failover mode (fallback interval: 0 seconds) 11.01.2023
11:18:37.059 | [00016138:00016138] exec_distributed

| W: HSM::ConnectionException(Error:NO_DEVICE_AVAILABLE =
0xbe000007)throwninexec_failoverError:NO_DEVICE_AVAILABLE
11.01.2023 11:18:37.059 | [00016138:00016138]

reconnect_failed_devices | W: Reconnection attempt
failed:Utimaco::HSM::ConnectionException(error_code=0xb901306f)

Table 6: List of Error and its Diagnosis
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Diagnosis

Make the changes in
keystorage section
in cs_pkes11.cfg file
and check that the
HSM device is
running up and
reachable from the
host.
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7 Further Information

This document forms a part of the information and support which is provided by the Utimaco IS
GmbH. Additional documentation can be found on the product CD in the Documentation
directory.

All SecurityServer product documentation is also available at the Utimaco IS GmbH website:

https://utimaco.com/
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8 References

Reference Title/Company Document No.
[CSADMIN] CryptoServer — csadm Manual/Utimaco IS GmbH 2009-0003
[CSTrSh] CryptoServer Troubleshooting/Utimaco IS GmbH MO011-0008-en

[CSADMIN2] CryptoServer_csadm_Manual_Systemadministrators.pdf 2009-0003

[CSP11Tool2] = CryptoServer_p11tool2_Manual.pdf 2012-0004
[CSPKCSM] CryptoServer - PKCS#11 P11CAT Manual MO013-0001-en
[CSLANS5] CryptoServerLAN_Manual_Systemadministrators.pdf 2018-0004
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