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1 Introduction

This guide is part of the information and support provided by Utimaco. Additional documentation
produced to support your Utimaco SecurityServer product can be found in the document
directory of the Utimaco SecurityServer product bundle. All of Utimaco SecurityServer product
documentation is available from Utimaco's website at https://utimaco.com/.

1.1 About This Guide

This guide describes how to enable HSM integration with Microsoft Active Directory Certificate
Services (AD CS) including installation and set-up of Microsoft CA and integration with Online
Certificate Service Protocol (OCSP). For more detailed information regarding Microsoft Active
Directory Certificate Services and Online Certificate Service Protocol, please refer to the

documentation provided by Microsoft.

1.2 Target Audience

This guide is intended for Microsoft AD CS and OCSP administrators and HSM administrators.

1.3 Document Conventions

The following conventions are used in this guide:

Convention Use

Bold Items of the Graphical User

Interface (GUI), e.g., menu options

Monospac  File names, folder and directory
ed names, commands, file outputs,

programming code samples

Example

Press the OK button.

You will find the file example.conf in
the /exmp/demo/ directory .
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Convention Use Example

Italic References and important terms See Chapter 3, "Sample Chapter’, in the

u.trust Anchor - csadm Manual or
[CSADM].

Table 1: Document Conventions

Special icons are used to highlight the most important notes and information.

Here you will find important safety information that should be followed.

ﬂ Here you will find additional notes or supplementary information.

This message marks the result expected after the successful execution of an
instruction.

1.4 Abbreviations

Abbreviation Meaning

AlA Authority Information Access

AD CS Active Directory Certificate Services
CA Certificate Authority

CAT CryptoServer Administration Tool
CER Certified Emissions Reductions
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Abbreviation

CLI

CNG

CRL

CSP

FIPS

FQDN

GUI

HSM

KRA

MBK

MMC

OCSP

PS

RSA

Document No.: IG-2025-0029

Meaning

Command Line Interface

Cryptography API Next Generation

Certificate Revocation List

Cryptographic Service Provider

Federal Information Processing Standards

Fully Qualified Domain Name

Graphical User Interface

Hardware Security Module

Key Recovery Agent

Master Backup Key

Microsoft Management Console

Online Certificate Service Protocol

PowerShell

Rivest-Shamir-Adleman

Document Version: 1.0.0
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Abbreviation Meaning

URL Uniform Resource Locator

Table 2: Abbreviations

Document No.: 1G-2025-0029 Document Version: 1.0.0 Page 9 of 128



Overview UtimaCO®

2 Overview

2.1 Microsoft Active Directory Certificate Services

A Microsoft Active Directory Certification Authority is responsible for attesting to the identity of
users, computers, and organizations. The CA authenticates an entity and vouches for that
identity by issuing a digitally signed certificate. The CA can also manage, revoke, and renew
certificates. The CA can be public or private. A public CA provides certification services, typically
for a fee, to the public over the Internet. A private CA provides this service to the members of a
delimited population such as the employees of a business or members of some other private
group.

If the security of the generated keys and certificates needs to be enhanced, the Microsoft Active
Directory Certification Authority needs to be configured to use a Hardware Security Module
(HSM). When the HSM module is enabled with Microsoft Active Directory Certification Authority,
this strengthens the protection of keys and certificates.

2.2 Online Certificate Service Protocol

Online Certificate Status Protocol is an Internet Protocol and is used by certificate authorities to
check the revocation status of specific digital certificates. The Online Responder Service is the
component by Microsoft Windows service that is responsible for managing the configuration of
OCSP responder by retrieving revocation information from revocation providers, signing
responses, and auditing changes to the configuration of the OCSP responder.

The OCSP and CA uses Utimaco HSM for performing different operations like key generation,
certificate signing, CRL signing and protecting their private keys.

2.3 Utimaco CryptoServer HSM

CryptoServer is a hardware security module developed by Utimaco IS GmbH. CryptoServer is a
physically protected specialized computer unit designed to perform sensitive cryptographic
tasks and to securely manage as well as store cryptographic keys and data. It can be used as a
universal, independent security component for heterogeneous computer systems.
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3 Integration Requirements and Prerequisites

Ensure the system environment you will be using meets the following hardware and software
requirements.

3.1 Tested Versions

These are the integrations that have been successfully tested with the Utimaco HSM and the
Microsoft Active Directory Certificate Services (AD CS).

Operating Systems Utimaco Security Server Version Utimaco HSM

Windows Server 2019 = Security Server 4.45.5.0 CryptoServer CSe-Series/Se-

. Series
Windows Server 2016

Windows 2012 R2

Table 3: List of Tested Versions

3.2 Hardware and Software Requirements

Hardware Hardware Requirements

Utimaco LAN CryptoServer CSe-Series/Se-Series LAN with firmware SecurityServer
HSM 4.45.5.0 or higher

Utimaco PCl-e CryptoServer CSe-Series/Se-Series PCl-e with firmware SecurityServer
HSM 4.45.5.0 or higher

Table 4. List of Hardware Requirements
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Software Software Requirements
Java Version 8, Update 271 or higher
HSM Interfaces CSP/CNG

Table 5. List of Software Requirements

Set up an account on the Utimaco support portal and request download access at
the following URL: https://support.hsm.utimaco.com/

3.3 Prerequisites
Before you begin, please ensure that you have:

Before you begin, please ensure that you have installed/setup:

= QOperating system listed in Tested Versions

SecurityServer listed in Tested Versions
= CryptoServer Default Admin should be replaced with a new admin user

= MBK must be created and stored onto each HSM. Refer the CryptoServer documentations
to setup the MBK

= CryptoServer is setup and configured. Refer the CryptoServer documentations to setup the
HSM

= |f you are using Smartcard Authentication, make sure to install PIN PAD Driver through
SecurityServer software file, configure PIN PAD and start PIN Pad Daemon. Refer to the
CryptoServer documentations for more information about PIN PAD driver installation and
configuration.

= Microsoft SDK Installed and configured listed in Tested Versions
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4 Software Download and Installation

This section describes the process of installing Utimaco HSM software with Microsoft AD CS

and OCSP.

4.1 Download Utimaco Software

If you have not already done so, please create and request an Utimaco Support Portal Account.
This will allow you to download the software components needed for this installation.

If you have purchased an HSM from Utimaco, locate the included product bundle, which contains
the Linux software packages.

Install the latest version of the CryptoServer software as described in the CryptoServer Manual
for the HSM. We recommend that you uninstall any CryptoServer software before installing the
new software.
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5 Configuring the CSP-CNG Provider

5.1 Introduction and Prerequisites

A CSP (Cryptographic Service Provider) is a general-purpose cryptography standard, developed
by Microsoft. On one side it defines a cryptographic interface to be used by applications
(CryptoAPI). On the other side it defines an interface to be used by manufacturers to integrate
their cryptographic hardware.

A CNG (Cryptography API Next Generation) is the second-generation cryptographic interface,
developed by Microsoft. It offers updated cryptographic algorithms and is intended for a long-
term replacement of CSP.

When installing the CryptoServer Setup make sure to select the CPS/CNG - Cryptographic
Service Provider (Microsoft) interface. A Cryptographic User should be created as well as an MBK
should be generated.

Generating the MBK is necessary for the HSM to become operational. Without the
MBK one cannot run any cryptographic operations.

5.2 Creating HSM Users

Start the CryptoServer Administration Tool and login a user with the permission level of at least
02000000.

5.2.1 Creating a Key Manager User

If the Key manager and Crypto user roles are separated, a Key Manager user might need to be
created.

More users with the permission level 00000010 might be needed (Group 1) to enforce "'m of n'
security policy for the key management and smart card authentication might need to be used.

For this guide only one Key Manager User will be created.
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& Add User X
Name of New User
CatKeyManager
User Profie
ser s unt with JystomZed perms s s
Customzed User v
Authenticaton Mechansm
(O Smartcard (RSA Signature) (O Smertcard (ECOSA Signature)
(O Keyfie (RSA Signature) (O Keyfie (ECOSA Signature)
(® Password (HMAC) (O Smartcard (PN Pad at CryptoServer)
Group/Role and Permmsson Level
| User Manager (Group7) 0 Grouwp 3 0 ~
; System Manager (Group8) 0 Growp2 0 ~
NTP Manager (GroupS) 0 v Groupiﬁ lv
Groupé 0 Cryptographic User (Group 0) 0 v
Attrbutes
| | CustomString CXI_GROUP=CngCa!
oK Cancel

Figure 1: Creating Key Manager User

5.2.2 Creating a Crypto User

When a Root CA with Subordinates is created, smart card authentication and the "m of n" rule
with permission level of 00000001 needs to be used. Because issuing certificates for
subordinate CAs is not an automated task, smart card authentication allows higher level of
security to be achieved.

For subordinate CAs, where certificates are issued automatically, the credentials will have to be
stored in the .cng configuration file and Crypto Users with permission level of 00000002 will
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have to be created. Use encrypted passwords. For this guide, a user with permission level of
00000002, CXI Group "CngCal1" and HMAC password will be created.

| @ Add User X
Name of New User
CaltUser
User Profie
|
ser’s - L] e manageme L e Sage
Cryptographic User v
Authenticaton Mechansm
(O Smartcard (RSA Signature) (O Smartcard (ECOSA Signature)
(O Keyfie (RSA Signature) (O Keyfie (ECOSA Signature)
(®) Password (HMAC) () Smartcard (PN Pad at CryptoServer)
Group/Role and Permission Level
User Manager (Group 7) 0 Group 3 0
System Manager (Group 6) 0 Growp2 0
NTP Manager (Group S) 0 Grouwp 1 0
Group 4 0 Cryptographic User (Group 0) 2
Attrbutes

Custom String  CXI_GROUP=CngCat

Figure 2: Creating a Crypto User

ﬂ Based on your requirement, the user can use Password (HMAC), Smart Card or
KeyFile protection type. If you are using Smartcard Authentication, the prompt will
go on the PIN Pad device to insert Smartcard and enter the pin. Then press OK
button on the PIN Pad.
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5.3 Setting up the CSP/CNG Provider

The CS_CNG_CFG environment variable contains the path and name of the configuration file. By
default, itis located at C:\ProgramData\Utimaco\CNG\cs_cng.cfg.

0 For advanced configuration, refer CryptoServer_Manual_CSP_CNG.pdf found on the
product CD in the Documentation directory.

1. Open the cs_cng.cfg file with an appropriate text editor.

»_ Console

notepad %CS_CNG_CFG%

2. For this installation set the path to the log file and set the log level to "TRACE".

example file

# Path to the logfile (name of logfile is attached by the API)
Logpath = C:\Logs\CNG\

# Loglevel (0 = NONE; 1 = ERROR; 2 = WARNING; 3 = INFO; 4 = TRACE)
Logging = 4

0 To make your testing easier, it would be good to enable the CNG log file. That can be
enabled by editing the Logging Loglevel. Set the LogPath and Logging Loglevel to 1. For
testing you may want to increase it to 4.

The added LogPath points to a writable directory, not to a file.

If you encounter problems, check the log file named cs_cng.log in the LogPath defined
directory. When you are done testing, you should change Logging to 1 or 2. This will limit
the logging to only critical and important messages.
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3. Set the Login. In this case, the name of the Cryptographic User is "CalUser" with an HMAC
password "Utimaco19".

example file

Login = CalUser,HMACPwd=Utimaco19

0 If using Smartcard or KeyFile protection make the appropriate change in the Login
Section as shown below:

Login = username,RSASign=filename#password
Login = "SmartCardUser,RSASign=:cs2:auto:USBOE@<HSM-IP>"

For additional information refer CryptoServer_csadm_Manual_Systemadministrators.pdf
document, found on the product CD in the Documentation directory.

4. Set the IP address of the HSM.

example file

[CryptoServer]
# Device specifier (here: CryptoServer is CSLAN with IP address 10.44.223.141)
Device = 10.44.223.141

5. The Configuration File used in this document.

example file
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# Path to the logfile (name of logfile is attached by the API)
Logpath = C:\Logs\CNG\

# Loglevel (0 = NONE; 1 = ERROR; 2 = WARNING; 3 = INFO; 4 = TRACE)
Logging = 4

# Maximum size of the logfile in bytes
Logsize = 8mb

# Keys are stored in an external or internal database
KeysExternal = false

# Path to the external keystore. Directory must be given, not file!
KeyStore = C:\ProgramData\Utimaco\CNG\keys

# Export policy for newly created keys: 0O=allow all, 1=deny plain export
(standard), 2=deny all
ExportPolicy = 1

# Prevents expiring session after inactivity of 15 minutes
KeepAlive = true

# Timeout of the open connection command in ms
ConnectionTimeout = 3000

# Timeout of command execution in ms
CommandTimeout = 60000

# CXI group for all keys. The user has to have access to this group.
Group = CngCal

# Auto-login for CNG provider. This should be used for automated server
(re)start.

Login

= CalUser,HMACPwd=Utimaco19

# default device and fallback devices

Device

= 10.44.223.141

@

For more information regarding the commands and command parameters please check
the Utimaco documentation. The device may be a CryptoServer (PCle or LAN) device. The
device line will follow one of these patterns, based on the HSM form-factor:

Device

OR

288@<HSM IP address> Hardware (LAN) HSM

Device = /dev/cs2.0 Hardware (PCIe) HSM
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3

5.3.1 Testing Connection

To enumerate providers, use the following command:

»_ Console

> cngtool
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft

Microsoft

EnumProvider

Key Protection Provider
Passport Key Storage Provider
Platform Crypto Provider
Primitive Provider

Smart Card Key Storage Provider
Software Key Storage Provider

SSL Protocol Provider

Windows Client Key Protection Provider

Utimaco CryptoServer Key Storage Provider

To get the provider information, use the following command:

»_ Console

Document No.: 1G-2025-0029 Document Version: 1.0.0
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3

>cngtool ProviderInfo

Provider : Utimaco CryptoServer Key Storage Provider Device : 10.44.223.141
Group : CNG

Mode : Internal Key Storage

Name : Utimaco CryptoServer Key Storage Provider

Name : Utimaco CryptoServer Key Storage Provider Version : 0x02010000

Impl. -Type : 0x00000011 MaxNameLength : 0x00000104 Device : 10.44.223.141
Group : CNG

Mode : Internal Key Storage
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6 Installing Microsoft AD CS with Windows Enterprise

6.1 Installing and Configuring the AD CS

0 To create an AD-integrated CA, that is, an Enterprise CA, an account with Enterprise
Administrator level privileges is required for the role configuration.

1. Join a machine to the Domain and Log in as a user with Administrative privileges
2. Select Start then select on Server Manager to open Server Manager

3. Select Manage, then select Add Roles & Features. The Before you begin window opens.

Click Next

4. On the Select installation type window, make sure the default Role or Feature Based

Installation is selected. Click Next

5. On Server selection, select a server from the server pool. Click Next

6. On the Select server roles window, select the Active Directory Certificate Services role
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Before You Begin
instaliation Type
Server Selection
[ Serverioles |
Features
AD CS
Role Services

Confirmation

i Add Roles and Features Wizard

Select server roles

Select one or more roles to install on the selected server.

(] Fax Server

¢ [@) File and Storage Services (2 of 12 installed)

(] Host Guardian Service

L] Hyper-v

[] Network Policy and Access Services
[7] Print and Document Services

(] Remote Access

(7] Remote Desktop Services

[] Volume Actvation Services

(] Web Server (15)

(] Windows Deployment Services

[T] Windows Server Update Services

DESTNATION SERVER
ADlemts

Description

Active Dwrectory Certificate Services
(AD CS) s used %o create
certificaton authonties and related
role services that allow you to ssue
and manage certificates used n 3
vanety of apphcations.

Figure 3: Select server roles window

7. When prompted to install Remote Server Administration Tools, select Add Features. Click

Next
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I Add Roles and Features Wizard
S I t r rr I DESTINATION SERVER
CIECT SErVer IOl Add Roles and Features Wizard X RootCAutimacolocal
| ) X
Add features that are required for Active Directory
Certificate Services? btion
| The following tools are required to manage this feature, but do not Directory Certificate Services
_ have to be installed on the same server. ) is used to create certification
ities and related role services
4 Remote Server Administration Tools ow you to issue and manage
4 Role Administration Tools btes used in a variety of
4 Active Directory Certificate Services Tools ftions.

[Tools] Certification Authority Management Tools

Include management tools (if applicable)

o] [ |

0 [E o

Figure 4: Add Roles and Features window

8. On the Select features window, click Next

. Add Roles and Features Wizard - o X
Select features RoosCArsimasolocs

Before You Begin Select one or more features to install on the selected server.

Installation Type Features Description
Server Selection BB N Fromework 3.5 Features A NET Framework 3.5 combines the
Server Roles v [@] .NET Framework 4.7 Features (2 of 7 installed) power of the .NET Framework 2.0
_ v [] Background Intelligent Transfer Service (BITS) Ap‘“ with new '?fh“°|°9'?5 for
V| BitLocker Drive Encryption (Installed) building applications that offer
AD CS [7] BitLocker Network Unlock appealing user interfaces, protect
[7] BranchCache your customers’ personal identity
Role Services [] Client for NFS information, enable seamless and
Confirmation [] Containers secure communication, and provide
[[] Data Center Bridging the ability to model a range of
[C] Direct Play business processes.

« Enhanced Storage (Installed)

[7] Failover Clustering

[] Group Policy Management

[] Host Guardian Hyper-V Support

[7] 10 Quality of Service

[7] 1S Hostable Web Core

[ Internet Printing Client

[] 1P Address Management (IPAM) Server

[T] iSNS Server service v

Figure 5: Select features window

9. On the Active Directory Certificate Services window, click Next
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Before You Begin
instaliation Type
Server Selection
Server Roles

Features

Role Services

Confirmation

s Add Roles and Features Wizard - o X
Active Directory Certificate Services s

Active Directory Certificate Services (AD CS) provides the certificate infrastructure to enable scenanos
such as secure wireless networks, virtual private networks, Internet Protocol Secunity (IPSec), Network
Access Protection (NAP), encrypting file system (EFS) and smart card log on.

Things to note:

* The name and domain settings of this computer cannot be changed after a certification authority
(CA) has been installed. If you want to change the computer name, join 8 domain, or promote thes
server 1o a domain controlier, complete these changes before installing the CA. For more

o , see certi y naming.

Figure 6: Active Directory Certificate Services window

10. On the Select role services window, the Certification Authority role is selected by default. Click

Next

i Add Roles and Features Wizard

Select role services

Before You Begn
instaliation Type
Server Selection
Server Roles
Features

ADCS

Confirmation

- 0 x
DESTINATION SERVER
ADv s
Select the role services to install for Active Directory Certificate Services
Role services Description
2R < hcavon Authort] Certification Authority (CA) is used
(] Certificate Enroliment Policy Web Service 10 sue and manage certificates.
[ Certificate Enroliment Web Service WMulligle CAs can be inked %o form o
[7] Certfication Authority Web Enroliment public key infrastructure.
(7] Network Device Enroliment Sernce
(] Online Responder

Figure 7: Select role services window

11. On the Confirm installation selections window, check, and verify the information then click

Install
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Before You Begn
instaliation Type
Server Selection
Server Roles
Features

ADCS

Role Services

i Add Roles and Features Wizard - o > ¢
onfirm installation selections e~
Conf tall lect

To mnstall the following roles, role services, or features on selected server, click Install

(/] Restart the o server ity f required

Optonal {such as ad tools) might be displayed on this page because they have
been selected automatically. if you do not want to install these optional festures, click Previous to clesr
their check boxes.

Active Directory Certificate Services
Certification Authonty
Remote Server Admurustration Tools
Role Adminsstration Tools
Active Directory Certificate Services Tools
Certif Authority Manag Tools

Export configuration settings
Specify an alternate source path

Figure 8: Confirm installation selections window

12. When the installation is complete, click on the Configure Active Directory Certificate Services

on the destination server link

B Add Roles and Features Wizard - o X
Installation progress e ot

View nstallation progress

o Feature installation

Configuration requared. Instalistion succeeded on AD1.util.s

Active Directory Certificate Services
Addtional steps are required to configure Active Dwrectory Certificate Sennces on the destination
server
Configure Active Directory Certificate Services on the destination server

You can close thes wizard without interrupting running tasks. View task progress or open thes
1] page again by clicking Notifications in the command bar, and then Task Detads.

Export configuration settings

Figure 9: Installation Progress window

13. On the Credentials window, make sure that Administrator's credentials are displayed in

the Credentials box. If not, select Change and specify the appropriate credentials. Click
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Next
E AD CS Configuration - ) X
) DESTINATION SERVER
Credentials RootCA utimaco local

Role Services

Specify credentials to configure role services

To install the following role services you must belong to the local Administrators group:

« Standalone certification authority
« Certification Authority Web Enrollment
* Online Responder

To install the following role services you must belong to the Enterprise Admins group:

* Enterprise certification authority
 Certificate Enrollment Policy Web Service
« Certificate Enrollment Web Service

* Network Device Enrollment Service

Credentials: UTIMACO\Administrator

More about AD CS Server Roles

Figure 10: Credentials window

14. On the Role Services window, select Certification Authority. This is the only available

selection when the certification authority role is installed on the server, Click Next

s AD CS Configuration

Role Services

Credentials

Setup Type

CA Type
Private Key

Existing Key

- =) X

DESTINATION SERVER
AD2.Ut2 s

Select Role Services to configure

(/) Certification Authonity
Certification Authority Web Enroliment
Online Responder
Network Device Enroliment Service
Certificate Enroliment Web Service
Certificate Enroliment Policy Web Service

More about AD CS Server Roles

Figure 11: Role Services window
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0 If you are using Smartcard Authentication, the prompt will go on the PIN Pad device

to insert

Smartcard and enter the pin. Then press OK button on the PIN Pad.

15. On the Setup Type window, select the appropriate CA setup type for your requirements.

Click Next

B AD CS Configuration

certificate pohoes

Standalone CA

DESTINATION SERVER

>¢ ) 1YP¢ AD2.Uti2.sé
da < £ cat iy tur f the CA
eoenta soecCihy e Setul ype O e LA
Role Services
_ Enterprise certification authorities (CAs) can use Active Directory Domain Services (AD DS) to
o umpldy the management of certificates. Standalone CAs do not use AD DS to issue or manage
ool | certificates.
e ke
= ® Enterprise CA
oo, S Enterprise CAs must be domain members and are typwcally online to issue certificates or

Standalone CAs can be members or a workgroup or doman. Standalone CAs do not require AD
DS and can be used without 3 network connection (offline)

= =) X

Figure 12: Setup Type window

16. On the CA Type window, Root CA is selected by default. Click Next
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i AD CS Configuration

CA Type

Credentials
Role Services
Setup Type
Private Key

Existing Key

DESTINATION SERVER
AD2.Uni2.si

Specify the type of the CA

When you install Active Directory Certificate Services (AD CS), you are creating or extending a
public key infrastructure (PKI) hierarchy. A root CA is at the top of the PXI hierarchy and issues its
own self-signed certificate. A subordinate CA recerves a certificate from the CA above it in the PKI
heerarchy

® Root CA
Root CAs are the first and may be the only CAs configured in a PXI hierarchy.

Sybordinate CA

Subordinate CAs require an established PKI hierarchy and are authorzed to issue certificates by
the CA above them in the hierarchy.

More about CA Type

[pwon) [Ho] oo [ ]

Figure 13: CA Type window

17. On the Private Key window, leave the default selection to Create a new private key

selected. Click Next

Cryptography

CA Name

Validity Period
Certificate Database

Confirmation

Es ADCS Configuration - (=] X
. DESTINATION SERVER
Private Key RootCA utimaco.local
Credentials Specify the type of the private key
Role Services
Setup Type To generate and issue certificates to clients, a certification authority (CA) must have a private key.
CA Type @ Create a new private key

Use this option if you do not have a private key or want to create a new private key.

O Use existing private key

Use this option to ensure continuity with previously issued certificates when reinstalling a CA.
Select a certificate and use its associated private key
Select this option if you have an existing certificate on this computer or if you want to
import a certificate and use its associated private key.
Select an existing private key on this computer
Select this option if you have retained private keys from a previous installation or want to
use a private key from an alternate source.

More about Private Key

< Previous I [ Next > Configure

Figure 14: Private Key window

18. On the Cryptography for CA window, select the appropriate Utimaco CryptoServer

cryptographic provider along with the key type, key length, and suitable hash algorithm:
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= RSA #Utimaco CryptoServer Key Storage Provider

= ECDSA_P256 #Utimaco CryptoServer Key Storage Provider

= ECDSA_P384 #Utimaco CryptoServer Key Storage Provider

= ECDSA_P521 #Utimaco CryptoServer Key Storage Provider

If KeyFile or SmartCard protection is used, select the Allow administrator interaction when the

private key is accessed by the CA option.

F. AD CS Configuration

Credentials

Role Servic

Setup Type
CA Type

Private Key

Certificate Database

Confirmation

Cryptography for CA

Specify the cryptographic options

Select a cryptographic provider:
RSA#Microsoft Software Key Storage Provider

RSA#Microsoft Smart Card Key Storage Provider
Microsoft Strong Cryptographic Provider
ECDH_P521#Utimaco CryptoServer Key Storage Provider
ECDSA_P384#Microsoft Smart Card Key Storage Provider
ECDSA_P521#Utimaco CryptoServer Key Storage Provider
ECDSA_P384#Microsoft Software Key Storage Provider
Utimaco CryptoServer CSP
Microsoft Base DSS Cryptographic Provider
[ﬁSAﬂU(nn;;:j;o vaploSe«ver Key S(o‘l;):gé l‘f‘v@v-j&er )
DSA#Microsoft Software Key Storage Provider
ECDSA_P256#Utimaco CryptoServer Key Storage Provider
ECDH_P256#Utimaco CryptoServer Key Storage Provider

More about Cryptography

= (m] X

DESTINATION SERVER
RootCA.utimaco.local

Key length:
2048 v

y the CA,

Figure 15: Cryptography for CA window

19. Click Next

20. On the CA Name window, give the appropriate CA name. Click Next
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R AD CS Configuration

CA Name

Credentials
Role Services
Setup Type
CA Type
Private Key

Cryptography

Validity Period
Certificate Database

Confirmation

- m} X
DESTINATION SERVER

RootCA.utimaco.local

Specify the name of the CA

Type a common name to identify this certification authority (CA). This name is added to all
certificates issued by the CA. Distinguished name suffix values are automatically generated but can
be modified.

Common name for this CA:

:Utimaco~Roo‘CA

Distinguished name suffix:

DC=utimaco,DC=local

Preview of distinguished name:

CN=Utimaco-RootCA DC=utimaco,DC=local

More about CA Name

[ < Previous ] | Next > Configure

Figure 16: CA Name window

21. On the Validity Period window, enter the number of years for the certificate to be valid.

Click Next

s AD CS Configuration

Validity Period

Credentials

Role Services

Setup Type

CA Type

Private Key
Cryptography
CA Name

Certificate Database

Confirmation

= o X
DESTINATION SERVER

RootCA utimaco.local

Specify the validity period

Select the validity period for the certificate generated for this certification authority (CA):
5 Years N7
CA expiration Date: 10/17/2026 2:45:00 PM

The validity period configured for this CA certificate should exceed the validity period for the
certificates it will issue.

More about Validity Period

<previows | [ et Coneo

Figure 17: Validity Period window

22.0n the CA Database window, leave the default locations for the database and database

Document No.: IG-2025-0029

Document Version: 1.0.0

Page 31 of 128



Installing Microsoft AD CS with Windows Enterprise

utimaco’

log files. Click Next

L AD CS Configuration

CA Database

Credentials

Role Services

Setup Type

CA Type

Private Key
Cryptography
CA Name
Validity Period

Confirmation

m) X

DESTINATION SERVER
RootCA utimaco.local

Specify the database locations

Certificate database location:

Certificate database log location:

CA\Windows\system32\CertlLog

More about CA Database

< Previous ] I Next > Configure
Figure 18: CA Database window
23. On the Confirmation window, click Configure
[
§ i DESTINATION SERVER
Confirmation RootCA utimaco.local

Credentials

Role Services

Setup Type

CA Type

Private Key
Cryptography
CA Name
Validity Period

Certificate Database

To configure the following roles, role services, or features, click Configure.

@ Active Directory Certificate Services

Certification Authority

CA Type: Enterprise Root

Cryptographic provider: RSA#Utimaco CryptoServer Key Storage Provider
Hash Algorithm: SHA256

Key Length: 2048

Allow Administrator Interaction: Enabled

Certificate Validity Period: 10/17/2026 2:45:00 PM

Distinguished Name: CN=Utimaco-RootCA,DC=utimaco,DC=local
Certificate Database Location:  C:\Windows\system32\CertLog

Certificate Database Log C:\Windows\system32\CertLog

Location:

Next >

| Configure | | cCancel |

Figure 19: Confirmation window

24. Click Close to exit the AD CS

Document No.: IG-2025-0029
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private key for the CA will be generated and stored on the HSM
(X

DESTINATION SERVER

RootCA.utimaco.local

Results

The following roles, role services, or features were configured
@ Active Directory Certificate Services

Certification Authority @ Configuration succeeded

More about CA Configuration

Figure 20: Results window

a If you are using Smartcard Authentication, the prompt will go on the PIN Pad device
to insert

Smartcard and enter the pin. Then press OK button on the PIN Pad.

25. Open a command prompt and run the following command to verify that service is running:

> sc query certsvc

26. Open a command prompt and run the following command to verify the CA key

> certutil -verifykeys

ﬂ If you are using Smartcard Authentication, the prompt will go on the PIN Pad device
to insert

Smartcard and enter the pin. Then press OK button on the PIN Pad.

The result of the command shows the CA keys have successfully been verified.
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6.2 Testing

the AD CS

To test the installation is successful, try to issue a certificate.

1. Open the command prompt and run certmgr.msc command

File Action

@) [ G

View Help

a certmgr - [Certificates - Current User]

>

>
>
>
>
>
>
>
>
>
>

(¥ Certificates - Current User

1 Personal

] Trusted Root Certification Aut
] Enterprise Trust

1 Intermediate Certification Aut!
] Active Directory User Object
] Trusted Publishers

] Untrusted Certificates

| Third-Party Root Certification
] Trusted People

1 Client Authentication Issuers
") Smart Card Trusted Roots

Logical Store Name

[ Personal

(1 Trusted Root Certification Authorities
" Enterprise Trust

" Intermediate Certification Authorities
"] Active Directory User Object

[ Trusted Publishers

1 Untrusted Certificates

"] Third-Party Root Certification Authorities
" Trusted People

"I Client Authentication Issuers

"] Smart Card Trusted Roots

Figure 21: Certificate Manager Console window

2. Go to the Certificates then select Current User then select on Personal and select on

Certificates directory

h

» [ Untrusted Certificate:
] Third-Party Root Cert
2 Trusted People
21 Client Authentication
2 Preview Build Roots
» [ Test Roots
1 Homegroup Machine
2 Local Cert Issuer
1 Remote Desktop
1 Runtime_Transport S
2] Smart Card Trusted R
2 Trusted Devices v
> <

Console! - [Console Root\Certificates (Local Computer)\Personal\Certificates) - [n] X
File Adion View Favorites Window Help =@
9 A2mM 0 6= o)}
v Lo Certificates (Local Compe. * || fssued To Issued By Expirstion Date  Intendec | Actions
v & Personal fJcuusr CUUsR 10/21/2022 Server Al "
<1 Cortificates 22)DemoCA DemoCA 10/21/2026 <All>
» @ More Actions »
<l Trusted Root Certifict S| 923y souws Azure CRP Certificate . Windows Azure CRP Centificate Ge.  11/1/2022 Al>
» L Enterprise Trust
» 1 Intermediate Certifice
3 Trusted Publishers

Personal store contains 3 certificates.

Figure 22: Certificate Directory window
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3. Right-click on the directory Certificates then select All tasks select Request New

Certificate

‘ Console1 - [Console Root\Certificates (Local Computer)\Personal\Certificates)
File Action View Favgrites Window Help

» 1 Local Cert lssuer ‘
» ] Remote Desktop

» 1 Runtime_Transport S ||
» ) Smart Card Trusted R ‘
» 1 Trusted Devices v

« > <
L

[Request a new certificate from a certification authority (CA) in your domain

Figure 23: Certificate Directory window

4. In Before You Begin window, click Next

5 Certificate Enrollment

Before You Begin

networks, protect content, establish identity, and do other security-related tasks.
Before requesting a certificate, verify the following:

Your computer is connected to the network
You have credentials that can be used to verify your right to obtain the certificate

The following steps will help you install certificates, which are digital credentials used to connect to wireless

Cancel

Figure 24: Before You Begin window

5. In Select Certificate Enrollment Policy window, click Next
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5] Certificate Enrollment

Select Certificate Enrollment Policy

Certificate enrollment policy may already be configured for you.

Configured by your administrator
Active Directory Enrollment Policy

Configured by you

Certificate enrollment policy enables enroliment for certificates based on predefined certificate templates.

v

Add New

e | e

Figure 25: Certificate Enrollment window

If you are using Smartcard Authentication, the prompt will go on the PIN Pad device to insert

Smartcard and enter the pin. Then press OK button on the PIN Pad.

6. Enable the checkbox for User template, Click Enroll

[Z3 Certificate Enrollment
Request Certificates

Enroll.

Active Directory Enrollment Policy

(] Administrator 1) STATUS: Available
[ Basic EFS 1) STATUS: Available
(] EFS Recovery Agent J) STATUS: Available
M User 1) STATUS: Available

[ Show all templates

You can request the following types of certificates. Select the certificates you want to request, and then dlick

Details ¥

Details ¥

Details ¥

Details ¥

Figure 26: Request Certificates window
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Verify the certificate is enrolled successfully. The enrollment wizard shows if the certificate

enrollment was successful.
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7 Install and Configure AD CS with Windows Server Core

1. Join the domain by running the command

»_Console

> netdom join $(hostname) /domain:<full_DNS_domain_name>
/userd:<user_name> /passwordd:<password>

2. Restart the machine after joining the domain by running the command

>_ Console

> shutdown /r /t 0

3. Enable WOW®64 if you are working with 32-bit applications
4. Run PowerShell as admin user

5. Install CA binaries via PowerShell, by running the command

»_Console

> PS> Add-WindowsFeature ADCS-Cert-Authority --IncludeManagementTools

6. Configure CA via PowerShell, by running the command
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»_ Console

PS> Install-AdcsCertificationAuthority -AllowAdministratorInteraction -
caType EnterpriseRootCA -CryptoProviderName ECDSA_P256#HSM_KSP_NAME -
KeyLength 256 -HashAlgorithmName SHA256

Example

»_Console

PS> Install-AdcsCertificationAuthority -AllowAdministratorInteraction -
caType EnterpriseRootCA -CryptoProviderName "ECDSA_P384#Utimaco
CryptoServer Key Storage Provider" -KeylLength 384 -HashAlgorithm SHA384 -
CACommonName Root-CA

0 If you are using Smartcard Authentication, the prompt will go on the PIN Pad device
to insert Smartcard and enter the pin. Then press OK button on the PIN Pad.

7. When the confirmation message appears, type A and press Enter

8. To verify that the CA service has started, open a command prompt, and run the command

»_Console

> sc query certsvc
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8 Configuring the Auto-Enroliment Group Policy for a Domain

To complete the integration, you must configure the auto-enrollment as a group policy.

1. On the domain controller, select Start then click on Administrative Tools then click on
Group Policy Management

2. Select Forest, then select your Domain and expand it

‘ i Group Policy Management - o X
| & File Action View Window Help -'®
[oep 2 G| @M

| {8 Group Policy Management Forest: Utimacodemo.com
v ﬁ Forest: Utimacodemo.com

Contents
#a Domains .
@ Sites Name
#¥ Group Policy Modeling 3 Domans
«, Group Policy Results {8 Stes

« Group Policy Results

Figure 27: Group Policy Management window

3. Double-click Group Policy Objects in the forest
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& Group Policy Management

& Group Policy Management

@ File Action View Window Help
% 2/ 0/ c Bm

v A Forest: Utimacodemo.com
v (4 Domains
v #3 Utimacodemo.com

> [2) Domain Controllers
> ,_? Group Policy Objects
> sy WMI Filters
> (3 Starter GPOs
> [{@ Sites
#¥ Group Policy Modeling
%, Group Policy Results

@/ Default Domain Policy

Group Policy Objects in Utimacodemo.com
Contents Delegation

Name GPO Status

1/ Detaut Doman Controler . Enabled
1/ Defaut Domain Pokcy Enabled

Modified
11/172021 5:53:
11/1/2021 6:08:

Figure 28: Group Policy Management window

4. Right-click the Default Domain Policy, then select Edit

& Group Policy Management

& File Action View Window Help
o nm cHm

& Group Policy Management
v A Forest: Utimacodemo.com
v #h Domains
v #3 Utimacodemo.com
#./ Default Domain Policy
» (&) Domain Controllers
2 Group Policy Objects
> iy WMI Filters
» [ Starter GPOs
» {8 Sites
#¥ Group Policy Modeling
1+, Group Policy Results

Group Policy Objects in Utimacodemo.com
Contents  Delegation
‘Nomo

./ Defaut Domain Controller... Enabled

Modfied
11/1/2021 5:53.

Figure 29: Group Policy Management

window

5. In the Group Policy Management Editor, select Computer Configuration click on Policies

then click on Windows Settings click on Security Settings and then click on Public Key
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Policies

./ Group Policy Management Editor - (m] X
file Action View Help
o9 am = Bm

i/ Default Domain Policy [ANJAU-2 | Name Desription
v Computer Configuration || =3 account Policies Password and account lockout policies
- P?M j Local Policies Auditing, user rights and security options policies
» L Software Settings j Event Log Event Log
v [ Windows Settings ||
yr 1 Nome Resottion|| _BResticted Groups Restricted Groups
2 Smptxﬁmuplsf fSrys(emSevvnces System service settings
» 8 Deployed Printers f Registry Registry security settings
s i Security Settings g File System File system security settings
» gl Policy-based Qos| L4 Wired Network (EEE 8023) Policies Wired Network Policy Admini Manage .
> B Ad Templ | () Windows Defender Firewall with Ads Windows Defender Firewall with Advanced Secu_.
s (21 Preferences (23 Network List Manager Policies Network name, icon and location group policies.
v 8 User Configuration 4 Wireless Network (IEEE 802.11) Policies ) Policy Ad Manag..
» [ Policies
» [ Preferences " Software Restriction Policies
] Application Control Policies Application Control Policies
& 1P Security Policies on Active Directory (UTL. Internet Protocol Security (IPsec) Administration. .
] Advanced Audit Policy Config Advanced Audit Policy Configuration

Figure 30: Group Policy Management Editor window

6. Double-click Certificate Services Client click on Auto-Enrollment

4/ Group Policy Management Editor - (=] X
File Action View Help
e 2m B o))
v #% Computer Configuration ~ || Object Type
v [ Polices - .
- . Encrypting File System
h S "::'"9’ " Data Protection
i w.' N Rc:Io':: ] Bitlocker Drive Encryption
J s;m; Starty . BitLocker Drive Encryption Network Unlock Certificate
. ; 5 PI IPrin' 1 Automatic Certificate Request Settings
v b Security Settin I Trusted Root Certification Authorities
> ﬁ Account P ] Enterprise Trust
> @l Local Polic - Certif Auth
, 3 Eventlog || [ Trusted Publishers

> CAR d Ju d Certif

» 1@ SystemSer || [ Trusted People

» L@ Registry [73) Certificate Services Client - Certificate Enrollment Policy

» (@ File Systen || [53) Centificate Path Validation Settings

> §8 Wired Net

» ) Windows
2 Network Li

> i Wireless N

> . Public Key

» ] Software R

» L Application

> & 1P Security

» ] Advanced .

3 >

Figure 31: Group Policy Management Editor window

7. In Configuration Model, select Enabled to enable auto-enrollment. Select the following
options:
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= Renew expired certificates, update pending certificates, remove and revoke certificates

= Update certificates that use certificate template

Certificate Services Client - Auto-Enroliment Properties

Enroliment Policy Configuration
Enroll user and computer certificates tically
Configuration Model: Enabled

revoked certificates

(/1 Update certificates that use certificate

remaining certificate lifetime is
10 * %

"Storel, Store2, Store3"

Cancel

(o]

? X

[~] Renew expired certificates, update pending certificates, and remove

Log expiry events and show expiry notifications when the percentage of

Addiional stores. Use “," to separate multiple stores. For example:

Figure 32: Enrollment Policy Configuration window

8. Select Apply and OK to accept your changes and close the Editor
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9 Configuring the Certificate Enroliment to use CA templates on
the AD CS Server

This section describes how to create certificate templates when the private key is managed
using an HSM. All subscribers who enroll for a certificate based on such a template must have a
client connection to the HSM.

0 If a CA installed on Windows Server Core is managed remotely, the snap-ins in this
section must run on a separate machine with GUI capabilities.

To integrate the CA certificate enrollment functionality with a CA private key generated by the
Utimaco HSM:

1. Create a CA template that uses the Utimaco HSM

a) Open Command prompt and run the certtmpl.msc command

2 Certificate Templates Console - m] X
File Action View Help
(op m G5 HM
3 Certificate Templates (Swapn201¢ Template Display Name Schema Version Version  Intended P * || Actions |
& Administrator 41 wm -
&l Authenticated Session 3 MoreAdtions
&l Basic EFS E8]
& CA Exchange 1060  Private Key
& cer Encryption 41
& Code Signing 31
o Computer St
&l Copy of User 1003 Client Auth
& Cross Centification Authority 1050
e Directory Email Replication 1150  Directory S
& Domain Controller 41
& Domain Controller Authentication
) £FS Recovery Agent
& Envoliment Agent
& Envoliment Agent (Computer)
& Exchange Enroliment Agent (Offline reque..
o Exchange Signature Only
o Exchange User
&l 1psec
& IPSec (Offline request)
12l Kerberos Authentication
o Key Recovery Agent
B Y Y P T

1100 Client Autt
61

41

s1

41

61

IA)

81

IAl

1100 Client Auth
1050  Key Recove L

B0 s abad ah ah el b N NN A s N i e

Figure 33: Certificate Template Console window

b) Right-click the Administrator template, then select Duplicate Template. The Properties window
opens, showing Compatibility tab
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Properties of New Template

Issuance Requirements

P < Security
Compatibiity General Request Handling Cryptography Key Attestation

Subject Name Server

dod T

The template options avaiable are based on the earliest operating system
versions set in Compatibiity Settings.

{~/Show resuting changes
Compatibility Settings

Cortification -
Windows Server 2016
Centfficate recipient

Windows 10 / Windows Server 2016

template.

o [om] mw [

Figure 34: Compatibility Tab window

c) Select appropriate windows version under Certificate Authority and Certificate Recipient drop-
down box

Properties of New Template

Subject Name Server Issuance Requirements
Superseded Temp : Security
Compatbilty General Request Handing Cryptography Key Attestation

The template options avaiable are based on the earliest operating system
versons set in Compatibiity Settings.

Windows 10 / Windows Server 2016 v

These settings may not prevent earfier operating systems from using this
template.

o [om] mw |

Figure 35: Compatibility Tab window

d) Select the General tab. In Template display name, type a name for the template
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Properties of New Template

Subject Name Server Issuance Requirements
Superseded Templa Ertans: Security
Compatibiity General Request Handing Cryptography Key Attestation

Template display name:
Utimaco Administrator

Template name:
UtimacoAdministrator

Validity period: Renewal period:
1 years > 6 weeks <

[/] Publish certificate in Active Directory
(] Do not ically reenroll if a dupli fficate exists in Active

o« [oma] ww

Figure 36: General Tab window

e) Select the Request Handling tab, and in Purpose select Signature and deselect Allow private

key to be exported

L T L L —
Subject Name Server Issuance Requirements
S ded Tempk Extensi Security
Compatibiity General RequestHandliing Cryptography Key A :
Purpose: Signature
[_] Delete revoked or expired certificates (do not archive)
Include symmetnc algorthms allowed by the subject
Archive subject’s encryption private key

to be e;

[_] Renew with the same key
— For 2 of smart card certif use the exsting key if a
“~ new key cannot be created

Do the following when the subject is enrolled and when the private key
associated with this certificate is used:
‘@) Enroll subject without requirning any user input

Prompt the user during enroliment

Prompt the user during enroliment and require user input when the
- private key is used

o« [ ] ww | e

Figure 37: Request Handling Tab window
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ﬂ If you are using Smartcard Authentication, the prompt will go on the PIN Pad device
to insert Smartcard and enter the pin. Then press OK button on the PIN Pad.

f) Select the Cryptography tab and in the Provider, category select Key storage provider
g) In Algorithm Name, select the algorithm from the list

h) Click on the radio button for Requests must use one of the following providers and in
Providers, select Utimaco CryptoServer Key Storage Provider only

0 If CA is on Windows Server Core and you are managing it remotely using
certtmpl.msc on a

different PC, you need to install the Utimaco CryptoServer Key Storage Provider on
the PC

that is running certtmpl.msc. Otherwise, the Utimaco CryptoServer provider will not
appear.

) In Request Hash, select a hash type

Properties of New Template X
Subject Name Server Issuance Requirements
Superseded Temp E X Security

Compatibiity General Request Handing Cryptography Key Attestation
Provider Category: Key Storage Provider
Algorithm name: RSA
Minimum key sze: 2048

Choose which aryptographic providers can be used for requests
Requests can use any provider avaiable on the subject's computer

® Requests must use one of the following providers:

Providers:

ft Soft: Key Provider Q

j Utimaco CryptoServer Key Storage Provider

|["Microsoft Platform Crypto Provider

;. |Microsoft Smart Card Key Storage Provider

4
Request hash: [SHA256 ]~

_] Use altemate signature format

Figure 38: Cryptography Tab window
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j) Select Subject Name tab and deselect Include e-mail name in subject name and deselect E-
mail name

Properties of New Template X ‘
Superseded Tempk E Securty
Compatibilty General Request Handling Cryptography Key A
Subject Name Server Issuance Requirements
) Supply in the request

Use subject information from existing certificates for autoenroliment
renewal requests

) Build from this Active Directory information
Select this option to enforce consistency among subject names and to
simplify certificate administration.
Subject name format:
Fully distinguished name v
[_] Include e-mail name in subject name
Include this information in altemate subject name:
[JE:mai name
[_]DNS name
[] User principal name (UPN)
| Service principal name (SPN)

x (o] s e

Figure 39: Subject Name Tab window
k) Select Apply and OK to save the template settings and close the Certificate Template console

2. Open Command prompt and run the certsrv.msc command

0 Windows Server Core: If a CA is configured on Windows Server Core and is managed
via the Microsoft Management Console (MMC) from a different machine, you might
get an error which states: Cannot manage Active Directory Certificate Services. To
fix this, select OK, then in the certsrv.msc~ console that appears, select Action click
on Retarget Certification Authority. In the window that appears, select Another
Computer, then select Browse to find the CA you want to manage.

0 Windows Server Core: Sometimes an error appears indicating that the RPC server is
unavailable. To fix this, sign into the Windows Server Core machine and minimize the
command prompt. A window prompts you to load a key. Complete the steps in the
window and attempt to select the CA again from certsrv.msc.
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3. In the left-hand pane, select the Certificate Authority name

4. Right-click the Certificate Template node, then select New then select Certificate

Template to Issue

File Action View Help
e 2 35

al certsrv - [Certification Authority (Local)\DemoCA\Certificate Templates] —

) Certification Authority (Local) Name Intended Purpose
" i D.moCA )| Directory Email Replication Directory Service Email Replication
. Ravokdd Caciiiratas 3 Domain Controller Authentication Client Authentication, Server Authenticat..
- IM Caticates 3 Kerberos Authentication Client Auth Server Auth.
= :::;"::‘:;‘:" 3 €Fs Recovery Agent File Recovery
I Certificate Temniatac 3 Basic EFS Encrypting File System
ontroller Client Auth \, Server Auth:
w Senser Aithantication

* itication, Server Authenticat..
Encrypting File System, Secure Email, Cli..

te Certification Authority <All>

stor Microsoft Trust List Signing, Encrypting ..

Enable additional Certificate T

on this Certif

P

Authority

Figure 40: Certificate Templates Tab window

5. Select the template you just created, then click OK

B ' Enable Certificate Templates

Select one Certificate Template to enable on this Certification Authority.

Note: If a certificate template that was recently created does not appear on this list, you may need to wait until
information about this template has been replicated to all domain controllers.

All of the certificate templates in the organization may not be available to your CA.

For more information, see Certificate Template Concepts.

Name

@ ocsp Response Signing

%] RAS and IAS Server

3] Router (Offine request)

% Smartcard Logon

& Smartcard User

) Trust List Signing

] User Signature Only
Utimaco Administrator

7] Workstation Authentication

Intended Purpose

OCSP Signing

Client Authentication, Server Authentication

Client Authentication

Client Authentication, Smart Card Logon

Secure Email, Client Authentication, Smart Card Logon
Microsoft Trust List Signing

Secure Email, Client Authentication

Clent Authentication, Secure Email, Encrypting File System

Client Authentication
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Figure 41: Enable Certificate Templates window

6. Request a certificate based on the template:

a) Open the command prompt and run the certmgr.msc command

b) In the left-hand pane, right-click the Personal node, then select All Tasks select Request New

Certificate

-.' certmgr - [Certificates - Current User]
File Action View Help
« ‘ T‘“ Q = ﬂ o

) Certificates - Current User | Logical Store Name

| Persc~~' |

1 Trust Find Certificates... e
= e ted Root Certification Authorities
- Enter B Al Tasks > Find Certificates..

J Inten

1 Activ Refresh Request New Certificate_.

4 Trust |

mport..

4 Untn Help

1 Third-Party Root Certification|| — "' Advanced Operations >
| Trusted People | Thira-rarty Koot Lertitication Autnorities
| Client Authentication Issuers ! Trusted People
1 Smart Card Trusted Roots _ Client Authentication Issuers

~] Smart Card Trusted Roots

< > <

Figure 42: Certificate Manager window

c) Select Next in the first two windows

0 If you are using Smartcard Authentication, the prompt will go on the PIN Pad device
to insert Smartcard and enter the pin. Then press OK button on the PIN Pad.

d) Select template that you created, then Click Enroll
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M Certificate Enrollment

Request Certificates

You can request the following types of certificates. Select the certificates you want to request, and then click
Enroll.

Active Directory Enroliment Policy

| Administrator i) STATUS: Available Details ¥
Basic EFS i) STATUS: Available Details ¥
EFS Recovery Agent 1) STATUS: Available Details ¥

J User 1) STATUS: Available Details ¥
| Utimaco Administrator 1) STATUS: Available Details ¥

[[] Show all templates

e

Figure 43: Certificate Enrollment window

e) The Certificate Installation Results window should show STATUS: Succeeded. Select Finish

7. Verify that the certificate is enrolled successfully. If the certificate fails to enroll because
the CAis not started or the RPC ports are blocked, the following error is displayed:

0 Error: the RPC server is unavailable. 0x800706ba (win32: 1722
RPC_S_SERVER_UNAVAILABLE

The enrollment wizard shows if the certificate enrollment was successful or failed.

Use Details to check the main information.
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10 Private Key Archiving and Recovery

10.1 Archive the CA Key

To validate that the configurations that are possible with the Utimaco HSM and that do not
interfere with the CA key archival functionality.

To complete archiving the Certificate Authority-Key you must follow the tasks below:

10.1.1 Archiving Process

1. Log in as a user with Administrative Privileges

2. The steps to install the Microsoft Active Directory Certificate Services are same as the
Installing Microsoft Active Directory Certificate Services with Windows Enterprise
section. After Microsoft ADCS is successfully installed, continue with the below steps

3. Verify the Certificate Authority is installed successfully

10.1.2 Add a Key Recovery Agent (KRA) template to CA

1. Open command prompt and run the certtmpl.msc command. Right-click on the Key

Recovery Agent template, then select Duplicate Template
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3 Certificate Templates Console - 0O 5
File Action View Help
o9 | m D= Em
3 Certificate Templates (ADCS201t | Template Display Name Schema Version
& Administrator
ol Authenticated Session
& Basic EFS
& CA Exchange
& CEP Encryption
& Code Signing
| Computer
& Cross Centification Authority
a Directory Email Replication
& Domain Controller
3] Domain Controller Authentication
] EFS Recovery Agent
& Enroliment Agent
& Enroliment Agent (Computer)
a3 Exchange Enroliment Agent (Offline requ...
) Exchange Signature Only

&l 1PSec (Offline request)
& Kerberos Authentication

1
1
1
2
1
1
1
2
2
1
2
1
1
1
1
1
1
1
1
2

& KRA-Utie Duplicate Template
FOCPRe  Reenol All Certificate Holders v

< >« Al Tasks I
36 certificate templates

Figure 44: Certificate Template window

2. The Properties window opens, showing Compatibility tab. Select appropriate windows
version under Certificate Authority and Certificate Recipient drop-down box

Properties of New Template X

Subject Name Server Issuance Requirements
Superseded Tempk Ertane Security
Compatbiity General Request Handiing C hy Key A i

The template options available are based on the earliest operating system
versions set in Compatibiiity Settings.

(] Show resulting changes

Compatibility Settings

Windows 10 / Windows Server 2016 v

These settings may not prevent earlier operating systems from using this
template.

oK | Cancel Apply Help
Figure 45: Compatibility Tab window
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3. Select the General tab. In Template display name, type a name for the template

4. Select the Request Handling tab, and in Purpose select Encryption and Allow private key to

be exported is selected

Properties of New Template X
Subject Name Server Issuance Requirements
Superseded Teap) E Securty

Purpose:

Compatibiity General Request Handing Cryptography  Key Att

[ Alow private key to be exported
Renew with the same key ()
For automatic renewal of smart card cedfficates, use the existing key f a
new key cannot be created (%)
Do the following when the subject is enrolled and when the private key
associated with this certficate is used
(®) Envoll subject without requinng any user input
O Prompt the user during enroliment

Oﬁwuhwummmdmwurw»menh
private key is used

* Control is disabled due to compatibdty settings.

Encryption v

Delete revoked or expired certfficates (do not archive
[ include symmetric algorthms allowed by the subject
[0 Archive subject’s encryption private key

o | o) IR [

Figure 46: Request Handling window

0 If you are using Smartcard Authentication, the prompt will go on the PIN Pad device
to insert Smartcard and enter the pin. Then press OK button on the PIN Pad.

5. Select the Issuance Requirement tab, deselect CA Certificate manager approval

6. Select the Cryptography tab, and in the Provider category select Key storage provider

7. In Algorithm Name, select the algorithm from the list

8. Select Requests must use one of the following providers, and in Providers select Utimaco
CryptoServer Key Storage Provider only
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0 If CA'is on Windows Server Core and you are managing it remotely using

certtmpl.msc on a different PC, you need to install the Utimaco CryptoServer Key
Storage Provider on the PC that is running certtmpl.msc. Otherwise, the Utimaco

CryptoServer provider will not appear.

9. In Request Hash, select a hash type

10. From the Security tab, verify if Domain Admins and Enterprise Admins are having Enroll

Permissions

11. Select Apply and click OK to save the template settings and close the Certificate Template

console\

12. Open the command prompt and run the certsrv.msc command\

13. Right-click the Certificate Templates node. Select New then select Certificate Template to

Issue

14. Select the template created in the above steps and click OK

10.1.3 Issue the Key Recovery Agent Certificate

1. Open the command prompt and run the certmgr.msc command

i certmgr - [Certificates - Current User] - O X

File Action View Help
s [ &= HBHm

=) Certificates - Current User Logical Store Name

. Personal
~] Trusted Root Certification Aut

> (] Enterprise Trust

> (] Intermediate Certification Aut
_ Active Directory User Object
1 Trusted Publishers
1 Untrusted Certificates
1 Third-Party Root Certification

~| Personal

~| Trusted Root Certification Authorities

1 Enterprise Trust

_ Intermediate Certification Authorities

~ Active Directory User Object

~| Trusted Publishers

_ Untrusted Certificates

_ Third-Party Root Certification Authorities

_ Trusted People .
2] Client Authentication Issuers || - Trusted People
> ] MSIEHistoryJournal _I Client Authentication Issuers
1 Smart Card Trusted Roots 1 MSIEHistoryJournal
~| Smart Card Trusted Roots
< > <
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Figure 47: Certificate Manager window

2. Right-click Personal node. Select All Tasks then select Request new certificate...

& certmgr - [Certificates - Current User\Personal] - 0 X
file Action View Help
o MmO 83 o)

(5 Certificates - Current User ” Object Type
. Personal
> B Tn Find Certificates.. There are no items to show in this view.

-

> &l Er

s i L ANTesks N Find Centificates-

o I

A | RestNecoioe.

> I Tn

y B ur Refresh Import..

> @™ Export List.. Advanced Operations >
> j Tn

> :‘ (@} HP

>

1 MSIEHistoryJournal
» ] Smart Card Trusted Roots

< > < >

Figure 48: Certificate Manager window

3. Click Next

53] Certificate Enroliment

Before You Begin

The following steps will help you install certificates, which are digital credentials used to connect to wireless
networks, protect content, establish identity, and do other security-related tasks.

Before requesting a certificate, verify the following:

Your computer is connected to the network
You have credentials that can be used to verify your right to obtain the certificate

Figure 49: Before You Begin window
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4. Select Certificate Enrollment Policy and click Next

0 If you are using Smartcard Authentication, the prompt will go on the PIN Pad device to
insert Smartcard and enter the pin. Then press OK button on the PIN Pad.

5. Select the above created Key Recovery Agent check box and click Enroll

[ Certificate Enrollment

Request Certificates

You can request the following types of certificates. Select the certificates you want to request, and then click
Enroll.

Active Directory Enroliment Policy 2
Administrator 1) STATUS: Available Details ¥
() Basic EFS 1) STATUS: Available Details ¥
] EFS Recovery Agent J) STATUS: Available Details ¥
| Key Recovery Agent 1) STATUS: Available Details ¥
(] User 1) STATUS: Available Details ¥

S mwawiae a0 LT

Show all templates

Figure 50: Certificate Enrollment window

6. Verify the Enrollment is pending and click Finish

10.1.4 Issue the KRA Certificate
1. Open the command prompt and run the certsrv.msc command

2. Select the Pending Requests node. Right-click on the latest request for the KRA template.
Select All Tasks and click Issue
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File Action View Help

s 2 43 H

i) Certification Authority (Local) RequestID  Binary Request  Request Status Code Request Disposition Message
v @i Utimaco-RootCA

- Revoked Certificates All Tasks > View Attributes/Extensions...

| Issued Certificates -

9 S Refresh Export Binary Data..

_ Failed Requests Issue

J Certificate Templates Deny

<

Requ

‘Contains actions that can be performed on the item.

Figure 51: Certificate Authority window

3. Select the Issued Certificates

4. Verify that the new certificate is issued

10.1.5 Retrieve the issued certificate from CA
1. Open the command prompt and run certmgr.msc command

2. Right click on the Certificates then select Current User

3. Select All Tasks and select Automatically Enroll and Retrieve Certificates... and click Next
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i certmgr - [Certificates - Current User)
File Action View Help
o= Find Certificates..
W C AlTasks > Find Certificates..
: Refresh : Automatically Enroll and Retrieve Certificates...
- E Uist I Trusted Root Certification Authorities
= | Enterprise Trust
> -
Help I Intermediate Certification Authorities
> [ Trusted Publishers W Active Bitackory Ues (apject
» ] Untrusted Certificates :]Trusted thsM
2] Third-Party Root Certification|| — Untrusted Certificates
» ) Trusted People 1 Third-Party Root Certification Authorities
| Client Authentication Issuers —J Trusted People
| Smart Card Trusted Roots . Client Authentication Issuers
2 Smart Card Trusted Roots
< sl

Figure 52: Certificate Manager window

If you are using Smartcard Authentication, the prompt will go on the PIN Pad device to
insert Smartcard and enter the pin. Then press OK button on the PIN Pad.

4. Select the KRA certificate you just issued and enroll it

[ Certificate Enrollment

Request Certificates

Enroll.

Active Directory Enrollment Policy

/] Key Recovery Agent

[7] Show all templates

J) STATUS: Enroliment pending

You can request the following types of certificates. Select the certificates you want to request, and then click

Cancel

Figure 53: Request Certificates window
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5. Click Finish

10.1.6 Configure the CA to support Key Archival
1. Open the command prompt and run the certsrv.msc command
2. Right click CA Name and select Properties

3. Select the Recovery Agent tab

Utimaco-RootCA Properties ? X
Extensions Storage Certificate Managers
General Policy Module Exit Module
Enroliment Agents Auditing Recovery Agents Security

Do the following when a certificate request includes key archival:
Do not archive the key
® Archive the key
Number of recovery agents to use:
1
Key recovery agent certificates:
Subject Issuer Expiration Date  Status

Add... Remove View

o [ ] ww

Figure 54: Recovery Agents Tab window

4. Select the radio button for Archive the key

5. Click Add

Document No.: IG-2025-0029 Document Version: 1.0.0

Page 60 of 128



* ®
Private Key Archiving and Recovery UtlmaCO

Extensions Storage Certificate Managers
General Policy Module Exit Module
Enroliment Agents Auditing Recovery Agents Security
’ Do the following when a certificate request includes key archival:
\me Do not archive the key
(Revoked C4  windows Security X
| Issued Cert
rendingred  Key Recovery Agent Selection
| Failed Requ

(Certificate ] Please select a Key Recovery Agent certificate

Administrator@utimaco.local

"

-

L]

Issuer: Utimaco-RootCA
Valid From: 10/17/2021 to 10/17/2023

Click here to view certificate properties

OK Cancel

Figure 55: Key Recovery Agent Selection window

6. Select the KRA certificate you just issued and Click OK

7. Click OK

8. Click Yes to restart the AD CS

0 If you are using Smartcard Authentication, the prompt will go on the PIN Pad device to
insert Smartcard and enter the pin. Then press OK button on the PIN Pad.

10.1.7 Create a Template with Key Archival Enabled
1. Open the command prompt and run the certtmpl.msc command

2. Right-click the User template and select Duplicate Template
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) Certificate Templates (SudhirDC. Template Display Name

Schema Version
13 Cross Certification Authority

) Directory Email Replication

2] Domain Controller

2 Domain Controller Authentication
3] £FS Recovery Agent

& Enroliment Agent

&l Enroliment Agent (Computer)

& Exchange Enroliment Agent (Offline reque..
& Exchange Signature Only

& Exchange User

& 1PSec

& 1PSec (Offline request)

& Kerberos Authentication

) Key Recovery Agent

&l ocsp Response Signing

3 RAS and IAS Server

13 Root Certification Authority

&] Router (Offline request)

& Smartcard Logon

3 Smartcard User

& Ssubordinate Certification Authority

ek ed e et @ N WANN B e ed etk N SNN

2 Trust List Signing

a

& User Duplicate Template 1
& utir 4

I Te >
3 web All Tasks 1
& Wor Properties 2
> || < Help

Version Inten: |
1050

1150 Direct
41

1100 Client
6.1

41

51

41

6.1

71

81

71

1100 Client
1050 KeyR
1010 ocsP
1010 Client
LR

41

6.1

1mi

S1

31

41

1003 Client
41

1010 Client d

>

Figure 56: Certificate Template window

3. Select appropriate windows version under Certificate Authority and Certificate Recipient
drop-down box under Compatibility Settings

4. Click OK

Properties of New Template X
Subject Name Server Issuance Requirements.
T Extensi Security

Compatbity General RequestHanding Cryptography Key Attestation

The template options avaidable are based on the earliest operating system
versions set in Compatibiity Settings.

(/) Show resulting changes.

Windows 10 / Windows Server 2016 v

template.

oK Cancel Apply Help

Figure 57: Compatibility window
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5. On the Resulting Changes menu click OK
6. Go to the General tab and enter a name for the template (UserKeyArchival)

7. Go to the Request Handling tab and select the check box for Archive Subject’s encryption

private key
| Properties of New Template X
|
Subject Name Server Issuance Requirements
Superseded Temp Evtanat Securty
Compatibilty General RequestHanding Cryptography Key A

Purpose: Signature and encryption v
Delete revoked or expired certificates (do not archive)
[V Include symmetric algorithms allowed by the subject
(|Archive subject's encryption private key |

[ Allow private key to be exported
| Renew with the same key
— For automatic renewal of smart card certificates, use the existing key if a
“~ new key cannot be created
Do the following when the subject is enrolled and when the private key
associated with this certificate is used:
(®) Enroll subject without requiring any user input
() Prompt the user during enroliment

~ Prompt the user during enroliment and require user input when the
private key is used

“ OK Cancel Apply Help
Figure 58: Request Handling window

ﬂ If you are using Smartcard Authentication, the prompt will go on the PIN Pad device to
insert Smartcard and enter the pin. Then press OK button on the PIN Pad.

8. Select the Subject Name tab. Uncheck the check box for Include e-mail name in subject
name and uncheck the check box for E-mail name

Document No.: IG-2025-0029 Document Version: 1.0.0 Page 63 of 128



* ®
Private Key Archiving and Recovery UtlmaCO

} Properties of New Template X
Superseded Temp e . Security
Compatibiity General Req Handing Cryptography Key A
Subject Name Server Issuance Requirements
Supply in the request

Use subject information from existing certificates for autoenroliment
renewal requests

®) Build from this Active Directory information
Select this option to enforce consistency among subject names and to
simplify certificate administration.
Subject name format:
Fully distinguished name v

[} Include e-mail name in subject name

Include this information in altemate subject name:
(] E-mail name

[] DNS name

| User principal name (UPN)

[_] Service principal name (SPN)

Figure 59: Subject Name Tab window

9. Click Apply and then Click OK

10.1.8 Add a new Template to CA for Issuing
1. Open the command prompt and run the certsrv.msc command

2. Right-click on the Certificate Templates node. Select New and then select Certificate
Template to Issue
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f.l certsrv - [Certification Authority (Local)\Utimaco-RootCA\Certificate Templates) - a
File Action View Help
s 2 d= H
i Certification Authority (Local) Name Intended Purpose
v d U.(imaco-RootCA 3 Key Recovery Agent Key Recovery Agent
;. Fievokad Ce'bm'm“ & Utimaco Administrator Client Authentication, Secure Email, Encr..
- Issued Certificates ) Directory Email Replication Directory Service Email Replication
i. :::n:.::q::“ 3 Domain Controller Authentication Client Authentication, Server Authenticat_.
&) Certificate Templates g Kerberos Authentication Client Authentication, Server Authenticat
acovery Agent File Recovery
faensos :Fs Encrvoting File System
New > Certificate Template to Issue thentication, Server Authenticat..
. erver Server Authentication
LD ’ uter Client Authentication, Server Authenticat..
Refresh Encrypting File System, Secure Email, Cli..
Export List.. dinate Certification Authority <All>
ristrator Microsoft Trust List Signing, Encrypting ..
Help
Creates a new item in this container.

Figure 60: Certificate Authority window

3. Select new template for key archival, click OK

B ' Enable Certificate Templates

Select one Certificate Template to enable on this Certification Authority.

Note: If a certificate template that was recently created does not appear on this list, you may need to wait until
information about this template has been replicated to all domain controllers.

All of the certificate templates in the organization may not be available to your CA.

For more information, see Certificate Template Concepts.

Name

) OCSP Response Signing

%] RAS and IAS Server

@) Router (Offiine request)

) Smartcard Logon

) Smartcard User

) Trust List Signing

E User Signature Only
UserKeyArchival

7 Workstation Authentication

<

Intended Purpose

OCSP Signing

Client Authentication, Server Authentication

Client Authentication

Client Authentication, Smart Card Logon

Secure Email, Client Authentication, Smart Card Logon
Microsoft Trust List Signing

Secure Email, Client Authentication

Client Authentication, Secure Email, Encrypting File System
Client Authentication

Figure 61: Enable Certificate Templates window
10.1.9 Issue a user template with key archival enabled

1. Open the command prompt and run the certmgr.msc command
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3 Issued Certificates

1 Pending Requests

| Failed Requests
| Certificate Templates

File Action View Help
s 2 4=
L Centification Authority (Local) r Name Intended Purpose
r a Uf'mo'me )| UserKeyArchival Client Authentication, Secure Email, Encr..
| Revoked Certificates 3 Key Recovery Agent Key Recovery Agent

3 Utimaco Administrator

) Directory Email Replication

& Domain Controller Authentication
3 Kerberos Authentication

3 £FS Recovery Agent

3 Basic EFs

3 Domain Controller

3 web Server

3 computer

3 user

& subordinate Certification Authority
3 Administrator

Client Authentication, Secure Email, Encr..
Directory Service Email Replication

Client Authentication, Server Authenticat..
Client Authentication, Server Authenticat..
File Recovery

Encrypting File System

Client Authentication, Server Authenticat..
Server Authentication

Client Authentication, Server Authenticat...
Encrypting File System, Secure Email, Cli.
<All>

Microsoft Trust List Signing, Encrypting .

Figure 62: Certificate Templates window

2. Right-click Personal node. Select All Tasks and select Request New Certificate, Click Next

for next two windows

certmgr - [Certificates - Current User\Personal\Certificates]
File Action View Help

&9 [ 8| Q6=

() Certificates - Current User Issued To Issued By
v Egrsonal ‘ZﬂAdministrator Utimaco-RootCA
] Certifiratac
> ] Truste All Tasks > Request New Certificate..
1 Ent
> W Entery View s Import..
> . Intern y
> [ Active Refresh Advanced Operations >
’ _J Truste Export List..
> 1 Untru
> [ Third- Help
> [ Trusted People
> [ Client Authentication Issuers
> | Smart Card Trusted Roots

< > <

Figure 63: Certificate Manager window

If you are using Smartcard Authentication, the prompt will go on the PIN Pad device
to insert Smartcard and enter the pin. Then press OK button on the PIN Pad.
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3. Select the check box for New template for key archival and click Enroll

File Action View Help
e 2 05

L Certification Authority (Local)
v @i Utimaco-RootCA
] Revoked Certificates
] Issued Certificates
“1 Pending Requests
| Failed Requests
. Certificate Templates

Name

& UserKeyArchival

) Key Recovery Agent

& Utimaco Administrator

2 Directory Email Replication

3 bomain Controller Authentication
3 Kerberos Authentication

3 €FS Recovery Agent

3 Basic EFS

2] Domain Controller

3 Web Server

)| Computer

& user

3 subordinate Certification Authority
& Administrator

Intended Purpose

Client Authentication, Secure Email, Encr...
Key Recovery Agent

Client Authentication, Secure Email, Encr..
Directory Service Email Replication

Client Authentication, Server Authenticat..
Client Auth Server Auth

File Recovery

Encrypting File System

Client Authentication, Server Authenticat..
Server Authentication

Client Authentication, Server Authenticat..
Encrypting File System, Secure Email, Cli..
<All>

Microsoft Trust List Signing, Enarypting ..

Figure 64: Certificate Templates window

4. The Enroliment Wizard displays. Verify the enrollment is successful and click Finish

5] Certificate Enrollment

UserKeyArchival

Certificate Installation Results

' Active Directory Enrollment Policy
J STATUS: Succeeded

- 0

The following certificates have been enrolled and installed on this computer.

Details ¥

X

Figure 65: Certificate Enrollment window
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10.2 Perform Key Recovery

You can recover archived keys. To perform a key recovery:

1. Open the command prompt and run the certsrv.msc command
2. In the console tree, double-click Certificate Authority, and then click Issued Certificates
3. Select View and select Add/Remove Columns

4. In Add/Remove Columns, in Available Column select Archived Key, and then click
Add.Archived Key should now appear in Displayed Columns

=
File Action \View Help
e 2 a3

ksl Certification Authority (Local) RequestiD  Requester Name  Binary Certificate  Certificate Template Serial Number  Certificate Effec
v @i DemoCA
| Revoked Certificates There are no items to show in this view.
| lIssued Certificates
Pending Requests
Add/Remove Columns X

_| Failed Requests

. Certificate Templates
Displayed columns:
A Move U
Requester Name
Binary Certificate Move D
Certificate Template
> Serial Number
<- Remave Certificate Expiration D ol
Issued Country/Region
Issued Organization
Issued Organization Ur:
Issued Common Name
Issued City
Issued Distinguished N. « Issued State
< >

(T )

Figure 66: Archived Key window

5. Click OK and then in the details pane, scroll to the right and confirm that the last issued
certificate to UserKeyArchival has a Yes value in the Archived Key column

0 A certificate template must have been modified so that the Archive bit and Mark Private
Key as Exportable attributes were enabled. The private key is only recoverable if there is
data in the Archived Key column.

6. Double-click the Archive User certificate
7. Select the Details tab and write down the serial number of the certificate
8. Click OK

9. Close the Certification Authority
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10. Recover the private key into output file, open the command prompt and run the command
below

»_Console

> Certutil -getkey <serialnumber> output

11. Recover the certificate, open the command prompt and run the command below

»_Console

> Certutil -recoverkey output user.pfx

ﬂ If you are using Smartcard Authentication, the prompt will go on the PIN Pad device to
insert Smartcard and enter the pin. Then press OK button on the PIN Pad.

12. When prompted, enter the following information:

Enter new password: password
Confirm new password: password
13. Type exit, and then press ENTER

14. Close all windows and log off as the current user

15. Import the recovered private key/certificate

a) Open the command prompt run the certmgr.msc command
b) Right-click Certificates (Current User), and then select Find Certificates
¢) In Find Certificates, under Contain type CA Name and then click Find Now

d) In Find Certificates, on the Edit menu, click Select All
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e) In Find Certificates, on the File menu, click Delete
f) In Certificates, click YES

g) Close Find Certificates

16. Import the certificate at c:\user.pfx and let the certificates be placed by the system

a) In the console tree, right-click Personal and then select All Tasks and then click Import
b) In the Certificate Import Wizard, click Next

c) In the Files to Import, in the File name box, type c:\user.pfx and then click Next

d) In Password, type password and then click Next

e) In Certificate Store, select Automatically select the certificate store based on the type of
certificate and then click Next

f) In the Completing the Certificate Import Wizard, click Finish

17. Verify the serial number of the imported certificate

a) In the console tree, double-click Personal and then click Certificates
b) Double-click the certificate

c) In Certificate, go to the Details tab. Verify that the serial number matches the original
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11 Migrating the Microsoft Software Key of AD CS to Utimaco

HSM

11.1 Installing AD CS with Locally Stored Primary Key

1. Join a machine to the Domain and Log in as a user with Administrative privileges

2. Select Start and select Server Manager to open Server Manager. Select Manage, then
select Add Roles & Features

| B Local Server

Add Roles and Features
Remove Roles and Features

Add Servers

Create Server Group
nhgqure tr 3l server S =
Server Manager Properties

& Al servers
i
ﬂ AD DS QUICK START
& DNS
B§ File and Storage Services b
WHAT'S NEW
sde
LEARN MORE

ROLES AND SERVER GROUPS

Figure 67: Server Manager window

3. The Before you begin window opens. Select Next

| s Add Roles and Features Wizard

Before you begin

Document No.: IG-2025-0029

- (=]

DESTINATION SERVER
SCSl-server.utimacodemo.com

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
hosting a website.

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

Skip this page by default
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Figure 68: Before You Begin window

4. On the Select installation type window, make sure the default Role or Feature Based
Installation is selected. Click Next

Before You Begin

Server Selection

i Add Roles and Features Wizard = 0 X
Select installation type TS kel

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

(® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.
() Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.

Figure 69: Select Installation Type window

5. On Server selection, select a server from the server pool. Click Next

Before You Begin
Installation Type
Server Roles

Features

B Add Roles and Features Wizard - m} X
Select destination server Mokt oat

Select a server or a virtual hard disk on which to install roles and features.

® Select a server from the server pool
O Select a virtual hard disk

Server Pool

Filter: [

Name IP Address Operating System

RootCA utimaco.locz 172.23.032 Microsoft Windows Server 2019 Datacenter

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.
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Figure 70: Select Destination Server window

6. On the Select server roles window, select the Active Directory Certificate Services role

R

Select server roles

Select one or more roles to install on

« Active Directory Domain Sery
Active Directory Federation §
Active Directory Lightweight
Active Directory Rights Mana
Device Health Attestation
DHCP Server

V' DNS Server (Installed)

Fax Server

File and Storage Services (3 ¢

Host Guardian Service

Hyper-V

Network Controller

Network Policy and Access St

Print and Document Services

Remote Access

Remote Desktop Services

Volume Activation Services

Web Server (IIS)

Windows Deployment Servic

DESTINATION SERVER
SCSt-server utimacodemo.com

R Add Roles and Features Wizard

Add features that are required for Active Directory
Certificate Services?

The following tools are required to manage this feature, but do not
have to be installed on the same server.

4 Remote Server Administration Tools
4 Role Administration Tools
4 Active Directory Certificate Services Tools
[Tools] Certification Authority Management Tools

[¥] Include management tools (if applicable)

Figure 71: Select Destination Server window

7. When prompted to install Remote Server Administration Tools, select Add Features. Click

Next

8. On the Select features window, click Next

9. On the Active Directory Certificate Services window, click Next
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Before You Begin
Installation Type
Server Selection
Server Roles
Features
[ ocs |
Role Services

Confirmation

e Add Roles and Features Wizard = a X
Active Directory Certificate Services il e

Active Directory Certificate Services (AD CS) provides the certificate infrastructure to enable scenarios
such as secure wireless networks, virtual private networks, Internet Protocol Security (IPSec), Network
Access Protection (NAP), encrypting file system (EFS) and smart card log on.

Things to note:

* The name and domain settings of this computer cannot be changed after a certification authority
(CA) has been installed. If you want to change the comp name, join a domain, or pi this
server to a domain controller, complete these changes before installing the CA. For more
information, see certification authority naming.

Install

Figure 72: Active Directory Certificate Services window

10. On the Select role services window, the Certification Authority role is selected by default.

Click Next

h Add Roles and Features Wizard

Select role services

Before You Begin
Installation Type
Server Selection
Server Roles
Features

ADCS

Confirmation

- (=] X

DESTINATION SERVER
SCSl-server.utimacodemo.com

Select the role services to install for Active Directory Certificate Services

Role services Description
Certification Authority Certification Authority (CA) is used
[7] Certificate Enroliment Policy Web Service to issTue and manage Feni’ica(es.
[7] Certificate Enroliment Web Service Mull_lple CAs can be linked to form a
[7] Certification Authority Web Enrollment public key infrastructure.

[] Network Device Enroliment Service
[] Online Responder

Figure 73: Select Role Services window

11. On the Confirm installation selections window, verify the information then click Install
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Before You Begin
Installation Type
Server Selection
Server Roles
Features

AD CS

Role Services

B. Add Roles and Features Wizard - a
Confirm installation selections OO itk

To install the following roles, role services, or features on selected server, click Install.

[1. Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Active Directory Certificate Services
Certification Authority
Remote Server Administration Tools
Role Administration Tools
Active Directory Certificate Services Tools
Certification Authority Management Tools

Export configuration settings
Specify an alternate source path

Figure 74: Confirm Installation Selections window

12. When the installation is complete, select the Configure Active Directory Certificate Services
on the destination server link

.. Add Roles and Features Wizard - a
Installation progress el

View installation progress

o Feature installation

Configuration required. Installation succeeded on SCSI-server.utimacodemo.com.

X

Active Directory Certificate Services
Additional steps are required to configure Active Directory Certificate Services on the destination
server
Configure Active Directory Certificate Services on the destination server
Certification Authority
Remote Server Administration Tools
Role Administration Tools
Active Directory Certificate Services Tools
Certification Authority Management Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details,

Export configuration settings

Figure 75: Installation Progress window
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13. On the Credentials window, make sure that Administrator's credentials are displayed in the

. Click Next

Credentials box. If not, select Change and specify the appropriate credentials
E AD CS Configuration - (m} X

. DESTINATION SERVER

Credentials RootCA.utimaco.Jocal

Role Services

Specify credentials to configure role services

To install the following role services you must belong to the local Administrators group:
 Standalone certification authority
* Certification Authority Web Enroliment
* Online Responder
To install the following role services you must belong to the Enterprise Admins group:
* Enterprise certification authority
* Certificate Enroliment Policy Web Service
* Certificate Enrollment Web Service
* Network Device Enrollment Service

Credentials: UTIMACO\Administrator

More about AD CS Server Roles

Figure 76: Credentials window

14. On the Role Services window, select Certification Authority. This is the only available

selection when the certification authority role is installed on the server, click Next

& AD CS Configuration

Role Services

Credentials
| Roesevvces |
Setup Type
CA Type
Private Key
Cryptography
CA Name
Validity Period
Certificate Database

Confirmation

0 X
DESTINATION SERVER
SCSI-server.utimacodemo.com

Select Role Services to configure

[V Certification Authority
Certification Authority Web Enroliment
Online Responder
Network Device Enrollment Service
Certificate Enroliment Web Service
Certificate Enroliment Policy Web Service

More about AD CS Server Roles

Configure

Document No.: IG-2025-0029

Document Version: 1.0.0

Page 76 of 128



* ®
Migrating the Microsoft Software Key of AD CS to Utimaco HSM UtlmaCO

Figure 77: Credentials window

15. On the Setup Type window, select the appropriate CA setup type for your requirements.

Click Next
e AD CS Configuration - (m} X
DESTINATION SERVER
SetUp Type SCSl-server.utimacodemo.com
Credentials Specify the setup type of the CA

Role Services

Enterprise certification authorities (CAs) can use Active Directory Domain Services (AD DS) to
simplify the management of certificates. Standalone CAs do not use AD DS to issue or manage

CAType certificates.
Private Key
h @®): Enterprise CA

Cryptography Enterprise CAs must be domain members and are typically online to issue certificates or

CA Name certificate policies.

Wi O Standalone CA
Certificate Database Standalone CAs can be members or a workgroup or domain. Standalone CAs do not require AD
Confirmation DS and can be used without a network connection (offline).

More about Setup Type

< Previous Next > Configure Cancel

Figure 78: Setup Type window

16. On the CA Type window, Root CA is selected by default. Click Next

f AD CS Configuration - (] X
DESTINATION SERVER
CA Type SCSI-server.utimacodemo.com
Credentials Specify the type of the CA

Role Services

Setup Type When you install Active Directory Certificate Services (AD CS), you are creating or extending a
public key infrastructure (PKI) hierarchy. A root CA is at the top of the PKI hierarchy and issues its
own self-signed certificate. A subordinate CA receives a certificate from the CA above it in the PKI

Private Key hierarchy.

Cryptography @® Root CA

CA Name Root CAs are the first and may be the only CAs configured in a PKI hierarchy.

Validity Period

aldity Per O Subordinate CA
Certificate Database Subordinate CAs require an established PKI hierarchy and are authorized to issue certificates by
Confirmation the CA above them in the hierarchy.
More about CA Type
< Previous I I Next > Configure Cancel
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Figure 79: CA Type window

17. On the Private Key window, leave the default selection to Create a new private key
selected. Click Next

L AD CS Configuration - O X
. DESTINATION SERVER
Pr|Vate Key SCSl-server.utimacodemo.com
Credentials Specify the type of the private key
Role Services
Setup Type To generate and issue certificates to clients, a certification authority (CA) must have a private key.
CA Type @® Create a new private key

_ Use this option if you do not have a private key or want to create a new private key.

Shypogreny O Use existing private key

CA Name Use this option to ensure continuity with previously issued certificates when reinstalling a CA.
Validity Period Select a certificate and use its associated private key
Certificate Database Select this option if you have an existing certificate on this computer or if you want to

import a certificate and use its associated private key.
Confirmation
Select an gxisting private key on this computer
Select this option if you have retained private keys from a previous installation or want to
use a private key from an alternate source.

More about Private Key

] [ [covew | (]

Figure 80: Private Key window

18. On the Cryptography for CA window, select the appropriate Microsoft cryptographic
provider along with the key type, key length, and suitable hash algorithm and click Next
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B AD CS Configuration - [m} X
DESTINATION SERVER
C r yptOg ra p hy fOl’ CA SCSI-server.utimacodemo.com
Credentials Specify the cryptographic options
Role Services
Setup Type Select a cryptographic provider: Key length:
CA Type RSA#Microsoft Software Key Storage Provider v | 2048 v

Private Key Select the hash algorithm for signing certificates issued by this CA:

[ Copiogaony [ -

CA Name SHA384
Validity Period SHA512
SHA1

Certificate Database

MD5S A/
Confirmation

[V Allow administrator interaction when the private key is accessed by the CA.

More about Cryptography

|<Blevious H Next > I Configure

Figure 81: Cryptography for CA window

19. On the CA Name window, give the appropriate CA name. Click Next

fies AD CS Configuration - m} X
DESTINATION SERVER
CA N ame SCSl-server.utimacodemo.com
Credentials Specify the name of the CA
Role Services
Setup Type Type a common name to identify this certification authority (CA). This name is added to all
certificates issued by the CA. Distinguished name suffix values are automatically generated but can
CAType be modified.
Private Key
c h Common name for this CA:
ryptogra
= YRR ‘utimacodemo-CA
CA Name
Validity Period Distinguished name suffix:
Certificate Database DC=utimacodemo,DC=com

Confirmation
! : Preview of distinguished name:

CN=utimacodemo-CA DC=utimacodemo,DC=com

More about CA Name

< Previous | | Next > Configure Cancel

Figure 82: CA Name window
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20. On the Validity Period window, enter the number of years for the certificate to be valid.

Click Next
B AD CS Configuration - m} X
o i DESTINATION SERVER
\/a||dlty Pe”od SCSI-server.utimacodemo.com
Credentials Specify the validity period
Role Services
Setup Type Select the validity period for the certificate generated for this certification authority (CA):
CA Type 5 Years >
Private Key CA expiration Date: 11/3/2026 5:17:00 AM
Cryptography The validity period configured for this CA certificate should exceed the validity period for the
CA Name certificates it will issue.

Certificate Database

Confirmation

More about Validity Period

l < Previous [ l Next > ] Configure

Figure 83: Validity Period window

21. On the CA Database window, leave the default locations for the database and database log
files. Click Next

s AD CS Configuration - [m} X
DESTINATION SERVER
CA Data ba se SCSl-server.utimacodemo.com
Credentials Specify the database locations
Role Services
Setup Type Certificate database location:
CA Type (CAWindows\system32\Certlog
Private Key Certificate database log location:
Cryptography C\Windows\system32\CertLog
CA Name
Validity Period

Confirmation

More about CA Database

[ < Previous | I Next > | Configure
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Figure 84: CA Database window

22. On the Confirmation window, click Configure

EsADCS Configuration - (m} X
. . DESTINATION SERVER
COﬂflrmatIOﬂ SCSl-server.utimacodemo.com
Credentials To configure the following roles, role services, or features, click Configure.
Role Services @ Active Directory Certificate Servi
Setup Type
Certification Authority
CA Type :
CA Type: Enterprise Root
Private Key Cryptographic provider: RSA#Microsoft Software Key Storage Provider
Cryptography Hash Algorithm: SHA256
CA Name Key Length: 2048
Validity Period Allow Administrator Interaction: Enabled
Y Certificate Validity Period: 11/3/2026 5:17:00 AM
Certificate Database R i
Distinguished Name: CN=utimacodemo-CA DC=utimacodemo,DC=com
_ Certificate Database Location:  C:\Windows\system32\CertLog
Certificate Database Log C\Windows\system32\CertLog
Location:

Figure 85: Confirmation window

23. Click Close to exit the AD CS Configuration wizard after viewing the installation results. A
private key for the CA will be generated and stored on the HSM
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P-'_, AD CS Configuration - () X

DESTINATION SERVER

ReSU |tS SCSI-server.utimacodemo.com
The following roles, role services, or features were configured
@ Active Directory Certificate Services
Certification Authority 0 Configuration succeeded
More about CA Configuration
N Close

Figure 86: Results window

24. Open a command prompt and run the following command to verify that service is running:

»_Console

> sc query certsvc
25. Open a command prompt and run the following command to verify the CA key:

»_ Console

> certutil -verifykeys

ﬂ If you are using Smartcard Authentication, the prompt will go on the PIN Pad device
to insert Smartcard and enter the pin. Then press OK button on the PIN Pad.
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11.2 Create a Backup of CA Database

»_Console

#Create a database and private key backup

> certutil.exe -backup <drive>:\CaBackup

#Create a certificate backup

> certutil -ca.cert "<drive>:\CaBackup\<CA_Name>.cer"
#Create a registry export

>reg export HKLM\SYSTEM\CurrentControlSet\services\CertSvc
<drive>:\CaBackup\CAregistry.reg

#stop the AD CS service

> net stop certsvc

11.3 Importing Private Key to HSM

The private key, created with the backup command (check the Section Create a Backup of CA
Database), needs to be imported to the HSM

1. Open a command prompt as an Administrator and use the below command to import
the .p12 file to the HSM

»_ Console
> cngtool Name=<key_name> [Spec=<key_specifier>] [Type=<type>]

[Password=<pass>] ImportKey=<filename>

Example
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»_ Console

> cngtool Name=PrivateKey Spec=0 Type=PKCS8 Password=123456
ImportKey=C:\CaBackup\Root-CA.p12

ﬂ If you are using Smartcard Authentication, the prompt will go on the PIN Pad device
to insert Smartcard and enter the pin. Then press OK button on the PIN Pad.

2. Check with the cngtool whether the private key was imported successfully

>_ Console

> cngtool ListKeys

ﬂ If you are using Smartcard Authentication, the prompt will go on the PIN Pad device
to insert Smartcard and enter the pin. Then press OK button on the PIN Pad.

11.4 Synchronizing HSMs

If the environment has a High Availability setup, the HSMs must be synchronized.

1. Open the Crypto Administration Tool

2. Make sure the HSM is connected and in an operational mode

3. Select on Login/Logoff to open the Login/Logoff User window

4. Login the appropriate users to achieve the permission level of at least 22000000

5. Select Backup/Restore to open the CryptoServer Database Backup/Restore Wizard
window
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L 3 CryptoServer Database Backup/Restore Wizard X
User Steps Select Databases for Backup/Restore
1. Select Databases Command
2. ADMIN Login (Source) (O Backup databases from source CryptoServer to backup drectory
3. ADMIN Login (Target) (O Restore databases from backup drectory to target CryptoServer
4. Set Time (®) Copy databases from source CryptoServer to target CryptoServer
S. Import MBK Settings

Source CryptoServer 3001@127001 v

Target CryptoServer  3001@127.00.1 v

Backup directory C Wsers'swapnesh_kupwade UTMACODC Desktop\Copyover
Source CryptoServer Target CryptoServer
Available Databases Selected Databases

CXKEY & CXMEY db
user db user db
Add »>
Remove
Remove Al

Execute Close

Figure 87: CryptoServer Database Backup/Restore Wizard window

6. In the Command section select Copy databases from Source CryptoServer to Target
CryptoServer

7. In the Settings section Select the appropriate Source CryptoServer, if available select the
appropriate Target CryptoServer, In the Backup directory section type the appropriate

backup directory path (setto C:\Program
Files\Utimaco\CryptoServer\Administration as default) or click ... to browse to the
appropriate directory

8. Select the databases to copy

9. Click Execute

10. A confirmation window appears
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11.5 Reintroduce the Certificate

The certificate must be deleted and imported to connect it with the key that is stored in the HSM.
PowerShell was used for this task.

1. Get the certificate thumbprint

»_ PowerShell

PS> Get-ChildItem -Path cert:\LocalMachine\My

PSParentPath: Microsoft.PowerShell.Security\Certificate::LocalMachine\My
Thumbprint Subject

BE82EOFEC4B7F9DA33FF5CC2A0CC4D987F04A11B CN=DemoRootCa, DC=Uti2, DC=si
Then we extract the container name

PS> certutil -store my BE82EOFEC4B7F9DA33FF5CC2A0CC4D987F04A11B | findstr
"Subject: shal Unique Provider"

Subject: CN=DemoRootCa, DC=Uti2, DC=si

Cert Hash(shal): be82e0fecd4b7f9da33ff5cc2a0cc4d987f04a11b

Unique container name: 2fc25277ec718baa2886124e04bc16e7_36ed1a95-76e3-
4398-a4c7-c31d5fce304f

Provider = Microsoft Software Key Storage Provider

2. Make sure that the file is located on the local disk (one of the two possibilities, depending
on the installation)
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>_ PowerShell

PS> Get-Item C:\ProgramData\Microsoft\Crypto\RSA\MachineKeys\<container>
PS> Get-Item C:\ProgramData\Microsoft\Crypto\Keys\<container>

3. Delete the certificate

»_ PowerShell

PS>Remove-Item -Path cert:\LocalMachine\My\<thumbprint> -DeleteKey

4. Check if the certificate was deleted (one of the two possibilities, depending on the
installation)

»_ PowerShell

PS> Get-Item C:\ProgramData\Microsoft\Crypto\RSA\MachineKeys\<container>
PS> Get-Item C:\ProgramData\Microsoft\Crypto\Keys\<container>

5. Import the certificate

>_ PowerShell

PS> certutil -addstore -f "My" "<CaName>.cer"
Signature matches Public Key

Certificate "DemoRootCa" added to store.

CertUtil: -addstore command completed successfully.

6. To create a link between the certificate and the private key, first find the certificate serial
number
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»_ PowerShell

PS> certutil "<CaName>.cer" | findstr Serial
Serial Number: 3a9f8a8c61129593400f6738896afccO

7. And use the certutil command to repair the link

»_ PowerShell

PS> certutil -f -repairstore -csp "Utimaco CryptoServer Key Storage
Provider" my <serial>
CertUtil: -repairstore command completed successfully

0 If you are using Smartcard Authentication, the prompt will go on the PIN Pad device
to insert Smartcard and enter the pin. Then press OK button on the PIN Pad.

11.6 Configuring AD CS to Use Utimaco CryptoServer Key Storage Provider

1. Create a .reg file and run it as an administrator or edit registry manually to configure the
AD CS to use the private key stored in the HSM

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\services\CertSvc\Configuration\<
CaName>\CSP] "Provider"="Utimaco CryptoServer Key Storage Provider"
2. Start the service and check the status of the AD CS

»_Console

> net start certsvc

3. Verify that the CA service has successfully started by running the command

Document No.: 1G-2025-0029 Document Version: 1.0.0 Page 88 of 128



* ®
Migrating the Microsoft Software Key of AD CS to Utimaco HSM UtlmaCO

»_ Console

>sScC query certsvc

4. Verify the CA key by running the command:

»_Console

>certutil -verifykeys

0 If you are using Smartcard Authentication, the prompt will go on the PIN Pad device
to insert Smartcard and enter the pin. Then press OK button on the PIN Pad.
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12 Installing and Configuring the AD CS Failover Cluster

The following sections describe the installation and configuration of a CA on a failover cluster
running on Windows Server. Register Utimaco CryptoServer Key Storage Provider.

12.1 Installing AD CS Server role on first cluster node
1. Join a machine to the Domain and Log in as a user with Administrative privileges

2. The steps to install the Microsoft Active Directory Certificate Services are same as the
Installing Microsoft Active Directory Certificate Services with Windows Enterprise
section. After Microsoft ADCS is successfully installed, continue with the below steps

3. Open the command prompt and run certsrv.msc and then click OK

i.] certsrv - [Certification Authority (Local)] — O X
File Action View Help
= = H
sl Certification Authority (Local) Name Description
@ DemoCA

@i DemoCA Certification Authority

Figure 88: Certificate Authority window

4. Select the Certificate Authority node in the left pane

5. In the Action menu, select All Tasks and then select Backup CA
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L&) certsrv - [Certification Authority (Local)\DemoCA) - (m] X

File Action View Help

L Al Tasks > v
.;J Ce Refresh Stop Service
& Export List.. Submit new request..
Properties Back up CA.
Help Restore CA.

Renew CA Certificate..

Figure 89: Certificate Authority window

0 If you are using Smartcard Authentication, the prompt will go on the PIN Pad device
to insert Smartcard and enter the pin. Then press OK button on the PIN Pad.

6. On the Welcome page of the CA backup wizard, click Next

7. Select Private key and CA certificate and provide a directory name where you will
temporarily store the CA certificate and optionally the key. Click Next

8. Provide a password to protect the CA key and click Next
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Certification Authority Backup Wizard X
Select a Password

|
For encryption and decryption of messages, both a public key and a private key are é “
required. You must supply a password for the private key. -

This password is required to gain access to the private key and the CA certificate file.

Password:

I......

Confirm password:
Ioonnt1

To maintain private key security, do not share your password.

<o S

Figure 90: Certification Authority Backup window

9. Click Finish

Certification Authority Backup Wizard X

Completing the Certification
Authority Backup Wizard

v i You have successfully completed the Certification Authority

— Backup wizard.

You have selected the following settings:

Private Key and CA Certificate
Issued Log and Pending Requests

< >

To close this wizard and begin backup, click Finish.

< Back Finish Cancel Help

Figure 91: Certification Authority Backup window
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0 You will receive a warning message that the private key cannot be exported. This is
expected behavior because the private key will never leave the Utimaco HSM

10. Click OK to continue

11. Export the CA Certificate

»_Console

>certutil --ca.cert rootca_certificate.cer

CertUtil: -ca.cert command completed successfully.

12. Generate MBK and backup of the databases from first node using CryptoServer
Administrator Tool (CAT)

@ Remote Master Backup Key (MBK) Management X
Generate import Backup MBK Change PN Info

This command generates MEK key shares and stores the generated shares on smartcards or key tokens. The MBK wil not be stored in the
CryptoServer, if the MBK Import’ is

MBK Name  MBK-BKP

MEK Type 256 Bt AES Key

@® ¥oR Omoustofn
m(Shares) 2

n(Shares) 3

[[] Automatic MEK import

Generate Close
Figure 92: Remote master Backup Key Management window

13. Stop the certsvc service. Run:
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»_ Console

>net stop certsvc

12.2 Detach the shared storage form the first cluster node
1. Select Start then select Server Manager to open Server Manager

2. Select the File and Storage Services. Select Disks, select shared disk resource, right click
on it, and select Take Offline

Disxs
o =

& Seapn2019CAY (X

Swapn2019CA2 (1)

STORAGE POOL

Figure 93: Server Manger window

12.3 Import MBK and Restore the databases on second cluster node
1. Copy the MBK shares and databases files from first cluster node onto second cluster node
2. Using CAT utility, log in to the CryptoServer with administrative privileges

3. Select Manage MBK and select Import tab and import the MBK shares which copied from
first cluster node
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W Remote Master Backup Key (MBK) Management

Generate | ™port| Backup MBK Change PN Info

m (Shares) 2

This command imports m shares of an AES MBK from smartcard or keyfile tokens into the CryptoServer. An existing MBK will be overwritten

Figure 94: Remote Master Backup Key Management window

4. Select Backup/Restore button on CAT tool and select radio button for Restore databases

from backup directory to target Cryptoserver

5. Add CXIKEY.db and user.db to target Crytoserver and click Execute

@ CryptoServer Database Backup/Restore Wizard

Terget CryptoServer  3001@127001

Bachup Dwectory

Avatatie Datadaves
CEY &
uer &

User Steps Select for
1. Setect Databases Command
2 ADMIN Logn (Terget) () Backup datatases #1om sour ce CryptoSer ver 10 LaCkD & ectory
on (Target . asataves ¥ 10 target Cr
O Copy dutabases rom source CryptoServer 10 target CryptoSer ver
Senngs.
Source CryptoServer

Backup drectory C Userswwapnesh_hupwade UTMACOOC OesttopCopyover bhp

Cem=T]

Figure 95: CryptoServer Database Backup/Restore window

6. Restart the CryptoServer service and ensure that users and keys got restore successfully

7. Check with the cngtool whether the private key was imported successfully
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»_ Console

> cngtool ListKeys

0 If you are using Smartcard Authentication, the prompt will go on the PIN Pad device
to insert Smartcard and enter the pin. Then press OK button on the PIN Pad.

12.4 Installing AD CS Server role on second cluster node

To install the CA on the second node, complete the following tasks

1. Log in as a user with Administrative privileges
2. Select Start then select Server Manager to open Server Manager

3. Select the File and Storage Services. Click Disks

VOLUMES STORAGE POOL

4 CAPoint (1)

Figure 96: Server Manager window

4. Bring that the shared disk online on second cluster node
5. Copy the exported CA certificate on second cluster node

6. Import the CA certificate that was previously created on the first cluster node
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»_ PowerShell

PS> certutil -addstore -f "My" "<CaName>.cer"
Signature matches Public Key
Certificate "DemoRootCa" added to store.

CertUtil: -addstore command completed successfully.

0 If you are using Smartcard Authentication, the prompt will go on the PIN Pad device
to insert Smartcard and enter the pin. Then press OK button on the PIN Pad.

7. To create a link between the certificate and the private key, first find the certificate serial
number

»_ PowerShell

PS> certutil "<CaName>.cer" | findstr Serial
Serial Number: 3a9f8a8c61129593400f6738896afccO

8. And use the certutil command to repair the link

»_ PowerShell

PS> certutil -f -repairstore -csp "Utimaco CryptoServer Key Storage
Provider" my <serial>
CertUtil: -repairstore command completed successfully

0 If you are using Smartcard Authentication, the prompt will go on the PIN Pad device to
insert Smartcard and enter the pin. Then press OK button on the PIN Pad.

9. Open Server Manager under Configure this Local Sever and click Add Roles and Features
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10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

The Add Roles and Features Wizard displays
Click Next. Select radio for the Role-based or feature-based installation and click Next

Select radio button for a server from the server pool and select the second cluster node
from the server pool and click Next

Select the Active Directory Certificate Services check box from the Server Roles

Add features that are required for Active Directory Certificate Services? window displays.
To add a feature, click the Add Features button

Click Next

Click Next

Select the check box for Certification Authority from the Role services list and click Next
Click Install

Once installation is complete, select the link Configure Active Directory Certificate Services
on the destination server the AD CS Configuration wizard displays

In the Credentials page of the AD CS Configuration wizard click Next
Select the check box for Certification Authority and click Next
Select Enterprise CA as Setup Type and click Next

Select Root CA as type of CA and click Next

Select the radio button for Use existing private key and choose the option Select a
certificate and use its associated private key and click Next

Select the CA certificate that was generated on the first cluster node and click Next

Change the default paths for the database and log location to the share disk and Click
Next

A dialog box displays stating that an existing database was found displays, click Yes to
overwrite

In the Confirmation page click Configure

Verify that the CA service has successfully started by running the command
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»_ PowerShell

>sScC query certsvc

12.5 Installing Failover Cluster feature on both the cluster nodes

Please execute the following steps on both the cluster nodes

1. Log in to cluster node as a user with Administrative privileges

2. Select Start and then Server Manager to open Server Manager

K Server Manager -

Server Manager * Dashboard
Dashboard WELCOME TO SERVER MANAGER
l Local Server
Bi& Al servers 0 Configure this local server
Ol JUIS 1S 10Cal Serve

" ADCS ) ;
i# AD DS QUICK START
& DNs
#§ File and Storage Services t
o s

WHAT'S NEW

th
Hid
LEARN MORE

ROLES AND SERVER GROUPS

Figure 97: Server Manger window

3. Under Configure this Local Sever and click Add Roles and Features. The Add Roles and
Features Wizard displays. Click Next
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R Add Roles and Features Wizard

Before you begin

Installation Type hosting a website.
Server Selection .
To remove roles, role services, or features:
Start the Remove Roles and Features Wizard
Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

complete the steps, and then run the wizard again.

To continue, click Next.

[T] skip this page by default

< Previous E ﬁ> g

- =) X

DESTINATION SERVER
Swapn20160Cutimacodc.com

_ This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or

If you must verify that any of the preceding prerequisites have been completed, close the wizard,

install [_Cuid

Figure 98: Before You Begin window

4. Select the radio button for Role-based or feature-based installation and click Next

e Add Roles and Features Wizard

Select installation type

Before You Begir

_ machine, or on an offline virtual hard disk (VHD),

Carver Salection (® Role-based or feature-based installation
= 7 Configure a single server by adding roles, role services, and features.

() Remote Desktop S

or session-based desktop deployment.

- o X

DESTINATION SERVER
Swapn20160C.utimacodc.com

Select the installation type. You can install roles and features on a running physical computer or virtual

Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based

Figure 99: Select installation type window

5. Select the radio button for Select a server from the server pool option and from Server

Pool. Select cluster node and click Next
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B Add Roles and Features Wizard - a X
Select destination server RootCAvemasosc

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type @ Select a server from the server pool
Server Roles Server Pool
Features
Filter: [
Name IP Address Operating System

RootCA utimaco.local 172.23.0.32 Microsoft Windows Server 2019 Datacenter

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

Install

Figure 100: Select Destination Server window

6. Click Next

7. From the list of available features, select the Failover Clustering check box and click Next

P Add Roles and Features Wizard - (m] X
DESTINATION SERVER
Se|€Ct features Swapn20160DC.utimacodc.com

Before You Begin Select one or more features to install on the selected server.

Installation Type Features Description
Server Selection b [ .NET Framework 3.5 Features A Failover Clustering allows multiple
Server Roles © W] NET Framework 4.6 Features (2 of 7 installed) servers to work together to provide

high availability of server roles.

t [] Background Intelligent Transfer Service (BITS)
Failover Clustering is often used for

«| BitLocker Drive Encryption (Installed)

Confirmation [[] BitLocker Network Unlock File Services, virtual machines,
[7] BranchCache database applications, and mail
[7] Client for NFS applications.
[7] Containers
[T] Data Center Bridging
[] Direct Play

« Enhanced Storage (Installed)
o e

« Group Policy Management (Installed)

[7] Host Guardian Hyper-V Support

[7] 170 Quality of Service

["] 1S Hostable Web Core

[7] Internet Printing Client

[[] 1P Address Management (IPAM) Server

[] iSNS Server service v

Figure 101: Select Features window

8. A pop-up display stating Add features that are required for Failover Clustering? To add a
feature, click the Add Features button
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9. Click Next

10. Click Install

11. Once Feature installation is complete, click Close

12.6 Create a Failover Cluster

1. Log in to cluster node as a user with Administrative privileges where disk is attached

2. Open Server Manager, Select Tools and select Failover Cluster Manager

(88 Failover Cluster Manager

File Action View Help
o nmm @B

-] Failover Cluster Manager | Cluster ADCSFailoverCluster.utimacodc.com Actions
v &7 ADCSFailoverCluster.utimao!

3 Roles ’
# Nodes t.:

Summary of Cluster ADCSFailoverCluster
has 1 dustered roles and 2 nodes.

verClust

L Configure Role..

Recert Quster Events: § Coo 11

'@ Navigate

4 Storage Name: ADCSFaloverCuster tmacod . Networks: Cluster Network 1 B olidate Cluster.
8 Networks Cumrent Host Server: Swapn2015C. Subnets: 11Pvé and 0 1Fv6 T View\slidation Report
Iﬂ] Cluster Events

# AddNode-

Witness: None
« Close Connection

() Configure £) Reset Recent Events
Configure high availability for 3 specific clustered role. add one or more servers B More Actions 4
(nodes). or copy roles from a cluster running Windows Server 2019 or supported N
previous versions of Windows Server View
15 Corhaure Role W Fafover chuster topecs on the Web O Refresh
W Voldate Custer [ Properties
¥ AddNode belp
" Copy Quater Roles
£ Ousterfware Updating

Figure 102: Failover Cluster Manager window

3. From the Actions menu, click Create a Cluster
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8 Failover Cluster Manager - o X
File Acion View Help
e Validate Configuration..
& T S
Connect to Cluster.. : —
reate fadover chusters vahdate hardware for potential fadover chusters and
Refresh erform configuration changes to your fadover clusters . Validate Configuration..
Properties 8 Create Cluster..
Help s W Connect to Qluster..
..er cluster is 2 set of independent computers that work together 10 increase
the avaiabiiity of server roles. The servers (called nodes) are connected View 4
by physical cables and by sckware f one of the nodes fads
10 provide services. This process is known as G Refresh
(2] Properties
Clusters Help
Name Role atus
Ho tems found.
Management
rombmmmnwmmm,w
This action launches a wizard that will guide you through the process of creating & new duster.
Figure 103: Failover Cluster Manager window
4. On the Before You Begin page, click Next
X

Select Servers

Validation Waming

Access Point for
Administering the
Cluster

Confirmation
Creating New Cluster

ﬁ Create Cluster Wizard

ﬁ Before You Begin

This wizard creates a cluster, which is a set of servers that work together to increase the avaiabilty of
clustered roles. f one of the servers fails, another server begins hosting the clustered roles (a process

known as failover).

Before you run this wizard, we strongly recommend that you run the Validate a Configuration Wizard to
ensure that your hardware and hardware settings are compatible with fallover clustering.

Microsoft supports a cluster solution only ff the complete configuration (servers, network, and storage) can
pass al tests in the Validate a Configuration Wizard. In addiion, all hardware components in the cluster

solution must be “Certified for Windows Server 2019."

You must be a local administrator on each of the servers that you want to include in the cluster.

To continue, click Next.

Figure 104: Before You Begin window

5. Enter the first cluster node name in the Enter Server Name field and click Add

6. Enter the second cluster node name in the Enter Server Name field and click Add

7. Click Next

8. Enter the Cluster Name and click Next until you reach the Summary page
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9. To perform the validation tests, chose Yes and click Next two times
10. Keep the default option to Run all tests and click Next two times
11. Verify the test report and click Finish

12. Provide the cluster name and click Next until you reach the Summary page

| ﬂ Create Cluster Wizard X

;"? Access Point for Administering the Cluster

‘BdoreYouBeg-\ Type the name you want to use when administenng the cluster.
Select Servers

Cluster Name: ADCSFaioverClusteq

oTheNeBlOSnmshtzd to 15 characters. One or more DHCP IPv4 addresses were configured
= automatically. All networks were configured automatically.

Confimation

Creating New Cluster

| Summary

<Bevous |[ Net> ] Concel

Figure 105: Access Point for Administering the Cluster window

13. Verify the cluster got configured successfully. Check the status of both nodes, disk, and
network. It should be in green

12.7 Configure Role for ADCS Failover

1. In the Failover Cluster Management snap-in, right-click Role and select Configure Role
2. On the Before you Begin page, click Next

3. From the role list, select Generic Service and click Next
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85 High Availability Wizard X
?r_- Select Role
é:

Before You Begn Select the role that you want to configure for high avaiabiity

Select Service "4 DFS Namespace Server ~ | Description

Clent Access Point % DHCP Server You can configure high availability for
*... Distributed T Coord DTC; some services that were not originally

Select Storage 'i i e designed to run on a cluster. For more

Repicate Registry Server ) information, see

Confimation -

Configure High

Avaiabity

Summary

crwons | [ Hegs ] can

Figure 106: Select Role window

4. From the service list, select Active Directory Certificate Services and click Next

5. On the Client Access Point page, enter the role name in the Name field and click Next

85 High Availability Wizard

ﬁ- Client Access Point

Before You Begn Type the name that chents will use when accessing this clustered role:
ot fen Name ADCSClusteq

Select Service

automatically. All networks were configured

X

o‘lheNels!OSn-nebImzdto 15 characters. One or more DHCP IPv4 addresses were configured
automatically.

<Bevous [ Net> ] Cancel

Figure 107: Client Access Point window

6. Select the disk storage that is still mounted to the node and click Next
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7. Configure a shared registry hive, select the Add button, enter

SYSTEM\CurrentControlSet\Services\CertSvc and click OK

&
r_-: Replicate Registry Settings
L
| Before You Begn Programs or services may store data in the registry. Therefore, & is important to have this data avaiable on
the node on which they are running. Speciy the registry keys under HKEY_LOCAL_MACHINE that should
Seiect Role be repicated to all nodes in the cluster.
Select Service =
| Client Access Point | Registry Key X
Select Storage
Replicate Regstry Boot ey,
Settings HKEY_LOCAL_MACHINE\ |
| Corfimation v -
| Configure High
Av ailabéity
< Previous Next > Cancel

Figure 108: Replicate Registry Settings window

8. Click Next on the Confirmation page

9. Click Finish to complete the failover role configuration
10. Open the Failover Cluster Manager and verify that the newly created Roles Status is in the
Running state and Green
11. The AD CS Failover got configured successfully. At this stage, you can move the

certification authority between all nodes.

12.8 Creating the CRL Objects in Active Directory

The CRL container must be created in Active Directory manually, and the CRL must be published
manually.

1. Log on to the active cluster node with enterprise permissions

2. On the command prompt type
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»_ Console

> cd %WINDIR%\System32\CertSrv\CertEnroll
> certutil -f -dspublish {CRLfile}
For example:

> certutil -f -dspublish "CA Cluster.crl"

12.9 Updating the CA configuration in Active Directory
1. Log on to the Domain Controller with enterprise permissions
2. Click the Start button, open Run and type dssite.msc and then click OK
3. Select the top node in the left pane
4. In the View menu, select Show services node

5. In the left pane, select the Services and Public Key Services, and then select AIA

B Active Directory Sites and Services - O X
Eile Action Yiew Help
o) 2mXETEE Eml 3
@ Active Directory Sites and Servic| Name Type Description
ses T ——

v Services
AuthN Policy Configurat
Claims Configuration
| Group Key Distribution $
| Microsoft SPP | Enroliment S... Container

MsmqServices 4 KRA Container
NetServices NTAuthCerti... certificationAu...
Public Key Services 0iD msPKl-Enterpn...
RRAS
Shadow Principal Config

. Windows NT

4 CoP Container
Certificate T... Container
Certification... Container

Figure 109: Active Directory Sites and Services window

6. In the middle pane, select the CA name as it shows in the Certification Authority MMC
Snap-in
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7.

10.

11.

12.

13.

14.

15.

16.

17.

18.

In the Action menu, select Properties

. Click Security

. Click Add

Select Object Types then select Computers, and then click OK

Type the computer name(s) of the other cluster node(s) as the object name and click OK
Make sure that the computer accounts of all cluster nodes have Full Control permissions
Click OK

All cluster nodes also have to be permitted on the Enrollment Services container

In the left pane, select Enrollment Services.

In the middle pane, select the Certificate Authority name

In the Action menu, select Properties. Select the Security tab and click Add....

Select Object Types, select Computers and click OK

19. Type the computer name(s) of the all-cluster node(s) as the object name

20.

21.

22.

23.

24.

25.

26.

27.

28.

Make sure that the computer accounts of all cluster nodes have Full Control permissions
Click OK

In the left pane, select KRA

In the middle pane, select the Certificate Authority name

In the Action menu, select Properties then select the Security tab and click Add

Select Object Types, select Computers and then click OK

Type the computer name of all cluster node as object name and click OK

Make sure that the computer accounts of all cluster nodes have Full Control permissions

Click OK
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13 Online Certificate Status Protocol Service

Before integrating the Utimaco CryptoServer with Microsoft Windows Server Online Certificate
Status Protocol Service (OCSP), first complete the Utimaco CSP/CNG Installation.

0 It is strongly recommended to use the external key storage for OCSP if using HSMs in

cluster mode. Therefore, the servers which serve OCSP should be separated from the
certificate authorities.

You can install OCSP if you are already running an enterprise certificate authority.

The following steps are necessary to install OCSP in general:

13.1

Prepare certificate template for OCSP signing
CA Configuration

Install and configure online responder

Make a revocation configuration

Test the online responder

Prepare certificate template for OCSP Signing

First, it is necessary to prepare a template to enroll OCSP servers for a certificate which uses the
Utimaco CryptoServer.

1. Open the command prompt and run the certtmpl.msc command

2. Right-click the OCSP Response Signing template and click Duplicate Template

3. Select appropriate windows version under Certificate Authority and Certificate Recipient

drop-down box under Compatibility Settings

4. Click OK
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Properties of New Template X

Subject Name Server Issuance Requirements

S ded Templ B Securty
Compatbity General Request Handing Cryptography  Key Attestation

The template options avaiable are based on the eariest operating system
versions set in Compatibiity Settings.

£ Show resutting changes

Compatibilty Settings

Centfication Authorty
Windows Server 2016 a

Centficate recipient
Windows 10 / Windows Server 2016 | v

These settings may not prevent earer operating systems from using this
template

oK o [ o | [
Figure 110: Compatibility Tab window

5. In the Resulting Changes menu click OK

6. Go to the General tab and enter a name for the template

7. Select the Subject Name tab

TOperties or New femplate A
St ded Templ B Securty
Compatbiity General Request Handing Cryptography Key Attestation
Subject Name Server lssuance Requirements

O Supply inthe request
Use subject information from existing certficates for autoenroliment
renewal requests

(® Buid from this Active Drectory information!

Select this option to enforce consistency among subject names and to
simpify cenficate administration.

Subject name format:
DNS name v
[ Include e-mail name in subject name
Include this infomation in altemate subject name:
[[] Emal name
[ DNS name
[[] User prncipal name (UPN)
[ Seryice prncipal name (SPN)
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Figure 111: Subject Name Tab window

8. Uncheck the Include e-mail name in subject name check box
9. Uncheck the E-mail name check box
10. In the Request Handling tab, select the Purpose as Signature from the drop-down list.

Select Authorize additional service accounts to access the private key checkbox

Properties of New Template X ‘:
Subject Name Server Issuance Requirements
Superseded Templates Exensions Securty

Compatibity General Request Handing Cryptography ~ Key Att
Pumpose: Signature v

[[] Delete revoked or expired certficates (do not archive)
Include symmetnic algorthms allowed by the subject
Archive subject’s encryption private key

Use advanced Symmetric algorthm to send the key
tothe CA

[ Authorize addtional service accounts to access the private key

[[] Allow private key to be exported

[[] Renew with the same key ‘

Dwummammmu.mhmkqu
new key cannot be created \

Do the following when the subject is enrolled and when the private key
associated with this certficate is used:

Enroll subject without requining any user input

Prompt the user during enroliment

Prompt the user during enroliment and require user input when the
private key is used

o [Tl ww [ e

Figure 112: Request Handling window

0 If you are using Smartcard Authentication, the prompt will go on the PIN Pad device
to insert Smartcard and enter the pin. Then press OK button on the PIN Pad.

11. Go to Cryptography tab, select Key Storage provide in the Provider category then select
Algorithm name then Key Size. Check on the radio button for Request must use one of the
following providers then select radio button for Utimaco CryptoServer Key storage provider
and select the appropriate Hash Value
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Properties of New Template

< Aad T, e

Securty

Subject Name = Server

Issuance Requirements
Compatibity General Request Handing Cryptography  Key Attestation
Brovider Category: Key Storage Provider v

Agorthm name: 'RSA

Provigers:

e

Choose which cryptographic providers can be used for requests
(O Requests can use any provider avaiable on the subject's computer
(®) Requests must use one of the following providers:

v

[JMicrosoft Platform Crypto Provider
[“IMicrosoft Smart Cand Key Storage Provider

Figure 113: Cryptography Tab window

12. Go to Security Tab. Add the Computer Account and give Read, Write and Enroll
permissions. Ensure Domain Admins and Enterprise Admins are having Enroll Permissions

13. Click Apply and then Click OK

14. Open the command prompt and run the certsrv.msc command

Eile Action View Help

L AR AR

) Centification Authority (Local) || Name

v @i utimacodc-Swapn2016DC-CA T Test20CSP R se Signing

- = Cfnlxnes 3 Test-0CSP Response Signing
| Issued Certificates ocsp 205
) Pending Requests 2 - 9nng
"j Failed 2 Directory Email Replication
: 3 Domain Controller Authentication

] Certificate T====t=s=-

< >

L) certsrv - [Certification Authority (Local)\utimacodc-Swapn2016DC-CA\Certificate Templates) -

Intended Purpose

OCSP Signing

OCSP Signing

OCSP Signing

Directory Service Email Replication
Client Authentication, Server Authentic...
Client Authentication, Server Authenti
o v
- " File System

Client Authentication, Server Auth
Server Authentication
Chient Authentication, Server Authentic...
Encrypting File System, Secure Email, Cl...
<All>
Microsoft Trust List Signing, Encrypting...

Figure 114: Certificate Authority window
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15. Right-click the Certificate Templates node
16. Select New then select Certificate Template to Issue

17. Select new template for OCSP Response Signing, click OK

£ certsry - [Certification Authority (Local)\utimacodc-Swapn2016DC-CA\Certificate Templates] — a X
Eile Action View Help
e n|XE= H
L0 Centification Authority (Local) { Name Intended Purpose
Ve m,'":(z:::::;zo.:wc{‘ | 3 Test20CSP Response Signing OCSP Signing
oV cates |
= | & Test-OCSP Si OCSP Sie
) Issued Certificates | - SP R “ """9 PS -ﬂg
a f::“;n: s | & Directory Email Replication Directory Service Email Replication
" Certificate Templates 2 Domain Controller Authentication Client Authentication, Server Authentic...
a 3 Kerberos Authentication Chent Authentication, Server Authentic...
S ers Recovery Agent File Recovery
3 Basic EFS Encrypting File System
3 Domain Controller Client Authentication, Server Authentic...
| 3 Web Server Server Authentication
| & Computer Client Authentication, Server Authentic...
{ 3 User Encrypting File System, Secure Email, Cl...
3 Subordinate Certification Authority  <All>
3 Administrator Microsoft Trust List Signing, Encrypting...
< >

Figure 115: Certificate Authority window

13.2 CA Configuration

Some more steps are necessary to use OCSP with a CA. Perform the next steps on the CA server.

1. Open the command prompt and run the certsrv.msc command

2. Right click Certificate Authority Name and select Properties
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Envoliment Agents Auditing Recovery Agents Securty

General Policy Module Bxt Module
Extensions Storage Certficate Managers
Select extension
|CRL Distrbution Port (COP) v

|CRL Distribution Point (COP

C.\Windows \system 32\Cest Srv\Cert Ervoll\ <CaName > <CRL Name Suffix

Idap ///CN=<CATruncatedName ><CRLName Suffoc> CN=<ServerShot Nar
http//<ServerDNSName>/Cert Envoll/ <CaName > <CRLName Suffoc> <Delta
file //<ServerDNSName >/Cert Enroll/<CaName ><CRLName Suffix><DektaC

<

4] Publish CRLs to this location

ingude in all CRLs. Specifies where to publish in the Active Drecton
when publshing mar sally

include in CRLs. Clients use this to find Dekta CRL locations
clude in the P extension of issued cenficates
[4] Publish Deka CRLs to this location

include in the IDP extension of issued CRLs

o | o] [ [ e

Figure 116: Extensions Tab window

3. Change to the Extensions tab and select Authority Information Access (AlA). Add the URL
of the OCSP service. Typically, this is the FQDN of the OCSP server with the path OCSP,
e.g., http://FQDN-OF-SERVER/ocsp Click OK. After adding select the URL previously

entered, select Include in the online certificate status protocol (OCSP) extension. Click
Apply and then click on OK

4. You will receive a pop-up window to restart the AD CS, for the changes to take effect. Click
Yes and Click OK

13.3 Request a certificate from OCSP Response Signing template
1. Select the Start menu, open Run and type mmc and click OK
2. In the mmc console that appears, select File then select Add/Remove Snap-in...

3. In the Add or Remove Snap-Ins pop-up dialog that appears, find the Certificates snap-in
(under the Available snap-ins section)
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Add or Remove Snap-ins

You can select snap-ns for this console from those avaiable on your and configure the selected set of snap-ns. For
extensble snapns, you can configure which extensions are enabled.

Avaiable gnapns: Sglected snap-ns:

[ snapin Vendar ~l ) Console Root E£dt Extensions. .
#8 Active Drectory Do...  Mirosoft Cor... s

i Active Drectory Site... Microsoft Cor...
J Active Drrectory Use... Microsoft Cor...
=) ActiveX Control Miarosoft Cor... Move Up
ADSI Edit Microsoft Cor....
Authorization Manager Microsoft Cor... Move Qown
Certificate Templates  Micyosoft Cor...
ertficates Microsoft Cor...
LalCertification Authority Microsoft Cor...
®. Component Services  Microsoft Cor....
;Conunerna\agem.., Microsoft Cor...
%" Disk Management Maosoftand... Adyanced...

Desaription:

’Mmmhlmhmhmmuofhmfmmhmd,am,unm.

oK Cancel

Figure 117: Add/Remove Snap-in window

4. Select the snap-in and click Add

5. In the dialog that appears, select the radio button for Computer Account and then click

Next

Certificates snap-in

This snap-n will always manage certfficates for:
(O My user account

T v =

Figure 118: Certificate Snap-in window

6. In the Select Computer dialog, ensure that Local Computer is selected and click Finish
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Select Computer X

Select the computer you want this snap-n to manage.
This snap-n will always manage:
(® Local computer: the computer this console is running on)
(O Ancther computer: Browse ..

[[] Alow the selected computer to be changed when launching from the command line. This
only applies f you save the console.

Figure 119: Select Computer window

7. Click OK
8. Under the Console Root, select the Certificates heading
9. Select the Personal folder and expand it

10. Right Click on Certificates and select All Tasks and select Request New Certificate

L‘Comobl-l(msdﬂhol\( i (Local G N i T o X
EFle Action Yiew Favgetes Window Help _ialx
s amO|lcE Bm
v @ Centficates d;:fcimni —d¥ tssued By Expleotin Dite | IntandodPAGHSEE

V- 3"‘:“'““_ | 231 Swapn20160C timacodc.com  utimacodc-Swapn20160C-CA /57200 ocsos-m

1072272022 Client Aj More Actions »

1 ::“"R‘ y K 10/22/2026 <Al>
B o View N 202 <Al
3 Trusted Py New Window from Here Advanced Operations >
Untrusted

> [ Third-Part
> [ Trusted Pe Refresh

» [ ChentAut  ErportList...
> [ Preview Bi

> ] Remote D« Help

> [ Centificate Enrolimer

> ) Runtime_Transport_¢

» () Smart Card Trusted F

» ] Trusted Devices |

» [ Web Hosting ‘

> (1) Windows Azure Envin ,

< > <
Ln.me-wnlmummm(anm

Figure 120: Console window

11. On Before You Begin page, Click Next
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12. On Select Certificate Enrollment Policy page, Click Next

- O X
o) Certificate Enroliment

Select Certificate Enrollment Policy
Certificate enroliment policy enables enroliment for certificates based on predefined certificate templates.
Certificate enroliment policy may already be configured for you.
| Configured by your administrator

Active Directory Enroliment Policy v
Configured by you Add New

Cance

Figure 121: Certificate Enrollment Policy window

ﬂ If you are using Smartcard Authentication, the prompt will go on the PIN Pad device
to insertSmartcard and enter the pin. Then press OK button on the PIN Pad.

13. On Request Certificates page, select OCSP Response Signing template and Click Enroll
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[ Certificate Enrollment

Request Certificates

You can request the following types of certificates. Select the certificates you want to request, and then

click Enroll.
Active Directory Enrollment Policy
[ Directory Email Replication 1) STATUS: Available Details v
[J Domain Controller 1) STATUS: Available Details v
[J Domain Controller Authentication 1) STATUS: Available Details v
[ Kerberos Authentication d) STATUS: Available Details v
4 0CSP Response Signing J) STATUS: Available Details v

[] Show all templates

Figure 122: Certificate Enrollment Policy window

14. On Certificate Installation Results page, click Finish

- O X
4] Certificate Enroliment
Certificate Installation Results
The following certificates have been enrolled and installed on this computer.
Active Directory Enroliment Policy
OCSP Response Signing J STATUS: Succeeded Details v

Finish

Figure 123: Certificate Installation Results window
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13.4 Install and configure Online Responder

Now change to your OCSP server and install the OCSP service.

1. Select Start then select Server Manager to open Server Manager

2. Select Manage then select Add Roles & Features. The Before you begin window opens.

Click Next

[ DETOTE yOU UEYTT

Swé&\Zb 16DC.utimacodc.com

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
hosting a website.

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

(] Skip this page by default

Figure 124: Before You Begin window

3. On the Select installation type window, make sure the default Role or Feature Based
Installation is selected. Click Next

4. On Server selection, select a server from the server pool. Click Next

5. On the Select server roles window, select the Active Directory Certificate Services role

6. When prompted to install Remote Server Administration Tools, select Add Features. Click

Next

7. On the Select features window, click Next

8. On the Active Directory Certificate Services window, click Next

9. On the Select role services window, select the Online Responder. Click Next
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L Add Roles and Features Wizard

Select server roles

Before You Begin Select one or more roles to install on the selected server.

Server Selection

Active Directory Domain Services (Installed)
Active Directory Federation Services
Active Directory Lightweight Directory Services
Active Directory Rights Management Services
Device Health Attestation
DHCP Server
DNS Server (Installed)

|| Fax Server
1 (@ File and Storage Services (3 of 12 installed)
Host Guardian Service
Hyper-V
MultiPoint Services v

J]O0000<

Installation Type Roles Description

4 @] Active Directory Certificate Services (1 of 6 installe Online Responder makes certificate

— | Certification Authority (Installed) revocation checking data accessible

s [[] Certificate Enroliment Policy Web Service to clients in complex network
: [T] Certificate Enroliment Web Service environments.
Confirmation [] Certification Authority Web Enroliment
[] Network Device Enroliment Service
J?

- ] X

DESTINATION SERVER
Swapn2016DC utimacodc.com

Figure 125: Select Server Roles window

10. When prompted to install Remote Server Administration Tools, select Add Features. Click

Next

11. On the Confirm installation selections window, verify the information then click Install

I < s

Online Responder

Remote Server Administration Tools
Role Administration Tools
Active Directory Certificate Services Tools
Online Responder Tools

Export configuration settings
Specify an alternate source path

R Add Roles and Features Wizard - o X
5 . . . DESTINATION SERVER
Confirm installation selections Swapn20160C utmacodc.com
Before You Begin To install the following roles, role services, or features on selected server, click Install.
Installation Type [7] Restart the destination server automatically if required
Server Selection Optional f {such as ad tools) might be displayed on this page because they have
< Z been selected automatically. If you do not want to install these optional features, click Previous to clear
Server Roles their check boxes.
Features

Ce ]

Figure 126: Confirm Installation Selections window
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12. Click Configure Active Directory Certificate Server on the destination server. The ADCS

Configuration Wizard displays

B Add Roles and Features Wizard - o X
Installation progress SwapraIEOCutmacodcsom

View installation progress

o Feature installation

Configuration required. Installation succeeded on Swapn2016DC.utimacodc.com,

Active Directory Certificate Services
Additional steps are required to configure Active Directory Certificate Services on the destination

I
Configure Active Directory Certificate Services on the destination server

Online Responder
Remote Server Administration Tools
Role Administration Tools
Active Directory Certificate Services Tools
Online Responder Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

Figure 127: Installation Progress window

13. On the Credentials page click Next

L AD CS Configuration - o X

: DESTINATION SERVER
Credentials RootCA.utimaco.local

IEEEEEE  So-cify credentials to configure role services

Role Services
To install the following role services you must belong to the local Administrators group:

« Standalone certification authority
« Certification Authority Web Enrollment
* Online Responder

To install the following role services you must belong to the Enterprise Admins group:

* Enterprise certification authority

« Certificate Enrollment Policy Web Service
« Certificate Enrollment Web Service

* Network Device Enrollment Service

Credentials: UTIMACO\Administrator Change...

More about AD CS Server Roles

< Previous E Configure

Figure 128: Credentials window
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14. On the Role services page select the Online Responder check box. Click Next

fs AD CS Configuration - 0 X
. DESTINATION SERVER
ROle SerV| ces Swapn2016DC.utimacodc.com
Credentials Select Role Services to configure

Confirmation
Cor atio:

« Certification Authority
Certification Authority Web Enroliment
«| Online Responder
Network Device Enroliment Service
Certificate Enroliment Web Service
Certificate Enroliment Policy Web Service

More about AD CS Server Roles

:<Prcvious:: Next > figur Cancel

Figure 129: Role Services window

ﬂ If you are using Smartcard Authentication, the prompt will go on the PIN Pad device
to insert Smartcard and enter the pin. Then press OK button on the PIN Pad.

15. On the Confirmation page, click Configure and wait for the confirmation message. A
message displays after successful configuration

16. On the Results page click Close to exit the ADCS Configuration Wizard
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s AD CS Configuration . a X

DESTINATION SERVER
R esu I t S Swapn2016DC.utimacodc.com

The following roles, role services, or features were configured:
@ Active Directory Certificate Services

Online Responder Q Configuration succeeded

More about OCSP Configuration

Figure 130: Results window

13.5 Make a Revocation Configuration

To use OCSP you must create a new revocation configuration.

1. Open the Administrative tool, select Online Responder Management
2. Launch the Online Responder Management console

3. Select Revocation Configuration and then click on Action and then Add Revocation
Configuration

4. On the Add revocation wizard, click Next then enter a Name for your configuration
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Add Revocation Configuration

Getting started with addi...
Name the Revocation Co...
Select CA Certificate Loca...
Choose CA Certificate
Select Signing Certificate

Revocation Provider

%l Getting started with adding a revocation configuration

Welcome to the Add Revocation Configuration Wizard. This wizard helps you add a
revocation configuration to your Online Responder Array.
To complete this task, you need to:

1. Specify a name for the new revocation configuration
2. Select a CA certificate to associate with the revocation configuration
3. Select a signing certificate to sign Online Responder responses

4. Configure the revocation provider that will process revocation status requests

<Previous Finish Cancel

Figure 131: Add Revocation Configuration window

5. Specify the location of your CA certificate relative to your environment

Add Revocation Configuration

Getting started with addi...
Name the Revocation Co...
Select CA Certificate Loca.
Choose CA Certificate
Select Signing Certificate

Revocation Provider

%’ Select CA Certificate Location
7

Specify the location of the CA certificate that you want to associate with this revocation
configuration.
@ Select a certificate for an Existing enterprise CA
Select this option if your CA certificate is available in Active Directory or
on the CA computer
(O Select a certificate from the Local certificate store
Select this option if the CA certificate is available in a certificate store on
the local computer
O Import certificate from a File
Select this option if the CA certificate has been saved as a file

<Previous [ Nea> || Fash | Conce

Figure 132: Select CA Certificate Location window

6. Select the OCSP certificate template created earlier and click Browse

7. Click Next on the Select signing certificate wizard, click Next
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Add Revocation Configuration ? X

qg #  Select Signing Certificate

Getting started with addi... Revocation information is signed before it is sent to a client. The Online Responder can

Name the Revocation Cow. select a signing certificate automatically, or you can manually select a signing
certificate for each Online Responder.
Select CA Certificate Loca... S - ’
s sl @ Automatically select a signing certificate
gnmg
Choose CA Certificate [[] Auto-Enroll for an OCSP signing certificate
Select Signing Certificate

Revocation Provider
Browse...

O Manually select a signing certificate
Note: You will need to specify a signing certificate for each member in the
Online Responder Array.

(O Use the CA certificate for the revocation configuration

< Previous Next > Finish | Cancel |

Figure 133: Select Signing Certificate window

8. To finish, configure the revocation provider. It is the location where the CRLs or Delta CRLs
are stored. The configuration automatically retrieves this information in the CDP extension
of the certificate

9. Once you have setup the Revocation Configuration, The Revocation Configuration Status
Box displays the Online Responder status. The status should display Bad Signing on Array
Controller.

10. To fix this, click on Revocation Configuration in the left-hand pane. Right-click on the
certificate and select Edit Properties.

11. Click on the Signing tab. Deselect the Do not prompt for credentials for cryptographic
operations check box. Click OK.

12. Go back to the Online Responder Management tool. Open Actions and click Refresh. Its
status would be working now.

13. You can check if the key to this certificate is really created and stored by the Utimaco CNG
provider. To do this, open a PowerShell and enter cngtool listkeys. If there is a key, then
you can be assured that your Online Responder Service uses the Utimaco CryptoServer
HSM correctly
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»_ Console

>cngtool listkeys

Provider : Utimaco CryptoServer Key Storage Provider
Device : 192.168.0.1
Group : winl6ocsp

Mode : External Key Storage

1 RSA 2048 winl6ocsp tr-O0CSPResponseSigning!0028Uti... 0

0 If you are using Smartcard Authentication, the prompt will go on the PIN Pad device
to insert Smartcard and enter the pin. Then press OK button on the PIN Pad.

13.6 Test the Online Responder

To test the online responder, you can create a new computer certificate. After you have exported
this certificate to a CER file run certutil -URL c:\temp\MyCertificate.cer .This
command opens the window.

Select OCSP and click Retrieve. The status of this certificate should change to Verified. Now you
can revoke this certificate on your CA and publish the CRL again. If you now, click again on
Retrieve the status should change to Revoked.
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14 Further Information
This document forms a part of the information and support which is provided by the Utimaco

IS GmbH. Additional documentation can be found on the product CD in the Documentation
directory.

All CryptoServer product documentation is also available at the Utimaco IS GmbH website:

https://utimaco.com/

Document No.: IG-2025-0029 Document Version: 1.0.0 Page 127 of 128


https://utimaco.com/

References UtimaCO®

15 References

Reference Title/Company Document No.
[CSADMIN] CryptoServer — csadm Manual / Utimaco IS GmbH 2009-0003
[CSADMIN2]  CryptoServer_csadm_Manual_Systemadministrators.pdf 2009-0003
[CSLAN] CryptoServer LAN V5 Manual Systemadministrators.pdf 2018-0010
[CSP-CNG] CryptoServer Manual CSP CNG.pdf 2008-0002

Document No.: IG-2025-0029 Document Version: 1.0.0 Page 128 of 128



	Introduction
	About This Guide
	Target Audience
	Document Conventions
	Abbreviations

	Overview
	Microsoft Active Directory Certificate Services
	Online Certificate Service Protocol
	Utimaco CryptoServer HSM

	Integration Requirements and Prerequisites
	Tested Versions
	Hardware and Software Requirements
	Prerequisites

	Software Download and Installation
	Download Utimaco Software

	Configuring the CSP-CNG Provider
	Introduction and Prerequisites
	Creating HSM Users
	Creating a Key Manager User
	Creating a Crypto User

	Setting up the CSP/CNG Provider
	Testing Connection


	Installing Microsoft AD CS with Windows Enterprise
	Installing and Configuring the AD CS
	Testing the AD CS

	Install and Configure AD CS with Windows Server Core
	Configuring the Auto-Enrollment Group Policy for a Domain
	Configuring the Certificate Enrollment to use CA templates on the AD CS Server
	Private Key Archiving and Recovery
	Archive the CA Key
	Archiving Process
	Add a Key Recovery Agent (KRA) template to CA
	Issue the Key Recovery Agent Certificate
	Issue the KRA Certificate
	Retrieve the issued certificate from CA
	Configure the CA to support Key Archival
	Create a Template with Key Archival Enabled
	Add a new Template to CA for Issuing
	Issue a user template with key archival enabled

	Perform Key Recovery

	Migrating the Microsoft Software Key of AD CS to Utimaco HSM
	Installing AD CS with Locally Stored Primary Key
	Create a Backup of CA Database
	Importing Private Key to HSM
	Synchronizing HSMs
	Reintroduce the Certificate
	Configuring AD CS to Use Utimaco CryptoServer Key Storage Provider

	Installing and Configuring the AD CS Failover Cluster
	Installing AD CS Server role on first cluster node
	Detach the shared storage form the first cluster node
	Import MBK and Restore the databases on second cluster node
	Installing AD CS Server role on second cluster node
	Installing Failover Cluster feature on both the cluster nodes
	Create a Failover Cluster
	Configure Role for ADCS Failover
	Creating the CRL Objects in Active Directory
	Updating the CA configuration in Active Directory

	Online Certificate Status Protocol Service
	Prepare certificate template for OCSP Signing
	CA Configuration
	Request a certificate from OCSP Response Signing template
	Install and configure Online Responder
	Make a Revocation Configuration
	Test the Online Responder

	Further Information
	References

