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Introduction UtimaCO®

1 Introduction

1.1 About This Guide

This guide provides step-by-step instructions for integrating the ESKM with Kubernetes to enable
the encryption of sensitive data at rest.

1.2 Target Audience

This guide is intended for Kubernetes and Utimaco ESKM administrators.

1.3 Purpose of the Integration

The purpose of integrating ESKM with Kubernetes is to provide a secured and centralized
method for managing encryption keys used by containerized applications and services.
Kubernetes supports encryption of sensitive data, such as secrets and configuration information,
but relies on an ESKM to securely store and manage encryption keys.

1.4 Abbreviations

Abbreviation Meaning

HSM Hardware Security Module

ESKM Enterprise Security Key Manager

KMIP Key Management Interoperability Protocol
KMS Key Management Service

YAML Yet Another Markup Language

K8s Kubernetes
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Abbreviation Meaning
API Application Programming Interface
CSR Certificate Signing Request

Table 1: Abbreviations

1.5 Document Conventions

The following conventions are used in this guide:

Convention Use Example

Bold Items of the Graphical User Interface (GUI),  Press OK
e.g., menu options

Monospaced Code that is given for explanation or as an chsm-create
example, file paths

Italic References and important terms See Sample Chapter in
the CryptoServer - Sample
Manual

Table 2: Document Conventions

We use special icons to highlight the most important notes and information.

Here you will find important safety information that should be followed.

0 Here you will find additional notes or supplementary information.
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\\/ This message marks the result expected after the successful execution of an
instruction.
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2 Product Overview

2.1 Overview of Kubernetes

Kubernetes is an open-source platform for automating the deployment, scaling, and
management of containerized applications. For security, it can encrypt sensitive data, such as
Secrets, at rest. This functionality relies on an external Key Management Service (KMS) to
handle the encryption and decryption. When integrated with the ESKM, Kubernetes can leverage
a centralized and secure service for these cryptographic operations. This ensures enhanced
security and helps meet regulatory compliance requirements for sensitive data within your
cluster.

2.2 Overview of ESKM

ESKM is a centralized key management solution that securely stores, distributes, and manages
encryption keys throughout their lifecycle. It supports industry standards, including the KMIP,
enabling integration with a wide range of enterprise applications and storage systems.

In Kubernetes Integration, ESKM is the KMS provider, allowing the Kubernetes API Server to
securely store, retrieve, and rotate encryption keys.

2.3 Joint Value Proposition

The integration of Kubernetes and ESKM provides a complete solution for secure and compliant
encryption key management in containerized environments. Kubernetes handles application
deployment and management, while ESKM serves as a dedicated, hardened system for securely
storing and managing encryption keys.

This joint solution offers several key benefits:

= Secure Key Management: Encryption keys are safely stored and managed outside the
Kubernetes cluster, protecting them from an etcd database breach.

= Regulatory Compliance: It helps meet strict regulatory requirements by providing robust
key access control, auditing, and rotation capabilities.

= Centralized Control: You gain centralized key management across all your Kubernetes
clusters, simplifying security administration.

= Efficient and Scalable: The solution is designed to work efficiently for clusters of any size
without compromising performance.
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3 Integration Requirements and Prerequisites

3.1 Tested Versions

Operating System Kubernetes Version Utimaco ESKM Version

Rocky Linux 9.5 (Blue Onyx) Kubernetes v1.27.16 8.54.0

Kubernetes v1.33.2

3.2 Supported Platforms

= Utimaco ESKM hardware appliance.

= Utimaco ESKM virtual/cloud appliance.

3.3 Software Requirements

Software Software Requirements
Utimaco ESKM 8.54.0.

Kubernetes v1.33.2 or later.
k8s-kms-plugin 1.0

Kubernetes versions required based on KMS:

Kubernetes Version KMS v1 KMS v2
v1.10.0 — v1.26 Yes (default) Not available
v1.27 Yes (default) Beta
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Kubernetes Version KMS v1

v1.28 Deprecated (default)

v1.29+ Disabled by default (can enable manually)

3.4 Prerequisites
= Utimaco ESKM version 8.54.0 or later.

= Root access to the Kubernetes cluster.
= Admin access to Utimaco ESKM.

= k8s-kms-plugin Docker image.

Document No.: IG-2025-0050 Document Version: 1.0.0
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4 Installation and Configuration

The following section describes the procedures required to configure ESKM.

4.1 SetUp ESKM

ESKM is configured first before proceeding with the Kubernetes control-plane configuration.

For detailed configuration steps, see the ESKM_Installation and Replacement_Guide_8.54.0. After
successful installation and configuration, log in to ESKM.

<@ Enterprise Secure Key Manager utima co

Administrator Authentication

Login]

Figure 1 : ESKM Login Page

4.2 Set Up Kubernetes

To set up the Kubernetes cluster, follow the instructions at the following link: Creating a cluster
with kubeadm | Kubernetes.
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5 Integration Steps

5.1 Configuration on Kubernetes Control Plane Node

5.1.1 Control Plane Node Verification

1. Log in to the control plane node as the root user and verify that all Kubernetes pods are
running properly.

Figure 2 : Control Plane Node Verification

5.1.2 Create Directories

0 Create the kmsplugin directory under var/1lib, as it stores the gRPC Unix
domain socket files for the KMS plugin implementation. Do not change the directory
path. Any modifications may cause the integration to fail or logs to be stored in
incorrect locations.

/var/lib/kmsplugin

admin]

admin] 4 k8s plugin
admin] #

admin] #

s plugin/

Figure 3 : Create Directory
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2. Create the certs directory under /home/admin/k8s_plugin .

Figure 4 : Create Certs Directory

3. Create the logs directory under /home/admin/k8s_plugin .

Figure 5: Create Logs Directory

0 If you change the directory path, ensure it is updated in all the places where it is used,
including configuration files, deployment specifications, and related settings, to maintain
consistency and prevent errors.

5.1.3 Load Docker Image

1. Load the Docker image from k8s-kms-plugin_1.0.tar at /home/admin/

k8s_plugin.

Figure 6 : Load Docker Image

2. Verify the loaded image.

Figure 7 : Verify the Loaded Image

5.1.4 Create a Client Certificate

1. Generate a private key and generate a CSR in /home/admin/k8s_plugin/certs .
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Figure 8 : Generate a CSR

2. Copy the generated CSR and submit it to ESKM for signing by the ESKMLocalCA as a
client certificate.

Figure 9 : Generated CSR

5.1.5 Configure the plugin-config File
1. Create the plugin-config.yaml fileinthe k8s_plugin directory.
2. For the hostname use the ESKM server host address.
3. Set the mip_port to 5696 .
4. For cert, specify the path to the client certificate: certs/kms_plugin_client.crt.

5. For key, specify the path to the private key: certs/kms_plugin_client.key .
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6. For ca, specify the path to the ESKM Local CA: certs/ESKMLocalCA.crt .

7. For primary_uuid, enter the KMIP object UUID created for the corresponding user, see
Create KMIP Object.

8. For secondary_uuid, the value can be empty initially.

9. Set debug_enabled to true toenable debuglogs or set it to false to disable them.

eskm:
hostname: 172.31.1.83
kmip_port: 5696
cert: certs/kms_plugin_client.crt
key: certs/kms_plugin_client.key
ca: certs/ESKMLocalCA.crt
primary_uuid: ""
secondary_uuids: []

logging_config:
debug_enabled: true

Figure 10 : Configure plugin-config File

5.1.6 Create ConfigMap and Secrets

This step involves creating a Kubernetes ConfigMap and a Secret to store the configuration and
credentials required by the KMS plugin.
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The ConfigMap ( kms-plugin-config ) holds the plugin's main configuration file ( plugin-
config.yaml ). The Secret ( kms-plugin-certs ) securely stores the TLS certificates and key
used for communication between the plugin and the ESKM server.

Figure 11 : Create ConfigMap kms-plugin-config

0 Any changes made in the plugin-config or certs corresponding configmap or secret
should be deleted and created once, then restart the kms-plugin pod.

5.1.7 Deploy the KMS Plugin

This step involves deploying the kms-plugin.yaml file, which creates a Kubernetes DaemonSet
to manage the KMS plugin pods across clusters.

1. Create the kms-plugin.yaml file inthe k8s_plugin directory.
[root@master-node ~]# vim kms-plugin.yam

Figure 12 : Create kms-plugin.yaml

2. Paste the following into the yaml file and save it.

apiVersion: apps/v1
kind: DaemonSet
metadata:
name: kms-plugin-ds
namespace: kube-system
labels:
app: kms-plugin
spec:
selector:
matchlLabels:
app: kms-plugin
template:
metadata:
labels:
app: kms-plugin
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spec:
nodeSelector:
node-role.kubernetes.io/control-plane: "" # Or "master": "" depending on
your cluster's labels
tolerations:
# Tolerate the master/control-plane taint if it exists (common for control
plane nodes)
- key: node-role.kubernetes.io/control-plane
operator: Exists
effect: NoSchedule
- key: node.kubernetes.io/not-ready # Tolerate not-ready nodes during
startup
operator: Exists
effect: NoExecute
tolerationSeconds: 300
- key: node.kubernetes.io/unreachable # Tolerate unreachable nodes
operator: Exists
effect: NoExecute
tolerationSeconds: 300

hostNetwork: true
dnsPolicy: ClusterFirstWithHostNet

containers:
- name: kms-plugin
image: k8s-kms-plugin:1.0 #Mention the image name to be run
securityContext:
runAsUser: 0
runAsGroup: 0
allowPrivilegeEscalation: false
capabilities:
drop:
- ALL
env:
- name: PYTHONUNBUFFERED
value: "1"
- name: PYTHONPATH
value: "/app"
command: ["python", "-u"]
args: ["kms_plugin/kms_server.py"]

livenessProbe:
exec:
command:
- /bin/sh
- -C
- "ls /var/lib/kmsplugin/kmsplugin-v1.sock && 1ls /var/lib/kmsplugin/
kmsplugin-v2.sock"
initialDelaySeconds: 10
periodSeconds: 10
timeoutSeconds: 5
failureThreshold: 3
readinessProbe:
exec:
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command:
- /bin/sh
- -C

- "ls /var/lib/kmsplugin/kmsplugin-v1.sock && 1ls /var/lib/kmsplugin/
kmsplugin-v2.sock"

initialDelaySeconds: 5
periodSeconds: 5
timeoutSeconds: 3
failureThreshold: 1
volumeMounts:

- name: config-volume
mountPath: /app/config/plugin-config.yaml
subPath: plugin-config.yaml
readOnly: true

- name: certs-volume
mountPath: /app/config/certs
readOnly: true

- name: logs-volume
mountPath: /app/logs

- name: kms-socket-volume
mountPath: /var/lib/kmsplugin

volumes:

name: config-volume
configMap:
name: kms-plugin-config
name: certs-volume
secret:
secretName: kms-plugin-certs
name: logs-volume
hostPath:
path: /home/admin/k8s_plugin/logs
name: kms-socket-volume
hostPath:
path: /var/lib/kmsplugin
type: DirectoryOrCreate

3. Apply the kms-plugin.yaml file.

[root@master-node k8s plugin]# kubectl apply -f kms plugin.yaml

daemonset.apps/kms-plugin-ds created

Figure 13 : Apply kms-plugin.yam|

4. Verify that daemonset was applied successfully.

Document No.: 1G-2025-0050 Document Version: 1.0.0
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Figure 14 : Verify daemonset

o1

. Verify that the kms-plugin is running.

Figure 15 : Verify kms-plugin Pod

(@)}

. Verify that the kms-plugin is loging successfully.

Figure 16 : Verify kms-pod Logs
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5.1.8 Configure the Encryption Provider

1. Create the encryption-config.yaml filein /etc/kubernetes .

Figure 17 : Create encryption-config-yaml

2. Paste the following into the encryption-config-yaml file based on your Kubernetes
version and save it.

kms v1

apiVersion: apiserver.config.k8s.io/v1
kind: EncryptionConfiguration
resources:
- resources:
- secrets
providers:
- kms:
apiVersion: vi1
name: eskm
endpoint: unix:///var/lib/kmsplugin/kmsplugin-v1.sock
timeout: 3s
- identity: {}
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kms v2

apiVersion: apiserver.config.k8s.io/v1
kind: EncryptionConfiguration
resources:
- resources:
- secrets
providers:
- kms:
apiVersion: v2
name: eskm
endpoint: unix:///var/lib/kmsplugin/kmsplugin-v2.sock
timeout: 3s
- identity: {}

5.1.9 Configure the kube-apiserver

1. Open the kube-apiserver.yaml file located in /etc/kubernetes/manifests .

Figure 18 : kube-apiserver.yaml|

2. In the command section, add encryption-provider-config=/etc/kubernetes/
encryption-config.yaml to enable the use of an external encryption provider.
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Figure 19 : Add Flag

3. Inthe volumeMounts section, add the following entries:

/etc/kubernet
name : '
tru
mountPath: /etc/kubernet

name: encryption-config

readOnly: true

mountPath: /var/lib/kmsplugin
lugin-socket

Figure 20 : volumeMounts

4. Inthe volumes section, add the corresponding volume definitions
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File
encryption-config

path:
type: DirectoryOrCr
name: kmsplugin-sock

Figure 21 : volumes

5. Save the file and exit the editor.

6. Restart the kube-apiserver .

5.2 Configure Utimaco ESKM

Configuring Utimaco ESKM is crucial for secure and efficient key management. This section
outlines the essential steps for configuring ESKM to integrate with Kubernetes.

5.2.1 Createa CA

The local CA is used to sign and verify the server certificate and may also be used to sign client
certificate requests. To create and install a local CA, perform the following steps.

1. In the ESKM Management console, go to Security > Certificates & CAs, and click Local
CAs.
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Create Local Certificate Authority

Certificate Authority Name: ESKMLocalCA

Country Name: us ’

State or Province Name: CA

Locality Name: Campbell

Organization Name:  Organization

Organizational Unit Name: | Information Security

Common Name: ESKMLocalCA

Email Address: | infosec@organization.com
Algorithm:  RSA-2048 v |

@ Self-signed Root CA
CA Certificate Duration (days): 13650 ‘

Certificate Authority Type: - -
Maximum User Certificate Duration (days): ‘3650 ‘

O Intermediate CA Request

 Create |

Figure 22 : Create Local CA
2. Scroll down to the Create Certificate section.

3. Enter a Certificate Authority Name and Common Name. These may have the same value,
for example, ESKMLocalCA.

4. Enter your Organizational information.
5. Select the Algorithm (e.g., RSA-2048).

6. Select Self-signed Root CA and enter the CA Certification Duration and Maximum User
Certificate Duration. These values determine when the certificate must be renewed and
should be set in accordance with your company's security policies. The default value for
both is 3650 days or 10 years.

7. Click on Create.

5.2.2 Create a Server Certificate

To enable secure communication between Kubernetes and ESKM, you must create an ESKM
Certificate.
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1. In the ESKM Management console, go to Security > Certificates and CAs, and click

Certificates.

Create Certificate
Certificate Name: | ESKMServerCert_KMS_plugin |
Country Name: ‘r‘
State or Province Name: ‘ CA
Locality Name: ‘ Campbell
Organization Name: \'Organization

Organizational Unit Name:
Common Name:

Email Address:

| Information Security

|ESKM

\ infosec@organization.com

Subject Alternative Name: ‘ IP:172.31.1.83
Algorithm: |RSA-2048 v |
. () Certificate Request - to be signed by external CA
Creation Type: . .
@ Certificate Signed by Local CA
Local CA: | ESKMLocalCA (maximum 3649 days) v |

Certificate Purpose:

| Server v

 Create.

Figure 23 : Create Certificate

2. Enter Certificate Name, Country Name, State or Province Name, Locality Name,
Organization Name, and Organizational Unit Name.

3. From the Algorithm dropdown list, Select RSA-2408.

4. Select the previously created CA certificate name from the Local CA dropdown list.

5. Select Server from the Certificate Purpose dropdown list.

6. Click Create.

5.2.3 Configure the KMIP Server

1. In the ESKM Management console, go to Device > KMIP Server > KMIP Server.

Document No.: IG-2025-0050
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KMIP Server Configuration

KMIP Server Settings

P: [All
Port: 5696
Server Certificate: ESKMServerCert_KMS_plugin
Local CA Certificate for Certify/Re-certify: ESKMLocalCA

Connection Timeout (sec): 360

Default number of items returned in Locate: 100

Maximum number of items returned in Locate: 1000

EQ

Figure 24 : KMIP Server Configuration
2. Select the relevant KMIP Port.
3. Select the created server certificate as Server Certificate for the KMIP server.
4. Select the created Local CA from the dropdown list.

5. Click Save.

5.2.4 Sign the Host Certificate Using ESKM

Review steps 5.1.1 to 5.1.4 in Configuration on Kubernetes Control Plane Node and ensure all
the steps are completed before proceeding with the steps below.

1. Copy the generated CSR to /home/admin/k8s_plugin/certs and submit it to ESKM for
signing by the ESKMLocalCA as a client certificate, see Create a Client Certificate.

Document No.: IG-2025-0050 Document Version: 1.0.0 Page 26 of 45



Integration Steps UtimaCO

Figure 25 : Generated CSR in k8s_plugin

2. Go to ESKM Management Console > Security > Certificates & CAs > Local CAs .

Common: ESKMLocalCA
@® ESKMLocalCA Issuer: Organization CA Certificate Active
Expires: Aug 3 00:48:44 2035 GMT

| I I I | |

Figure 26 : Local CA

3. Select the created CA and click Sign Request.

Document No.: IG-2025-0050 Document Version: 1.0.0 Page 27 of 45



Integration Steps UtimaCO®

Sign Certificate Request

Sign with Certificate Authority: | ESKMLocalCA (maximum 3649 days) v |

O Server
Certificate Purpose: @ Client
(O Server and Client

Certificate Duration (days):

Certificate Request:

----- BEGIN CERTIFICATE REQUEST-----
MIIC2TCCACECAQAWEZMXCZzAIBENVBAYTALIVTMRMWEQYDVQQIDApDYWXxpZmOybmlh
MREwDWYDVQQHDAhDYW1wYmVsbDEQMA4GALUECgWHVXRpbWF jbz EPMAOGALUECWWG
QXRhbGXxhMRgWF gYDVQQDDAIrbXNfcGx1Z21uX3VzZXIxHzAdBgkqhkiGOwOBCQEW
EGVza21AdXRpbWFjby5jb20wggE iMAGGCSqGSTb3DQEBAQUAAATBDWAWEEEKAOIB
AQCeHRuiY1lYdGcrkPuAEQkkNyaMncxLIFPACCcTAN2reCkx5vIaYCtEXVXWMVrSW
RSC16LRS8Y4HqKpFWQRbwcfBArdpKipeVkCNLI778XROSEx1tIThBCcMGB2QZ0oeylC
hvh+EMSx3eWc7BZZ1bG8se+qi4N1/D2uJKP25jjm6pDTmMKZKwIQORPBFK3UQUIYgE
Nodyr29D3DqyxnuNeujAUIgKmIazii2FRLrugsHcxVIHU9U28pQCEEAYhrzKWOVC
tGsovqPIVvkP1I6ASHa/iGRWUOArvSZ65IhH3VIFYFQlsGwTxI4QP2H/G/MymfS1T
niIoHWuwGqrlFGQ1l/9PDITgtAgMBAAGEADANBgkqhkiGOWOBAQSFAAOCAQEABIHA
YmgTr30Mx4J4EyHZe1Fv2LgUHPq7 idMEXAVImH+u4fu+uaERkzkzu8mp2LX7LXbI
CBWQKZBhRACXiHPkHJIirAwgMeDe32S1/uoKAgCppS7k@o9EIFNN/YIZpLjUudBBg
nInJ34/1zhNmG+198tV4t3DSRVMOtrexMUUKYX71pZI9pFWnCdwSIcQi+7TZHpwWk
EFbhyepWOqKSWCsyc5KfjC2zkmf1KIi2Xpoud1szZr3dvsEhcqzmfnU4h56ragNwG

Figure 27 : Sign Certificate Request

G >

4

4. Select the previously created CA certificate from the Sign with Certificate Authority
dropdown list.

5. Select Client in the Certificate Purpose section.
6. Copy the host certificate content to the Certificate Request box.

7. Copy the signed certificate and save it as kms_plugin_client.crt inthe certs
directory.
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Certificate and CA Configuration

Signed Certificate Information

Serial Number: 0x1C
Key Size: 2048
Start Date: Aug 4 00:58:32 2025 GMT
Expiration. Aug 2 00:58:32 2035 GMT
Purpose. SSL Client
C: Us
ST CA
L: Campbell
Issuer: O Organization
OU: Information Security
CN: ESKMLocalCA
emailAddress: infosec@organization.com

C: Us
ST: California
L: Campbell
Subject: O Utimaco
0oU: Atalla
CN: kms_plugin_user
emailAddress: eskm@utimaco.com

MIIEE$CCAvgoiwIBAgIBHDANBgkghkiGow0EAQ=FADCESJEIMERGAIUEBRMCT M
CzAJEgNVEAGTARNEMREw D Y DVQCHEWhD YW 1w ¥V = DEVMEMGA 1 UECRMMT 2 In¥WEp
emE0aNSuMR 0w Y DVQQLEXR TbmZveml hdGlvbi BT 2NN 1eml 0 TEUMBIGA 1 UEAXKML
RUNLIUxvY2E=Q0ExT221Egkghk iGow0BCQENGGluZmSz ZHNALS InYWSpant 0aNsu
LedlubTAe Fu0 yNT A 4MDQuMDU Mz J2 Fw0 NTASMD IsdDU EMz TaMICTMQ=wCOYDVCQGE
EwJVUzETMEEGALUECAWKQ2 P =aWZyemSp ¥ TERMA S GA 1 UEBww IQ2F e cGI 1bGwxEDRO
EgNVEASMELV0aWLhY28xDz ANEGNVEA =MEX F0 ¥Wx =¥ TEYMEYGAIUEAwwDa 212X 352
dlidpbl91c2VyMREWEQY THoZ ThueNEQkEFhELc2 £ £QHV0aN1hY 28uY 28 MITEI AN
EgkghkiGSw)EAQEFARCCRQEAMI IECGRCAQEARh ObomIWHRAKSD7gBET JDem; J2M3
yRTwARE3Tdq2gpieb¥icirRMUVVEDEY €01k Ugpe i 0UvEOB 61 qRVREN S HHwQK 32 Sog
X122 Sye+/MUTuRMdbSIQXDEgdk Gl spQob4 ShDE =d3 LnOwi ZWxvLHvgouDd £ws
ri3§5u¥45ugQ0SinS=CUNETwRItINFCGIDdHeqSulonE==27dLowECYCpiGmYot
hUSE7qrBaMVSR1PUNEUEhECGI A%yl rwrReNLES /bSD5SeqEh2uihk Vs jmyleale
u3IRS1SEWEapkE=E230EDSh/ xwzMpn0tUS 4iKE 1 r=BqgyRRANE/ TwyESLQIDAQAE
02RwX; ATBQNVHRMER ARME 0GR 1 UdDgQNEE SERENKm2 YE 1 RG] STmr IWJDNS 0 6DAE
EgNVESMEGDANGETM=7TmJIGhSEXZreLeiXUgo kEYJEDAREGl ghkgBrvhCAQEEBAMC
B4AwDQYJKoZ ThueNAQELEQADGgEERH Y] hu¥rKg Sq5Q0bqMDRNnK VML Cqme haw’
RN§ yZZd+2CZ=FIS0gZ2 3 OmSxgEk imFtUyEFhy03ROKCERT 3pN 1 6JWEH1rSgz=iZkn
Q=tbOZ/ 3anKHgSbull7 0EeP4qTpEL] iMaQNKgGS £QdpRoBbN 1z YuoEMVzMLEFhnET
K3C1I021ipBfqGzBDdCNIELTncozBugPOCA41lkLaOhriMk11cN+kRpI0FpyaFZce
7I1v8zR1DErHpyZRVDhS EnhNzTyaeVihicTiQzdhl 42Tt ok VayTT g dMyQ3aT?
=9LD1GouCSGrK M T iBRZxFno02me gz KSHKZAb by  IT0TnxAPbk=

Figure 28 : Signed Certificate Information

Document No.: IG-2025-0050 Document Version: 1.0.0

Page 29 of 45



Integration Steps UtimaCO

Figure 29 : kms_plugin_client.crt

8. Copy the ESKMLocalCA certificate and save it as ESKMLocalCA.crt in the certs directory.
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CA Certificate Information

CA Certificate Name: ESKMLocalCA
Key Size: 2048
Start Date: Aug 400:48:44 2025 GMT
Expiration: Aug 3 00:48:44 2035 GMT

C: Us
ST. CA
L: Campbell
Issuer: O: Organization
OU: Information Security
CN: ESKMLocalCA
emailAddress: infosec@organization.com

C: uUs
ST. CA
L: Campbell
Subject: 0: Organization
OU: Information Security
CN: ESKMLocalCA
emailAddress: infosec@organization.com

MIIEFDCCRAVYgRAWIRAGIBADANBgkghkiGOwOBRAQsFADCRojELMAKGAIUERNMCVVMX
CzAJBgNVBAGTAKNBMREWDwWYDVQQHEWhDYW1wYnmVseDEVMEMGALUEChMMT 3JnYWSp
emF0aWSuMROWGWYDVQQLEXRIJbmZvemlhdGlvbiBTZWN1cml0eTEUMBIGAIUEAXML
RVNLTUxvY2FsQOExJzR1BgkghkiGOwORCQEWNGGluZmezZWNAL3InYWSpemFO0aWsSu
LmNvbTRAeFwOyNTA4MDQwWMDQ4NDRaFw0 zNTA4MDMwMDQ4NDRaMIGiMQswCQYDVQQG
EwJVUzZELMAKGRI1UECBMCQOEXETAPBgNVBACTCENhDXB1iZWxsMRUWEWYDVQQKEWXP
cmdhbml 6YXRpo24xHTALBgNVBASTFEIuZmSybWF0aWSuIFN1Y3VyaXRSMROWEGYD
VQQDEwWtFUOtNTGSjYWxDQTEnMCUGCSgGSIp3DQEJARYYaWSmb3N1Y0Bvemdhbml 6
YXRpb24uY¥29tMIIBIjANBgkghkiGOwOBAQEFARCCAQEAMIIBCgKCAQERYSD/ YPWh
aQEKFAmXjwlUk32swOqi k+dBMbomeLO0I2kKQjX3+DzE2uSCX/DDL464Bwe7y30D
IdwmK1Bm/xSWoplrmludmmnyJn0j4MiQ0SvS5PIoymGlai¥NagBlxb0FFdlxp4wdP
ME4827hiUqgZ46zZ72XclDD4ToSU28EWOMaMévbtl28Q/n+PZu2897i0p/cuxwgll
quifbRAptJIJXCIxeNLPudhDQlLaXxgKPcZtPaxEV394bVMSMKvOzyztJFgzEl1RaiDy
9g4xwgswaghSMImXkHohmUsCnFaQKye sbsObo+sDNWWYDOxsavzE6cxg+pDHSK1k
03QgN/0Z8YSPEWIDAQABoIMWUTAGBgNVHQ4EFgQUzLO05iRoeRF2a3i3I11YXKJIBG
CRAWHWYDVROJBBgwFoRAUZLOOSiRoeRF2a3i3I11YKJIBGCRAWDWYDVROTAQH/BAUwW
AwEB/zANBgkghkiGOwOBAQsFARCCAQEAFTOVHXQstXxbKQQESgRY262vFC034tgKP
4UhbezC2r+vD+ZGmxt09z3UvgGnjEBhVkyuZKBkéKkoaaF1l1YoMbfWZbUodvGSee
VikFCZJS£s02RHShVRAGWh1PPEZ/0+j0gyl0rJOnibRMolPkz+JAmyl f0GEcPWed
SEcuWZXUgF4uxz+m2 POWy+4n3KsXTmmDWEWMyWVpINCpBdQ7PhCAkyYyS39tWuhrQl
cgnS53HUhpvoz49J1Vd432RKE1DIUQ30cVIXbMoM7di2zxbEJIn+hhggThLL3i64
x83t/00THhjnl12UvuSHBtg3PyltHO4ZVoHUIRUGIpPOUSMsdtAH/sg==

Figure 30 : CA Certificate Information
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Figure 31 : ESKMLocalCA.crt

9. Ensure that all three files ESKMLocalCA.crt, kms_plugin_client.crt and
kms_plugin_client.key are present in the certs directory.

Figure 32 : certs Directory

5.2.5 Create KMIP User

1. In the ESKM Management console, go to Security > Users & Groups > Local Users &
Groups > Local Users.

2. Click Add.

3. Enter the Username in the same way as the common name provided during host
certificate creation.
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4. Select Enable KMIP.

5. Select KMIP as License Type.

6. In KMIP Client Certificate provide the client certificate that is generated by signing the
CSR with ESKMLocalCA.

Create Local User

Username: \ kms_plugin_user \

D. -
P

Confirm P; d: ‘

License Type: |KMIP v

User Administration Permission: [

Change Password Permission: [

Enable KMIP:

Map non-existent Object Group to x-Object Group: ]

KMIP User Group: | default user group v |
KMIP Object Group: | default object group v |

KMIP Client Certificate:
----- BEGIN CERTIFICATE----- a

MITEFDCCAvygAWIBAGIBADANBgkqhkiGOWeBAQsFADC (§
BojELMAKGALUEBhMCVVMX

CzAJIBgNVBAgTAKNBMREWDWYDVQQHEWhDYW1wYmVsbDE
VMBMGALUEChMMT3JnYWS5p
emF@aW9uMRBWGWYDVQQLEXRIbmZvem1lhdGlvbiBTZWN
1cml@eTEUMBIGALUEAXML
RVNLTUXVY2FsQOExJzA1BgkqhkiGOw8BCQEWGG1luZmo ¥
zZWNAb3InYWSpemF@aWou 7%

 Create | Cancel |

Figure 33 : Create Local User

5.2.6 Create KMIP Object

1. In the ESKM Management Console go to Security > KMIP Objects > Create KMIP Objects.
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KMIP Object Configuration

Create KMIP Object

Object Name: |kms_plugin_key

|

Owner Username: | kms_plugin_user

Object Type: | Symmetric Key v |

Algorithm: |AES-256 v

Figure 34 : Create KMIP Object

2. Enter kms_plugin_key as Object Name and kms_plugin_user as Owner User Name.

3. Select Symmetric Key from the Object Type dropdown list and AES-256 from the

Algorithm dropdown list.

KMIP Objects Help @
Query.[[ATKMIP Keys] v| [ ]
Items per page:| 10 v :

A UUID Object Name Owner Object Type State Creation Date FIPS Security Level
O 576e8f86-5bee-40a2-9b4b-88e24310cd4 k8s-clusterl-key I 1 SymmetricKey  Active 2025-07-0717:13:50 1
Oz - -4¢29- -c87 7 k8s-cluster2-key clusteruser2 SymmetricKey Active 2025-07-1513:54:44 1
O 84817b09-cbec-4f07-8f5b-6¢c928b36e1c9 k8s-cluster2-key2  clusteruser2 SymmetricKey Active 2025-07-2812:32:55 1
@ 60d99332-05b9-4a87-2299-934801e32e0 kms_plugin_key kms_plugin_user SymmetricKey ~ Active 2025-08-0501:02:37 1
(@] . -47b7-a273-2377 kms_plugin_key1 kms_plugin_user SymmetricKey Active 2025-08-0501:55:23 1
O {551f090-1aec-4253-82fe-1f07a3053fad - DellDDCL1 SymmetricKey Active 2025-06-1018:13:30 1
O al 4-f2b5- - - 4 - kmipClient20250605100645 SymmetricKey Active 2025-06-0517:20:54 1

1-70f7

Figure 35 : KMIP Objects
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6 Verification and Testing

In this chapter, we verify whether the integration of Utimaco ESKM and Kubernetes via the
custom KMS plugin works as expected. This includes validating the connectivity between the
Kubernetes KMS Plugin and the ESKM server, testing encryption and decryption workflows, and
ensuring the Kubernetes control plane successfully interacts with the plugin. By the end of this
section, you should be able to confirm that the integration is correctly configured, secure, and
fully operational.

6.1 Functional Testing

6.1.1 Verify KMIP Log

After restarting the kube-apiserver, the Utimaco ESKM KMIP server logs show successful
communication between Kubernetes and the external KMS plugin. The following log entries
confirm successful encryption and decryption operations using the KMIP protocol:

Figure 36 : Verify KMIP Log

6.1.2 Create a Secret

First, create a simple secret using kubectl . This action will trigger the encryption process via
the KMS plugin.

The output secret/test-secret created confirms that the secret was successfully
submitted to the Kubernetes API.

Figure 37 : Create Secret

6.1.3 Verify Encryption in etcd

Use etcdctl to directly inspect the secret's value in the etcd database. The output should show
that the KMS provider has encrypted the data.
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The output will be unreadable and begin with the k8s:enc:kms:v2:eskm: header. This header
proves that the KMS plugin successfully encrypted the secret data before storing it in etcd.

y/secrets/default/test-secret --prin

Figure 38 : Verify Encryption

6.1.4 Verify Decryption

Retrieve the secret using kubectl . This action prompts the kube-apiserver to check its cache
for the decrypted data. If the secret is not found in the cache, the kube-apiserver initiates a
decryption request to the KMS plugin, which returns the plaintext data.

The output will show the secret's data in its original, unencrypted format (Base64-encoded). The
mykey field, which was encrypted in etcd, is now readable as bX1kYXRh (Base64 for ‘mydata’).
This confirms that the entire decryption workflow is working as expected.

[root@master-node ~]# kubectl get secret test-secret -o yaml
apiVersion: vl
data:
mykey: bX1kYXRh
kind: Secret
metadata:

creationTimestamp: "2025-08-07T09:28:212"
name: test-secret

namespace: default

resourceVersion: "327991"

uid: e59486f1-e50f-47a5-9111-4714a8c46a93
Opague

Figure 39 : Verify Decryption
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6.1.5 Key Rotation

This procedure outlines the steps to safely rotate the encryption keys used by the KMS plugin.
Key rotation is a critical security practice that ensures secrets are regularly re-encrypted with a
new key.

6.1.5.1 Create a New KMIP Object

Create a new KMIP object in ESKM for the kms_plugin_user, see Create KMIP Object.

KMIP Objects Help @
wery.[[Al KMIP Keys] v| [ ]
e perpoge: (10 [T

A UUID Object Name Owner Object Type State  Creation Date FIPS Security Level

® 576e8f86-5hee-40a2-9b4b-88¢24f310cd4 k8s-clusterl-key clusteruserl SymmetricKey Active  2025-07-07 17:13:50 1

60 kms_plugin_key kms_plugin_user SymmetricKey Active  2025-08-05 01:02:37 1

12 k8s-cluster2-key clusteruser2 SymmetricKey Active  2025-07-1513:54:44 1

84 k8s-cluster2-key2 clusteruser2 SymmetricKey Active  2025-07-28 12:32:55 1

9 kms_plugin_key1 kms_plugin_user SymmetiicKey ~ Active  2025-08-05 01:55:23 1

216 kmipClient20250605100645 SymmetricKey Active  2025-06-05 17:20:54 1

551 1

DellDDCL1 SymmetricKey Active  2025-06-1018:13:30

Figure 40 : Create a KMIP Object

6.1.5.2 Update plugin-config.yaml file
1. Set the new key's UUID (9665c782-d8a6...) asthe primary_uuid.
2. Move the old primary key's UUID (60d99332-05b9...) tothe secondary_uuid list.
[root@master-node k8s pluginl]l# vim plugin-config.yaml
' 172.31.1.83

certs/kms plugin client.crt
certs/kms plugin client.key

Figure 41 : plugin-config.yaml file
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6.1.5.3 Re-create ConfigMap

1. Delete the existing kms-plugin-config ConfigMap and recreate it with the updated
plugin-config.yaml file, see Create Configmap and Secrets.

2. Restart the kms-plugin-ds DaemonSet to ensure the plugin pods are running with the new
configuration.

Figure 42 : Re-create ConfigMap

6.1.5.4 Re-encrypt Existing Secrets

This step relies on the kube-apiserver's ability to decrypt secrets with the old key and then re-
encrypt them with the new one.

The following command retrieves all secrets and forces the kube-apiserver to replace them,
triggering re-encryption with the new primary key.

Figure 43 : Re-encrypt Existing Secrets

0 This command re-encrypts all secrets, including system secrets. It's recommended that
this be performed in a controlled maintenance window.
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6.2 Logs and Validation Steps

6.2.1 Verify Key Rotation Success

1. Check the Utimaco ESKM KMIP logs for successful ENCRYPT and DECRYPT requests
associated with the new key's UUID (9665¢782-d8a6...). This confirms the kube-apiserver
Is using the new key for both new and re-encrypted secrets.

Figure 44 : ESKM KMIP Logs

2. Use etcdctl to geta secret's value. The output shows that the secret is now encrypted

with the new UUID (9665c782-d8a6-47b7-a273-2377a335c46d) . The presence of this
UUID confirms a successful key rotation.

Figure 45 : Verify Key Rotation Success
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T Troubleshooting

7.1 Log Locations and Interpretation
You can verify the logs from Utimaco ESKM by following the steps below:
1. In the ESKM Management Console, click Device > Logs & Statistics > Log Viewer > KMIP.

2. Review logs related to ENCRYPT and DECRYPT operations performed on the Kubernetes
control plane.

‘ Log File: Current (Showing Last 10 Lines)

[Dowslosd Extire Log] | Cleer|

KMIP Log:

2025-08-04 17:17:12 [KMIP Server) (Authentication Success) User:(ioms_plugin _user) From IP: 172.31.1.73

2025-08-04 17:17:13 [KMIP Server) (ClientOperation) User:(kms_plugin_user) UUID: (d1£363a5-bb41-4974-9196-35807a781ad3) Cperation: [DECRYPT) Object Type: [SYMMETRIC_KI
2025-08-04 17:40:33 (KMIP Server) (StateChange) Starting KMIP server

2025-08-04 17:49:43 [KMIP Server) (StateChange) Starting KMIP server

2025-08-04 18:26:04 (KMIP Server] (Authentication Success) User:(ioms_plugin_user) Froam IP: 172.31.1.73

2025-08-04 18:26:04 [KMIP Server) (ClientOperation) User:[kms_plugin_user) UUID: (60d499332-05b9-4a87-2299-6934801e32¢0) Operation: [ENCRYPT) Object Type:[SYMMETRIC_K!
2025-08-04 18:39:04 (KMIP Server) (Authentication Success) User:(kms_plugin_user) From IP: 172.31.1.73

2025-08-04 18:39:04 (KMIP Server) (ClientOperation) User:(ims_plugin_user) UUID: (60d$9332-05b%9-4a87-aa99-e934801e32e0) COperation: [ENCRYPT) Object Type:(SYMMETRIC_KI
2025-08-04 18:39:05 (KMIP Server] (Authentication Success) User:(ims_plugin_user) From IP: 172.31.1.73

2025-08-04 18:39:05 [KMIP Server) (ClientOperation] User: [kms_plugin_user) UUID: (60d499332-05b9-4a87-2a99-e934801e32¢0) Operation: [DECRYPT) Object Type:([SYMMETRIC_K!

w
©
»

Figure 46 : KMIP Logs

3. For detailed debug logs, see 8s_plugin/logs .
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8 Contact and Support Information

You can reach us from Monday to Friday, 09.00 a.m. to 05.00 p.m., Central European Time (CET).

Utimaco IS GmbH
Germanusstr. 4
52080 Aachen
Germany

RMA Query

If you need to send the device back to Utimaco IS GmbH, please open a new RMA case (Return
Merchandise Authorization). We request that you use the following web address. RMA cases
cannot be opened by email or phone.

https://support.hsm.utimaco.com/support/rma/new

Other Support Queries

= Mail (preferred contact method)
support@utimaco.com
Attach the diagnostic information to your email.

= Web portal
https://support.hsm.utimaco.com/support/cases/new/
The diagnostic information will be requested in our response if necessary.

= By phone
AMERICAS +1-844-UTIMACO (+1 844-884-6226)
EMEA +49 800-627-3081
APAC +81 800-919-1301
The diagnostic information will be requested in our response if necessary.
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9 Appendices

9.1 References

Title

ESKM Installation Guide

Creating a cluster with
kubeadm

Kubernetes Documentation

9.2 Command Summary

Command

# mkdir /var/lib/kmsplugin

# mkdir k8s_plugin

# mkdir certs

# mkdir logs

Document No.: IG-2025-0050

Description

Step-by-step guide for installing
and configuring ESKM.

Official document for setting up
a Kubernetes Cluster.

Official Kubernetes
documentation covering setup,
configuration, and
management.

Table 3: References

Purpose

Document/Link

Installation and
Replacement Guide

Creating a cluster with
kubeadm | Kubernetes

Using a KMS provider for
data encryption |
Kubernetes

To create a directory for socket files.

To create a directory for plugin files.

To create a dircectory for certificates.

To create a directory for plugin log file.

Document Version: 1.0.0
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Command Purpose

# docker load -i k8s-kms- To load a Docker image
plugin_1.0.tar

# openssl genrsa -out To create a private key
kms_plugin_client.key 2048

# cat << EOF | openssl req -new -key To generate a CSR.
kms_plugin_client.key -out

kms_plugin_client.csr -sha256

us

California

Campbell

Utimaco

Atalla

kms_plugin_user

eskm@utimaco.com

EOF

# cat /home/admin/k8s_plugin/certs/ To view the generated CSR.

kms_plugin_client.csr

# vim plugin-config.yaml To create/edit the plugin-config.yaml file

# kubectl create configmap kms- To create the kube configmap for plugin-
plugin-config --from-file=/home/admin/ config.yaml|
k8s_plugin/plugin-config.yaml
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Command

# kubectl create secret generic kms-
plugin-certs --from-file=/home/admin/
k8s_plugin/certs/kms_plugin_client.crt
--from-file=/home/admin/k8s_plugin/
certs/kms_plugin_client.key --from-
file=/home/admin/k8s_plugin/certs/
ESKMLocalCA.crt -n kube-system

# vim kms-plugin.yaml

# kubectl apply -f kms_plugin.yaml

# kubectl get daemonset -A

# kubectl get pods -A

# vim /etc/kubernetes/encryption-

config.yaml

# vin /etc/kubernetes/manifests/kube-

apiserver.yaml

# kubectl create secret generic test-

secret —--from-literal=mykey=mydata

# etcdctl get /registry/secrets/
default/test-secret --print-value-

only

Document No.: IG-2025-0050

Document Version: 1.0.0

Purpose

To create the kube secret for certificates.

To create/edit the kms-plugin.yam|
daemonset file.

To apply the kms-plugin.yaml file.

To view the kube system daemonset.

To view the kube system pods.

To create/edit the encryption-config.yaml

file.

To edit the kube-apiserver.yaml file.

To create a secret.

To verify encryption in etcd.
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Command Purpose

# kubectl get secret test-secret -o To verify the description
yaml

# kubectl delete configmap kms- To delete the configmap

plugin-config -n kube-system.

# kubectl rollout restart daemonset/ To restart the kms-plugin daemonset.

kms-plugin-ds -n kube-system

# kubectl get secrets -- all- To re-encrypt existing secrets.
namespces -o json | kubectl replace --

force -f -

Table 4; CLI Commands
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