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Introduction UtimaC0®

1 Introduction

This integration guide is part of the information and support provided by Utimaco. It outlines the
process for integrating Utimaco ESKM with Veeam Backup & Replication to enable secure and
encrypted backup functionality. Together, Veeam Backup & Replication and Utimaco ESKM
deliver a comprehensive solution for secure, compliant, and resilient data protection. The guide
walks through the necessary steps to configure the integration.

1.1 About This Guide

This guide describes how to enable ESKM integration with Veeam Backup & Replication to
enable backup encryption. It equips users with the key data to facilitate effortless
communication and authentication between ESKM and Veeam Backup & Replication,
implementing Key Management Interoperability Protocol (KMIP) and certificate-based
authentication.

1.2 Target Audience

This guide is intended for Veeam Backup & Replication and Utimaco ESKM administrators.

1.3 Purpose of the Integration

The integration of Veeam Backup & Replication with Utimaco ESKM enhances the security and
compliance of your data protection strategy. While Veeam ensures reliable backup and recovery
across virtual, physical, NAS, and cloud-native environments, ESKM provides robust encryption
key lifecycle management including generation, storage, access control, and auditing.

The primary objective of this integration is to:

= Enhance data security by ensuring all backups are encrypted during storage and
transmission.

= Leverage Veeam's encryption capabilities within the Utimaco ESKM environment.
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1.4 Abbreviations

Abbreviation Meaning

ESKM Enterprise Secure Key Manager

KMIP Key Management Interoperability Protocol
CDP Continuous Data Protection

API Application Programming Interface

CA Certificate Authority

P12 PKCS#12 or PFX (Personal Information Exchange)
KMS Key Management System

Ul User Interface

URL Uniform Resource Locator

VM Virtual Machine

RSA Rivest, Shamir, Adleman

GUI Graphical User Interface

Table 1: List of Abbreviations
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1.5 Document Conventions

The following conventions are used in this guide:

Convention Use Example

Bold Items of the Graphical User Interface (GUI), e.g., Press OK
menu options

Monospaced Code thatis given for explanation or as an example,  chsm-create
file paths

Italic References and important terms See Sample Chapter in
the CryptoServer -
Sample Manual

Table 2: Document Conventions

We use special icons to highlight the most important notes and information.

Here you will find important safety information that should be followed.

0 Here you will find additional notes or supplementary information.

s . 0
4" This message marks the result expected after the successful execution of an
instruction.
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2 Product Overview

2.1 Veeam Backup & Replication

Veeam Backup & Replication is a proven data protection solution that offers efficient and reliable
backup and recovery for virtual, physical, NAS, and cloud-native environments. It provides
comprehensive security for critical business data. With Veeam Backup & Replication, you can
create image-level backups of virtual, physical, and cloud machines and restore from them.
Technology used in the product optimizes data transfer and resource consumption, which helps
to minimize storage costs and the recovery time in case of a disaster.

2.2 Utimaco ESKM (Enterprise Secure Key Manager)

The ESKM is a complete solution for generating, storing, serving, controlling, and auditing access
to encryption keys. It enables you to protect and preserve access to business-critical, sensitive,
data-at-rest encryption keys, either locally or remotely. ESKM is offering industry-certified Key
Management Interoperability Protocol (KMIP)with market-leading support for partner
applications and pre-qualified solutions, integrating out-of-the-box with varied deployments, as
well as custom integrations.

2.3 Joint Value Proposition

The integration of Veeam Backup & Replication with Utimaco ESKM delivers a comprehensive
and secure data protection solution that combines industry-leading backup and recovery
capabilities with advanced encryption key management. This joint solution empowers
organizations to:

= Ensure end-to-end data security by encrypting backups both at rest and in transit.

= Simplify compliance with regulatory standards through centralized key lifecycle
management, including generation, storage, access control, and auditing.

= Maximize operational efficiency by seamlessly leveraging Veeam's encryption features
within the ESKM environment.

= Strengthen resilience against data breaches and unauthorized access.
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3 Integration Requirements and Prerequisites

Ensure that the system environment you will be using meets the following hardware and
software requirements.

This guide assumes that the user has already installed and configured required software.

3.1 Tested Versions

The integration has been successfully tested with the Utimaco ESKM with Veeam Backup &
Replication.

Operating System Veeam Backup & Replication Utimaco ESKM
Version Version
Windows Server 2025 12.3.1.1139 8.54.0

Datacenter Edition

Table 3: List of Tested Versions

3.2 Supported Platforms

= Utimaco ESKM hardware appliance

= Utimaco ESKM virtual/cloud appliance

3.3 Software Requirements

Software Software Requirements
Utimaco ESKM 8.54.0
Veeam Backup & Replication Version 12.3.1.1139

Table 4. List of Software Requirements
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3.4 Prerequisites

Before you begin, please ensure that you have installed/set up:

= Veeam Backup & Replication Version: Ensure that the latest version is installed and
properly configured.

= Licensing: A valid Veeam license that supports APl access and integration features.
= ESKM: Ensure that the latest version of ESKM is available.
= Avalid SSL server certificate that meets the following requirements:

+ The Subject extension must be equal to the fully qualified domain name (FQDN) of
the KMS server. For example: kms.domain.local.

+ The server certificate must have valid CRL distribution points specified in the CRL
Distribution Points extension.

Document No.: IG-2025-0033 Document Version: 1.0.0 Page 10 of 51



* ®
Installation and Configuration UtlmaCO

4 Installation and Configuration

The following section outlines the procedures required to configure both ESKM and Veeam
Backup & Replication components for seamless integration.

4.1 Setting Up ESKM

The initial phase involves configuring ESKM before proceeding to Veeam Backup & Replication.
For detailed configuration steps, refer to the installation guide “ESKM_Installation and
Replacement_Guide_8.54.0".

After successful installation and configuration, log in to ESKM.
& Enterprise Secure Key Manager utimaco'°

Administrator Authentication

Username | admin

:
[Login

Figure 1: ESKM Login
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4 Enterprise Secure Key Manager utimacoa

m— Home / Summary eskm
+ Summary Logged in as admin

+ What's New

System Summary Help @

Product:  Enterprise Secure Key Manager L1
UnitID:  ULIFONB3HUSW
Hardware Platform:  Cloud Platform
Software Version: B.54.0 (vESKM 8.54)

Date:  06/16/2025
Time:  22:01:01
Time Zone:  Pacific Time
System Uptime: 47 days, 20:58:17

Licenses: 10
Licenses inUse: 5

Figure 2 : ESKM Home Page

4.2 Setting up Veeam Backup & Replication

Download the Veeam Backup & Replication image from the official Veeam Product Download
Page. For detailed installation instructions to ensure a smooth deployment, please refer to the
installation guide Veeam Backup & Replication Installation Guide.

After the successful installation, launch the application and log in.
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o1l Veeam
=N} Backup & Replication 12

Type in a backup server name or IP address, backup service port number,
and user credentials to connect with.

localhost 9392
EC2AMAZ-2ASOBGONAdDministrator

Password

v/'| Use Windows session authentication

Save shortcut Connect Close

Figure 3 : Veeam Backup & Replication Login Page
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Home

!*i -)g B I:q’: él?_:l :-’h: ?‘. N '\av f“\

Backup Replication CDP Backup SureBackup Restore Import Export Security & Veeam
Job ~ Job~  Policy Copy Job = Backup Backup Compliance Intelligence
Primary Jobs Secondary Jobs Restore Actions
Home Q. Type in an obect narme to search far All jobs
% Jobs
Status Last Run Last Result Mext Run

+ [ Backups Name Type Ob...
1 Disk (Orphaned)
ast 24 Hours

[&# Success

(% Failed

351 Backup Infrastructure
l,‘Eﬁ Storage Infrastructure
- 4 .

& Tape Infrastructure

(% Files

Evaluation: 22 day

Figure 4 : Veeam Backup & Replication Main Page
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5 Integration Steps

To support a robust and secure backup infrastructure, integrating a Key Management Service
(KMS) is a critical step. In environments where data protection and encryption are paramount,
configuring a KMS ensures that encryption keys are managed securely and in compliance with
organizational policies. As part of the setup process for Veeam Backup & Replication, it is
essential to register Utimaco ESKM as a Key Management Service (KMS). This registration
enables secure key handling and seamless encryption workflows, ensuring that sensitive data
remains protected throughout the backup and recovery lifecycle.

5.1 Configuration on Utimaco ESKM

It is essential to configure Utimaco ESKM to ensure secure and efficient key management. This
section guides you through the necessary steps to configure ESKM for Veeam Backup &
Replication integration.

5.1.1 Local CA Creation

Inside ESKM, create a local CA by following the steps below:

1. Go to the Security tab.
2. Click on the Certificates option listed under Certificates & CAs.
3. Scroll down to the Create Certificate section.

4. Enter a Certificate Authority Name and Common Name. These may have the same value,
for example, ESKM Local CA.

5. Enter your Organizational information.
6. Select the Algorithm (e.g., RSA-2048).

7. Click on Self-signed Root CA and enter the CA Certification Duration and Maximum User
Certificate Duration. These values determine when the certificate must be renewed and
should be set in accordance with your company's security policies. The default value for
both is 3650 days or 10 years.

8. Click on Create.
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Create Local Certificate Authority

Certificate Authority Name: | ESKMCAVBR
Country Name: |l.157|
State or Province Name: |CA
Locality Name: | Campbell
Organization Name: | Organization

Organizational Unit Name:

Common Name:

| Information Security

| ESKMLocalCAVBR

Email Address: | infosec@organization.com
Algorithm: |RSA-2048 |
@® Self-signed Root CA
Certificate Authority Type: CA Certificate Duration (days): |W|

==

Maximum User Certificate Duration (days): | 3650

(O Intermediate CA Request

Figure 5 : Local CA Creation Page

9. Click on the Local CA’s option listed under Certificates & CA’s to view the created local CA

certificate.

Local Certificate Authority List

ol @

CA Stakus

CA Name CA Information
Comman: ESKMLocaCAVER
@ ESKMCAVER lasiuinr Orgaranaticn

Expargic Jun 3 0GFLAT 2035 OMT

Figure 6 : Created Local CA Certificate

5.1.2 Import Server Certificate

CA Cartiftae Aslee

This certificate serves as the server certificate for accessing the ESKM. The certificate must be a
valid SSL server certificate meeting the requirements mentioned in the prerequisites.

Perform the following steps:

1. Go to ESKM Management Console.

2. Go to the Security tab and in the Certificates & CA, click Certificates.

Document No.: IG-2025-0033
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3. Inthe Import Certificate section, select Upload from browser and Choose File.
4. Enter the Certificate Name and Private Key Password.

Import Certificate Help @

Source: ® Upload from browser  File: | Choose File | vm2.pem
O scp
Host:

Filename:
Username:

Password:

Certificate Name: | vm2

Private Key Password: [sssessess q |

[ Import Certificate |

Figure 7 : Import Certificate

5. Click Import Certificate.

Certificate List Help @
Certificate Name Centificate Information Certificate Purpose Certificate Status
Common: vmZ2.testeskm.com
® vm2 ) T L Server/Client |

EXpires. « ... oo cvive iv mvaw wins

Figure 8 : Certificate Imported

5.1.3 Client Certificate Creation

This certificate functions as the client certificate used to authenticate and securely connect to
the ESKM system. It is essential for establishing mutual TLS communication, where both the
client and server verify each other's identities. The client certificate must be uploaded and
registered in Veeam Backup & Replication to enable secure access and enforce identity-based
access control.

The following steps outline the process for generating client certificate:
1. Go to the Security tab.
2. Go to the Security tab and in the Certificates & CA, click Certificates.

3. Scroll down to the Create Certificate section.
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4. Enter a Certificate Name and Common Name (for example KMIPClient2).
5. Enter your Organizational information.
6. Enter or Type the Subject Alternative Name, Algorithm.

7. Choose the Creation Type as Certificate Signed by Local CA (Select the CA name you
created in Setting up local CA, for example, ESKMCAVBR).

8. Select the Certificate Purpose as Client.

9. Click Create.

Create Certificate

Certificate Name:

| ESKMClientCertVBR1

Country Name: |US
State or Province Name: |CA
Locality Name: | Campbell

Organization Name:

Organizational Unit Name:

| Organization

| Information Security

Common Name:
Email Address:
Subject Alternative Name:

Algorithm:

[KMmIPClientd |

| infosec@organization.com
[IP:172.31.23.223
| RSA-2048 ~ |

Creation Type:

Local CA:

(0 Certificate Request - to be signed by external CA
@ Certificate Signed by Local CA

[ESKMCAVBR (maximum 3645 days) ~

Certificate Purpose:

| Client ~

Figure 9 : Client Certificate Creation

10. Open the created client certificate and export it by providing a password.
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{ Teadid CIYyackDpxl
o Ty Tar Iema T TRNR+ 12

Export Certificate with Private Key Help @

el m—

Confem Expert Password:

Exprt|

Figure 10 : Exporting Client Certificate

11. The certificate will be downloaded in p12 format.

12. Click the Download button to save the certificate content for local user creation.

5.1.4 Local User Creation

Perform the following steps to create a local user in the ESKM:

_

Go to the Security tab.
2. Inthe Users & Groups > Local Users and Groups, select Local Users.
3. Scroll down and click Add.

4. Enter the Username, which is the same as the Common Name (KMIPClient2) provided
during client certificate creation.

5. Select Enable KMIP.
6. Select the License Type as KMIP.

7. Paste the downloaded client certificate in KMIP Client Certificate Contents.
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8. Click Create.

g

+ Cloud Integration

Create Local User Help @
*  Authorization Policies
[TE— Unsmem:_(KSRPCort
= Local Users & Groups Password: | essereesseee
Confirm Password;  sreereeseee
*  Local Groups Licenas Typa: | KMIP -
b LDAP User Administration Permission: |
Change Password Permisslon: |
sie o
)+ Cuvificates Map non-existent Object Group 1o x-Object Group: |
*+ Tiusted CA Lists KMIP User Group: | defaull user group ~
* Local CAs KMIP Object Group: | defaull abject group v
*  Known CAs
KMIP Client Certificate:
5 [CzATBgNVBAGT. Ov chDYW1 UEChMMT3InYWSp &
A ed i
emF @ akduMRBWGHYDVOQL ExR IbaZvemihdElvbi BT Ziilcm] Se TEXMBUGAIUE AXMO
* High Secusity RVNLTUxwY 2F SQEFWQL Ix 1zA1Bghghk i G9wlBCQENGG 1ul a9z ZNNAD I InYHS penF e
aWPuLmivE T AeFwlyNTAZMOGWN JUSMZZaF wlzZNTAZMDMwNJUSMZZaMIGIHQswCQYD
»  S5L Options VOQGEWIVUZELMAKGAIUECBMCQREXETAPE TCENhBXBL oQ
« &SHOptions 16YXRpb24xHTAbBgH y FN1¥3Vy 0
- EgYDVQQDEWTLTULQQ2XpZWEOMIERMCUGC SGOS T IDQEARY Y alSmbIN] YOy cmdh
+ FIPS Status Sevver bml6vXRpb24uYZSTHITBI S ANBEHGhk i GSwaBAQEF AAOCAQBAMT TBC gRCAQEAUBG2
VN fCYeBp@nbHEROSHUGE HKei zby BNI TKY/ LuYNDEMVOX 2+ xnedhyLnfOqqF SADq
BF IqR+LstISAGKVIZjswlIThEdatGkMeICoaN s iGalB71pTwurcEY fusbvgl 1dSe
MHUALI91t /DS TpBrf 1BENBShWEeDcVERY N IMEKRIHLOVNAHF DX bWRSCuS )/ k/EAYH
r?cSSTWMﬂn}m!mstn”LpHTKMSM!A:huylWléhNu
dicedalkl EKEZfq yiS+hngv27GIDSLITA/ / SRwlckEPSApOLLT
Figure 11 : Local User Creation
Local Users Help @
Filtered by [ = = = ~ | where value| contains ~ I:I
Items per page:| 100~ :I
4 Usemame KMIP-Enabled User Administration Permission Change Password Permission License Type Last Access Time
® KMIPClient2 ] ] =] KMIP
1-10f1

Figure 12 : Created Local User

5.1.5 KMIP Server Configuration

Configure the KMIP server.

1. Go to the Device tab.

2. From the left side panel, click on the KMIP Server option listed under Device

Configuration.

3. Click the Edit button on the main page.

4. Choose the imported server certificate as the server certificate for KMIP server.

5. Click the Save button.
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4@ Enterprise Secure Key Manager utimaco’

Device Configuration Device J/ KMIP Seiver / KMIP Server vskm

iin as admin
b KMS Server

o e KMIP Server Configuration
m KMIP Server Settings Help @
*  Interoperability
*  Health Check P |aN)
* REST Sevves Port: 5696
*  Cluste Server Certificate: vm2
. Date s Time Local CA Ceriificate for Certify/Re-certify: [Disabled]

Connection Timeout (sec): 360
Default number of items returned in Locate: 100

b Hatwork

* Kmbeios

number of in Locate: 1000
*  HEM Intogration
R [ Ean |
b ASMInIEN a1
KMIP Server Authentication Settings Help @
¥ Log Configuration Clisnt Certificate Authentication:  disable
b Loa Views Trusted CA List Profile:  [Mone]

Figure 13 : KMIP Server Configuration

5.2 Configuration on Veeam Backup & Replication

Properly configuring Veeam Backup & Replication is essential to ensuring seamless integration
with ESKM. This section walks you through the necessary steps to prepare Veeam Backup &
Replication. Follow the instructions below to complete the setup efficiently and securely.

5.2.1 Register Utimaco ESKM as a Key Management Service (KMS)

To enable this integration, follow the steps outlined below within the Veeam User Interface (Ul):

1. Log in to the Veeam Backup & Replication interface.
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kup and Re

Home w Server

Add
Server 5

Veeam

. Intelligence
Manage Server

Inventory

sry. To start this process, click the Ad

Ak Malware Detection
51 Virtual Infrastructure
= (® Physical Infrastructure
§21 Manually Added

& vSphere pro
Backup & Fe,

sally, Adding vCenter Server is preferred, because it

Wirtual Machine
tions p tion, create one or mo.
NDMP backups are only suppor

W clusters, or standalone Hyper-' hosts
vg all computers you want to backup. For MAS
@ Libraries (oTL).

ESCVIM] Serv
otection G

[ Unmanaged
[ Unstructured Data
%z Microsoft Entra ID
Last 24 Howrs

s
Backup & Replication provides different options o balance recovery time with storage requirements. Backup consumes le
ry time, making it ideal for long term data retention. Replication provides faster recovery time at the incre

disk space but
storage costs

P oF replication job, go to the Backup & Replcation tree tab, and click the corresponding button  the rbsbon,

[$ Success

Inventory

s Backup Infrastructure

Analytics

History

Figure 14 : Veeam Backup & Replication Home Page

2. Navigate to Credentials & Password and select the Key Management Servers.

IJEﬂ e - 0O
k Datacenter Credentials
~ View and manage stored accounts, |—T\_
_ private keys and tokens. e
Credentials & Passwords *» i
L 2 ' ) Cloud Credentials Intelligence
(] View and manage stored cloud
Users & Roles 9
(V] accounts and access keys.
Sy, ) r. workstations or cloud instances) to be protected with agent-based backup jobs.
SAE; Malware Detection f Encryption Passwords #rs, Active Directory containers or a dynamic CSV file exported from an asset
! " View and manage stored encryption
MNetwork Traffic Rules passwords.
wo deployment approaches. For 24/7 workboads suc : nd failover clusters, we
{} Key Management Servers ackup server, which controls scheduling a y. For any
Global Exclusions 3 View and manage external KMS servers. nded and/or unpredictable time pericds (such as w
g
configures backup agents to schedule and execute backup independently.
Options
dware, please wse the Veeam Recovery Media that can be created directly from the
mputer restore options include direct restore to Microsoft Azure, or mstant recovery into
Console » h as file or apphcation item restore, simply select the desired backup under the Backups
ns provided.
Color Theme L
Y
4‘} Configuration Backup
g License
Help r n - o
F 4 12 21139 Enterprise Plus Edition Ewvaluatic ¥s remaining
A . E

Figure 15 : Credentials and Passwords Page

3. Click Add, and it will prompt for the server URL, server certificate, and client certificate.
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o Ensure that the default port number is set to 5696, taken care of during the
installation phase.

_ Key Management Servers -

+ = | = Use this dialog to add and manage your extemal Key Management Senvers (KMS). Encryption keys supplied by =
i.’- | | [ | these server will be used 1o protedt stored backup encryption keys which are randomly generated for each ¥
Add baechugs, aaan
Group . A Intelligenc
Manage Profection | Name T Add_.
Inventory SVeT [ w2 teitekm.oom
ik Mabware Detecti Part: 5606
5 wirtuall Infrastru
. P ol ket Server certificate: Choose @ cerfificale... Browse..
2 Marssally Add Chent certificate: Choose a certifieate... Browse.. -
7 Unmanaged e
g Dascriotice
) Unstructured Dy i
:_- Microsaft Entra
« [ Last 24 Hours
= -
= SuCcess uEs
- 0K Cancel
a? lmeentory
"f,: Backup Infrastruct
ol Analytics
& History
¥ 0K Cancel

Figure 16 : Server Name Added

4. Upload the client and server certificates generated in Sections 4.3 and 4.4.

Document No.: IG-2025-0033 Document Version: 1.0.0 Page 23 of 51



* ®
Integration Steps UtlmaCO

_ Seree o= . -
Key Management Servers |

g [— f “: Use this dialeg to add and manage your external Key Managemsent Servers (EMS). Encryption loeys supplied by
’ ! these server will be used 1o protect stored backup encryplion keys which ane randomly generabid for each .
Adkd R beacheiap. Venam
Loreer Al KMS Server K — Intelligence
MEAEGE Serer T | Mame T A

Backup Infrastructure Sprver: wmnd testeskmoom

15! Scale-cut Repositorss Part: 5606

3 WAN Acoelerators

£ B lars Server certificabec  wm2 besteskm.com Brovese_

* (11 SureBaciup Client cortificate:  KMIPChent?

T1 Apphcation Groups
Descriph
. Virtual Labs ik
= (1 Managed Servers
-:.-' hicrosoft Windows

ﬁ Home

B leventory

I'f=| Backup Infrastructurne
I'f._:’: Storage Infrastrecture

'.'5_.; aps Inlrastuctiuee
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Figure 17 : Server and Client Certificates Added

5. After you have provided the required information, click OK.

Key Management Servers -4

Key Management Servers
E’ 4 u Use this dialog to add and manage your external Key Management Servers ([KEMS)L Encryplion keys supplied by I T
these server will be ued 1o protect stored backup encryption keys which ane randomly generated bor each E 4
2l 4 backup. Wiam
o intelligence
Manage Server T | Mame T Descripticn Add.
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4 [T SureBackup
T Application Groups
s Wirtual Lals
= (£ Managed Servers
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ﬁ Hang

e Ireenitory

'ffg Bachkup Indrastnacture
G S

Figure 18 : Summary
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5.2.2 Managing Protection Groups

To manage Veeam agents in Veeam Backup & Replication, begin by creating a protection group
in the inventory. Then, define the computers you want to protect within the group settings.

To learn the steps on how to create a protection group, refer to the Create Protection
Group documentation.

MNew Protection Group e I

E=

MNarme

Summary
Protection group settings have been saved successfully. Click Finish to exit the wizard.

Summary:
b:'rotection Group 1 was successfully saved.

Computers
Options
Review
Apply

B Run discovery when | click Finish

= Previous M Finish

Figure 19 : Created Protection Group

0 In Veeam Backup & Replication, a Protection Group is a logical container that
organizes protected computers (virtual machines, physical servers, etc.) for easier
management. It allows you to group computers with similar backup requirements or
deployment strategies. These groups are then used to simplify backup job creation
and maintenance.

Once a protection group is created, Veeam Backup & Replication launches a rescan job session
to establish connections with the computers in the group and carry out the required operations
on them.
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6 Verification and Testing

In this chapter, we will verify whether the integration between Utimaco ESKM and Veeam Backup
& Replication is functioning as expected. This includes checking connectivity, validating
encryption workflows, and ensuring that both systems are communicating correctly. By the end
of this section, you should be able to confirm that the integration is successfully established and
operational.

6.1 Functional Testing - Creating Backup Jobs

This section outlines the procedures for creating backup jobs for both the entire system and
Unstructured Data Backup to Tape.

6.1.1 For the Entire System

To back up virtual machines (VMs), you need to set up a backup job. This involves choosing how,
where, and when the VM data will be backed up. Each job can include one or more VMs. Users
can run these jobs manually or schedule them to run automatically at set times.

Follow the steps below:

1. Launch the Veeam Backup & Replication application.

2. Inthe Veeam Backup & Replication Console, select the Backup Jobs option from the
navigation menu and select the required backup job option, such as Windows Computer.
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Home

v 32

LIy .

Restore  Import Export  Secus
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Job - lob~  Policy= Copy Job = Backup Backup Compliance Inl
Secondary Jobs Restore Actions
MName Type Host T description
B Unix computer = VMware Backup Proxy Vihware ECZAMAZ-2ASOBGD Created by Vesam Backup & Replication
| I Backup Proxy Agent ECZAMAZ-2AS0BG0 Created by Veeam Backup & Replication

& Application
I’h Object Storage

o
3w

= (£ Managed Servers
%= Microsoft Windows:

A& Home
= Inventory

L Backup Infrastructure
&5 Stora

Figure 20 : Backup Job Option is Windows Computer

On the New Agent Backup Job page, perform the following actions:

1. In the Job Mode section, select the Type as Server and Mode as Managed by backup
server.

New Agent Backup Job >

Job Mode
Specify protected computer type and backup agent management mode.
Home

v 3 T

= Type:
Backup Replication CDP Backuj — X
Job - Job=  Policy= Copy Mame ) Workstation
Primary Jobs Sect Comgputers © server

Storage Infrastructure ;

Backup Mode () Failover cluster

(Z! Storage Infrastructure
Storage
Made:

Guest Processing
© Managed by backup server
Veeam backup server schedules and executes backups on the protected computers. This mode is
recommended for always-on workloads with a permanent connection to the backup server, such as
servers or clusters located in the same data center,

Schaedule

Summary

) Managed by agent
Veeam backup server deploys the protection policy to all agents, however the job is managed by the
& Home agent itself. This mode is recommended for workstations and servers located in remote sites with poor
2% Inventory connectivity to the main data center.
‘f=: Backup Infrastructure
5 Storage Infrastructure

@& Tape Infrastructure

] Files

Mext > ] Cancel

Figure 21 : Choose the Type and Mode
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2. Inthe Name section, enter the required name and description of the job. Click Next to
proceed.

Mew Agent Backup lob -

= Mame

|
|
| - Typeer im & namwe and description for this agent backup job.
)

Vv

[

Job Mode Marme:
[ R A c<ot Bockup Job
Description:
Created by EC2AMAZ-2AS0BGIRAdministratas at 5972025 525 PM

Computens
Backup bode
Storage

Gusest Processing
Schadule

Summany

[ ) High priority
Backup infrastructure resources ane offered to high priority jobs first. Use this option for jobs sensitive to
the start time, or jobs with strict RPO requinements.

= Provious Mxt = Cancel

Figure 22 : Add Details

3. Inthe Computers section, click the Add — Protection group. Select the required protection
group from the list. Click Next to proceed.

4. Click OK.
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*
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O Cancel
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Figure 23 : Choose the Protection Group
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Mawe Agent Backup Job =

= Computers

. Select pratection groups or individual machines to back up, Protection groups provide s dynamic selection scope that sutomatically
updates the list of protected rmachines as ndes ones are discoverned,

P lab Mods Protected comgiuterns:
1 M Marmnae Type A,
arma
1 B8 Protection Growg 1 Prarticti,
n Backup Bode
! Storage
]
v Guest Processing
" Schedule
I ¥
SRAFTTNT
4 iy -
»
]
f
< Previous | Mext = Canoel

Figure 24 : Protection Group Added

5. In the Backup Mode section, select the Entire computer radio button to back up the
computer image. Click Next to proceed.
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Mew Agent Backup Ik b

= Backup Modes
— Choose what dats you want to back up from selected compaters

——

q
I ol Mode O Entire computer L
1 Back up entire compater image for fast reconveny on any level. Deleted, temporary and page files ane h
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Computers ] inchude extermal LISE drives

SAarage 2 Volume level backup
i b Back up images of specified volames, for example only data volumes. Deleted, tomporary and page liles
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L File lowel backup (slower)
Funenary Back up selected files and directories only. This mode still prodeces an image-based backup. but only with
protected file systern objects included in the image.

= Praveicsus | Flext = Cancel

Figure 25 : Select Backup Mode

6. In the Storage section, enter the required information in the available field, and then
click Advanced to encrypt the Backup using Utimaco ESKM. Click Next to proceed.
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utimaco’

WiSterage

Mew Agent Backup fob

= Storage

I

£ .||
P <

Marme

Backup repositon:
Drefault Backup Repository (Created by Veeam Backup)

B 475 GB frew of 119.5 GB

Compulors

Backup Made

Guest Processing
Schacdube |

Surmrmany

Advanced job settings include backup mods, compression and dedupboation,
Block sire, natification settings., automated post-jols activity and other settings,

7. Click OK to proceed.
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Figure 26 : Configure Storage
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Advanced Settings >

|  Backup Maintenance Storage Notifications Integration Scripts

Data reduction
Compression level:
Optimal (recommended) ~

Provides for the best compression to performance ratio, lowest backup proxy
CPU usage and fastest restore.

Storage optimization:
1MB (recommended) -

Delivers the optimal combination of backup speed, granular restore
performance and repository space consumption.

| Encryption |
B3 Enable backup file encryption
Password:
vm2.testeskm.com o Add...
. Loss protection disabled Manage passworcds
'
Save As Default [ OK ] Cancel

Figure 27 : Storage Configured

8. Inthe Guest Processing section, keep the configuration as the default. Click Next.
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] Siraga Indexing enables globeal fike search functionality, automatic detection of suspicious file system activity and

] e imalvware Files,

_ Customize advanced guest file system indexing options for indbddual machinaes

' Sohedule

SLAMMETNETY

= Pravious [ Mot = Cancel

Figure 28 : Configure Guest Processing

9. Inthe Schedule section, select the required option as per your requirements. Click Apply to
proceed.
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utimaco’
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Figure 29 : Schedule
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Mew Agent Backup lob

- Summary

- V]|

Job Made

Mame
Computers
Backup Mode
Storage

Guist Pracesing
Schedule

The job’s settings have been saved successfully. Click Fimish to exit the wizard.

SurmImany:

nfiguration has been successfully saved.
Mamae: Agent Backup Job 1

Typee: Server
MMode: managed by backup server
Protected cormputers:

Protection Groug 1
Backup mode: antie computer
Destination: Veeam backup repositony
Target storage: Default Backup Repositany
Retention policy: 7 days
pplication-aware processing is enabled
Backup is not scheduled to run automaticalby
IGFS retention policy: nol set

) Rusn the job when | click Finish

« Prowious Mot [

Figure 30 : Summary

Description: Created by ECZAMAZ -2AS0BGVAdministrator at 6/9/2025 5:25 PM.

Cancel

10. Inthe Summary section, review the configured settings to verify they align with your
requirements, then proceed to confirm the creation of the backup job.
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Figure 31 : Graphical Representation of Veeam Backup Job

6.1.2 Unstructured Data Backup to Tape

With Veeam Backup & Replication, we can easily back up to tape and restore unstructured data
from various sources. You can protect the following types of data:

= Any Microsoft Windows or Linux files.
= Volumes of storage devices with NDMP protocol.
* Data of SMB (CIFS) or NFS file shares.

= Amazon S3, S3 Compatible, Microsoft Azure Blob object storage data.

The user must add to the backup infrastructure the sources of unstructured data that you plan to
protect with the file-to-tape and object-to-tape jobs.

Here, we are adding a Windows- or Linux-managed server as a file server to the inventory of the
virtual infrastructure. To do so, follow the steps below:

1. Launch the Veeam Backup & Replication application.

2. Inthe Veeam Backup & Replication Console, select the Backup Jobs option from the
navigation menu and select the required backup job option, such as File Share.
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Figure 32 : Click on File Share

3. Select the File Server as the unstructured data source, and on the next page, enter the
name for the backup job.

We can choose File Server, File Share, or NAS Filer as the unstructured data source.
The remaining steps are similar.
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Figure 33 : Unstructured Data Source Added

4. Add a managed server as a file server and click Next.
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Hoams: File Server
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Figure 34 : Add a Managed Server as a File Server
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5. Define a cache repository to store the metadata for faster backup performance, and click

Next.
Mew File Server b4
Homne Processing ?
\" m Diefarvie cackue repositony to store the metadata for Laster backup performance. —_
==l -}i /i\
I#dt.;up Héil(hu!bﬂ Yeeam
Job = -
F Inteligenc
Py Jobo File Server Cachi: repasitan: : q
e R .
Cachirg helps to improve incremental backup performance and reduce load, Select a repository located
Fll Scale-aut Rep in chase proximity to the data source. If bost, cache will be rebuilt sutomatically.
[#1 Review iy
[+ WM.l An:l.-k:r Backup 1O controk
) Service Provid  Apply
* (1 SureBackup ;
B Application  Summary Lt impact Faster backup
o N Contrals how aggressively backup jobs can fetch contents ol the data source. Lower impact is schieved
&%, Virtual La by pacing read requests of a single thread, while faster performance is gained by using multiple
« (E! Managed Ser theeads,
s Microsoft ¥
# Home
B Ineritary
‘f,: Backup Infrastng
& Stosage Infrastn
& Tape Infrastruct
W Fies
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Figure 35 : Cache Repository

6. Review the settings and click Apply.
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Figure 36 : Review Page

7. The file server was added successfully. Click Finish.
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Figure 37 : Summary
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8. Enter the name and description of the backup job and click Next.
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Figure 38 : Enter the Name for the Backup Job

9. Specify objects, files, and folders to be backed up and click Next.
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Figure 39 : Add Object

10. Inthe Backup Repository section, click on Advanced. Under the Storage tab, select
the Enable backup file encryption checkbox. Then, select the registered Utimaco ESKM
Endpoint from the drop-down menu for encrypting the backup files. Click OK to proceed.
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Figure 41 : Storage Tab
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CO
L 4 -)g {W Data reduction
Backup Replication CDP  Backup St pyame Compression level:
Job-  Job~ Policy~ | Copy Optimal {recommended) ~ v

Primary Jobs Secondi  Objects . .
Provides for the best compression to performance ratio, lowest backup proxy Map backup

Files CPU usage and fastest restore.

g for fast restore of entire

8 EC2AMAZ-2AS0BGO Encryption jer file versions.

Narr
+ %= Microsoft Windows [{i £ Archive Repositor
Schedule

[ Unstructured Data

B @i soves Surmenaty B Enable backup file enayption
i Password: m ractices recommend

2.testeskrr dd.. eing off-site.
meestes Requesting KMS to create an encryption key... 2
1. Loss prot

Cancel

A Home

ackup Infrastructure
orage Infrastructure

ape Infrastructure

[ Advanced...

Cancel

Save As Default OK Cancel

Figure 42 : Requesting KMS to Create an Encryption Key

11. Keep the Archive Repository with the same default configuration. Click Next to proceed.

N New File Backup Job >
_ Archive Repository
L q‘ii Specify an archive repository, archiving rules and a retention policy for archives.
==

Backup St Name () Archive file versions to the following repository:
Copy

EECND [ Jefault Backup Repository (Created by Veeam Backup)

Files Backup Repository
= Mar
- [ Microsoft Windows [
B8l EC2AMAZ-2A50BG0 N
« [#] unstructured Data
(i8] File Servers. Summary

All

# Home
&% Inventory

kup Infrastructure

< Previous Nest> | Cancel

Figure 43 : Archive Repository

12. In the Schedule section, select the option that fits your requirements. Click Apply to
proceed.
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New File Backup lob X
Schedule
Home Specify the job scheduling options. If you do not set the schedule, the job will need to be controlled manually.
i o _)S cop |
Backup Replication CDP  Backup 5t name [ Run the job automatically
B jobr  Jobr  Poliyr  Copy 1000PM 2| Everyd
ﬁ Primary Jobs Second:  Objects 000PM__ ~ | Everyday
Files Backup Repository 10:00 PM « | Fourth Saturday
. Nan 1 Hours
+ [ 5 Microsoft Windows il £ Archive Repository
1 % EC2AMAZ-2ASOBGO _ File Copy Job 1 (Created by EC2ZAMAZ-2ASOBGO\Administrator at 6/1(
i+ [#] unstructured Data
3§ [ii] File Servers Summary S
! 10 |5
[ |
¥
I # Home
5
Inventory
T Backup Infrastructure
@ Storage Infrastructure
&, Tape Infrastructure
(51 Files
il o »
< Previous Apply Cancel
[ New File Backup Job X
Summary
Home Backup job settings have been successfully saved to the configuration database. Click Finish to exit the wizard
W ')S COP N
» = =
Backup Replication CDP  Backup St pame Summary:
Job~  Job~  Policy | Copy 7 [Eonfiguration has been successfully saved.
Primary Jobs Second{ Objects Name: File Backup Job 1
Files Backup Repository DS e
Nart Source items:
+ [ 3 Microsoft Windows iil E Archive Repository C\Windows\Veeam\Backup (EC2AMAZ-2ASOBGO)
% EC2AMAZ-2A50BGD . . . ‘
T S chedule PowerShell cmdlet for starting the job:
£ neticturec Data : |Get-VBRUnstructuredBackupJob -Name "File Backup Job 17 | Start-VBRIob
File Servers
# Home
&% Inventory
@ Backup Infrastructure
@ Storage Infrastructure
& Tape Infrastructure
[} Files
[ Run the job when | click Finish
< Previous Cancel

Figure 45 : Summary

13. In the Summary section, review the configured settings to ensure they meet your
requirements and confirm the creation of the backup job by clicking on Finish.
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6.2 Logs and Validation Steps

6.2.1 Logs and Validation Steps for Creating Backup Jobs

A backup job creates a 4096-bit RSA key on Utimaco ESKM, which is then used to encrypt and
decrypt Veeam backup files. We can verify the logs from Utimaco ESKM by following the steps
below:

1. Inthe ESKM Management Console, click Device tab.
2. Click on Log Viewer under Logs & Statistics.
3. Click on KMIP under Log Viewer.

4. Review logs related to the encryption and decryption operations performed on Veeam
backup jobs.

b Admeistiators

Log File: Current (Showing Last 25 Lines)
, [ Downiload Entire Log| | Clear |

- LogViewer
* System KMIP Log:
2025-06-12 09:55: 1p Server) (Clientoperation) User:[KMIPClient2) UUID:[] Operati UERY) Result:[SUCCESS]
. Audt 2025-06-12 : 1P Server) \A\.H‘e ication Success) User:[KMIPClient2) From 1P 12.117.159
2025-06-12 5 [KaIP Server) fc-240a9164112¢] Operation: [GET] Object
* Activity 2025-06-12 ¢ 5 [KMIP Server)
2025-06-12 5 [KaIp Server) £c-240a9164112¢] Operation: [GET_ATTRIBU
* Client Event 2025-06-12 € [KNIP Server) 1
2025-06-12 6 [KMIP Server) ult: [SUCCESS]
2028-06-12 6 [KMIP Server) [(Authentication Success] User: (KM Tom 1P: 18:
. Rest 2025-06-12 6 [RNIP Server) [CLientoperation) User:[KMIFCLient2) UUID: (ad437b341-1992-4aaa-acc2-2dddcibedeze] Operation: [GET] Object
2025-06-12 6 [KMIP Server]) (Authentication Success) User: (KM ient2] From l? 13 212,117,159
b Stalisics 2025-0 € [90P Server] (Clientperation) User:[RMFCLien - acc2-2dddcibedeZe] Operation: [GET_ATTRIBU
2025-06-12 3 [KMIP Server) tion Success] User: [KMI 7.159
2025-06-12 3 [KMIP Server) ion) User: [KMIPClient?!
m 2025-06-12 3 [KNIP Server)
2025-06-12 £33 [KMIP Server) fc-24029164112¢] Operation: [GET] Object
b Backup & Restore 2025-06-12 10:07:34 [KMIP Server)
2025-06-12 4 [KMIP Server) Befc-240a9164112¢] Operation: [GET_ATTRIBU
* Sandeas 25-06-13 2 (KMIP Server] 159
Systeminformation & 6 [KMIP Server) n3-5fetcifdezaa (Private) 1c59-1483-
* Upgiade 25-06 € [KNIP Server) 159
2025-06-13 6 [map server) 8 4b: é‘u“afm Icéc) operation: [ACTIVATE) ©
+ Network Diagnostics 2025-06-13 6 [KMIP Server) t2) From IP: 18.212
2025-06-13 ¢ 6 [KaIP Server) UUID: [239583c2-dada-4a aehB Sfefcifde2aa) Operation:[ACTIVATE) O
2028-06-13 6 [KMIP Server) ] From IP: 18.212.1
2025-06-13 04:16:56 [KNIP Server) [Clientoperation) Daat: [KHIPCIiont2) UDID: [£9501c35.1483-dbas-K50. 8dzatcoTcee] Operation: [GET] Object

Figure 46 : Log Details
5. To view the keys, go to the Security tab.

6. Select KMIP Objects under the Keys & KMIP Objects section. The generated keys will
appear here.

@ Enterprise Secure Key Manager utimaco'|

Home Security Device Help * LogOut

Bonake  1AmEchiccs / ROAF Gtjass eskm
gged in as admin
b Keys . .
- o KMIP Object Configuration
KMIP Objects Help @
. i
+ Gl tpaton Guery Al KMIP Keys] v |
+ Autborzstion Poies ] (s | Fage[1 o3[ Go Hext»
[ Object Name Owner  Object Type State  Creation Date FIPS Security Level
9a4232bb 3c{3 42148480 VeeamBackupKey_File_Backup_Job_1_ed64a294-cl4c 4e3d b30i- 20250613
[y T——— ® 00486009092 b2daf1c1b6b9_private KMIPClient2 PrivateKey Active |, ¢ o 1
1623084-2399-458d-a3fe.  VeeamBackupKey_File_Backup_Job_1_ed64a294-cl4c-4e3d-b30f- . 20250613
b LDAP O ae2e3c101140 b2dof161b6b9_public KMIPCliont2 PublicKey  Active y 1" ce 1

Figure 47 : KMIP Objects
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T Troubleshooting

7.1 Common Issues

If the KMIP server certificate configured in ESKM does not meet the requirements mentioned in
the prerequisites, the following error will be encountered while configuring the Key Management

Server in Veeam.

ey Management Servers

Key Management Servers

x

y Use this dialog to add and manage your external Key Management Servers (KMS). Encryption keys supplied by L—‘ l
these server will be used to pratect stored backup encryption keys which are randomly generated for each =
| backup. Veeam
S ] Add KMS Server X — T Intelligence
ame N
Inventory Server: ‘ vm2 testeskm.com
+ (% Physical Infrastructuré Port: 5606 T
41 Manually Added .
& Unmanaged Server certificate: ESKMVER Browse...
& m_‘"”““"‘"'ed Data Client certificate: KMIPClient2 e
(i) File Servers .
2 Microsoft Entra ID i
+ [ Last 24 Hours
[ Success
#A Home
£ Inventory
oK Cancel
i Backup Infrastructure anc
@ Storage Infrastructure
&, Tape Infrastructure
@
1 Files
o oK Cancel

(X

Veeam Backup and Replication

Figure 48 : Add KMS Server Page

One or more errors occurred.
Failed to perform KMIP client operation.
Failed to validate server certificate trust chain.

A certificate chain could not be built to a trusted root authority.

The revocation function was unable to check revocation for the certificate.

N

Figure 49 : Error Page

7.2 Log locations and interpretation

We can verify the logs from Utimaco ESKM by following the steps below:

1. In the ESKM Management Console, click the Device tab.

2. Click on Log Viewer under Logs & Statistics.

3. Click on KMIP under Log Viewer.
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backup jobs.

b Admeistiators

Logs & Statistics

Log File: Current (Showing Last 25 Lines)

3 [Download Entire Log| | Clear |

v LogViews:
« System
Audit
- Aty
& Chent Event
o REST
b Suatistics
2025-06-
2028-06-12
2025-06-12
b Backup & Reatore 2025-06-12
6-12
+ Services 13
. Systeminfomation o
Upgr: 1
13
+ Hetwork Diagnostics -13
2025-06-13 0
2028-06-13
2025-06-13 04:16:5

[KMIP Server]
[KMIP Server)

[Clientoperation] User:[KMIPClient2] UUID:([] Operatio

t2] From IP:

entoperation] User: [KMI
hentication Success)

[a497D341-199
ient2] From IP: 18

server)
server) {) operatio

From IP: 18

Success] User: [l
User: [KMIPCL
er: [

(Clientopera
rver] (Authentic

s
[Clientoperation)

2] User: [KMIFClient2) From IP: 18
User: [KMIPClient2) UUID: [E3801c59-148

(L Tver
[KMIP Server)

Review logs related to the encryption and decryption operations performed on Veeam

ERY] Result:[SUCCESS)

-240a9164112¢] Operation: [GET] Object

59
c-240a91€4112¢] Operation: [GET_ATTRIBU
59

£ [SUCCESS]

2-4aaa-acc2-2dd4cibede2e) Operation: [GET] Object
2 159
aaa-acc2-20ddcibcdeze] Operation: (GET_ATTRIBU
159
¥) Result:[SUCCESS)
'c-240a9164112¢] Operation: [GET] Object

c-240a91€4112¢] Operation: [GET_ATTRIBU
59

eb3-5fefcitdezaa (Private)

801c59-1483-

+159
b50-88d8a0c0Tcéc] Operation: [ACTIVATE] ©

eb3-5fefcifde2aa) Operation: [ACTIVATE) ©

.21 .
3-4bae-bb50-88d8a0cOTcEc] Operation: [GET] Object

7.3 Contact for support

Figure 50 : KMIP Log

7.3.1 Utimaco Technical Support

For technical questions, contact Utimaco Technical Support:

= E-mail: support-atalla@utimaco.com

= Telephone: 800-500-7858 (U.S.A.) +1-916-414-0216 (International)

= Website: https://support.utimaco.com/

Before contacting Utimaco with your questions, collect the following information:

* Product model names and

numbers.

= Service Agreement ID number (SAID).
= Product serial numbers.

= Error messages.

= Software version number.
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7.3.2 24-hour Support

24-hour emergency support is available to those customers who have valid service contracts.
Use this service for product and system emergencies that occur after normal working hours or
on weekends and U.S. holidays. Questions about product installation and setup are supported
during normal working hours.

For 24-hour emergency support call: 800-500-7858 (U.S.A.) +1-916-414-0216 (International).
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8 Appendices

8.1 References

This document serves as a comprehensive guide for integrating Utimaco's ESKM module with
Veeam Backup & Replication.

For more information on other Utimaco products and offerings, please visit the official Utimaco
website: Utimaco Portal.
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