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1 Introduction
This guide is part of the information and support provided by Utimaco. Additional documentation 
produced to support your Utimaco SecurityServer product can be found in the document 
directory of the Utimaco SecurityServer product bundle. All Utimaco SecurityServer product 
documentation is available from Utimaco’s website at https://utimaco.com/.

1.1 About This Guide
This guide describes how to enable HSM integration with OpenStack Dalmatian Barbican. 
Utimaco HSM securely stores the MKEK and HMAC used by Barbican.

1.2 Target Audience for This Guide
This guide is intended for OpenStack Barbican and HSM administrators.

1.3 Document Conventions
The following conventions are used in this guide:

Convention Use Example

Bold Items of the Graphical 
User Interface (GUI), 
e.g., menu options

Press OK 

Monospaced Code that is given for 
explanation or as an 
example, file paths

chsm-create

Italic References and 
important terms

See Sample Chapter in 
the CryptoServer - 
Sample Manual

Table 1: Document conventions

We use special icons to highlight the most important notes and information.

https://utimaco.com/


Introduction

Document No.: IG-2025-0032 Document Version: 2.0.0 Page 5 of 46

1.4 Abbreviations
The following abbreviations are used in this guide:

Abbreviation Meaning

API Application Programming Interface

CSADM CryptoServer Command-line Administration Tool

CSP Cryptographic Service Provider

CXI Cryptographic eXtended Services Interface

DB Database

GUI Graphical User Interface

HMAC Hash-based message authentication code

HSM Hardware Security Module

Here you will find important safety information.

Here you will find additional notes or supplementary information.

This message indicates the expected result after the successful execution of an 
instruction.
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IP Internet Protocol

LAN Local Area Network

MBK Master Backup Key

MKEK Master Key Encryption Key

PCIe PCI Express Interface

URL Uniform Resource Locator

Table 2: Abbreviations
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2 Overview

2.1 OpenStack Barbican
Barbican is the OpenStack Key Manager service. It provides secure storage, provisioning, and 
management of secret data. This includes keying material such as Symmetric Keys, Asymmetric 
Keys, Certificates, and raw binary data.

2.2 Utimaco u.trust General Purpose HSM Se-Series
Utimaco u.trust General Purpose HSM Se-Series is a hardware security module developed by 
Utimaco IS GmbH. It is a physically protected, specialized computer unit designed to perform 
sensitive cryptographic tasks and securely manage and store cryptographic keys and data. It can 
be used as a universal, independent security component for heterogeneous computer systems.
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3 Integration Requirements and Prerequisites
Ensure that the system environment you will be using meets the following hardware and 
software requirements.

This guide assumes that the user has already installed and configured the required Software.

3.1 Tested Versions
The integrations that have been successfully tested with the Utimaco HSM and OpenStack 
Barbican:

Operating 
System

OpenStack 
Version

Utimaco Security Server 
Version Utimaco HSM

RHEL 9 OpenStack 
Dalmatian

SecurityServer 6.1.1 u.trust General 
Purpose HSM Se-
Series

Table 3: List of Tested Versions

3.2 Software Requirements

Software Software Requirements

HSM Interfaces PKCS11

Table 4: List of Software Requirements

3.3 Hardware Requirements

Hardware Hardware Requirements

Utimaco LAN HSM u.trust General Purpose HSM Se-Series LAN with firmware 
SecurityServer 6.1.1
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Hardware Hardware Requirements

Utimaco PCI-e HSM u.trust General Purpose HSM Se-Series PCIe card with firmware 
SecurityServer 6.1.1

Table 5: List of Hardware Requirements

3.4 Prerequisites
Before you begin, please ensure that you have installed/setup: 

 SecurityServer is set up and configured. Refer to the SecurityServer documentation to set 
up the HSM.

 MBK must be created and stored on each HSM. Refer to the SecurityServer documentation 
to set up the MBK.

 SecurityServer Default Admin should be replaced with a new admin user.

 Operating system listed in Tested Versions.

 SecurityServer listed in Tested Version.

 An admin user is required to install software.
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4 Installing and Configuring Utimaco SecurityServer Software

4.1 Download and Install Utimaco SecurityServer Software
1. Copy the downloaded software to the appropriate location on the OpenStack Barbican 

Server.

2. Create a utimaco folder under /opt directory and further create 2 directories /opt/utimaco/
bin and /opt/utimaco/lib

›_ Console

# mkdir -p  /opt/utimaco/bin 

# mkdir /opt/utimaco/lib

3. Copy pkcs11 library file libcs_pkcs11_R3.so from Utimaco SecurityServer software to the /
opt/utimaco/lib directory

›_ Console

# cp ~/path_to_application_folder/lib/libcs_pkcs11_R3.so /opt/utimaco/lib

4. Copy the csadm and p11tool2 files from Utimaco SecurityServer software to /opt/
utimaco/bin directory and make both the files executable.

›_ Console
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# cd ~/path_to_application_folder/Software/Linux/Administration

# cp csadm p11tool2 gladm /opt/utimaco/bin

# chmod +x /opt/utimaco/bin/csadm /opt/utimaco/bin/p11tool2  /opt/utimaco/

bin/gladm 

# chmod +x /opt/utimaco/lib/libcs_pkcs11_R3.so

4.2 SecurityServer PKCS#11 Configuration
1. Create the directory /opt/utimaco/lib. Locate the Utimaco PKCS#11 configuration file in 

your SecurityServer directory, Linux/x86-64/Crypto_APIS/PKCS11_R3/sample. Copy the 
Utimaco PKCS#11 configuration file p11_R3.cfg into /opt/utimaco/lib directory.

›_ Console

# mkdir /etc/utimaco

# cd <install directory>/Software/Linux/Crypto_APIs/PKCS11_R3/sample

# cp cs_pkcs11_R3.cfg /etc/

# cd /etc

2. Edit the cs_pkcs11_R3.cfg file and make the appropriate changes to the file.

cs_pkcs11_R3.cfg
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[Global]

# For unix:

Logpath = /tmp

# Loglevel (0 = NONE; 1 = ERROR; 2 = WARNING; 3 = INFO; 4 = TRACE)

Logging = 4

Keepalive = true

# Set the Device to connect with

[HSMCluster]

# Device specifier

Device = <HSM_IP>

For more information regarding the commands and command parameters, please 
see the Utimaco SecurityServer documentation. The device may be a SecurityServer 
(PCIe or LAN) device. The device line will follow one of these patterns, based on the 
HSM form-factor:

Device = 288@<HSM IP address> Hardware (LAN) HSM

OR
Device = /dev/cs2.0.1 (last number represents cHSM slot (1)) PCIe 

card

To make your testing easier, enable the PKCS#11 log file. You can enable it by 
editing the logging Loglevel. Set the LogPath and Loglevel to 1. For testing, you may 
want to increase them to 4.

The added LogPath points to a writable directory, not to a file.

If you encounter problems, check the log file named cs_pkcs11_R3.log in the under 
LogPath defined directory. When you are done testing, you should change Logging 
to 1 or 2. This will limit the logging to only critical and important messages.
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4.3 Create SO User and Initialize a Slot
You must initialize a slot with a custom label using p11tool2.

First, using p11tool2, create the SO or Security Officer, and then, using the p11tool2 command, 
initialize the slot you want to use and the slot user, as shown below.

›_ Console

#  export CS_PKCS11_R3_CFG="/etc/cs_pkcs11_R3.cfg"

#./p11tool2 [Slot=<slot_id>] [Label=<label>] \

            [Force=<force>] [Login=<admin_name>,<admin_auth_token>] \

            InitToken=<so_pin>

#./p11tool2 [Slot=<slot_id>]  LoginSO=12345678 setpin=12345678,123456789

# ./p11tool2 slot=<slot_no> LoginSO=12345678 InitPin=123456789 

# ./p11tool2 slot=<slot_id> Login=123456789 setpin=123456789,1234567890
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5 (Optional) Installing OpenStack Barbican

5.1 Install OpenStack Barbican
Use the steps below to install OpenStack Dalmatian via Packstack.

1. Disable SeLinux using the command below:

›_ Console

# setenforce 0

Alternatively, open the /etc/selinux/config file and change permissive to disabled as shown 
below. Then reboot your machine.

Figure 1 : SELINUX Config File

2. Change the hostname to controller by using the below command and reboot.

Skip this section if OpenStack Barbican has already been installed. The steps below 
are only for demonstration purposes and will change based on the actual 
requirement.

This is for demonstration purposes only. Add the OpenStack Barbican files and 
directories in the SELinux context in a production environment.
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›_ Console

# hostnamectl set-hostname controller

# reboot

3. Map barbican and controller to IP in /etc/hosts file.

›_ Console

# vi /etc/hosts

<Host_IP>    barbican        barbican.localdomain

<Host_IP>    controller       controller.localdomain

Figure 2 : Hosts File

4. Stop the firewall and NetworkManager using the below command.

›_ Console

This is for demonstration purpose only. In production environment allow openstack 
barbican services through firewall.
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# systemctl stop firewalld NetworkManager

# systemctl disable firewalld NetworkManager

5. Set up the timezone.

›_ Console

# timedatectl set-timezone <timezone name>

6. Enable the required repositories.

›_ Console

# subscription-manager repos --enable=rhel-9-for-x86_64-baseos-rpms --

enable=rhel-9-for-x86_64-appstream-rpms --enable=rhel-9-for-x86_64-

supplementary-rpms --enable=codeready-builder-for-rhel-9-x86_64-rpms

7. Install OpenStack Packstack by using the following commands.

›_ Console

# dnf install https://trunk.rdoproject.org/rdo_release/rdo-

release.el9s.rpm

# dnf upgrade

# dnf install -y openstack-packstack

8. Install the OpenStack instance.
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›_ Console

# packstack --allinone

Figure 3 : PackStack Configuration

9. Open mysql as root.

An answer file will be generated in /root/. This file contains the passwords 
automatically generated by Packsack and used by MariaDB and other services.
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›_ Console

# mysql -u root -p

10. Create a database Barbican and allow full permission to the Barbican user.

›_ Console

> CREATE DATABASE barbican;

> GRANT ALL PRIVILEGES ON barbican.* TO 'barbican'@'localhost' IDENTIFIED 

BY '123456';

>GRANT ALL PRIVILEGES ON barbican.* TO 'barbican'@'%' IDENTIFIED BY

'123456';

> exit;

Figure 4 :  Mysql command output

11. Restart the http daemon.

›_ Console

 # systemctl restart httpd

12. Set the environment variable for OpenStack.
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›_ Console

# source /root/keystonerc_admin

13. Create a user barbican in OpenStack.

›_ Console openstack

# openstack user create --domain default --password 123456 barbican 

14. Add the admin role to the user barbican in project services.

›_ Console

# openstack role add --project services --user barbican admin

15. Add the creator role.

›_ Console

# openstack role create creator
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Figure 5 : OpenStack Role Creation

16. Add the creator role to the barbican user.

›_ Console

# openstack role add --project services --user barbican creator

Figure 6 : Add Creator Role

17. Create the barbican service entities.

›_ Console

# openstack service create --name barbican --description "key manager" key-

manager

Figure 7 : OpenStack Service Creation

18. Create the Key Manager service API public endpoint.

›_ Console
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# openstack endpoint create --region RegionOne key-manager public http://
172.28.14.25:9311

Figure 8 : OpenStack Public Endpoint Creation

19. Create the Key Manager service API Internal endpoint.

›_ Console

# openstack endpoint create --region RegionOne key-manager internal http://

172.28.14.25:9311

Figure 9 : OpenStack Internal Endpoint Creation

20. Create the Key Manager service API Admin endpoint.

›_ Console

# openstack endpoint create --region RegionOne key-manager admin http://

172.28.14.25:9311

http://172.28.14.25:9311
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Figure 10 : OpenStack Admin Endpoint Creation

21. List the Key Manager service API endpoints created.

›_ Console

# openstack endpoint list --service barbican

Figure 11 : Endpoint List

22. Install OpenStack Barbican:

›_ Console

# dnf install -y openstack-barbican

23. Add the below information to the /etc/barbican/barbican.conf file. You can replace the 
username and password with the ones you set earlier during installation.

›_ Console
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# vi /etc/barbican/barbican.conf

[DEFAULT]

host_href = http://barbican:9311

debug = true

transport_url = rabbit://guest:guest@controller

log_file = /tmp/logfile

[keystone_authtoken]

www_authenticate_uri = http://controller:5000

auth_url = http://controller:5000/v3

auth_version = v3

insecure = true

region_name = RegionOne

memcached_servers = localhost:11211

auth_type = password

project_name = services

user_domain_id = default

project_domain_id = default

username = barbican

password = 123456

[database]

connection = mysql+pymysql://barbican:123456@localhost/barbican

24. Populate the Key Manager service database.
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›_ Console

# su -s /bin/sh -c "barbican-manage db upgrade" barbican

Figure 12 : Database Upgrade

25. Restart Barbican API service.

›_ Console

# systemctl restart openstack-barbican-api.service

26. Restart and enable the httpd service.

›_ Console

# systemctl restart httpd

# systemctl enable httpd
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6 Integrating OpenStack Barbican with Utimaco SecurityServer

6.1 Configure Barbican to use Utimaco HSM
1. Add the below information to the barbican.conf file.

›_ Console

# vi /etc/barbican/barbican.conf

[secretstore]

namespace = barbican.secretstore.plugin

enabled_secretstore_plugins = store_crypto

[crypto]

enabled_crypto_plugins = p11_crypto

[p11_crypto_plugin] 

# Path to Utimaco PKCS11 library 

library_path = /opt/utimaco/lib/libcs_pkcs11_R3.so 

# CryptoUser PIN to login to PKCS11

login = <PKCS11 Slot User PIN> 

# Master KEK label as stored in the HSM 

mkek_label = mkek_utimaco

# Master KEK length in bytes. (integer value)

mkek_length = 32 

# Master HMAC Key label (as stored in the HSM) (string value)

hmac_label = hmac_utimaco

# HSM Slot ID (integer value)

slot_id = 3

encryption_mechanism = CKM_AES_CBC
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6.2 Generating MKEK and HMAC Key on Utimaco HSM
1. Generate the MKEK using the below command.

›_ Console

# chmod 666  /tmp/cs_pkcs11_R3.log

# su -s /bin/sh -c "barbican-manage hsm gen_mkek --library-path '/opt/

utimaco/lib/libcs_pkcs11_R3.so' --passphrase 1234567890 --slot-id 3 --label 

'mkek_utimaco' --length 32" barbican

Figure 13 : MKEK Key Generation

2. Generate the HMAC Key using the below command.

›_ Console

# su -s /bin/sh -c "barbican-manage hsm gen_hmac --library-path '/opt/

utimaco/lib/libcs_pkcs11_R3.so' --passphrase 1234567890  --slot-id 3 --

label 'hmac_utimaco' --length 32" barbican

Figure 14 : HMAC Key Generation

3. Verify that the keys are generated on the Utimaco HSM using the p11tool2 command.

›_ Console

mkek_utimaco and hmac_utimaco keys will be generated on the Utimaco HSM in 
slot 3 in the next section of this document.
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#./p11tool2 slot=<slot_id> LoginUser=<Crypto_User_PIN> ListObjects

4. Restart the OpenStack-Barbican-API and httpd services.

›_ Console

# systemctl restart openstack-barbican-api.service

# systemctl restart httpd

6.3 Encrypting and Decrypting Secrets
1. Create a secret or password.

›_ Console

# openstack secret store --name utimaco123 --payload password

Figure 15 : Creating a secret with OpenStack Barbican

Here utimaco123 is the secret name and its value is password. This secret is stored in an 
encrypted form in openstack barbican.
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2. You can also verify the encryption operation logging in PKCS11 log file cs_pkcs11_R3.log 
during secret generation as shown below.

Figure 16 : pkcs#11 Logs

3. Fetch the secret that was created without its value.

›_ Console

# openstack secret get http://barbican:9311/v1/secrets/8ac7918d-36ce4cae-

b1d9-a2a818ea30a0

Figure 17 : Get secret without payload

4. Fetch the secret that was created with its value.

›_ Console

# openstack secret get http://barbican:9311/v1/secrets/8ac7918d-36ce-

4cae-b1d9-a2a818ea30a0 --payload
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Figure 18 : Get secret with payload

The secret is decrypted first and displayed.

5. You can also verify the decryption operation logging in PKCS11 log file cs_pkcs11_R3.log 
during secret retrieval as shown below.

Figure 19 : pkcs#11 Logs

6.4 Generating a symmetric key in Barbican
1. Generate a new 256-bit key using OpenStack order create and store it in Barbican.

›_ Console

# openstack secret order create --name app_key --algorithm aes --mode ctr

--bit-length 256 --payload-content-type=application/octet-stream key

Figure 20 : Symmetric Key Generation

2. You can also verify the encryption operation logging in the PKCS11 log file 
cs_pkcs11_R3.log during secret generation, as shown below.
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Figure 21 : pkcs#11 Logs

3. View the details of the order to identify the location of the generated key, which is shown 
here as the Secret href value.

›_ Console

# openstack secret order get http://barbican:9311/v1/orders/fb007366-

1965-49b0-97b6-e1306d103a73

Figure 22 : Details of the Order and the order list

4. Retrieve the details of the secret.

›_ Console
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# openstack secret get http://barbican:9311/v1/secrets/731068e6-87834efc-

b937-34002224aff6

Figure 23 : Retrieve the secret details

5. Alternatively, you can list the symmetric key that has been generated by the command 
below.

›_ Console

# openstack secret list

Figure 24 : Secret listing

6.5 Storing Public Key, Private Key and Certificate in OpenStackBarbican
1. Create a self-signed certificate using the command below.

›_ Console



Integrating OpenStack Barbican with Utimaco SecurityServer

Document No.: IG-2025-0032 Document Version: 2.0.0 Page 32 of 46

# openssl req -x509 -newkey rsa:4096 -keyout private.pem -out cert.pem 

-sha256 -days 365 -nodes

Figure 25 : Create a self-signed certificate

2. Verify that the private key and certificate file are generated.

›_ Console

# ls

Figure 26 : File listing

3. Generate a public key from a private key.

You can generate a key and a certificate by using other utilities as well.
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Figure 27 : Creation of Public Key

4. Store the public key in OpenStack Barbican.

›_ Console

# openssl rsa -in private.pem -out public.pem -pubout

# openstack secret store --algorithm rsa --secret-type public –payloa-

dcontent-type application/octet-stream --payload-content-encoding base64 -

-payload "$(base64 < public.pem)" --bit-length 2048 --name pubtest

Figure 28 : Store Public Key in Openstack Barbican

5. You can also verify the encryption operation logging in the PKCS11 log file 
cs_pkcs11_R3.log during public secret generation, as shown below.
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Figure 29 : pkcs#11 Logs

6. Get the value of the public key.

›_ Console

# openstack secret get -p -c Payload -f value

http://barbican:9311/v1/secrets/85c202ff-05b6-4923-9ce6-a6cee3cde2d9

Figure 30 : Get Public Key from Openstack Barbican

7. Store the Private key in OpenStack Barbican.

›_ Console

# openstack secret store --algorithm rsa --secret-type private –payload-

content-type application/octet-stream --payload-content-encoding base64 -

-payload "$(base64 < private.pem)" --bit-length 2048 --name privatekeytest
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Figure 31 : Store Private Key in Openstack Barbican

8. Get the value of the Private key.

›_ Console

# openstack secret get -p -c Payload -f value

http://barbican:9311/v1/secrets/39e9bf4e-638a-4e4c-9cb3-2caebfb88b11
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Figure 32 : Get Private key from Openstack Barbican

9. Store the certificate on OpenStack Barbican.

›_ Console

# openstack secret store --algorithm rsa --bit-length 2048  --secret-type 

certificate --payload-content-type application/octet-stream –payload-

content-encoding base64 --payload "$(base64 < cert.pem)” --name 

certificatetestutimaco
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Figure 33 : Store certificate in OpenStack Barbican

10. Get the value of the certificate from OpenStack Barbican.

›_ Console

# openstack secret get -p -c Payload -f value

http://barbican:9311/v1/secrets/9bba64eb-c875-4d72-9058-2b30fa907c17

Figure 34 : Get Certificate from Openstack Barbican 

11. You can verify all the secrets.
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›_ Console

# openstack secret list

Figure 35 : Secret List

6.6 Keys Rotation/Migration
Use the steps below to rotate the keys.

1. Create a new MKEK Key by using the command below.

›_ Console

# su -s /bin/sh -c "barbican-manage hsm gen_mkek --library-path '/opt/

utimaco/lib/libcs_pkcs11_R3.so' --passphrase 1234567890  --slot-id 3 --

label 'mkek_utimaco1234' --length 32" barbican

'/etc/libcs_pkcs11_R3.so' --passphrase <Crypto_User_PIN>  -slot-id 

<slot_id>  --label 'mkek_utimaco1234' --length 32

Figure 36 : MKEK Key Generation

2. Create a New HMAC Key by using the below command.
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›_ Console

# su -s /bin/sh -c "barbican-manage hsm gen_hmac --library-path '/opt/

utimaco/lib/libcs_pkcs11_R3.so' --passphrase 1234567890 --slot-id 3  --

label 'hmac_utimaco1234' --length 32" barbican

Figure 37 : HMAC Key Generation

3. Verify that the keys are generated on the Utimaco HSM using the p11tool2 command.

›_ Console

#./p11tool2 slot=<slot_id> LOGINUSER=<Crypto_User_PIN> ListObjects

Figure 38 : Key Listing

4. Add a new label to the Barbican config file.
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Figure 39 : Entries in barbican.conf file

5. Restart OpenStack-Barbican-API and the https service.

›_ Console

# systemctl restart openstack-barbican-api.service

# systemctl restart httpd

6. Run the rewrap_pkek command to rewrap pkek with the new mkek.

›_ Console

# su -s /bin/sh -c "barbican-manage hsm rewrap_pkek" barbican

Figure 40 : Key rewrap Output

7. Restart the OpenStack-Barbican-API and httpd services.

›_ Console
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# systemctl restart openstack-barbican-api.service

# systemctl restart httpd

8. Verify that you can get the secret generated earlier.

›_ Console

# openstack secret get http://barbican:9311/v1/secrets/8ac7918d-36ce-

4cae-b1d9-a2a818ea30a0 --payload

Figure 41 : Get secret with payload

6.7 Using Different Encryption Mechanisms
The encryption algorithm used to encrypt secret payloads before they are stored in the database 
is configurable and depends on the PKCS#11 mechanism supported by the connected HSM.

By default, AES in CBC mode (CKM_AES_CBC) is used to encrypt the payloads. However, 
Barbican and u.Trust GP HSM also support additional encryption mechanisms, such as AES in 
GCM mode (CKM_AES_GCM).

Follow these steps to change the encryption mechanism, and to store a secret, and verify its use:

1. Edit the Barbican configuration file barbican.conf  and update the 
encryption_mechanism  parameter under p11_crypto_plugin] .

This completes the integration of OpenStack Barbican and Utimaco HSM.
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barbican.conf

[p11_crypto_plugin] 

# Path to Utimaco PKCS11 library 

library_path = /opt/utimaco/lib/libcs_pkcs11_R3.so 

# CryptoUser PIN to login to PKCS11

login = <PKCS11 Slot User PIN> 

# Master KEK label as stored in the HSM 

mkek_label = mkek_utimaco

# Master KEK length in bytes. (integer value)

mkek_length = 32 

# Master HMAC Key label (as stored in the HSM) (string value)

hmac_label = hmac_utimaco

# HSM Slot ID (integer value)

slot_id = 3

encryption_mechanism = CKM_AES_GCM

Save the file after making the change.

2. Restart the OpenStack-Barbican-API and httpd services.

›_ Console

It is important to note that changing the encryption mechanism affects only newly 
created secrets. Existing secrets remain encrypted using the mechanism that was 
active at the time of their creation and can not be decrypted with a different 
mechanism.
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# systemctl restart openstack-barbican-api.service

# systemctl restart httpd

3. Generate a new secret.

›_ Console

# openstack secret store --name gcm_test_secret --payload testingGCM

Figure 42 : Storing a secret after changing encryption mechanism

4. Verify the encryption mechanism used via Barbican Database.

›_ Console

# mysql

›_ mysql console

# USE barbican;

# SELECT secret_id, kek_meta_extended FROM encrypted_data ORDER BY 

created_at DESC;
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The newly created secret will appear at the top of the table.

Figure 43 : Table showing encryption mechanism used

5. Confirm that the secret payload can be retrieved.

›_ Console

# openstack secret get <secret_href> --payload

Figure 44 : Retrieving secret payload

6. Change the encryption_mechanism  parameter in the barbican.conf  back to 
CKM_AES_CBC  and restart the Barbican and httpd services.

7. Attempting to retrieve the secret payload again results in an internal server error.
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Figure 45 : Internal server error after attempting to retrieve payload with wrong mechanism

8. An error also appears in the PKCS#11 logs that indicates that the decryption operation 
was attempted using parameters that do not match the original encryption mechanism. In 
this case the parameter is the initialization vector (IV) format and length as CKM_AES_CBC 
requires a 16-byte IV and CKM_AES_GCM requires a GCM parameter structure containing 
an IV (typically 12 bytes). If an IV does not match the requirements of the selected 
mechanism, the HSM rejects the operation.

Figure 46 : Invalid IV length error in PKCS#11 logs
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7 Further Information
This document forms a part of the information and support that is provided by Utimaco IS 
GmbH. Additional documentation can be found on the product CD in the Documentation 
directory.

All SecurityServer product documentation is also available at the Utimaco IS GmbH website:

https://utimaco.com/

7.1 References

Reference Title/Company

[CSADMIN] utrust_Anchor_cHSM_Manual_Administrators.pdf

https://utimaco.com/
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