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Introduction UtimaCO®

1 Introduction

This guide is part of the information and support provided by Utimaco. Additional documentation
produced to support your Utimaco SecurityServer product can be found in the document
directory of the Utimaco SecurityServer product bundle. All Utimaco SecurityServer product
documentation is available from Utimaco's website at https://utimaco.com/.

1.1 About This Guide

This guide describes how to enable HSM integration with OpenStack Dalmatian Barbican.
Utimaco HSM securely stores the MKEK and HMAC used by Barbican.

1.2 Target Audience for This Guide

This guide is intended for OpenStack Barbican and HSM administrators.

1.3 Document Conventions

The following conventions are used in this guide:
Convention Use Example

Bold ltems of the Graphical  Press OK
User Interface (GUI),
e.g., menu options

Monospaced Code that is given for chsm-create
explanation or as an
example, file paths

Italic References and See Sample Chapter in
important terms the CryptoServer -
Sample Manual

Table 1: Document conventions

We use special icons to highlight the most important notes and information.
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Here you will find important safety information.

0 Here you will find additional notes or supplementary information.

~ This message indicates the expected result after the successful execution of an

instruction.

1.4 Abbreviations

The following abbreviations are used in this guide:

Abbreviation

API

CSADM

CSpP

CXI

DB

GUI

HMAC

HSM

Document No.: IG-2025-0032

Application Programming Interface

CryptoServer Command-line Administration Tool

Cryptographic Service Provider

Cryptographic eXtended Services Interface

Database

Graphical User Interface

Hash-based message authentication code

Hardware Security Module
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IP Internet Protocol

LAN Local Area Network

MBK Master Backup Key

MKEK Master Key Encryption Key
PCle PCI Express Interface

URL Uniform Resource Locator

Table 2: Abbreviations
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2 Overview

2.1 OpenStack Barbican

Barbican is the OpenStack Key Manager service. It provides secure storage, provisioning, and
management of secret data. This includes keying material such as Symmetric Keys, Asymmetric
Keys, Certificates, and raw binary data.

2.2 Utimaco u.trust General Purpose HSM Se-Series

Utimaco u.trust General Purpose HSM Se-Series is a hardware security module developed by
Utimaco IS GmbH. It is a physically protected, specialized computer unit designed to perform
sensitive cryptographic tasks and securely manage and store cryptographic keys and data. It can
be used as a universal, independent security component for heterogeneous computer systems.
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3 Integration Requirements and Prerequisites

Ensure that the system environment you will be using meets the following hardware and
software requirements.

This guide assumes that the user has already installed and configured the required Software.

3.1 Tested Versions

The integrations that have been successfully tested with the Utimaco HSM and OpenStack
Barbican:

Operating OpenStack Utimaco Security Server

System Version Version UtimacoltisM
RHEL 9 OpenStack SecurityServer 6.1.1 u.trust General
Dalmatian Purpose HSM Se-
Series
Table 3: List of Tested Versions
3.2 Software Requirements
Software Software Requirements
HSM Interfaces PKCS11
Table 4. List of Software Requirements
3.3 Hardware Requirements
Hardware Hardware Requirements
Utimaco LAN HSM u.trust General Purpose HSM Se-Series LAN with firmware

SecurityServer 6.1.1
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Hardware

Utimaco PCl-e HSM

3.4 Prerequisites

Hardware Requirements

u.trust General Purpose HSM Se-Series PCle card with firmware
SecurityServer 6.1.1

Table 5. List of Hardware Requirements

Before you begin, please ensure that you have installed/setup:

= SecurityServer is set up and configured. Refer to the SecurityServer documentation to set

up the HSM.

Document No.: IG-2025-0032

MBK must be created and stored on each HSM. Refer to the SecurityServer documentation
to set up the MBK.

SecurityServer Default Admin should be replaced with a new admin user.

Operating system listed in Tested Versions.

SecurityServer listed in Tested Version.

An admin user is required to install software.
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4 Installing and Configuring Utimaco SecurityServer Software

4.1 Download and Install Utimaco SecurityServer Software

1. Copy the downloaded software to the appropriate location on the OpenStack Barbican
Server.

2. Create a utimaco folder under /opt directory and further create 2 directories /opt/utimaco/
bin and /opt/utimaco/lib

>»_ Console

# mkdir -p /opt/utimaco/bin

# mkdir /opt/utimaco/lib

3. Copy pkes11 library file libcs_pkes11_R3.so from Utimaco SecurityServer software to the /
opt/utimaco/lib directory

»_ Console
# cp ~/path_to_application_folder/1lib/libcs_pkcsll_R3.so /opt/utimaco/lib

4. Copy the csadm and p11tool2 files from Utimaco SecurityServer software to /opt/
utimaco/bin directory and make both the files executable.

> _ Console
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# cd ~/path_to_application_folder/Software/Linux/Administration
# cp csadm plltool2 gladm /opt/utimaco/bin

# chmod +x /opt/utimaco/bin/csadm /opt/utimaco/bin/plltool2 /opt/utimaco/
bin/gladm
# chmod +x /opt/utimaco/lib/libcs_pkcsll_R3.so

4.2 SecurityServer PKCS#11 Configuration

1. Create the directory /opt/utimaco/lib. Locate the Utimaco PKCS#11 configuration file in
your SecurityServer directory, Linux/x86-64/Crypto_APIS/PKCS11_R3/sample. Copy the
Utimaco PKCS#11 configuration file p11_R3.cfg into /opt/utimaco/lib directory.

>»_ Console

# mkdir /etc/utimaco
# cd <install directory>/Software/Linux/Crypto_APIs/PKCS11_R3/sample
# cp cs_pkcsll_R3.cfg /etc/

# cd /etc

2. Edit the cs_pkes11_R3.cfg file and make the appropriate changes to the file.

cs_pkcsll_R3.cfg
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[Global]

# For unix:

Logpath = /tmp

# Loglevel (0 = NONE; 1 = ERROR; 2 = WARNING; 3 = INFO; 4 = TRACE)
Logging = 4

Keepalive = true

# Set the Device to connect with

[HSMCluster]

# Device specifier

Device = <HSM_IP>

ﬂ For more information regarding the commands and command parameters, please
see the Utimaco SecurityServer documentation. The device may be a SecurityServer
(PCle or LAN) device. The device line will follow one of these patterns, based on the
HSM form-factor:

Device = 288@<HSM IP address> Hardware (LAN) HSM

OR

Device = /dev/cs2.0.1 (last number represents cHSM slot (1)) PCIe
card

0 To make your testing easier, enable the PKCS#11 log file. You can enable it by
editing the logging Loglevel. Set the LogPath and Loglevel to 1. For testing, you may
want to increase them to 4.

The added LogPath points to a writable directory, not to a file.

If you encounter problems, check the log file named cs_pkcs11_R3.log in the under
LogPath defined directory. When you are done testing, you should change Logging
to 1 or 2. This will limit the logging to only critical and important messages.
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4.3 Create SO User and Initialize a Slot

You must initialize a slot with a custom label using p11tool?2.

First, using p11tool2, create the SO or Security Officer, and then, using the p11tool2 command,
initialize the slot you want to use and the slot user, as shown below.

>»_ Console

# export CS_PKCS11_R3_CFG="/etc/cs_pkcsll_R3.cfg"
#./plltool2 [Slot=<slot_id>] [Label=<label>] \
[Force=<force>] [Login=<admin_name>,<admin_auth_token>] \

InitToken=<so_pin>
#./plltool2 [Slot=<slot_id>] LoginS0=12345678 setpin=12345678,123456789

# ./plltool2 slot=<slot_no> LoginS0=12345678 InitPin=123456789
# ./plltool2 slot=<slot_id> Login=123456789 setpin=123456789,1234567890
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5 (Optional) Installing OpenStack Barbican

0 Skip this section if OpenStack Barbican has already been installed. The steps below
are only for demonstration purposes and will change based on the actual
requirement.

5.1 Install OpenStack Barbican

Use the steps below to install OpenStack Dalmatian via Packstack.

1. Disable SeLinux using the command below:

> _ Console

# setenforce 0

Alternatively, open the /etc/selinux/config file and change permissive to disabled as shown
below. Then reboot your machine.

# This file controls the state of SELinux on the system.

# SELINUX= can take one of these three values:

# enforcing - SELinux security policy 1is enforced.

# permissive - SELinux prints warnings instead of enforcing.
# disabled - No SELinux policy 1is loaded.

SELINUX=disabled

# SELINUXTYPE= can take one of these three values:
targeted - Targeted processes are protected,
minimum - Modification of targeted policy. Only selected processes are protected.
mls - Multi Level Security protection.

SELINUXTYPE=targeted

Figure 1 : SELINUX Config File

0 This is for demonstration purposes only. Add the OpenStack Barbican files and
directories in the SELinux context in a production environment.

2. Change the hostname to controller by using the below command and reboot.
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>»_ Console

# hostnamectl set-hostname controller

# reboot

3. Map barbican and controller to IP in /etc/hosts file.

>»_ Console

# vi /etc/hosts
<Host_IP> barb-ican barbican.localdomain

<Host_IP> controller controller.localdomain

GNU nano 5.6.1
. .localdomain localhost4 localhost4.localdomaind
:1 .localdomain localhost6 localhost6.localdomainé

barbican barbican.localdomain

controller controller.localdomainfj

Figure 2 : Hosts File

4. Stop the firewall and NetworkManager using the below command.

0 This is for demonstration purpose only. In production environment allow openstack
barbican services through firewall.

> _ Console
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# systemctl stop firewalld NetworkManager

# systemctl disable firewalld NetworkManager

5. Set up the timezone.

> _ Console

# timedatectl set-timezone <timezone name>

6. Enable the required repositories.

>»_ Console

# subscription-manager repos --enable=rhel-9-for-x86_64-baseos-rpms --
enable=rhel-9-for-x86_64-appstream-rpms --enable=rhel-9-for-x86_64-

supplementary-rpms --enable=codeready-builder-for-rhel-9-x86_64-rpms

7. Install OpenStack Packstack by using the following commands.

>»_ Console

# dnf dinstall https://trunk.rdoproject.org/rdo_release/rdo-

release.el9s.rpm
# dnf upgrade

# dnf dinstall -y openstack-packstack

8. Install the OpenStack instance.
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>»_ Console

# packstack --allinone

[root@controller ~]# packstack --an r-file 24.11.22.conf
Welcome to the Packstack setup utility

The installation log file i1s available at: /var/tmp/packstack/20221129-114039-ygh541h1/openstack-setup.log

Installing:

Clean Up

Discovering ip protocol version

Setting up ssh keys

Preparing servers

Pre installing Puppet and discovering hosts' details
Preparing pre-install entries

Setting up CACERT

Preparing AMQP entries

Preparing MariaDB entries

Fixing Keystone LDAP config parameters to be undef if empty[
Preparing Keystone entries [
Preparing Glance entries [
Checking if the Cinder server has a cinder-volumes vg[
Preparing Cinder entries

Preparing Nova API entries

Creating ssh keys for Nova migration
Gathering ssh host keys for Nova migration
Preparing Nova Compute entries

Preparing Nova Scheduler entries

Preparing Nova VNC Proxy entries

Preparing OpenStack Network-related Nova entries
Preparing Nova Common entries

Preparing Neutron API entries

Preparing Neutron L3 entries

Preparing Neutron L2 Agent entries

Preparing Neutron DHCP Agent entries
Preparing Neutron Metering Agent entries
Checking if NetworkManager is enabled and running
Preparing OpenStack Client entries
Preparing Horizon entries

Preparing Swift builder entries
Preparing Swift proxy entries
Preparing Swift storage entries
Preparing Gnocchi entries

Preparing Redis entries

Preparing Ceilometer entries
Preparing Aodh entries

Preparing Puppet manifests

Copying Puppet modules and manifests
Applying 172.23.0.80_controller.pp
172.23.0.80_controller.pp:

Applying 172.23.0.80_network.pp
172.23.0.80_network.pp:

Applying 172.23.0.80_compute.pp
172.23.0.80_compute.pp:

Applying Puppet manifests

Finalizing

**x* Installation completed

Figure 3 : PackStack Configuration

An answer file will be generated in /root/. This file contains the passwords
automatically generated by Packsack and used by MariaDB and other services.

9. Open mysql as root.
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>»_ Console

# mysql -u root -p

10. Create a database Barbican and allow full permission to the Barbican user.

>»_ Console

> CREATE DATABASE barbican;

> GRANT ALL PRIVILEGES ON barbican.x TO 'barbican'@'localhost' IDENTIFIED
BY '123456';

>GRANT ALL PRIVILEGES ON barbican.* TO 'barbican'@'%' IDENTIFIED BY
1123456 ;
> exit;

MariaDB [(none)]> GRANT ALL PRIVILEGES ON barbican.* TO 'barbican'@'localhost' IDENTIFIED BY '123456';

Query OK, 0 rows affected (0.004 sec)

Mari1aDB [(none)]> GRANT ALL PRIVILEGES ON barbican.* TO 'barbican'@'ss' IDENTIFIED BY '123456';

Query OK, 0 rows affected (0.000 sec)

Mari1aDB [(\ '_')]> exit;
Bye
[root@controller ~(keystone_admin)J# [J

Figure 4 : Mysgl command output

11. Restart the http daemon.

> _ Console

# systemctl restart httpd

12. Set the environment variable for OpenStack.
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»_ Console

# source /root/keystonerc_admin

13. Create a user barbican in OpenStack.

»_ Console openstack

# openstack user create --domain default --password 123456 barbican

[root@controller user(keystone_admin)]# openstack user create -- ain default --password 123456 barbican

Could not load 'message_list': module 'zagarclient.queues.v2.cli' has no attribute 'OldListMessages'

Could not load 'message_post': module 'zaqarclient.queues.v2.cli' has no attribute 'OldPostMessages'
S +

default_project_id

domain_1id default
email |

id c6426a7dbe1345bfa67f8d7dbafdcc2e
name barbican
password_expires_at

14. Add the admin role to the user barbican in project services.

> _ Console

# openstack role add --project services --user barbican admin

15. Add the creator role.

> _ Console

# openstack role create creator
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[root@controller user(keystone_admin)]# openstack role create creator
Could not load 'message_list': module 'zagarclient.queues.v2.cli' has no attribute 'OldListMessages'
Could not load 'message_post': module 'zagarclient.queues.v2.cli' has no attribute 'OldPostMessages'

'
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'
'
'
'
'
'
'
'
'
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'
'
'
'
'
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'
'
'
'
'
'
'
'
+

4640be74da5441788609bfeaceaSaddc
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Figure 5 : OpenStack Role Creation

16. Add the creator role to the barbican user.

> _ Console

# openstack role add --project services --user barbican creator

[root@controller bin(keystone_admin)]# openstack role add --project services --user barbican creator

[root@controller bin(keystone_admin)]# [

Figure 6 : Add Creator Role

17. Create the barbican service entities.

> _ Console

# openstack service create -—-name barbican —--description "key manager'" key-

manager

[root@controller user(keystone_admin)]# openstack service create --name barbican 1 "key manager" key-manager

Could not load 'message_list': module 'zagarclient.queues.v2.cli' has no attribute 'OldListMessages'
Could not load 'message_post': module ‘zagarclient.queues.v2.cli' has no attribute 'OldPostMessages'

flledalaee1248bc95789d7142b847e9
barbican
key-manager

key manager
__________________________________ +

Figure 7 : OpenStack Service Creation

18. Create the Key Manager service API public endpoint.

»_ Console
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# openstack endpoint create --region RegionOne key-manager public http://
172.28.14.25:9311

[root@controller ~(keystone_admin)]# openstack endpoint create --region RegionOne key-manager public http://controller:9311

rue
78b2148139914f659f4c6216dac6ecd27 |
interface public
region RegionOne
region_id RegionOne
service_id 856011803d674e678cc15e7f3caf94ad
service_name | barbican
service_type | key-manager
http://controller:9311

Figure 8 : OpenStack Public Endpoint Creation

19. Create the Key Manager service API Internal endpoint.

>»_ Console

# openstack endpoint create --region RegionOne key-manager internal http://

172.28.14.25:9311

[root@controller ~(keystone_admin)]# openstack endpoint create --region RegilonOne key-manager internal http://controller:9311

Tr >
0c755¢c2012c748a6ac64047794051507
interface internal

| region RegionOne

| region_id RegionOne

| service_id 856011803d674e678cc15e7f3caf94ad

| service_name | barbican

| service_type key-manager
http://controller:9311

e P

Figure 9 : OpenStack Internal Endpoint Creation

20. Create the Key Manager service APl Admin endpoint.

> _ Console

# openstack endpoint create --region RegionOne key-manager admin http://

172.28.14.25:9311
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[root@controller ~(keystone_admin)]# openstack endpoint create --region RegionOne key-manager admin http://controller:9311

+
|
+
| Tru
| 93e0798fef324e61a8a262bb683d7947

interface | admin
|
|
|
|
|
|
+

region
region_1id
service_id

RegionOne
RegionOne
856011803d674e678cc15e7f3caf94ad
service_name | barbican
service_type key-manager

http://controller:9311

Figure 10 : OpenStack Admin Endpoint Creation

21. List the Key Manager service API endpoints created.

> _ Console

# openstack endpoint list --service barbican

[root@controller ~(keystone_admin)]# openstack endpoint list barbican
-------------- e s T SRR RS T

| Region | Service Name | Service Type
o mmeeeeeeeeeecccccccccccccceea——— R Fommmmmmme e B +-

| ©c755c2012c748a6ac64047794051507 | RegionOne | barbican | key-manager internal
| 78b2f481399141659f4c6216dac6cd27 | RegionOne | barbican | key-manager public

| 93e0798fef324e61a8a262bb683d7947 | RegionOne | barbican | key-manager > admin

e e e e s s e o ———— e e - +-

Figure 11 : Endpoint List

22. Install OpenStack Barbican:

>_ Console

# dnf install -y openstack-barbican
23. Add the below information to the /etc/barbican/barbican.conf file. You can replace the

username and password with the ones you set earlier during installation.

> _ Console
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-

# vi /Jetc/barbican/barbican.conf

[DEFAULT]

host_href = http://barbican:9311

debug = true

transport_url = rabbit://guest:guest@controller
log_file = /tmp/logfile

[keystone_authtoken]

www_authenticate_uri = http://controller:5000
auth_url = http://controller:5000/v3
auth_version = v3

insecure = true

region_name = RegionOne

memcached_servers = localhost:11211

auth_type = password

project_name = services

user_domain_id = default

project_domain_id = default

username = barbican

password 123456

[database]

connection = mysql+pymysql://barbican:123456@localhost/barbican

24. Populate the Key Manager service database.
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>»_ Console

# su -s /bin/sh -c "barbican-manage db upgrade" barbican

[root@controller barbican]# su -s /bin/sh -c¢ "barbican-manage db upgrade" barbican

2022-11-30 11:45:46.872 727099 WARNING oslo_db.sqlalchemy.engines [-] MySQL SQL mode is 'STRICT_TRANS_TABLES,ERROR_FOR_DIVISION_BY
_ZERO,NO_AUTO_CREATE_USER,NO_ENGINE_SUBSTITUTION', consider enabling TRADITIONAL or STRICT_ALL_TABLES

2022-11-30 11:45:46.875 727099 I alembic.runtime.migration [-] Context impl MySQLImpl.

2022-11-30 11:45:46.875 727099 I alembic.runtime.migration [-] Will assume non-transactional DDL.

2022-11-30 11:45:46.899 727099 I alembic.runtime.migration [-] Running upgrade — 39cf2e645cba, Ocata rebase

2022-11-30 11:45:48.081 727099 INFO alembic.runtime.migration [-] Running upgrade 39cf2e645cba — 0f8c192a061f, Add Secret Consume
rs table

[root@controller barbican]# l

Figure 12 : Database Upgrade

25. Restart Barbican API service.

>»_ Console

# systemctl restart openstack-barbican-api.service

26. Restart and enable the httpd service.

>»_ Console

# systemctl restart httpd

# systemctl enable httpd
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6 Integrating OpenStack Barbican with Utimaco SecurityServer

6.1 Configure Barbican to use Utimaco HSM

1. Add the below information to the barbican.conf file.

>»_ Console

# vi /Jetc/barbican/barbican.conf

[secretstore]
namespace = barbican.secretstore.plugin

enabled_secretstore_plugins = store_crypto

[crypto]
enabled_crypto_plugins = pll_crypto

[pll_crypto_plugin]
# Path to Utimaco PKCS11 library
library_path = /opt/utimaco/lib/libcs_pkcsll_R3.so

# CryptoUser PIN to login to PKCS11
login = <PKCS11 Slot User PIN>

# Master KEK label as stored in the HSM

mkek_Tlabel = mkek_utimaco

# Master KEK length in bytes. (integer value)
mkek_length = 32

# Master HMAC Key label (as stored in the HSM) (string value)

hmac_label = hmac_utimaco

# HSM Slot ID (integer value)
slot_id = 3

encryption_mechanism = CKM_AES_CBC
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o mkek_utimaco and hmac_utimaco keys will be generated on the Utimaco HSM in
slot 3 in the next section of this document.

6.2 Generating MKEK and HMAC Key on Utimaco HSM

1. Generate the MKEK using the below command.

> _ Console

# chmod 666 /tmp/cs_pkcsll_R3.log
# su -s /bin/sh -c "barbican-manage hsm gen_mkek --library-path '/opt/
utimaco/lib/libcs_pkcsll_R3.so' --passphrase 1234567890 --slot-id 3 --label

"'mkek_utimaco' --length 32" barbican

[root@controller bin(keystone_admin)]# barbican-manage hsm gen_mkek Library-path '/opt/utimaco/lib/libcs_pkcsil_R3.so'
1 length 32

se '123456' slot-id 1 abel ‘mkek_utimaco'
MKEK essfully generated!

Figure 13 : MKEK Key Generation

2. Generate the HMAC Key using the below command.

> _ Console

# su -s /bin/sh -c "barbican-manage hsm gen_hmac --library-path '/opt/
utimaco/lib/1libcs_pkcsll_R3.so' --passphrase 1234567890 --slot-id 3 --

label 'hmac_utimaco' --length 32" barbican

[root@controller bin(keystone_admin)]# barbican-manage hsm gen_hmac Library-path '/opt/utimaco/lib/l1ibcs_pkcsil R3.so’

e '123456' slot-1d 1 label 'hmac_utimaco' ength 32
HMAC essfully generated!

Figure 14 : HMAC Key Generation

3. Verify that the keys are generated on the Utimaco HSM using the p11tool2 command.

>»_ Console
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#./plltool2 slot=<slot_id> LoginUser=<Crypto_User_PIN> ListObjects

4. Restart the OpenStack-Barbican-API and httpd services.

> _ Console

# systemctl restart openstack-barbican-api.service

# systemctl restart httpd

6.3 Encrypting and Decrypting Secrets

1. Create a secret or password.

> _ Console

# openstack secret store --name utimacol23 --payload password

[root@rhelserver user(keystone_admin)]# openstack secret store --name utimaco123 --payload password
Could not load 'message_list': module 'zagarclient.queues.v2.cli' has no attribute 'OldListMessages'’
Could not load 'message_post': module 'zaqgarclient.queues.v2.cli' has no attribute 'OldPostMessages'’

Secret href : €08927ab5d8f
Name utimaco123 |
Created h |
Status |
Content types |
Algorithm aes |
Bit length 256 |
Secret type opaque |
|
|

Mode cbc
Expiration N

Figure 15 : Creating a secret with OpenStack Barbican

Here utimaco123 is the secret name and its value is password. This secret is stored in an
encrypted form in openstack barbican.
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2. You can also verify the encryption operation logging in PKCS11 log file cs_pkcs11_R3.log
during secret generation as shown below.

Figure 16 : pkcs#11 Logs

3. Fetch the secret that was created without its value.

>»_ Console

# openstack secret get http://barbican:9311/vl/secrets/8ac7918d-36ce4cae-
b1d9-a2a818ea30a0

[root@r he server user( -eystone admin) ]J# openstack secret get http://172.28.14.25:9311/v1/secrets/a2e72976-914e-4ede-3230-02d14629603¢
C load 'message_list': module "aqarclwnt queues.v2.cli' has no attribute 'OldListMessages'
load 'message_post': module ‘zagarclient.queues.v2.cli' has no attribute 'OldPostMessages'

Secret href http://]
Name utimacoTe
Created 2025-06-03T12:15:24+00:00

Status IVE
Content types | {'default': 'application/octet-stream'}
Algorithm aes
Bit length 256
Secret type ELE
Mode
Expiration
Ay

Figure 17 : Get secret without payload

4. Fetch the secret that was created with its value.

>»_ Console

# openstack secret get http://barbican:9311/vl/secrets/8ac7918d-36ce-

4cae-bld9-a2a818ea30a0® --payload
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[root@rhelserver user(keystone_admin)]# openstack secret get http:// .28.14.25:9311/v1/secrets/a2e72976-914e-4ede-2230-02d14629603e

not load 'message_L1i : module 'zagarclient.que cli' has no attribute 'OldListMessages’
not load 'm ge_| ‘: module 'zagarclient.queues cli' has no attribute 'OldPostMessages’

Figure 18 : Get secret with payload

The secret is decrypted first and displayed.

5. You can also verify the decryption operation logging in PKCS11 log file cs_pkcs11_R3.log
during secret retrieval as shown below.

05.01.2023 10:29:56.105 C_OpenSession | T: C_OpenSession( )
05.01.2023 10:29:56.105 C_GetSessionInfo : C_GetSessionInfo(hSession: 0x00000004)
05.01.2023 10:29:56.105 C_GetSessionInfo | T: C_GetSessionInfo()
05.01.2023 10:29:56.105 C_Decryptinit 3 C_DecryptInit(hSession: 0x00000004, pMechanism: CKM_AES_CBC (0
x1082), hKey: 0x00000004)
05.01.2023 10:29:56.105 C_Decryptinit & C_Decryptinit()
.108 C_Decrypt | T: C_Decrypt(hSession: 0x00000004)
.109 C_Decrypt | T: C_Decrypt()
.109 C_CloseSession : C_CloseSession(hSession: 0x00000004)
109 C_CloseSession s C_CloseSession()

Figure 19 : pkcs#11 Logs

6.4 Generating a symmetric key in Barbican

1. Generate a new 256-bit key using OpenStack order create and store it in Barbican.

>»_ Console

# openstack secret order create --name app_key --algorithm aes --mode ctr

-—bit-length 256 --payload-content-type=application/octet-stream key

Figure 20 : Symmetric Key Generation

2. You can also verify the encryption operation logging in the PKCS11 log file
cs_pkes11_R3.log during secret generation, as shown below.
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.01.2023 10:44:20.024 C_OpenSession : leave C_OpenSession()

.01.2023 10 .024 C_GetSessionInfo : enter C_GetSessionInfo(hSession: 0x00000003)

.01.2023 10 .024 C_GetSessionInfo : leave C_GetSessionInfo()

.01.2023 10:44:20.028 C_GenerateRandom : enter C_GenerateRandom(hSession: 0x00000003, pRandomData: CK_BYTE

.01.2023 10:44:20.028 C_GenerateRandom : leave C_GenerateRandom( )
.01.2023 10:44:20.031 C_GenerateRandom : enter C_GenerateRandom(hSession: 0x00000003, pRandomData: CK_BYTE

.01.2023 10:44:20.031 C_GenerateRandom : leave C_GenerateRandom(

.01.2023 10:44:20.031 C_Encryptinit : enter C_EncryptInit(hSession: 0x00000003, pMechanism: CKM_AES_CBC (©
x1082), hKey: 0x00000003)

.01.2023 10 120,031 C_Encryptinit : leave C_Encryptinit()

.01.2023 10:44:20.034 C_Encrypt : enter C_Encrypt(hSession: 0x00000003)

.01.2023 10:44:20.034 C_Encrypt : leave C_Encrypt()

.01.2023 10 :20. C_CloseSession : enter C_CloseSession(hSession: 0x00000003)

.01.2023 10 .034 C_CloseSession : leave C_CloseSession()

Figure 21 : pkcs#11 Logs

3. View the details of the order to identify the location of the generated key, which is shown
here as the Secret href value.

>»_ Console

# openstack secret order get http://barbican:9311/vl/orders/fb007366-

1965-49b0-97b6-€1306d103a73

[root@rhelserver user(keysto admin)]# openstack secret order get http:
t load ‘message_list': module ‘'zagarclient.queues.v2.cli' has no attribute 'OldListMessages
i not load ‘me ] : module 'zagarclient.queues.v2.cli' has no attribute 'OldPostMessages

Order href
Type

Container href
Secret href
Created

Status

Figure 22 : Details of the Order and the order list

4. Retrieve the details of the secret.

> _ Console
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# openstack secret get http://barbican:9311/vl/secrets/731068e6-87834efc-
b937-34002224aff6

[root@controller bin(keystone_admin)]# openstack secret get http://barbican:9311/v1/secrets/731068e6-8783-4efc-b937-34002224aff6

Secret href r 9311/v1/secrets/731068e6-8783-4efc-b937-34002224aff6
Name app_key
Created 2022-12-12T11:54:44+00:00
Status ACTIVE
Content types {'default': 'application/octet-stream'}
Algorithm aes
Bit length 256
Secret type symmetric
Mode
Expiration
Pl e S s

Figure 23 : Retrieve the secret details

5. Alternatively, you can list the symmetric key that has been generated by the command
below.

>»_ Console

# openstack secret list

[root@controller bin(keystone_admin)]# openstack secret list

--------- e e e
| Secret href | Created
| Algorithm | Bit length | Secret type | Mode | Expiration |

B O e e o
-+

| http://barbican:9311/vl/secrets/8ac7918d-36ce-4cae-b1d9-a2a818ea30a0 | utimacol23 | 2022-12-06T06:38:56+00:00 | ACTIVE | {'defau

1t': 'application/octet-stream'} | aes | 256 | opaque | cbc | None

| http://barbican:9311/v1/secrets/731068e6-8783-4efc-b937-34002224aff6 | app_key | 2022-12-12T11:54:44+00:00 | ACTIVE | {'defau
': 'application/octet-stream'} | aes 256 | symmetric

Figure 24 : Secret listing

6.5 Storing Public Key, Private Key and Certificate in OpenStackBarbican

1. Create a self-signed certificate using the command below.

>»_ Console
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# openssl req -x509 -newkey rsa:4096 -keyout private.pem -out cert.pem

-sha256 -days 365 —-nodes

[root@controller ~(keystone_admin)]# openssl req -x509 -newkey rsa: -keyout private.pem -out cert.pem -sha256 -days
Generating a RSA private key

writing

You are about to be asked to enter information that will be incorporated
into your certificate request.
What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

some fields there will be a default value,

you enter '.', the field will be left blank.

Country Name (2 letter code) [XX]:IN

State or Province Name (full name) []:MH

Locality Name (eg, city) [Default City]:Pune

Organization Name (eg, company) [Default Company Ltd]:utimaco.com
Organizational Unit Name (eg, section) []:utimaco

Common Name (eg, your name or your server's hostname) []:test.utimaco.com
Email Address []:support@utimaco.com

Figure 25 : Create a self-signed certificate

0 You can generate a key and a certificate by using other utilities as well.

2. Verify that the private key and certificate file are generated.

> _ Console

# 1s

[root@controller ~(keystone_admin)l# 1s
24.11.22.conf cert.pem cxi.log key.pem keystonerc admin private.pem public.pem

[root@controller ~(keystone admin)l# |}

Figure 26 : File listing

3. Generate a public key from a private key.
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[root@controller ~]# 11
total 84

root root 51310 : 24.11.22.conf
~-rW-r==r=-- root root 2143 : cert.pem
“-rw-r=-—r--. root root 9792 : cx1i.log

root root 3272 : key.pem

root root 361 - keystonerc_admuin

root root 3272 : private.pem
-rW=r==r=-- root root 800 : public.pem
[root@controller ~]# B

Figure 27 : Creation of Public Key

4. Store the public key in OpenStack Barbican.

> _ Console

# openssl rsa -in private.pem -out public.pem -pubout

# openstack secret store --algorithm rsa --secret-type public -payloa-

dcontent-type application/octet-stream --payload-content-encoding base64 -

-payload "$(base64 < public.pem)" --bit-length 2048 --name pubtest

[root@controller ~(keystone_admin)]# openstack secret store --algorithm rsa --secret-type public --payload-content-type applicatio
-stream --pa tent- g base64 --payload " s ength 2048 --name pubtest

Secret href http://barbican:9311/vi/secrets/85c202ff-05b6-4923-9ceb-abcee3cde2d9
Name pubtest

Created None

Status None

Content types {'default': 'application/octet-stream'}

Algorithm rsa

Bit length 2048

Secret type public

Mode
Expiration

Figure 28 : Store Public Key in Openstack Barbican

5. You can also verify the encryption operation logging in the PKCS11 log file
cs_pkes11_R3.log during public secret generation, as shown below.
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.01.2023 11:05:46.315 C_OpenSession & C_OpenSession( )

.01.2023 11:05:46.315 C_GetSessionInfo : C_GetSessionInfo(hSession: 0x00000003)

.01.2023 11:05:46.316 C_GetSessionInfo : C_GetSessionInfo()

.01.2023 11:05:46.319 C_GenerateRandom : C_GenerateRandom(hSession: 0x00000003, pRandomData: CK_BYTE

.01.2023 11:05:46.319 | C_GenerateRandom : C_GenerateRandom( )
.01.2023 11:05:46.319 | C_Encryptinit : C_EncryptInit(hSession: 0x00000003, pMechanism: CKM_AES_CBC (©

x1082), hKey: 0x00000003)
.01.2023 11:05:46.319 | C_Encryptinit : C_EncryptInit()
.01.2023 11:05:46.322 | C_Encrypt : C_Encrypt(hSession: 0x00000003)
.01.2023 11:05:46.322 | C_Encrypt : C_Encrypt()
.01.2023 11:05:46.323 | C_CloseSession : C_CloseSession(hSession: 0x00000003)
.01.2023 11:05:46.323 | C_CloseSession s C_CloseSession()

Figure 29 : pkcs#11 Logs

6. Get the value of the public key.

>»_ Console

# openstack secret get -p -c Payload -f value

http://barbican:9311/vl/secrets/85c202ff-05b6-4923-9ce6-abcee3cde2d9

[root@controller ~(keystone_admin)]# openstack secret get -p -c Payload -f value http://barbican:9311/vi/secrets/85¢202ff-05b6-49
3-9ceb-abcee3cde2d9

BEGIN PUBLIC KEY
MIICIjANBgkqhkiG9wOBAQEFAAOCAg8AMIICCgKCAgEAyoaYwpbZSLCO+xCvUWPN
RpTxBilu0f21n2L0rGmxTfrk8se3CX0On3ZwWHsaBDrKf16hNFOpgaGlIBQ/F85IE1
hVxj VHBS7NYEFZ11VG6pH 100WMcP1WOGv0oZBPSHWYuq2Mc iB78PaIC3Yn/IjASy9
BcUrD2JTaZ2YppDHgbGuWd7/mmc9TKBONSM5SF 1qf jNXeHvIYzlvxgdteWMrdGdT
vilIzIgHFFLINcQOZbkMSOZoobsDWIsuNC7oyeKMX01LgWIb1sT2PfTYXcYLZG4q
/309Z69D00x8T/R) FKR1q0JJIvj47EzmAols9ZkZMASrAdN/ rnkdEnB6E/UPWrhSv
ydqIWtIrml501sFRWHfVOR55KX) gsqKKK+1CFMVZB//uzV+K1JTD9e68+8tknx0Y
0GSX/gk2xk1HAupgS5Iae7/7KDGrUwpS/JcDW704zDZSgIhZZlwlv735fHDn+001U
818u0gCKHROfCaGevYhaGD1IBNX5dHOVXWUXMBZzFrdrMIPmOSnAOs+TgAg+Fw8F+
CMAROUTC3U40Gub1btVY1/QAzxaR1zMaW712EANSQH7dYhSpH3 jNwnhfvXaXB5Sd
sw45f jWB7R9DZ/pVhva608s4RX0BFO0zDMg6oNsrzI8pr8gyNSFT2MvzTguIve6IU
Isy/c8KSay/t3QbXt0j9hsUCAWEAAQ=

END PUBLIC KEY

Figure 30 : Get Public Key from Openstack Barbican

7. Store the Private key in OpenStack Barbican.

>»_ Console

# openstack secret store —--algorithm rsa --secret-type private -payload-

content-type application/octet-stream --payload-content-encoding base64 -

-payload "$(base64 < private.pem)" --bit-length 2048 --name privatekeytest
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on/octet-stream

Secret href http://barbican;:9311/vl/secrets/39e9bfde-638a-4e4c-9¢cb3-2caebfb88b11
Name privatekeytest

Created N

Status Non

Content types {'default': 'application/octet-stream'}

Algorithm rsa

Bit length 2048

Secret type private

Mode

Expiration

Figure 31 : Store Private Key in Openstack Barbican

8. Get the value of the Private key.

> _ Console

# openstack secret get -p -c Payload -f value

http://barbican:9311/vl/secrets/39e9bf4e-638a-4e4c-9cb3-2caebfb88b1ll
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[root@controller ~(keystone_admin)]# openstack secret get - Payload -f value http://barbican:9311/vi/secrets/3%e9bf4e-638a-4e4
c-9cb3-2caebfb88b11

BEGIN PRIVATE KEY
MIIJQWIBADANBgkqhk 1GOWOBAQEFAASCCSOWggkpAgEAA0ICAQDKhp jCLt1IsSL37
EK9Rak 1G1PEGK7R/aWfYs6sabFN+sryx7cJfSfdnBYexoEOsp+LqEOXSmBoaUgFD
8XzkgTWFXGNUCFLs 1gQVnWVUbqkeL TRY xw/VY4a+hkESI fB16rYxyIHvwOogLd if
81MBLLOFxSsPY1NpnZ imkMeBsaS5Z3v+aZz 1MoHSfkz 1 IWKp+M1d4e8hjOW/GD115
Yyt0Z10/WUjMnocUUs 1dxASTuQxLRm ithuwhNb2y46Lu j J40xfTUup YhviWxPY99Nhd
xgtkb ir/eiBnro01jHxPOGMUpGWrQkm+P)sTOYCgmz ImRkwDmsBO3+ueROScHoT9
Q9auFK/J201a01uYnnSWwVFYd9XRHnkpeOCyo00 r6UIUXVKH/+7NX4qI1MP17rz7
y2SfESjQZIf+CTbGTUcCEmrkhp7v/soMatTCLL81wNbu j JMNLKALFImXCW/ vf18c
0f6g6VTzXy46AI0dES8I0ZyI 1FoYOUKE3HLOF 1XFZTEWHMWE2SwWg+bRKCAG2S0AC
D4XDwX4IWBHRRBLAT 1ga7qJu1ViLSADPFpGXMxpbvXYQA31Aft 11FKk feM3CeF+9
dpcH1J22Dj L+NYHtHONN+1WGOr rTyzhFc4EU7MMyDqg2yvMj ymvyDI 11VPYy/NOC
41/rohQizL9zwpJrL+3dBte06P2GXxQIDAQABA0ICACaUIR1MIu/V2xqsPvk/SqEb
VhS5azPNIXOPGtde+rVkBKz ipldEZAeuS/ fMOGDAXev4 j 1bUcDDz fS1ZrJeNRSaSx
yKoZC3LaAcUsS1UfD1AURFhO8us vHk FEWOC16m 1tVSS+hmHp608gTIeLRGFA4fDr
chxoGoOPSbg09Awck J3GAOKK r+Sc3BpZrRu+6BtKJGt rC0z9z/DmWns SDNoLpMRa
eaef+ANDEbwbOLIH4bO1IeFNAOLIGbA/DIEFur+ctcD6U1tCADY joeObC1iDY+Vu
m iNnGTgpk rSYVRd1 1YhqBCodKJusSHezmqqUOX40SIL69KMAGE /k8GheNSLIVgLC
wlogv9303Q0AE4p T 8wy X igPMLNDESGQiAPCIhsqI1Q7kw++4SYGV10BR+gx/DI7S
kMv4AvdUgxF1YREJRSRf twNatTQakb/vognZaRsJvPrb8LAqTymSnEVE jcbCpnEq
eX9E1MX3k98agT jC6BVUCZ+FrhERb6mq0) cERtZ jgev)YCVS) L+EBO/P) /7RVDX7
S3hshh@ebSeAWyo3Favigno+0SWyPc fm00as feMbOkc tCiode 1eHkKhGB3ZqnASp
1Ug UGFFnj+y0dhXFI/tBoOSX7gF Xk j /ouXka+T25RShyEF+T85cwD1D/SFCArYh
LqoUHQS1cd+tsM3XwEqBA0 IBAQDkwwXA ) 7mF8GbdGRtg+CS1VAXyxqSwSHWOC 31W
Gwln/R1FUzJansvY4p XMmQKP217M3k SoF LvMutP6VBR219Q) QGRgawx7r/ fd6yAS
PRhSsmk tQSMgxhBNKIxcLZX11251T4sBaU30gDF ism9jk j aNGC3K fVGIVKDMAIuk
7LGKBRuMaN7xZL Suxh6C 1FVNCbLww6cKoQl1) AdPSROrE6LhvTATOIXcdnk4us 18
9GHQOArBUSB1GFe9f6ctR/6rrVOPob8vbSuobefw7ffdjIR61n72c4121)qRWO2 j
95q8YnFwWSZaOWR7XVzCCMwiR1Ub fOBCs3hM6cotVWdGxf3qtAoIBAQD109aVq1ld
7wRIWMEOt 9g0UHgg86nAKg3q3J1yIyPoTmHLQAWC ) FA+2TX8STKT68PhZD7+FTEL
aDdLkBTw70utXsaSxymFIViC1FEpTQ8zfej 1USczPPE j zTawGNQSUjaSlaVGaDN/
UgdrYvqjvPceop0o9d ingNQC1yWu7gqvD0s7/zRRjnnfGLSqoB7F 7NXxZeBAm2/Y
u1PpfdonvB8gMwOt+qAOZI1LMZ6VWRt4AEN fnRGE 7e6vSk6Sb1ctZQyURnQmXvxQv
mEhR4god63rwMiee 1/+q8tLy74f/V14NaB8csPzWe jwnhwxFoGS71jumgObeDePDN
kIphg+nEcxd5AoIBAERwK j 7SgQewV6X4N/e35YbsDL+IbnjghsL/w+)jspoDDqQbT
kDIKZ1Q6DeULNfgBt fEGSWBAQDBFCNXR28Y6t XwybJh19HMgvOBWC t71B1/fXpYb
LGSWs 1PSOMPVI30dTj+s j4LZ1Vydf6juh2K7wLRPso t tGLL ) ixvdZrNd2PugRSCn
Y2PGSEORpFkbHqIQr8dwuUahda240ebWOb+r iE//YOQRskO/USg1x4bSrgsQ37uvN
61pDgSSBh2uFqYyFL11Z38/SkmEumIC9QTWAL 35508 1EHXE/QIBx0Y827xUzQosr
NPLbeN2mCS46xGqu60JUh1 ih jBELacgcOh8na3UCggEBAI+SWaCxqmGnyOKMFgnF
2WJ 1t+IDjUSW) cwCHvzgzwReQ662Werl.31gSCVe jO0PTKOYGB3Af/asJyHz0ajol
UfQewdk t6Ab rLoWwSboNnp 1 TmnU2+VGzI91gQIQGNOSQm2VZ fq+u6CtI2941Z3Rn
tNq1l/y8kQbHyRavmTYr34R/VCb8IdY3Cs f4pTtCGA0S6tvurDhSPHFXMAUIhsTrx
Zen011YW/ow1K3TtuNShOudoGWYG4 feeoKC4AVrmQfGMPApFthSYk97a6nhonUjp
pmgvkgOocI+tPmd7zRYze18a5nYS3wfPkFabYKMbZ2 f+1XFRkesIeQtTLIuOXhSK
JokCggEBAIZt6n3Q1BssMMK fmdS11G2131WfuVZcXUkVNza/zqkhR7hvOA4AoAcc
SbNxQOsHt JKr XIRSHE6k Fu22RFywPk7s 1By8rbSj I jNI16esrqs fCxhN4Cv1dRYKt
Wf1SGqacJA1VfcvfolYfB7ywibDScXORg2L0getQy2d XmqmvRy+ynGZz9dAL j KO
ZMe7Tp7YCLYwWYwyChG7711qhrg666z rQkoNc/2Q8Fdt 15s710637+eRtPtuFy7bE
BnxbcoFt1j33pjBPdCThHGLIP1wP jPISURWrUGT jDOB7cTzNn4G+b f/FCBBnY6DH
wULb 12pZMGyrnXj r724ETQeP1z4vvKc=

END PRIVATE KEY

Figure 32 : Get Private key from Openstack Barbican

9. Store the certificate on OpenStack Barbican.

>»_ Console

# openstack secret store —--algorithm rsa --bit-length 2048 --secret-type
certificate --payload-content-type application/octet-stream -payload-
content-encoding base64 --payload "$(base64 < cert.pem)” --name

certificatetestutimaco
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[root@controller ~(keystone_admin)]# openstack secret store alg bit- th y certificate EVAGET:

tent-type application/octet-stream --payload-content- as o- > certificatetestu

Secret href http://barbican:9311/v1/secrets/9bbabdeb-c875-4d72-9058-2b30fa907¢c17
Name certificatetestutimaco
Created None
Status None
Content types | {'default': 'application/octet-stream'}
Algorithm rsa
Bit length 2048
Secret type certificate
Mode
Expiration
S mm e e e

Figure 33 : Store certificate in OpenStack Barbican

10. Get the value of the certificate from OpenStack Barbican.

>»_ Console

# openstack secret get -p -c Payload -f value

http://barbican:9311/vl/secrets/9bba64eb-c875-4d72-9058-2b30fa907cl7

[root@controller ~(keystone_admin)]# openstack secret get -p -c Payload -f value http://barbican:9311/vi/secrets/9bba64eb-c875-4d7
2-9058-2b30fa%07¢c17

BEGIN CERTIFICATE
MIIGATCCA+mgAwIBAgIUJH3q+N40CpMYdwBOn2DHVDUuaSRwwDQYJIKoZIhveNAQEL
BQAwgY8xCzAJBgNVBAYTAKLOMQswCQYDVQQIDAINSDENMASGA1UEBWWEUFVORTEQ
MA4GA1UECgWHVXRpbWF j bzZEQMA4GA1UECWWHVGVZdGluZzEcMBOGAIUEAWWTAGVZ
dGluZy51dGLtYWNVLmNVbTE (MCAGCSqGSIb3DQEJARYTc3VwcGIydEB1dGLtYWNY
LmNvbTAeFwOyM) EyMTIxM)USMTFaFwOyMzEyMTIXxM)USMTFaMIGPMQswCQYDVQQG
EwJJT)ELMAKGA1UECAWCTUgxDTALBgNVBACMBFBVTKUXEDAOBgNVBAOMB1VOaW1h
Y28xEDAOBgNVBAsMB1R1c3RpbmcxHDAaBgNVBAMME3R1c3RpbmcudXRpbWFjby5)
b20xIjAgBgkqhk1G9wOBCQEWE3N1cHBvcnRAAXRpbWF)by5)b20wggI iMAOGCSqG
SIb3DQEBAQUAA4ICDWAWggIKAOICAQDKhpjClt1IsL37EK9Rak1GLPEGK7R/aWfY
s6sabFN+sryx7cJ)fSfdnBYexoEOsp+LqEOXSmBoaUgFD8XzkgTWFXGNUcFLs1gQV
nWVUbgkeLTRYxw/VY4a+hkESIfB16rYxyIHvwOogLd1f8 IMBLLOFXxSSPYINpnZim
kMeBsa5Z3v+aZz 1MoHSfkz 1IWKp+M1d4e8hjOW/GD115Yyt0Z10/WUjMmocUUs id
xA51uQxLRm1huwNb2y40LujJ4oxfTUupYhvWxPY99Nhdxgtkbir/e1Bnro01jHxP
9GMUpGWrQkm+Pj sTOYCgmz 1mRkwDmsBO3+ueR0ScHoT9Q9auFK/J201a0uYnnSW
wVFYd9XRHnkpeOCyooor6UIUxVKH/+7NX4qI1MP17rz7y2SfES5)QZIf+CTbGTUCC
6mrkhp7v/soMatTC1L81wNbuj JMNIKALFImXCW/vf18c0f6g6VTzXy46AI0dESS)
0Zy91FOYOUKE3H10f 1XFZTEWHMWt2swg+bRKcA6250ACD4XDwX4IWBHRRELAT iga
7qJulViL9ADPFpGXMxpbvXYQA31Aft11FKkfeM3CeF+9dpcH1J2zDj 1+NYHtHONN
+1WGOrrTyzhFc4EU7MMyDqg2yvMj ymvyDI1IVPYy/NOC41/rohQizL9zwplrL+3d
Bte06P2GxQIDAQABo 1MWUTAdBgNVHQ4EFgQUncuKAgvd4s 1fk62Yg0fwOCrDzUQw
HwYDVRO j BBgwFoAUncuKAgvd4s 1fk62Yg0fwICrDzUQwDwYDVROTAQH/BAUWAWEB
/ZANBgkghk 1GO9wOBAQsFAAOCAQEAD ] 65v/A+Y9XYASUCF8GITKR3100BOC27I4Ug
7v+GaoaDynZsvF+qyaF+DRYXs4hEPuWAz yAO+U3LP8wwkzzUzhg5a+) vbTwxSZZ1
xtQ+rCe/1px0KHlcqmv30GI xp4Ps+dtz9CZ1jHwPw3ehUaPOFyeKPdRVQxrvbORu
AnPp+dHeRRI0sQG+d6514 xRCGUVWKSGA1kmMq8OFLCYL61HItbY1DzJohWAYKCOO
zcHd+G4UNMght2rrjAj0Jxohc25pqp7uBQABLdpuD440+/pE1b7KDPhW6S4vqolS
b1FNf6IMWOJEH+W1Eq/6Jv]yyorWkzs0eTggbrxLqw562qr37yEn) jmNPX8kuTp4
1tKsdZtv22pBYDZ+SXJd+aggAqpSbfzqDk 1kIvWZ xA4wkyyDhO5MXuQL fwomHNtb
0DeJ1r0ZTdxLmS0Co]j LWrGgaHmcce/al+dd0aiWb60E1LO8S5SCZP1SpowZ+LN65S
3ZZJyKvHu1HR3GWYotj eOpgbmfY+mAZVaf+1dnwzwEF6269P8TnbwycPNFAgKGhE
/1hoWP1QBRSOs f8U) VXPEtulFN2FMLf8woHVt40u4ShaqQ4 sHNn 15KwvL5KPOfV1
eZEwOUP2DSoXGYwONt+eveCiT1GRawhe6yYsBzQ1yFbEnOLhSBApzzzy+/DjJSi+
SOWEtTM=

END CERTIFICATE

Figure 34 : Get Certificate from Openstack Barbican

11. You can verify all the secrets.
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>»_ Console

# openstack secret list

Figure 35 : Secret List

6.6 Keys Rotation/Migration

Use the steps below to rotate the keys.

1. Create a new MKEK Key by using the command below.

>»_ Console

# su -s /bin/sh -c "barbican-manage hsm gen_mkek --library-path '/opt/
utimaco/lib/1libcs_pkcsll_R3.so' --passphrase 1234567890 --slot-id 3 --
label 'mkek_utimacol234' --length 32" barbican

'/etc/libcs_pkcsll_R3.so' --passphrase <Crypto_User_PIN> -slot-id
<slot_id> --Tlabel 'mkek_utimacol234' --length 32

[root@controller bin(keystone_admin)]# barbican-manage hsm gen_mkek --library-path '/opt/utimaco/lib/1libcs_pkcsil_R3.so' --passph

ase '123456' slot-id 1 --label 'mkek_utimaco1234' length 32
sfully generated!

Figure 36 : MKEK Key Generation

2. Create a New HMAC Key by using the below command.

Document No.: 1G-2025-0032 Document Version: 2.0.0 Page 38 of 46



@
Integrating OpenStack Barbican with Utimaco SecurityServer UtlmaCO

>»_ Console

# su -s /bin/sh -c "barbican-manage hsm gen_hmac --library-path '/opt/
utimaco/lib/libcs_pkcsll_R3.so' --passphrase 1234567890 --slot-id 3 --
label 'hmac_utimacol234' --length 32" barbican

[root@controller bin(keystone_admin)]# barbican-manage hsm gen_hmac --library-path '/opt/utimaco/lib/libcs_pkcsil R3.so' --passphr

slot-id 1 --label 'hmac_utimaco1234' --length 32
ssfully generated!

Figure 37 : HMAC Key Generation

3. Verify that the keys are generated on the Utimaco HSM using the p11tool2 command.

> _ Console

#./plltool2 slot=<slot_id> LOGINUSER=<Crypto_User_PIN> ListObjects

[root@controller bin(keystone_admin)]# ./p11tool2 slot=1 LOGINUSER=123456 ListObjects

CKO_SECRET_KEY:

1o bl
CKA_KEY_TYPE
CKA_UNIQUE_ID
CKA_SENSITIVE
CKA_EXTRACTABLE
CKA_LABEL
CKA_ID

CKK_AES
CK_UNAVAILABLE_INFORMATION
CK_TRUE

CK_FALSE

mkek_utimaco1234

1.2
CKA_KEY_TYPE
CKA_UNIQUE_ID
CKA_SENSITIVE
CKA_EXTRACTABLE
CKA_LABEL
CKA_ID

CKK_AES
CK_UNAVAILABLE_INFORMATION
CK_TRUE

CK_FALSE

hmac_utimaco1234

[root@controller bin(keystone_admin)J# [}

Figure 38 : Key Listing

4. Add a new label to the Barbican config file.
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# Master KEK label (as stored in the HSM) (string value)
likek_label = mkek utimaco1234

# Master KEK length in bytes. (integer value)
mkek_length = 32

# Master HMAC Key label (as stored in the HSM) (string value)
hmac_label = hmac_utimaco1234

Figure 39 : Entries in barbican.conf file

5. Restart OpenStack-Barbican-API and the https service.

> _ Console

# systemctl restart openstack-barbican-api.service

# systemctl restart httpd

6. Run the rewrap_pkek command to rewrap pkek with the new mkek.

> _ Console

# su -s /bin/sh -c "barbican-manage hsm rewrap_pkek" barbican

[root@controller bin(keystone_admin)]# barbican-manage hsm rewrap_pkek
2022-12-09 11:31:12.007 1222190 WARNING oslo_db.sqlalchemy.engines [-] MySQL SQL mode is 'STRICT_TRANS_TABLES,ERROR_FOR_DIVISION_B
Y_ZERO,NO_AUTO_CREATE_USER,NO_ENGINE_SUBSTITUTION', consider enabling TRADITIONAL or STRICT_ALL_TABLES

Retrieving all available projects
Retrieving KEKs for Project 4a60eab7-d73a-43f2-8837-9b6d1310d7b5
Post-change IV: b'7KfVkPss/qYh2pjeAoByKw=", Wrapped Key: b'6VlxgtIS+FR9zjBCuSPfQ3d7AmsjqP19cnLgs+fsptCX)SwvzAE+fW+1EsSDSpVwW'

Figure 40 : Key rewrap Output

7. Restart the OpenStack-Barbican-API and httpd services.

>»_ Console
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# systemctl restart openstack-barbican-api.service

# systemctl restart httpd

8. Verify that you can get the secret generated earlier.

> _ Console

# openstack secret get http://barbican:9311/vl/secrets/8ac7918d-36ce-

4cae-bld9-a2a818ea30a0® —--payload

[root@controller ~(keystone_admin)]# openstack secret get http://barbican:9311/v1/secrets/8ac7918d-36ce-4cae-b1d9-a2a818ea30ad --p

----- L R R T T 3
| Value |
Frrmeem—— e +
| Payload | password |
trrmmee—- e +
[root@controller ~(keystone_admin)]# I

Figure 41 : Get secret with payload

This completes the integration of OpenStack Barbican and Utimaco HSM.

6.7 Using Different Encryption Mechanisms

The encryption algorithm used to encrypt secret payloads before they are stored in the database
is configurable and depends on the PKCS#11 mechanism supported by the connected HSM.

By default, AES in CBC mode (CKM_AES_CBC) is used to encrypt the payloads. However,

Barbican and u.Trust GP HSM also support additional encryption mechanisms, such as AES in
GCM mode (CKM_AES_GCM).

Follow these steps to change the encryption mechanism, and to store a secret, and verify its use:

1. Edit the Barbican configuration file barbican.conf and update the
encryption_mechanism parameter under pl1l_crypto_plugin] .
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barbican.conf

[pll_crypto_plugin]
# Path to Utimaco PKCS11l library

library_path = /opt/utimaco/lib/libcs_pkcsll_R3.so
# CryptoUser PIN to login to PKCS11

login = <PKCS11 Slot User PIN>
# Master KEK label as stored in the HSM

mkek_Tlabel = mkek_utimaco

# Master KEK length in bytes. (integer value)

mkek_length = 32
# Master HMAC Key label (as stored in the HSM) (string value)

hmac_label = hmac_utimaco

# HSM Slot ID (integer value)
slot_id = 3

encryption_mechanism = CKM_AES_GCM

Save the file after making the change.

0 It is important to note that changing the encryption mechanism affects only newly
created secrets. Existing secrets remain encrypted using the mechanism that was
active at the time of their creation and can not be decrypted with a different
mechanism.

2. Restart the OpenStack-Barbican-API and httpd services.

>»_ Console
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# systemctl restart openstack-barbican-api.service

# systemctl restart httpd

3. Generate a new secret.

> _ Console

# openstack secret store --name gcm_test_secret --payload testingGCM

Secret href
Name
Created
Status

Content types

Algorithm

Bit length

Secret type

Mode

Expiration
e

Figure 42 : Storing a secret after changing encryption mechanism

4. Verify the encryption mechanism used via Barbican Database.

>»_ Console

# mysql

»_ mysql console

# USE barbican;

# SELECT secret_id, kek_meta_extended FROM encrypted_data ORDER BY
created_at DESC;
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The newly created secret will appear at the top of the table.

mysql> USE barbican;
Reading table information for completion of table and column names
You can turn off this feature to get a quicker startup with -A

Database changed

mysq1, SELECT secret_id, kek_meta_extended FROM encrypted_data ORDER BY created_at DESC;
-------------------------------------- ficccczzzsccc=ccccccosssssccccscscssssccccosssssssocccsssccssoooi
secret_1id kek_meta_extended

5f3c77ff-adde-4990-8584-bfdbc1a2394b | {"1iv":"YXdePkGhtGK61BXxB","mechanism": "CKM_AES_GCM"}
4d29326d-303d-44b7-bc21-3b09bd81dT46 {" " :"AT96wzNBDWzG0693TYKk7Ew==", "mechanism":"CKM_AES_CBC"}
5dc2bbel1-1745-470c-b98d-5d82a%eec7eb | {"iv":"SndybK16P3CFjlV7LmnuYg ,"mechanism":"CKM_AES_CBC"}
284c94aa-47b7-48f6-90d9-98327bd3843a | {"iv":"hSEaD78v+f90onBvVrR9Iqg==","mechanism":"CKM_AES_CBC"}
e5b9436e-e16b-4973-8b3f-5571a5359914 {"1v":"MkSw31S/0T+e27t/", "mechanism":"CKM_AES_GCM"}
60dc47f7-635b-407f-a075-339e48149bff {"iv":"/tSKKvYc3SAYdx7P", "mechanism": "CKM_AES_GCM"}
2bla448e-bfd4-4852-9c06-b310025f5773 {"1v": "2kWNuYP+z /+sBvxW" , "mechanism": "CKM AES GCM"}
1f1e1b57-c31f-4fae-af30-49040acd69bo {“iv“:”7lqngExU611Uqu“,”mechanism“:“CKM AES_GCM"}
4427b632-5861-4585-a8f2-9cb14e7f6aabd "iv":"LYXxrcAXLoK6eMIrz", "mechanism": "CKM_AES_GCM"}
86b7bced-7f7e-41a3-9d69-ea03ae47b9d7 | {"1iv":"9sMQbCX650Rprveb", "mechanism":"CKM_AES_GCM"}
994fc99d-2371-4aa3-830c-fofcc6b31875 "iv":"DQfZG7ZkmhcKddKn" , "mechanism" : "CKM_AES_GCM"}
57da9dc6-7ele-4499-bbbb-90337b60d54a ”iv”:”aemgq]Gow+MOM2N891H60A::” "mechanism":"CKM_AES_CBC"
56f06d5d-3d5f-4fel-a3b3-1f4b85b77132 vt ,"mechanism": "CKM_AES_CBC"
4f9c6ed45-6e8b-4d82-b626-2dap21fcoafs tivt: i ,"mechanism": "CKM_AES_CBC"
63134ef8-8e24-4225-8349-244695439a20 I :“thfOTpuC/Z4y7mA2iC4Jg==“,”mechanism”:”CKM_AES_CBC“
9ab07141-e417-4b0c-b832-07b4a298ff13 'iv":"SIFmyB7At25zuab9", "mechanism":"CKM_AES_GCM"}
602ff4da-4183-44e1-868e-406c8cfas54fe iv":"6kmNQjxZUBGhUADLI", "mechanism":"CKM_AES_GCM"}

17 rows in set (0.00 sec)

Figure 43 : Table showing encryption mechanism used

5. Confirm that the secret payload can be retrieved.

> _ Console

# openstack secret get <secret_href> --payload

Field [ value

fimc==o==c= fiz=c=cc=c==== +
| Payload [ testingGCM |

Figure 44 : Retrieving secret payload

6. Change the encryption_mechanism parameterinthe barbican.conf backto
CKM_AES_CBC and restart the Barbican and httpd services.

7. Attempting to retrieve the secret payload again results in an internal server error.
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5xx Server : Internal Server : Secret payload retrieval seen - please contact site administrator.

Internal Server : Secret payload retrieval seen - please contact site administrator.

Figure 45 : Internal server error after attempting to retrieve payload with wrong mechanism

8. An error also appears in the PKCS#11 logs that indicates that the decryption operation
was attempted using parameters that do not match the original encryption mechanism. In
this case the parameter is the initialization vector (V) format and length as CKM_AES_CBC
requires a 16-byte IV and CKM_AES_GCM requires a GCM parameter structure containing
an IV (typically 12 bytes). If an IV does not match the requirements of the selected
mechanism, the HSM rejects the operation.

stack@ub22-openstack-barbican:/root$ tail /tmp/cs_pkcs11l _R3.log
15.02.2026 16:35:25.066 | C_Decrypt : CKR_GENERAL_ERROR occurred.
15.02.2026 16:35:25.369 | C_Decrypt : Utimaco: :HSM: :DeviceException(error_code = 0xb0680032)
thrown in execute
occurred on device 3001@
B0680032
CryptoServer module CXI
IV length

15.02.2026 16:35:25.370 | mapToP11 : 0xb0680032 mapped.
15.02.2026 16:35:25.370 | C_Decrypt : CKR_GENERAL_ERROR occurred.

Figure 46 : Invalid IV length error in PKCS#11 logs
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7 Further Information

This document forms a part of the information and support that is provided by Utimaco IS
GmbH. Additional documentation can be found on the product CD in the Documentation
directory.

All SecurityServer product documentation is also available at the Utimaco IS GmbH website:

https://utimaco.com/

7.1 References
Reference Title/Company

[CSADMIN] utrust_Anchor_cHSM_Manual_Administrators.pdf

Document No.: IG-2025-0032 Document Version: 2.0.0 Page 46 of 46


https://utimaco.com/

	Introduction
	About This Guide
	Target Audience for This Guide
	Document Conventions
	Abbreviations

	Overview
	OpenStack Barbican
	Utimaco u.trust General Purpose HSM Se-Series

	Integration Requirements and Prerequisites
	Tested Versions
	Software Requirements
	Hardware Requirements
	Prerequisites

	Installing and Configuring Utimaco SecurityServer Software
	Download and Install Utimaco SecurityServer Software
	SecurityServer PKCS#11 Configuration
	Create SO User and Initialize a Slot

	(Optional) Installing OpenStack Barbican
	Install OpenStack Barbican

	Integrating OpenStack Barbican with Utimaco SecurityServer
	Configure Barbican to use Utimaco HSM
	Generating MKEK and HMAC Key on Utimaco HSM
	Encrypting and Decrypting Secrets
	Generating a symmetric key in Barbican
	Storing Public Key, Private Key and Certificate in OpenStackBarbican
	Keys Rotation/Migration
	Using Different Encryption Mechanisms

	Further Information
	References


