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1 Purpose and Scope

This document describes the steps necessary to integrate Utimaco GP HSM with Bloombase
StoreSafe to deliver agentless, transparent encryption security of traditional storage systems and
next-generation storage services for missioncritical applications. Specifically, we cover the
following areas:

= Install and configure Bloombase StoreSafe software appliance
= Integrate Bloombase StoreSafe with Utimaco GP HSM

= Integrate Microsoft Windows 11 and Ubuntu 22.04 client systems with Bloombase
StoreSafe and Utimaco GP HSM data-at-rest encryption security solution for Microsoft
Windows Server 2025 and Rocky Linux 9 storage backends to demonstrate how high-
bandwidth, agentless, application-transparent data encryption could be achieved for
multiple network storage protocols namely SMB, NFS, iSCSI and NVMe/TCP.
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2 Assumptions

This document describes the integration of Utimaco GP HSM with Bloombase StoreSafe. It is
assumed that you are familiar with operation of Utimaco GP HSM, storage systems, and major
operating systems including Linux, Microsoft Windows, IBM AlX, HP-UX and Oracle Sun Solaris. It
is also assumed that you possess basic UNIX administration skills. The examples provided may
require modifications before they are run under your version of operating system.

As Utimaco GP HSM is third party option to Bloombase StoreSafe data at-rest encryption
security solution, you are recommended to refer to installation and configuration guides of
specific model of Utimaco GP HSM for your actual use cases. We assume you have basic
knowledge of storage networking and information cryptography. For specific technical product
information of Bloombase StoreSafe, please refer to our website at https://
www.bloombase.com and Bloombase SupPortal https://supportal.bloombase.com.
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3 Infrastructure

3.1 Setup
The integration discussed in this guide is based on the system block diagram below:
Application Host on Application Host on
Microsoft Windows 11 Ubuntu 22.04 LTS
(192.168.23.157) (192.168.211.68)

[ ]
] %] Ubuntu

SMB, Clear '
_ , text
ISCSI NVMe/TCP —-

[ ]
3
e —

Utimaco GP HSM
(192.168.23.235)

Read and Decrypt

Bloombase StoreSafeg
(bloombase01,
192.168.23.156,
192.168.211.24)

A$8Yn '
+=@~
w

] Q Rocky Linux™
Storage on Storage on
Microsoft Windows Rocky Linux 9
Server 2025 (192.168.211.151)
(storage01,

192.168.23.153)
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3.2 Storage Encryption

Storage Encryption Bloombase StoreSafe Intelligent Storage Firewall
Software Appliance v4.0

Server VMware ESXi 6.5
Processor 4x Virtual CPU (vCPU)
Memory 8GB

Network Interface Card NVIDIA ConnectX-5

3.3 Key Management System

Key Management System Utimaco General Purpose Hardware Security Module
(GP HSM) v4.80.0.0

3.4 Storage Systems

Storage Systems Microsoft Storage Server on NVMe over Fabrics (NVMe-oF)
Microsoft Windows Server 2025 = storage services on Rocky Linux 9

3.5 Storage Hosts

Client Hosts Microsoft Windows 11 Ubuntu 22.04 LTS
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3.6 Networking

Ethernet Switch Celestica Seastone DX010 32-port T00GbE ONIE
Switch

Network Interface Card NVIDIA ConnectX-5

Cables NVIDIA/Mellanox T00GbE QSFP28 DAC Cables
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4 Configuration Overview

4.1 Utimaco General Purpose Hardware Security Module (GP HSM)

Utimaco GP HSM is a hardware security module that secures cryptographic key material for
servers and applications. It includes integration software that supports the industry standards
(e.g. PKCS#11, Microsoft CSP/CNG, JCE...) which are used in many application scenarios, e.g.,
Enterprise PKI application and database encryption. The General Purpose HSM is available as
PCle embedded card or as network attached appliance. The key management and cryptographic
functionalities provided by Utimaco GP HSM are used by Bloombase StoreSafe for encryption
protection of data-at-rest for general-purpose use cases.

In order to utilize the PKCS#11 functionality, the token must be initialized.

As an example, the Utimaco GP HSM is assigned a token label as follows
plltool2 slot=0 Label=CryptoServer Login=ADMIN,ADMIN.key InitToken=<so pin>
A user pin will be needed for PKCS#11. To setup the user pin, run the following command,
plltool2 slot=0 LoginSO=<so pin> InitPin=<user pin>
To check if Utimaco GP HSM is initialized, run

plltool2 slot=0 ListSlots=status
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4.1.1 Ethernet Switch Configuration

Celestica Seastone DX010 32-port T00GbE ONIE switch has been used in this integration testing.

P

Ports 24 and 28 of the T00Gb Ethernet switch are connected to the NVIDIA ConnectX-5 NICs via
DAC cables as shown in the SONIC console below.
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4.1.2 Direct Attach Copper (DAC) Cable

NVIDIA/Mellanox T00GbE QSFP28 DAC cables have been used in this interoperability testing.
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4.1.3 Network Interface Card (NIC)

NVIDIA ConnectX-5 NIC has been used in this integration testing.

Document No.: 1G-2025-0014 Document Version: 1.0.0 Page 9 of 63



$ ®
Configuration Overview UtlmaCO

I 2
Wpva DN E

099

== 5, BLACK CABLE.

Install and configure NVIDIA ConnectX-5 NIC using the install image or the driver available from
your distribution’s repo.
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4.2 Microsoft Storage Server on Microsoft Windows Server 2025 Storage
Backends

Microsoft Storage Server on Microsoft Windows Server 2025 running on VMware ESXi is used in
this interoperability test which is able to provide storage services over network storage protocols
including iSCSI, NFS, SMB, CIFS, REST, etc.

Microsoft Windows Server 2025 is deployed as a virtual appliance (VA) on VMware ESXi.

4.2.1 SMB Services Configuration

[ Server Manager — [m] X

@ ~  Server Manager * File and Storage Services * Shares @ | P marge oo

= HARES VOLUME
[ Servers BA i shares | 2 total TASKS ¥ smb01 on WINSER175 TASKS =
[} Volumes po o @~ @~ & )
i Disks - - : Capacity: 294 GB
Storage Pools Share Local Path Protocal Availability Type

18% Used W 179 GB Used Space

4 WINSER175 (2) ! LS EE Spacs
isCsl CAShares\smb01 SMB Not Clustered
Work Folders nfs01 CA\Shares\nfs01 NFS Not Clustered

Go to Volumes Overview >

QUOTA
smb01 on WINSER175

To use quotas, File Server Resource Manager must be installed.

To install File Server Resource Manager, start the Add Roles and Features Wizard.
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Ed smb01 Properties = O w
smb01
Show All
General
Permissions +
Settings Server Mame: WINSER1TS
Share name: b0

Share description:
Folder path: C:AShares\smib01
Protocol: SMB

Availability type: Mot Clustered

| OK | | Cancel Apply

Microsoft Windows Server 2025 File Management is configured to provide the SMB share
backend storage to client system users.
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4.2.2 NFS Services Configuration

[ Server Manager

- a X
@ v Server Manager * File and Storage Services * Shares @ | P soraze o vew  uep
_ 0y SHARES VOLUME
N Servers ER i shores | 2 total TASKS ¥ smb01 on WINSER175 TASKS  w
_I Volumes o 2 @~ @~ o )
is Disks - - : Capacity: 994.GB
Storage Pools Share Local Path Protocol  Availability Type
18% Used M 179 GB Used Space
Shares 4 WINSER175 (2) - 815 GB Free Space
isCsl CAShares\smb01 SMB Nat Clustered
Work Folders nfs01 CA\Shares\nfs01 NFS Not Clustered
Go to Volumes Overview >
QUOTA
smb01 on WINSER175
To use quotas, File Server Resource Manager must be installed.
To install File Server Resource Manager, start the Add Roles and Features Wizard.
= ;
nfs01 Properties — O *

nfsO1

Show Al
Genera
Authentication +
Share Permissions  + Server Name: WINSER175
NTFS Permissions  + Share name: nfs01
Folder path: C\Shares\nfs01

Remote path: WINSER175:/nfs01
Protocol: NFS

Availability type:  Not Clustered

| OK || Cancel | Apply

NFS storage service is provisioned on Microsoft Windows Server 2025 to be used in this
integration testing.
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4.2.3 iSCSI Services Configuration

T Server Manager - o %
@ > Server Manager * File and Storage Services * iSCSI -@ | I'. Manage
[ Servers
i Volumes
[ Disks
Storage Pools
Shares
Work Folders

iSCSI TARGETS

SCSIVirtualDisks\iSCSI-disk01 vhdx on WINSERTTS TASKS
Filter pel Ev @~ ~
Name = Server Name  Target ION Target Status  Initiator ID

iqn.1991-05.com.microsoftiscsi01 WINSERT75  ign.1991-05.com.microsoftiscsi01 Not Connected  IQN:ign.2012-07.com bloombase, IQN:iqn.2012-07.com.bloombas]

ISCSI storage service is also provisioned on Microsoft Windows Server 2025 to be used in this
integration testing.

4.3 NVMe over Fabrics (NVMe-oF) Storage Target on Rocky Linux 9 Storage
Target

Linux NVMe-oF target software is used to be the storage backend secured by Bloombase
StoreSafe Intelligent Storage Firewall.

[rootBcarockyl51l ~1# wometcli

| o- ngn.2814-88.org.numexpress juuid:4af 97520-1bf e-4c8d-9869-5f h9ab632769
a-
o- 1
| o- ana_groups
I 1 o-
| o- referrals
| o- subsystems
I o-
o- 2
0- ana_groups
| o-
o- referrals ....
o- subsystems

o-

|
|
|
|
|
|
|
|
|
|
|
|
o

o0- ngn.ZB814-88 . ory . numexpress :NUMF tuuid : 7879993e-7413-4338-9h9b-a3af §2259b18 [
o- allowed_hosts
0- Namespaces
o-

Document No.: 1G-2025-0014 Document Version: 1.0.0 Page 14 of 63



* ®
Configuration Overview UtlmaCO

4.4 Bloombase StoreSafe Intelligent Storage Firewall

Bloombase StoreSafe delivers unified data at-rest encryption security of files, block devices,
objects, sequential storages, etc. In this interoperability test, both file-based and block-based
encryption security services are validated against Bloombase StoreSafe with keys managed at
Utimaco GP HSM.

Bloombase StoreSafe Intelligent Storage Firewall software appliance is deployed as a virtual
appliance (VA).

& Main <= Logout & Support B About 2 Help

E Bloombase StoreSafe Security Server

Greeting Mﬂ l‘n

Host Name: cassf156

User: admin

Datetime: 2024-08-06 System Information
03:11:22 -0700

Product Name Bloombase StoreSafe Security Server Version 4.0.0.1
st N ssf156 / s Sys 3 4-08- :55:36 -07
Menu Bar Host Name cassf156 / localhost ystem Up Since  2024-08-02 00:55:36 -0700
System ¥ Host Addresses 1 ens192 feB0:0:0:0:250:56ff:fed6:5f91, 192.168.23.156
Operation v CN=5PF55F2666
Licensee 0O=Bloombase, Inc. Serial Number 9830
High Availability W c=us
tner T A v validity Perpetuality
Key Management v .
E < Server Information
StoreSafe Configurations v
Processors 2 Model Intel® Xeon® CPU E5-2420 v2 @ 2.20GHz
Storage v
Memory Utilization 6% Allocated Memory 512 MB (536,870,912)
Language Max Memory 4 GB (4,294,967,296) Used Memory 266 MB (278,967,080)
— Disk Space Utilization  84% Total Disk Space 12 GB (13,742,637,056)
nglish
Used Disk Space 10 GB (11,617,468,416) Free Disk Space 1 GB (2,125,168,640)
Copyright @ 2024 Application Status
Bloombase

Application Status @ b W

Last Shutdown Time
Last Standby Time

Last Startup Time 2024-08-02 00:55:43 -0700

4.4.1 Utimaco General Purpose Hardware Security Module (GP HSM) and Bloombase
StoreSafe Integration

The Utimaco provided PKCS#11 libraries and tools need to be installed on the Bloombase
Operating System (BloombaseOS). To modify files on the Bloombase StoreSafe OS filesystem,
the administrator can access the TTY2 console (ALT+F2) and login as root or another user.

i loombase0S 8.8

The following files need to be installed in their specific paths:
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/opt/utimaco/bin/plltool2

/opt/utimaco/conf/cs_pkcsll_R3.cfg

/opt/utimaco/lib/libcs_pkcsll_R3.so

Additionally: the following two environment variables need to be declared at the set environment
parameter script of Bloombase StoreSafe:

/spitfire/spitfire-storesafe/bin/setenv.sh

### Utimaco HSM
export CS_PKCS11_R3_CFG=/opt/utimaco/conf/cs_pkcs11_R3.cfg

export LD_LIBRARY_PATH=$LD_LIBRARY_PATH:/opt/utimaco/1lib

Ensure the
cs_pkcsll_R3.cfg

file is correctly configured to Utimaco instructions. The device ID or network IP needs to be
specified in the file as such:

[CryptoServer]

# Device specifier (here: internal PCI device : cHSM on local u.trust Anchor device - last
number represents cHSM slot (1))

Device = /dev/cs2.0.1

# Device specifier (here: cluster of remote devices - first with IP address, others using format
<port>@<ip>)

Device = {192.168.23.235 2883@192.168.23.236 4001@192.168.23.237 }

To enable the built-in Bloombase KeyCastle to utilize keys managed in the Utimaco GP HSM, the
hardware security module service configuration at Bloombase web management console has to
be set up. This is done by clicking “Hardware Security Module” under “Key Management”.
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List Hardware Security Module

List Hardware Security Module

'El Label Present Slot Token Module Manufacturer Model Serial Number Version Status

Add

Input a name for the configuration, and select Model as

Utimaco

Input the token label of the Utimaco GP HSM, and the token user pin.

Modify Hardware Security Module

Modify Hardware Security Module
Module utimaco v

Label / Username  CryptoServer PKCS11 Toke
Pin sssnee

Confirm Pin sssans

Submit Refresh Delete Cancel

Click 'Submit’ to commit the configuration. If the token is properly initialized and connected the
“Present” and “Status” boxes will be checked.

List Hardware Security Module

List Hardware Security Module

E| Label Present Slot Token Module

Manufacturer Model
1 CryptoServer PKCS11 Token [¥] 0 0

Serial Number Version Status
utimaco Utimaco IS Gmb H CryptoServer S1003001_0000 5.01/4.80 [¥]

Add

4.4.2 Encryption Key Provisioning

To generate key in attached Utimaco GP HSM, select Key Source Type as

Hardware Security Module

Document No.: IG-2025-0014 Document Version: 1.0.0
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and the assigned Key Manager token, in this case
CryptoServer PKCS11 Token

Select “Add Key" and “generate” to create a new key on the HSM.

Modify Key Wrapper

Key Wrapper Permissions
Modify Key Wrapper
Name hsmkey01
Key Source Hardware Security Module
Type Asymmetric
Active
Module utimace
Label CryptoServer PKCS11 Token
Alias
Algorithm RSA ~
Key Bit Length 2048 v
Signature Algorithm SHAZ56 +
[l Digital Signature
) MNon Repudiation
[ Key Encipherment
[ Data Encipherment
Key Usage [l Key Agreement
[ Key Cert Sign
) CRL Sign
[ Encipher Only
[l Decipher Only
Extended Key Usage Add Remove
Cwner

Last Update Datetime

Generate

Submit Close

Or if key already exists, simply choose from the dropdown box.
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Modify Key Wrapper

Key Wrapper Permissions

Modify Key Wrapper

Key Source  Hardware Security Module v

Module utimaco v
Token CryptoServer PKCS11 Token v
Key hsmkey01 v

Select Key Add Key

Close

Ensure you import a key from the key manager before you submit the key wrapper.

Find Key Wrapper

Find Key Wrapper

Name Type Asymmetric v Active v CA

“ More Options

Find Reset Add

1-4 of 4 E E
Key Source . . Effective Expiry Last Update
JE] Name Type Type Active Status CA Subject DN Issuer DN FeaTE Dot oot
Hardware 2024-07-30  2044-07-25  2024-07-30
1 hsmkey01l Asymmetric Security Valid [[] cN=hsmkey01 CN=hsmkey01 10:44:26 10:44:26 10:44:29
Module -0700 -0700 -0700
1-40f4 oy

The new key can be found on the GP HSM as an object using the

plltool2

tool.
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4.4.3 Bloombase StoreSafe Data-at-Rest Encryption for SMB Configuration

Physical storage namely
smb0O1

is configured to be secured by Bloombase StoreSafe using encryption.
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Modify Storage Configuration

Physical Storage Permissions

Physical Storage Configuration

MName smb01
Descnption
o
Physical Storage Type Remote hd
Type Common Internet File System (CIFS) v
Hast storage0l
Share Name smb01
Read Size 65536 bytes
Write Size 653536 bytes
Mount Hard =]
User userDl
Password
Options
Virtual Storage smb01
Owner admin

Last Update Datetime  2021-07-22 08:32:00 -0700

Submit Delete Close

Virtual storage namely

smb01

of type

File

is created to virtualize physical storage
smbO1

for application transparent encryption protection over network file protocols including CIFS.
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Modify Virtual Storage

Virtual Storage Protection Access Control Permissions

Modify Virtual Storage

Name smb01
Status
Description
o
Active
Mode File
Protocol SMB
Owner admin

Last Update Datetime  2021-07-22 04:33:45 -0700

Settings

Offline Setting Dizabled »

Physical Storage

Storage smb01 ’C' %

Descrniption

Physical Storage Type Remote

Type cifs
Host storage0l
Share smb01

Submit Delete Status Close

Protection type is specified as

Privacy

and secure the Microsoft Storage Server storage backend using
AES 256-bit

encryption and encryption key

hsmkey01

managed at Utimaco GP HSM.
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Modify Virtual Storage Handler

Virtual Storage Protection Access Control Permissions

Virtual Storage Protection

Protection Type  Privacy v

Encryption Keys

ﬂ Key Name Last Update Datetime

1 O hsmkey01 2024-08-01 02:05:35 -0700

Add Remove

Header

Protected

Cryptographic Cipher
Cipher Algorithm  AES v
Bit Length 256 v
CTR Mode

Submit Close

SMB/CIFS storage protocol relies mainly on user-password authentication for access control. In

this test, the Bloombase StoreSafe secure storage resource
smbO1
is provisioned for user

user0l

with Microsoft Active Directory integration for user-password authentication and single sign-on.
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Modify Virtual Storage Access Control

Virtual Storage Protection Access Control Permissions

User Access Control

Warning: Deny access will override allow access

Everybody D Read ':l Wnte

O peny Read [ Deny write
User Repository Local

w
ﬂ u Access Control Deny Access Control Warni Last Update
SEL List List amang Datetime
Read [ peny read [ 2021-07-22 04:33:45
W — :
1 ’:l LR Winte Deny Write -0700

Add Remove

% Mare Options

Refresh Submit Close

4.4.4 Bloombase StoreSafe Data-at-Rest Encryption for NFS Configuration

Physical storage namely

nfsol

is configured to be secured by Bloombase StoreSafe using encryption.
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Modify Storage Configuration

Physical Storage

Physical Storage Configuration

Name nfs01
Description
s
Physical Storage Type Remote hd
Type Metwork File System (NFS) W
Host storage01
Share Name nfs01
Read Size 65536 bytes
Write Size 65536 bytes
Synchronous [1]
Mount Hard =]
Options vers=4.1
Virtual Storage nf=01
Owner admin

Last Update Datetime  2021-07-23 04:47:41 -0700

Submit Delete

Virtual storage namely

nfs0l

of type

File

is created to virtualize physical storage

nfsol

Close

for application transparent encryption protection over network file protocols including NFS.
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Modify Virtual Storage

Virtual Storage Protection Access Control Permissions

Modify Virtual Storage

Name nfs01
Status
Description
g
Active
Mode File
Protocol NFS
Owner admin

Last Update Datetime  2021-07-22 059:55:37 -0700

Settings

Offline Setting Dizabled

Physical Storage
Storage nfs01 ;C' 'ﬁg

Description

Physical Storage Type  Remote

Type nfs
Host storagell
Share nfs01

Submit Delete Status Close

Protection type is specified as

Privacy

and secure the Microsoft Storage Server storage backend using
AES 256-bit

encryption and encryption key

hsmkey01

managed at Utimaco GP HSM.
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Modify Virtual Storage Handler

Virtual Storage Protection Access Control Permissions

Virtual Storage Protection

Protection Type  Privacy v

Encryption Keys

ﬂ Key Name Last Update Datetime
1 O hsmkey01 2024-08-01 02:05:35 -0700

Add Remove

Header

Protected

Cryptographic Cipher
Cipher Algorithm  AES v
Bit Length 256 v
CTR Mode

Submit Close

NFS storage protocol relies mainly on UID/GID and networking for access control. In this test, the
Bloombase StoreSafe secure storage resource

nfsol
is provisioned for client IP

192.168.23.157
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Modify Virtual Storage Access Control

Virtual Storage Protection Access Control Parmissions

User Access Control

Everybody Read Write

NFS File System Object Attributes

Root Squash

Weak Cache Consistency |

Default User Identifier
Default Group Identifier
Default Mode
Host Access Control
tEl Host Accersf_:tnntrul Security Warning

@ read
(]
i 192.168.23.157 oy sys

-

Add Remove

Subnet Access Control

“El Subnet Access Control List Security Warning
Add Remove

% More Options

Refresh Submit Close

Last Update Datetime

2024-08-01 02:20:50
-0700

Last Update Datetime

4.4.5 Bloombase StoreSafe Data-at-Rest Encryption for iISCSI Configuration

Physical storage namely

iscsiol

is configured to be secured by Bloombase StoreSafe using encryption.
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Modify Storage Configuration

Physical Storage Permissions

Physical Storage Configuration

Name iscsi0l
Description
P
Physical Storage Type Device b
Block /0
Multipath il

Device ID [max & chars] 11

Options

Device 60003ff44dc75adc91%e5379aaaf58040 2 ]
Virtual Storage 1qn.2012-07.com.bloombase:iscsi0l

Owner admin

Last Update Datetime 2021-07-23 11:53:49 -0700

Submit Delete Close

Virtual storage namely
ign.2012-07.com.bloombase:iscsiOl
of type
iSCSI
is created to virtualize physical storage
iscsiol

for application transparent encryption protection over network file protocols including iSCSI.
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Modify Virtual Storage

Virtual Storage

Protection Access Control iISC5I

Modify Virtual Storage

Mamme

Status

Description

Active
Mode

Tape Library
ATS

Cluster
Vendor
Meodel
Revision

Owner

Last Update Datetime

Physical Storage

€1

5[]

ign.2012-07.com.bloombase:iscsi0l

[

admin

2021-07-23 11:54:59 -0700

Storage Description

iscsi0

Permissions

Device

60003ff44dc75adc81%e97%aaaf58040

Add Remove

Submit Delete Status

Protection type is specified as

Privacy

Close

and secure the Microsoft Storage Server storage backend using

AES XTS 256-bit

encryption and encryption key

hsmkey01

managed at Utimaco GP HSM.
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Modify Virtual Storage Handler

Virtual Storage Protection Access Control iSCSI Permissions

Virtual Storage Protection

Protection Type  Privacy v

Encryption Keys

AE'] Key Mame Last Update Datetime
1 O hsmkey01 2024-08-02 00:45:46 -0700
Remove
Cryptographic Cipher

Cipher Algorithm  AES XTS v

Bit Length 256 v

Submit Close

ISCSI storage protocol relies mainly on CHAP, IQN, and networking for access control. In this test,
the Bloombase StoreSafe secure storage resource

ign.2012-07.com.bloombase:iscsiol

is provisioned for initiator

ign.1991-05.com.microsoft:windowsll
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Modify Virtual Storage Access Control

Virtual Storage Protection Access Control iISCSL Permissions
Allowed Portal
£] Portal IP

Add Remove

Incoming Users

ﬂ User Warning Last Update Datetime
Add Remove
Initiators
Last
ﬂ Initiator Alias Warning Update
Datetime
2021-07-
1 [ ign.1991-05.com.microsoft:windows11 23
! an. - COrT: i 12:19:08
-D700

Add Remove

% List Initiators

Refresh Alias Submit Close

4.4.6 Bloombase StoreSafe Data-at-Rest Encryption for NVMe/TCP Configuration

Physical storage with Intel Solid State Drive DC P3600 Series PCle NVMe SSDs is configured to
be secured by Bloombase StoreSafe Intelligent Storage Firewall.
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Modify Storage Configuration

Physical Storage Permissions

Physical Storage Configuration

Name nvme(1
Description

s
Physical
Storage Block W
Type
Device 1D 1816d452-ac0d-49c2-9de0-d378f0cff5d6
Options
Device d9395873-b937-4139-8911-07c347c447c0 p ‘(7;
il ngn.2022-06.io.storesafe:nvme01
Storage
Owner admin
Last Update 55 1004 12:16:40 -0700
Datetime

Virtual storage with “NVMe" mode is created to secure the just configured physical storage.

Document No.: IG-2025-0014 Document Version: 1.0.0 Page 33 of 63



* ®
Configuration Overview UtlmaCO

Modify Virtual Storage

Virtual Protection Access

Storage Conizol Permissions

Modify Virtual Storage

Name ngn.2022-06.io.storesafe:nvme01
Status
Description

g
Active
Mode NVMe
Model

Serial Number

Owner admin
Last Update 2022-10-05 10:03:21 -0700
Datetime

Physical Storage

ﬂ Storage Description Device

d9395873-b937-4139-8911-

1 O nvmeoi 07c347c447¢0

Select “Privacy” for protection type and select the encryption key. Choose the cipher algorithm
and bit length.
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Modify Virtual Storage Handler

Virtual Storage Protection Access Control Permissions

Virtual Storage Protection

Protection Type  Privacy v
Encryption Keys

ﬂ Key Name Last Update Datetime
it O hsmkey01 2024-05-24 05:09:46 +0000

Remove
Cryptographic Cipher

Cipher Algorithm  AES XTS5 v

Bit Length 256 v

Submit Close

Add clients’ NVMe Qualified Name (NQN) that can access Bloombase StoreSafe virtual storage.

Modify Virtual Storage Access Control

Virtual Storage Protection Access Control Permissions
Initiators
El Initiator

Alias Warning Last Update Datetime

1 (J  nan.2014-08.org.nvmexpress: uuid:cf2eae4 2-6537-4891-85c2-77bbff4598b8 2022-06-03 14:50:03 -0700

2 O ngn.2014-08.org.nvmexpress: uuid:98c22f42-0694-af6éd-1b5b-6d7b4ea9944d 2022-07-13 12:20:18 -0700

Start Bloombase StoreSafe virtual storage.
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Virtual Storage Status

Virtual Storage

Name ngn.2022-06.io.storesafe:nvme01
Status

Active

Type NVMe

Physical Storage

Name nvmeO1l

Type Unknown

Active Share Status

Share Name ngn.2022-06.io.storesafe:nvme01
T ge Unknown
Type
Target : ngn.2022-
Storage Path 06.io.storesafe:nvme01
LUN 1:[ SS nvme33nl_ |;
Sessions 2 B

Refresh Stop Start Close
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4.5 Storage Clients

4.5.1 Microsoft Windows 11

Client host running Microsoft Windows 11 is used to access Bloombase StoreSafe Intelligent
Storage Firewall virtual storage.

>

el

&

i
Imel e

15C5! Inftiator Properties %

Targets Discovery Favonte Targets  Volumes and Devices RADILS  Ganfiguraton

Target portals

The system vl lock for Tarpets on folowng portals: L]
Adkdress Purt Adapter P addess
19216823156 3260 Default Defauit

To add a target porta, clck Discover Portal, Discover Portal...

To remave 2 target porta), select the address above and
then dick Remove.

S servers
The systemis registered on the foloing ISNS servers:

N2 T

4.5.2 Ubuntu 22.04 LTS

Client host running Ubuntu 22.04 LTS is used to access Bloombase StoreSafe Intelligent Storage
Firewall virtual storage.

The client will need nvme initiator software installed.
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I~5 nvme
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5 Test Cases

5.1 Tests for Data-at-Rest Encryption over NFS

NFS shares are an example from the many protocols Bloombase StoreSafe supports for

encryption. A share from a Windows Server 2025 system that is accessible by configure clients
is created to act as backend storage. Bloombase StoreSafe creates a virtual encrypted share on
its own hostname path that is accessed from a client software system.

[ This PC

v Quick access
@ Desktop
i Downloads
ﬁ Documents
P4 Pictures
- E\
%o Local Disk (C:)
o Music
n Videos

> @ OneDrive

> Il ThisPC

> ‘“ Network

9 iterns

> ThisPC

~ Folders (6)

» i Desktop

U Music
+» N
# ~ Devices and drives (3)

H Floppy Disk Drive (A:)

> E8 DVD Drive (D) ESD-I

Document No.: IG-2025-0014

Tb sort ~ 82 View - sas

2 Add a network location
= Map network drive

5 Disconnect network drive
::g: Select all

oo Select none

2% Invert selection

Properties

& Options

Document Version: 1.0.0

-

]

¥

el

Search This PC

Downloads

h Videos

o

DVD Drive (D:) ESD-1S0
0 bytes free of 4.24 GB
UDF

I
(]
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4 & Map Network Drive

What network folder would you like to map?

Specify the drive letter for the connection and the folder that you want to connect to:

Drive; Z: w

Folder: WibloombaselTinfs01 Browse...

Example: \\serverishare
B Reconnect at sign-in
|| Connect using different credentials

Connect to a Web site that vou can use to store vour documents and pictures,

Einish Cancel

Microsoft Windows 11 clients can use the included map network drive option to add the NFS
share presented by

Bloombase StoreSafe Intelligent Storage Firewall with a drive letter. Data owners can
alternatively use the mount command to specify additional mounting options.
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| B Command Prompt - O *

C:\Users\user@l>mount i‘
Local Remote |
|

C:\Usersiuserdl>_

On the demo virtual encrypted NFS share, a sample plaintext file is created by the client and
saved. The file is transparently encrypted by the Bloombase StoreSafe encryption engine and
stored on the Microsoft Windows Server 2025 backend share.
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&
B password.ixt - Notepad == O x
A il File Edit Format View Help
A o st 2 My IRS password: iluvyow

E‘_,' New folder - FD

T

S == » ThisPC » nfs01 (\bloombased1) (£:)

~
Mame

b Quick access
=] password.bet
Gl Desktop *

4 Downloads # - 11
>

= Documents #

P9 Pictures *

% Local Disk (C:)

@) Music

are protected
rty rights in
u Videos
> o OneDrive Ln 1, Col 25 100%  Windows (CRLF) UTF-8 |
1 item S , I%I — License

Terms to:
userfl

. [F o _S03AM
) 9 73072021

If the application data is attempted to be accessed directly on the backend without going
through the Bloombase StoreSafe encryption engine, only ciphertext can be read as expected.
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Windows Servers

Microsat Windovs Server
Version 2442 (05 Build 26212.5000)
& Micramet Corparation, A rights reserved.

The Windws Server 2025 Datacenter @perating SyStem and s user

interfoce are prosected oy rsdemark and ather panding or eting s T

Intsictunl proparty oAt i the Lt States snd aaher . |, @& "oa

courtries/regeas. uI*FL,) —nobody <1.3.6.1.4.1.23372.8.1.2.4.1 + 1, je, 77 elelided-'w hsmkeyel,
&) w ~ HUBAALH! THT -

EVOURIION capy. BXNeS B/15/2024 3:37 PN L0 0 el H

*=2|/kieRcl200[ Ay cEAipYexTIge i+ 0
%268 ¢/—03, €] 1AN0HOSSE v7 1 - 36XCYBA[E| xilguF-AD4 Dp-§JT01Em,|$10,!caTdgaldd ul.}\DOZ™M|B0gE: FOVIBE2Y,AASTW: OG2<BY

This produet s boensed under the (8210507 S0ftware Lceose

Terms o F(aVah]t=, ™[R, Z7andRéx-0< @ vert| J0rveSTAU{EC Q-1 |sr java.util.Arraylistad=Casl 1 Jsizexp  wl ur
s 1532 4,a{Q!Ra M " *Eh @1 [0%_yI5x0m;

orgrems i xS AV R, 9V D= dye LOZLieX Axw=Df03}]" 1rv_iASgUndTmet 06552 0R) [ELBF,€O0F0b 3+ 6qéfiaxTLE 1%mc6: Firtint lidni

<0G RAIPZGSTINR) 43"
Di@
nfs0l X + ajr2Ed(0- ¢1bv=E,,|D2P-]Jubia x

~ G O 3 ThsPC >

@ New £ <o i) &
Nime ul*FL,) -nobody +1.3.6.1.4.1.23372.8.1.2.4.1 + 7, e, 7 elelded-W lehsmkeyol
) Home AEHERHIv-02-  *THTE
sdfsd 1, ®=0}/E3eRcHI00[ Ay cEALPTEXTIge[4I°00
B Gatery %265 ¢/ -0t E1iAn0FI0558 v7: - 285CyBA[ €| xiiguF-Add " Bp=6710iEx,{¢10Q,lcaldgald ni.}\DoZ=ww|dogE: FOVISELY,AGSTWE Olz<eq
saf F(&Vgh | t=, 7|8, |Z74mdRéx -Oc " gEpIY, VISt | 103veSTAU(EC Q-1 |sr ljava.util.Arraylistsd=Ca- b T Isizexp
i 1,3{Q1al Mk **Ehde =T 10X _y T3xDM; ii-9¢
B Desicop # h xfis | {4V [,B, 95V B wyr  LOZLeifex  Ax"w=3fl2}]7_1yv_iAdgind*mp''84ds2oR) [ELSF,€OF0p *:aqéfiqy|LE Tonc6: ¥ int "litm

<IPylUG"ATRZGSI9NP) 463"

Downloads
Documents tn1.col 1 100% | Macintosh €1 ANSI
B Doaw

I Pictures
B Music

1 Videos

smb01

I T AC

& DVD Drive (D)€

i Network

Titems ¥ item sebected BOOKE  State:[# Shared

B Qs E B CRL TS ~ GO 000

5.2 Tests for Data-at-Rest Encryption over SMB

SMB shares are an example from the many protocols Bloombase StoreSafe supports for
encryption. A share from a Windows Server 2025 system that is accessible by domain users is
created to act as backend storage. Bloombase

StoreSafe creates a virtual encrypted share on its own hostname path that is accessed from a
client software system.
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[ bloombase0

@ New v 3o (] @ =l E4 1]

&« = ~ 4 B> Network > bloombasedl »

~ ' Quick access smb01

—
Bl Desktop
i Downloads

E Documents

» % % 0

P4 Pictures
o Music
n Videos

> @ OneDrive
> [l This PC

> El Metwork

1item

T sort v 8T view v

Il
[}

N Windows 11

Mirasaft vindows
Verson 232 (05 Buld 22000,132)
@ Microsoft Corporasion. A8 rights reserved

[ Fe Expiores
The s 11pr cperatng systen s e erfce e

pendng 0
the Uiited States and other counbiesfegions. ‘

# \ibloombasedT\smb01
This prod.ct s beensed under the Microsaft Softwers Licsnse
Tems to:
 Folders ()

Dy

-
»
Music

[ B

» Recent files (16)

L

Enter network credentials

Enter your credentials to connect to: bloombase0l

user01

Domain: ADI9

[ Remember my credentials

HoEO=CE M v

1205 P
A gno0m

Microsoft Windows 11 clients can use the included network share on file manager to access the

SMB share presented by Bloombase StoreSafe Intelligent Storage Firewall. Data owners can
alternatively use the Net Use command to specify additional mounting options.
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ER Administrator: CAWINDOWS\system32icmd.exe i & »
rosoft [Version 1@ EE

ministrator>r
ions will be

Remote Network

The command completed

administra

On the demo virtual encrypted SMB share, a sample plaintext file is created by the client and
saved. The file is transparently encrypted by the Bloombase StoreSafe encryption engine and
stored on the Windows Server 2025 backend share.

~oa Ene

If the application data is attempted to be accessed directly on the backend without going
through the Bloombase StoreSafe encryption engine, only ciphertext can be read as expected.
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I € 1| s ThPC 5 LocolDisk(C) » Shares » smbdl

g 02 (ad 9.k

nemespacedl) (]
& #1503 (1\ad 19,68 comnamespaced) (1) R BAZRIGMAM  TetDocument aKs
smikat
System32
B ThisPC
B 30 Objects
| BB Oskop

3 s - Notepsd - o x

+ “MYIBOTCCATUCAQAHAQGOAYDVQRODAVZXkuQT LAOBNDGSa FpL 1y JonCi

Foed

Windows (CRLF) Ln, ColE17 100%

5.3 Tests for Data-at-Rest Encryption over iSCSI

ISCSI targets are an example from the many protocols Bloombase StoreSafe supports for
encryption. A target from a Microsoft Windows Server 2025 system that is accessible by
configure clients is created to act as backend storage. Bloombase StoreSafe creates a virtual
encrypted share on its own hostname path that is accessed from a client software system.
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i5C5! Initiator Properties |

e RN T .2 A i = =TSR = -

Targ ration

Discover Target Portal et

Enter the IP address or DMS name and port number of the portal you
1 want to add.

To change the default settings of the discovery of the target portal, dick 8
the Advanced button.

{ IP address or DNS name: Port: (Defaultis 3260.)
| < bloombased 1] 3260 .
' | k.

1 | Advanced... (8] 4 Cancel
| { Z i3
i
[ i5M5 servers
! The system is registered on the following iISNS servers: Refresh

Mame

i

To add an iSNS server, dick Add Server. Add Server..,

To remove an iSMS server, select the server above and P

then dick Remave, t

QK Cancel Apply
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iSCSI Initiator Properties x ‘

Targets Discovery Favorite Targets  Yolumes and Devices  RADIUS  Configuration

Target portals .
h . . : Refresh ] |
| e system will look for Targets on following portals: |
|
! Address Port Adapter IP address
| :
[ ibloombaszel 1 3260 Default Default
| |
To add a target portal, dick Discover Portal. Discover Portal. ..
To remove a target portal, select the address above and e
then dick Remaove. =
iSM5 servers
The system is registered on the following iSMNS servers: Refresh
Marme
To add an iSMS server, dick Add Server. Add Server..,
To remove an iSMS server, select the server above and TR
then dick Remove. -
QK Cancel Apply

Microsoft Windows 11 clients can attach the virtual encrypted share with the default iISCSI
initiator tool. Add the hostname and port to the discover tab, then connect to the iISCSI storage
target presented by Bloombase StoreSafe Intelligent Storage Firewall. To access the Bloombase

StoreSafe iISCSI disk, make sure the client IQN is be added the Bloombase StoreSafe

configuration. The disk will be mounted to the system and it can be formatted with a filesystem.
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Targets Discovery Fawvorite Targets  Wolumes and Devices  RADIUS  Configuration

Quick Connect

To discover and log on to & target using a basic connection, type the IP address or
DMS name of the target and then dick Quick Connect.

Target: Quick Connect...

Discovered targets
Refresh

Mame Status
iqn. 2012-07.com. bloombase:iscsil 1 Inactive

Connect To Target *

Target name:

ign. 2012-07.com.bloombase:iscsil 1

[ Jindd this connection to the list of Favorite Targets, !

This will make the system automatically attempt to restore the |-
connection every time this computer restarts, I

[ 1Enable multi-path .
it
Advanced... Cancel i
For configuration of devices assocated with a target, select §e
the target and then dick Devices.
QK Cancel Apply
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BE Windows 11

tiotor Properties

Targets Dicovery Favorite Targets Volumes and Devices RADILS Corfiguration
Quick Camect

To iogon o2 the 1P asdress
DS name of the target and then ok Quick Comect.

Target:
Dicovered targets.

tame
1201307, com blosbassrace01

T connect using adsnced options, select = erget and then
dick Connect.

o corpletely disconnsct » target, sslect the targat and
then dick Diormect.

For target properties, nchudng configuration of sessions,
select the targetand dick Propertes.

For configuration of devicas assaclated with a target, sslct
the targat and then cik Devicas.

| abisk(e)

8 Disic Management
File Action Help

LR 1S =

Volume [ Layout

[ Fite System
WTFS

[status [ Copucity

[FreeSpa [ Free
8 70%

=) Smple

=) Smple

R TN

~ Folders (6]

R e

mioads  #
Music
uments 4

e # - Devices and drives (4)

F Fiopp sk Dive (3

3l Disk (&3]
Local Disk (E)
-

9.94.GB frez o1 9.98 GB
o

e
Drive (D) ESD-1

ork

A S
L EsD-150 @) Simple
—SymemResenes  Simple

Healthy (B.. 7245 GB w
Healthy (B... 9.98 GB 99568 T00%
Healthy (R.. 506 MB 506 MB
Healthy (P.. 424G8 ome
Healthy (5. 50MB 19M8

“ODisk 1
Unknoun
M8

Mot Initisfized

®
998 GE 09168

| B Unsliscoted B Primory parition

NTFS
Online Healthy (Basic Data Partition]

BLOOMBAS SSFC VDISK SCS! Disk Device Propeties

~Disk 2 I Goncol foices Vomes Diver Detels Everts

BLOOMBAS SSFCVDISK SCS1 Disk Device

Devcetpe:  Diskdwes
Morfocurer.  (Standrd dsk dives)

Location Bus Humber 0 Tangek 40, LUN 1

Device stehus
[hee device i working propedy.

On the demo virtual encrypted iSCSI target, a sample plaintext file is created by the client and
saved. The file is transparently encrypted by the Bloombase StoreSafe encryption engine and
stored on the Microsoft Windows Server 2025 storage backend.

Document No.: IG-2025-0014

Document Version: 1.0.0

Page 50 of 63



Test Cases UtimaCOQ

he ]
e
m Targets Discovery Favorite Targets Volumes and Devices RADIUS  Configuration |
ick Connect e
Qi : e ) ! = password.txt - Motepad = O x
- To discover and log on to 3 target using a basic connection,
é‘ DNS name of the target and then dick Quick Connect. File Edit Format View Help

=l Ny IRS password: iluvyou
E‘_,' Mew folder - ;‘é LD EI] =

€ v A == 3 This PC » Local Disk (E:)
~
e Local Disk (C:) blme
& Music |= password.txt
3 videos ; 11
> @ OneDrive
> [l This PC

> ®8 DVD Drive (D:) ES

are protected
> ®8 DVD Drive (D:) E€ Ity rights in
> Ml Network Ln1, Col 1 100%  Windows (CRLF) UTF-8
. . =1

litem  1item selected 24 bytes I%I = e

( Terms to:

user0l
OK Cancel Apply oK

9110 AM

~ L7 % m00m

If the application data is attempted to be accessed directly on the backend without going
through the Bloombase StoreSafe encryption engine, only ciphertext can be read as expected.
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EX Administrator: Command Prompt s O b4

EX Administrator: Cornmand Prompt - | X

\Users\administrator. anlo: A\ i i « | Findstr password

\Users\administrator

5.4 Tests for Data-at-Rest Encryption over NVMe/TCP

Client that has appropriate access can discover Bloombase StoreSafe Intelligent Storage Firewall
virtual storage over NVMe/TCP protocol.
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uuid:cf?

Ensure that Bloombase StoreSafe Intelligent Storage Firewall virtual storage is attached to the
client after successful discovery and connection.

mount

Sample plaintext files have been pre-added into Bloombase StoreSafe Intelligent Storage Firewall
NVMe/TCP virtual storage.

Trusted client is able to access and read the Bloombase StoreSafe encrypted files as if they are
in clear-text.
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SAMNO0183116

(human)

Any file/data stored via Bloombase StoreSafe Intelligent Storage Firewall NVMe/TCP virtual
storage is seamlessly encrypted at the storage with zero operational impact to end users,
system administrators and software applications.
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Trusted client is able to access and write files into Bloombase StoreSafe Intelligent Storage
Firewall as if they are plain-text files.

Any file/data stored via Bloombase StoreSafe Intelligent Storage Firewall virtual storage is
seamlessly encrypted at the storage with zero operational impact to end users, system
administrators and software applications.

hexdump -C
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6 Conclusion

In this integration guide, we have shown how to set up Bloombase StoreSafe Intelligent Storage
Firewall with Utimaco GP HSM to deliver on-the-fly encryption of multiple storage protocols
including SMB, NFS, iISCSI and NVMe/TCP. The end result is a high-bandwidth, application-
transparent storage encryption solution with centralized key management that locks down
sensitive crown-jewel data on disks and helps mitigate information exfiltration threats for
mission-critical systems and data services.

As a summary,
e Utimaco GP HSM 4.80.0.0

has been integrated with Bloombase StoreSafe Intelligent Storage Firewall to deliver encryption
security of Microsoft Storage Server on Microsoft Windows Server 2025 over SMB/CIFS, NFS,
ISCSI and Rocky Linux 9 via NVMe/TCP network storage protocols for software applications
running on Microsoft Windows 11 and Ubuntu 22.04 LTS.

Bloombase Product Client Systems Storage Backends Key Management
System
* Microsoft * Microsoft .
Bloombase Windows 11 Windows Server Utimaco GP HSM
, 2025 4.80.0.0
StoreSafe Intelligent - Ubuntu 22.04
LTS * Rocky Linux 9

Storage Firewall 4.0
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7 Disclaimer

The integration procedures described in this paper were conducted in the Bloombase InteroplLab.
Bloombase has not tested this configuration with all the combinations of hardware and software
options available. There may be significant difference in your configuration that will change the
procedures necessary to accomplish the objectives outlined in this paper. If you find that any of
these procedures do not work in your environment, please contact us immediately.
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