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1 Introduction

This guide is part of the information and support provided by Utimaco. Additional documents

produced to support your Utimaco SecurityServer product can be found in the document
directory of the Utimaco SecurityServer product bundle. All Utimaco SecurityServer product
documentation is available on Utimaco's website at https://utimaco.com/.

1.1 About This Guide

This guide describes how to enable HSM integration with Microsoft DNS. Utimaco HSM securely
stores the key signing key (KSK) and zone signing key (ZSK) used by Microsoft DNS Security

Extension and offloads the signing operations on the HSM.

1.1.1 Target Audience for This Guide

This guide is intended for Microsoft DNS and Utimaco HSM administrators.

1.1.2 Document Conventions

The following conventions are used in this guide:

Convention Use

Bold Items of the Graphical User
Interface (GUI), e.g., menu options

Monospaced Code that is given for explanation
or as an example, file paths

ltalic References and important terms

Table 1: Document conventions

Table 1: Document conventions

Document No.: IG-2026-0041 Document Version: 1.0.0

Example

Select Details and click on
Properties button

certreq.exe -new
request.inf

IISCertRequest.csr

Operating system listed in
Tested Versions
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We use special icons to highlight the most important notes and information.

Here you will find important safety information that should be followed.

ﬂ Here you will find additional notes or supplementary information.

<\;¢‘;;?"/; This message marks the result expected after the successful execution of an
instruction.

1.1.3 Abbreviations

The following abbreviations are used in this guide:

Abbreviation

API

CD

CNG

CSP

CSADM

CXl

DNS

Document No.: IG-2026-0041

Application Programming Interface

Compact Disc

Cryptography API Next Generation

Cryptographic Service Provider

CryptoServer Command-line Administration Tool

Cryptographic eXtended Services Interface

Domain Name System

Document Version: 1.0.0
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Abbreviation

DNSSEC

GUI

HMAC

HSM

KSK

LAN

MBK

NSEC

PCle

PIN

PTR

TAs

TCP

Document No.: IG-2026-0041

Domain Name System Security Extension

Graphical User Interface

Hash-based message authentication code

Hardware Security Module

Identity

Internet Protocol

Key Signing Key

Local Area Network

Master Backup Key

Next Secure

PCI Express Interface

Personal Identification number

Pointer

Trust Anchors

Transmission Control Protocol

Document Version: 1.0.0
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Abbreviation Meaning
URL Uniform Resource Locator
ZSK Zone Signing Key

Table 2: List of abbreviations

Document No.: 1G-2026-0041 Document Version: 1.0.0 Page 8 of 82
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2 Overview

2.1 Microsoft DNS

Domain Name System (DNS) is one of the industry-standard suites of protocols that comprise
TCP/IP, and together the DNS Client and DNS Server provide computer name-to-IP address
mapping name resolution services to computers and users.

Domain Name System Security Extensions (DNSSEC) is a suite of extensions that add security to
the DNS protocol by enabling DNS responses to be validated. Specifically, DNSSEC provides
origin authority, data integrity, and authenticated denial of existence. With DNSSEC, the DNS
protocol is much less susceptible to certain types of attacks, particularly DNS spoofing attacks.

DNS zone can be secured with DNSSEC using a process called zone signing. The keys used in
zone signing are stored on Utimaco HSM. Signing a zone with DNSSEC adds validation support
to a zone without changing the basic mechanism of a DNS query and response.

Validation of DNS responses occurs using digital signatures that are included with DNS
responses. These digital signatures are contained in new, DNSSEC-related resource records that
are generated and added to the zone during zone signing.

2.2 Utimaco CryptoServer HSM

CryptoServer is a hardware security module developed by Utimaco IS GmbH. CryptoServer is a
physically protected specialized computer unit designed to perform sensitive cryptographic
tasks and to securely manage as well as store cryptographic keys and data. It can be used as a
universal, independent security component for heterogeneous computer systems.

Document No.: IG-2026-0041 Document Version: 1.0.0 Page 9 of 82
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3 Prerequisites and Requirements

Ensure that the system environment you will be using meets the following hardware and
software requirements.

This guide assumes that the user has already installed and configured the required software.

3.1 Tested Versions

The integrations that have been successfully tested with the Utimaco HSM with Microsoft DNS.
Operating Systems Utimaco Security Server Version Utimaco HSM

Windows Server 2019 = SecurityServer 4.45.5.1 CryptoServer CSe-Series/Se-
Series

Table 3: List of tested versions

3.2 Software Requirements

Product Version

HSM Interfaces CryptoServer CSP/CNG Provider

Table 4. List of software requirements

Document No.: 1G-2026-0041 Document Version: 1.0.0 Page 10 of 82
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3.3 Hardware Requirements

Hardware Hardware Requirements

Utimaco LAN HSM  CryptoServer CSe-Series/Se-Series LAN with firmware SecurityServer

4.45.5.1 or higher

Utimaco PCl-e HSM  CryptoServer CSe-Series/Se-Series PCl-e with firmware SecurityServer

4.45.5.1 or higher

Table 5. List of hardware requirements

3.4 Prerequisites

Please ensure that:

= The CryptoServer is set up and configured. Refer to the CryptoServer documentations to
set up the HSM.

= The MBK is created and stored onto each HSM. Refer to the CryptoServer documentations
to set up the MBK.

= The CryptoServer Default Admin is replaced with a new admin user. Admin user is required
for installing software.

= The operating system used is listed in Tested Versions.

= The SecurityServer used is listed in Tested Version.

= There is Static IP assigned before installing DNS Server Role.
= Port 53 is allowed through Firewall.

= You familiarize yourself with the MS DNS documents and setup process.

Document No.: IG-2026-0041 Document Version: 1.0.0 Page 11 of 82
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4 Configuring the CSP-CNG Provider

4.1 Introduction and Prerequisites

A CSP (Cryptographic Service Provider) is a general-purpose cryptography standard, developed
by Microsoft. On one side it defines a cryptographic interface to be used by applications
(CryptoAPI). On the other side it defines an interface to be used by manufacturers to integrate
their cryptographic hardware.

A CNG (Cryptography API Next Generation) is the second-generation cryptographic interface,
developed by Microsoft. It offers updated cryptographic algorithms and is intended for a long-
term replacement of CSP.

When installing the CryptoServer Setup make sure to select the CPS/CNG - Cryptographic
Service Provider (Microsoft) interface. A Cryptographic User should be created as well as an MBK
should be generated.

Generating the MBK is necessary for the HSM to become operational. Without the
MBK, one cannot run any cryptographic operations.

4.2 Creating HSM Users

Start the CryptoServer Administration Tool and log in a user with the permission level of at least
02000000.

4.2.1 Creating a Key Manager User

If the Key Manager and Crypto user roles are separated, a Key Manager user might need to be
created.

More users with the permission level 00000010 might be needed (Group 1) to enforce "'m of n'
security policy for the key management and smart card authentication might need to be used.

For this guide, only one Key Manager user will be created.

Document No.: IG-2026-0041 Document Version: 1.0.0 Page 12 of 82
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& Add User X

Name of New User
UtimacoKeyManaaer

~User Profile

User account with customized permissions

Customized User v
Authentication Mechanism

(O Smartcard (RSA Signature) (O) Smartcard (ECDSA Signature)

(O Keyfile (RSA Signature) () Keyfile (ECDSA Signature)

(® Password (HMAC) (O Smartcard (PIN Pad at CryptoServer)

Group/Role and Permission Level

User Manager (Group 7) 0 v Group3 0 v
System Manager (Group 6) 0 v Group 2 0 v
NTP Manager (Group 5) 0 v Group1 2 v
Group 4 0 v Cryptographic User (Group 0) 0 v
Attributes

Custom String  CXI GROUP=CNG

OK Cancel

Figure 1 : Creating key manager user

4.2.2 Creating a Crypto User

Crypto Users with permission level of 00000002 will have to be created. Use encrypted
passwords. For this guide, a user with permission level of 00000002, CXI Group "CNG" and
HMAC password will be created.

Document No.: IG-2026-0041 Document Version: 1.0.0 Page 13 of 82
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@ Add User X

Name of New User
UtimacoCryptoUser

User Profile

User/application account for key management and key usage.

Cryptographic User Y
Authentication Mechanism

O Smartcard (RSA Signature) O Smartcard (ECDSA Signature)

(O Keyfile (RSA Signature) (O Keyfile (ECDSA Signature)

(® Password (HMAC) (O Smartcard (PIN Pad at CryptoServer)

Group/Role and Permission Level

User Manager (Group 7) 0O Group 3 0O
System Manager (Group 6) 0 Group 2 0
NTP Manager (Group 5) 0O Group 1 0
Group 4 0O Cryptographic User (Group 0) 2
Attributes

Custom String  CXI GROUP=CNG

OK Cancel

Figure 2 : Creating a crypto user

ﬂ Based on your requirement, the user can use Password (HMAC), Smart Card or
KeyFile protection type. If you are using Smartcard Authentication, the prompt will
go on the PIN Pad device to insert Smartcard and enter the pin. Then press OK
button on the PIN Pad.

4.3 Setting up the CSP/CNG Provider

The CS_CNG_CFG environment variable contains the path and name of the configuration file. By
default, it is located at C:\ProgramData\Utimaco\CNG\cs_cng.cfg.

Document No.: IG-2026-0041 Document Version: 1.0.0 Page 14 of 82
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ﬂ For more advanced configuration, refer to [CspCng];.

1. Open the cs_cng.cfg file with an appropriate text editor.

»_ Console

> notepad %CS_CNG_CFG%

2. For this installation set the path to the log file and set the log level to "ERROR".

»_ Console

# Path to the logfile (name of logfile is attached by the API)
Logpath = C:\ProgramData\Utimaco\CNG\log
# Loglevel (0 = NONE; 1 = ERROR; 2 = WARNING; 3 = INFO; 4 = TRACE)

Logging = 1

0 To make your testing easier, it would be good to enable the CNG log file. That can be
enabled by editing the Logging Loglevel. Set the LogPath and Logging Loglevel to 1.
For testing you may want to increase it to 4.

The added LogPath points to a writable directory, not to a file.

If you encounter problems, check the log file named cs_cng.log inthe LogPath
defined directory. When you are done testing, you should change Logging to 1 or 2.
This will limit the logging to only critical and important messages.

3. Set the Login. In this case, the name of the Cryptographic User is "UtimacoCryptoUser"
with an HMAC password "Utimaco19".

Document No.: IG-2026-0041 Document Version: 1.0.0 Page 15 of 82
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»_ Console

Login = UtimacoCryptoUser ,HMACPwd=Utimaco19

ﬂ If using Smartcard or KeyFile protection make the appropriate change in the Login
section as shown below:

Login username,RSASign=filename#password

Login = "SmartCardUser,RSASign=:cs2:auto:USBO@<HSM-IP>"

For additional information refer to
CryptoServer_csadm_Manual_Systemadministrators.pdf document, found on
the product CD in the Documentation directory.

4. Set the group name and IP address of the HSM.

»_ Console

Group = CNG
# default device and fallback devices
Device = 10.44.223.141

6 For more information regarding the commands and command parameters, please
check the Utimaco documentation. The device may be a CryptoServer (PCle or LAN)
device. The device line will follow one of these patterns, based on the HSM form-
factor:

Device 288@<HSM IP address> Hardware (LAN) HSM

OR

Device = /dev/cs2.0 Hardware (PCIe) HSM

4.3.1 Testing Connection

To enumerate providers, use the following command:

Document No.: IG-2026-0041 Document Version: 1.0.0 Page 16 of 82
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»_ Console

> cngtool EnumProvider

Microsoft Key Protection Provider Microsoft Passport Key Storage Provider
Microsoft Platform Crypto Provider Microsoft Primitive Provider

Microsoft Smart Card Key Storage Provider Microsoft Software Key Storage
Provider Microsoft SSL Protocol Provider

Windows Client Key Protection Provider

Utimaco CryptoServer Key Storage Provider

To get the provider information, use the following command:

»_ Console

>cngtool ProviderInfo

Provider : Utimaco CryptoServer Key Storage Provider Device : 10.44.223.141
Group : CNG

Mode : Internal Key Storage

Name : Utimaco CryptoServer Key Storage Provider Name : Utimaco CryptoServer Key
Storage Provider Version : 0x02010000

Impl. -Type : 0x00000011 MaxNameLength : 0x00000104 Device : 10.44.223.141
Group : CNG

Mode : Internal Key Storage

Document No.: 1G-2026-0041 Document Version: 1.0.0 Page 17 of 82
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5 Integrating Microsoft DNS Server with Utimaco HSM

5.1 Install Microsoft DNS

1. Log onto the machine with Admin privileges.
2. Open the Server Manager.

3. Click on Add Roles and Features and click Next.

Fﬁ Add Roles and Features Wizard

Before you begin

Installation Type hosting a website.

Server Selection .
To remove roles, role services, or features:
Start the Remove Roles and Features Wizard
Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

complete the steps, and then run the wizard again.

To continue, click Next.

[] Skip this page by default

< Previous Install

Figure 3 : Add roles and features wizard

4. Select Installation Type and click Next.

Document No.: IG-2026-0041 Document Version: 1.0.0

O X

DESTINATION SERVER

DNSSEC

Before You Begin This wizard helps you install roles, role services, or features. You determine which roles, role services, or

features to install based on the computing needs of your organization, such as sharing documents, or

If you must verify that any of the preceding prerequisites have been completed, close the wizard,

Cancel
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Add Roles and Features Wizard == O X

DESTINATION SERVER

Select installation type DNSSEC

Before You Begin Select the installation type. You can install roles and features on a running physical computer or virtual

machine, or on an offline virtual hard disk (VHD).
Installation Type

. (® Role-based or feature-based installation
Server Selection 3 ) g ;
Configure a single server by adding roles, role services, and features.

O Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

I < Previous l | Next > i Install

Figure 4 : Select installation type

5. Select Destination Server and click Next.

Document No.: IG-2026-0041 Document Version: 1.0.0 Page 19 of 82
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Add Roles and Features Wizard

Select destination server

Before You Begin
Installation Type
Server Selection
Server Roles

Features

— O X

DESTINATION SERVER
DNSSEC

Select a server or a virtual hard disk on which to install roles and features.

O Select a virtual hard disk

Server Pool

Filter: l

Name IP Address

DNSSEC 172.23.0.24

Operating System

Microsoft Windows Server 2019 Datacenter

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

I < Previous l I Next > Install

Figure 5 : Select destination server

6. In Select Server Role click on DNS Server and click Next. Click on Add Features, and click

Next.

Document No.: IG-2026-0041
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Add Roles and Features Wizard 8¢

Add features that are required for DNS Server?

The following tools are required to manage this feature, but do not
have to be installed on the same server.

4 Remote Server Administration Tools
4 Role Administration Tools
[Tools] DNS Server Tools

Include management tools (if applicable)

Add Features Cancel

Figure 6: Add features

7. Click Next on Select Features and click Next on DNS Server.

8. On the Confirm installation selections screen select Restart the destination server
automatically if required and click on Install.
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Fﬁ Add Roles and Features Wizard

Confirm installation selections

Before You Begin
Installation Type
Server Selection
Server Roles
Features

DNS Server

To install the following roles, role services, or features on selected server, click Install.

Restart the destination server automatically if required

DNS Server

Remote Server Administration Tools
Role Administration Tools
DNS Server Tools

Export configuration settings
Specify an alternate source path

a X

DESTINATION SERVER

DNSSEC

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

< Previous Next > Install

l l Cancel

Figure 7 : Confirm installation selections

9. Check the installation progress.

Document No.: IG-2026-0041

Document Version: 1.0.0
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=, Add Roles and Features Wizard — a X

| nsta | | atiOﬂ p rog ress DESTINATION SERVER

DNSSEC

View installation progress

0 Feature installation
=
Installation started on DNSSEC

DNS Server

Remote Server Administration Tools
Role Administration Tools

DNS Server Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous Next > Close Cancel

Figure 8 : Installation progress

10. Once done, close the wizard and open DNS from Tools menu of Server Manager.

Server Manager * Dashboard

Manage  Jools  View  Hel

ive Directory Module for Windows PowerShell

Component Services
I8 Dashboard WELCOME TO SERVER MANAGER P i

Computer Management
i Local Server

i Al Servers gl Disk Cleanup
= Configure this local server DNS
== DNS o

7 ) . Event Viewer
B§ File and Storage Services b QUICK START R i
iSCS! Initiator

Defragment and Optimize Drives

Add roles and features
e ! Local Security Policy
Add other servers to nag Microsoft Azure Services
AUQ OUNE > vers 10 mal age
o ODBC Data Sources (32-bit)
TSNEW 4 Create a server group ODBC Data Sources (64-bit)

Performance Monitor

A ean Duint Mananamant

Figure 9 : Server manager

5.2 Create Forward Lookup Zone in DNS Manager

1. In DNS Manager right click on Forward Lookup Zone and click on New Zone...
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;E. DNS Manager

- O X
File Action View Help
e 7 ] P E@
£, DNS e
v 5 PNSSEC @ Add a New Zone
(&3l Forward Logk2:nZana-
> | Reverse Loc New Zone.. s ’
] n Name System (DNS) allows a DNS namespace to be divided into zones. Each zone
> || Trust Points . i ! e
o o View > rmation about one or more contiguous DNS domains.
> | Conditional
Refresh

ew zone, on the Action menu, click New Zone.

Help

Figure 10 : DNS manager

2. In New Zone Wizard click Next.
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New Zone Wizard X

Welcome to the New Zone Wizard

This wizard helps you create a new zone for your DNS server.

W\

A zone translates DNS names to related data, such as IP
addresses or network services.

To continue, click Next.

< Back Next > Cancel

Figure 11 : Zone creation wizard

3. Select Zone Type and click Next.
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New Zone Wizard X
Zone Type
The DNS server supports various types of zones and storage. -
Select the type of zone you want to create:
(® Primary zone
Creates a copy of a zone that can be updated directly on this server.
() Secondary zone
Creates a copy of a zone that exists on another server. This option helps balance
the processing load of primary servers and provides fault tolerance.
() Stub zone
Creates a copy of a zone containing only Name Server (NS), Start of Authority
(SOA), and possibly glue Host (A) records. A server containing a stub zone is not
authoritative for that zone.
Store the zone in Active Directory (available only if DNS server is a writeable domain
controller)
< Back Next > Cancel

Figure 12 : New Zone Wizard

ﬂ If your system is joined to domain, then you will get the option to select the Active
Directory Zone Replication Scope as shown below.
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New Zone Wizard X

Active Directory Zone Replication Scope
You can select how you want DNS data replicated throughout your network.

£
Select how you want zone data replicated:
(O To all DNS servers running on domain controllers in this forest: utitest.com
(@) To all DNS servers running on domain controllers in this domain: utitest.com
() To all domain controllers in this domain (for Windows 2000 compatibility): utitest.com
To all domain controllers specified in the scope of this directory partition:
< Back Next > Cancel

Figure 13 : Active Directory Zone Replication Scope

4. Assign the Zone Name and click Next.

Document No.: IG-2026-0041 Document Version: 1.0.0 Page 27 of 82



Integrating Microsoft DNS Server with Utimaco HSM

utimaco’

New Zone Wizard

Zone Name
What is the name of the new zone?

the name of the DNS server.

Zone name:

utitest.com|

The zone name specifies the portion of the DNS namespace for which this server is
authoritative. It might be your organization's domain name (for example, microsoft.com) or
a portion of the domain name (for example, newzone.microsoft.com). The zone name is not

< Back

Figure 14 : Zone Name

5. Select the Zone File option and click Next.

Document No.: IG-2026-0041 Document Version: 1.0.0
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New Zone Wizard X

Zone File
You can create a new zone file or use a file copied from another DNS server.

Do you want to create a new zone file or use an existing file that you have copied from
another DNS server?

(@) Create a new file with this file name:

utitest.com.dns

() Use this existing file:

To use this existing file, ensure that it has been copied to the folder
%SystemRoot%)\system32\dns on this server, and then click Next.

< Back Next > Cancel

Figure 15: Zone File name

6. Select the Dynamic Update option and click Next.
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New Zone Wizard X
Dynamic Update
You can specify that this DNS zone accepts secure, nonsecure, or no dynamic v

updates.

Dynamic updates enable DNS client computers to register and dynamically update their
resource records with a DNS server whenever changes occur.

Select the type of dynamic updates you want to allow:

Allow only secure dynamic updates (recommended for Active Directory)
This option is available only for Active Directory-integrated zones.

(O Allow both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted from any client.
~ This option is a significant security vulnerability because updates can be accepted
=== from untrusted sources.

(® Do not allow dynamic updates
Dynamic updates of resource records are not accepted by this zone. You must update

these records manually.

< Back Next > Cancel

Figure 16 : Dynamic Update option

0 If your system is in domain, then all the options will be available.

7. Check the information and click Finish.
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New Zone Wizard X

Completing the New Zone Wizard

You have successfully completed the New Zone Wizard. You
specified the following settings:

W

Name: utitest.com
Type: Standard Primary
Lookup type: Forward

File name: utitest.com.dns

Note: You should now add records to the zone or ensure
that records are updated dynamically. You can then verify
name resolution using nslookup.

To close this wizard and create the new zone, click Finish.

< Back Cancel

Figure 17 : Completing New Zone Wizard

5.3 Sign Forward Lookup Zone
1. Click on Server Manager by selecting Start > Server Manager.

2. Click Tools and open DNS Manager.
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Server Manager * Dashboard

Active Directory Module for Windows PowerShell
Component Services

i WELCOME TO SERVER MANAGER

88 Dashboard Computer Management
§ Local Server f Defragment and Optimize Drives
i All servers 2 > Disk Cleanup
= Configure this local server [ ons
e DNS
= A Event Viewer
¥R File and Storage Services b QUICK START g =
- A c iSCSI Initiator
2 Add roles and features

Local Security Policy

Microsoft Azure Services
ODBC Data Sources (32-bit)
ODBC Data Sources (64-bit)
Performance Monitor

Add othe

\T'S NEW i
i 4 Crea

Figure 18 : Server Manager
3. In the DNS Manager, browse to your Domain name, then right click on the forward zone
that you have created.

4. Click DNSSEC and then click Sign the Zone.

é; DNS Manager

File Action View Help

&= 2E XE L= i §C

& DNS Name Type Data
N i D,NSSEC Eg(same as parent folder) Start of Authority (SOA) [1], dnsse
v - F?rwa'rd LRokup Zanes E:l(same as parent folder) Name Server (NS) dnssec.
8 iiv::;teef_:: Update Server Data File
| Trust Point Reload
| Conditionz New Host (A or AAAA)..
New Alias (CNAME)..
New Mail Exchanger (MX)..
New Domain..
New Delegation...
Other New Records...
DNSSEC > Sign the Zone
All Tasks 3 Unsign the Zone
Properties
View >

Figure 19 : Sign the Zone
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5. In the Zone Signing Wizard, click Next.

Zone Signing Wizard

DNS Security Extensions (DNSSEC)

Domain Name System Security Extensions (DNSSEC) is a suite of extensions
that add security to the DNS protocol. Specifically, DNSSEC provides origin
authority, data integrity, and authenticated denial of existence. DNSSEC
provides the ability for DNS servers and resolvers to trust DNS responses by
using digital signatures for validation.

A\

To continue, click Next and this wizard will guide you through the zone
signing process.

[7]IDon't show this page again|

Learn more about DNSSEC

< Back Next > Cancel

Figure 20 : Zone Signing Wizard

6. In the Zone Signing Wizard options, click Customize zone signing parameters, and then
click Next.
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Zone Signing Wizard

Signing Options
The DNS server supports three signing options.

Choose one of the options to sign the zone:

@[gustomize zone signing parameters.]

Signs the zone with a new set of zone signing parameters.

() Sign the zone with parameters of an existing zone.

Signs the zone using parameters from an existing signed zone.

one Name:

() Use default settings to sign the zone.

Signs the zone using default parameters.

< Back

Figure 21 : Signing Options

7. On the Key Signing Key (KSK) Wizard, click Next.
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Zone Signing Wizard

Key Signing Key (KSK)
A KSK is an authentication key used to sign other keys.

The KSK is an authentication key that corresponds to a private key used to sign one or more other
signing keys. Typically, the private key corresponding to a KSK will sign other keys used for signing
the zone. A KSK may have a long validity period in order to provide a more stable secure entry point
into the zone. The public key of a KSK is used as a trust anchor for validating DNS responses.

Click Next to configure key signing keys.

["]/Don't show this page again|

Learn more about KSK

< Back Next > Cancel

Figure 22 : Key Signing Key

8. On the Key Signing Key (KSK) Wizard, click Add.
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Zone Signing Wizard X

Key Signing Key (KSK)
Configure one or more KSKs

Configure parameters for at least one KSK. A maximum of three KSKs can be specified for each of the

available cryptographic algorithms.
Algorithm Key length KSP Replication Rollover state  Initial rollover of...
< >
Add Edit Remove

o e

Figure 23 : Key Signing Key Wizard

9. On the New Key Signing Key (KSK) Wizard, from the dropdown of Select a key storage
provider to generate and store keys, select Utimaco CryptoServer Key Storage Provider.

10. Provide other information such as Cryptographic Algorithm and Key Length and then click
OK.

11. Uncheck the rollover option.
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New Key Signing Key (KSK)
Guid
Guid:
Key Generation

(® Generate new signing keys.

(O Use pre-generated keys

Key Properties
Cryptographic algorithm:
Key length (Bits):
Select a key storage provider to generate and store keys:

DNSKEY RRSET signature validity period (hours):

Replicate this private key to all DNS servers authoritative for this zone.

(Applicable only to AD integrated zones)

Key Rollover
[ Enable automatic rollover
ooy 4 755
-t rollover 0
OK Cancel

{00000000-0000-0000-0000-000000000000}

RSA/SHA-256 v

2048 v

<

Utimaco CryptoServer Key Storage Pri

168

Figure 24 : New Key Signing Key

manually rollover the keys before their expiry.

Automatic key rollover is not supported with Utimaco HSM. The user has to

12. On the Key Signing Key (KSK) interface, click Next.
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1ang [ P

Zone Signing Wizard

Key Signing Key (KSK)
Configure one or more KSKs

Configure parameters for at least one KSK. A maximum of three KSKs can be specified for each of the

available cryptographic algorithms.
Algorithm Key length KSP Replication Rollover state  Initial rollover of...
RSA/SHA-256 2048 Utimaco CryptoS... Enabled Disabled
< >
Add Edit Remove

< Back

Figure 25 : New Key Signing Key

13. On the Zone Signing Key (ZSK) Wizard, click Next.
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Zone Signing Wizard X

Zone Signing Key (ZSK)
A ZSK is an authentication key used to sign the zone data.

The ZSK is an authentication key that corresponds to a private key used to sign zone data. Typically
ZSKs are rolled over more frequently than KSKs.

Click Next to configure zone signing keys.

["]IDon't show this page again|

Learn more about ZSK

< Back Next > Cancel

Figure 26 : Zone Signing Key Wizard

14. On the Zone Signing Key (ZSK) interface, click Add.

15. On the New Zone Signing Key (ZSK) interface, from the dropdown of Select a key storage
provider to generate and store keys, select Utimaco Key Storage Provider.

16. Provide other information such as Cryptographic Algorithm and Key Length and click OK.

17. Uncheck the rollover option.
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New Zone Signing Key (ZSK) X
Guid
Guid: {00000000-0000-0000-0000-000000000000}
Key Properties
Cryptographic algorithm: RSA/SHA-256 o
Key length (Bits): 2048 v

<

Utimaco CryptoServer Key Storage Pri

Select a key storage provider to generate and store keys:

DNSKEY signature validity period (hours): 168 =
DS signature validity period (hours): 168 :
N ) 240
Zone record validity period (hours):
Key Rollover
[1Enable automatic rollover
NN R e e 90
ronover rrequency 1aays )i
Delay the First rollover by (days): 0 :
OK Cancel

Figure 27 : New Zone Signing Key

0 Automatic key rollover is not supported with Utimaco HSM. The user has to
manually rollover the keys before their expiry.

18. On the Zone Signing Key (ZSK) Wizard, click Next.
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Zone Signing Wizard X

Zone Signing Key (ZSK)
Configure one or more ZSKs

Configure parameters for at least one ZSK. A maximum of three ZSKs can be specified for each of the

available cryptographic algorithms.
Algorithm Key length KSP Rollover state  Initial rollover of...  Rollover frequ
RSA/SHA-256 2048 Utimaco CryptoS... Disabled
< >
Add Edit Remove

< Back Next > Cancel

Figure 28 : Configure parameters for Zone Signing Key

19. On the Next Secure (NSEC) Wizard select NSEC3, click Next.
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Zone Signing Wizard X
Next Secure (NSEC)
NSEC and NSEC3 resource records provide authenticated denial of existence. -

Choose NSEC or NSEC3 for authenticated denial of existence.

Iterations: 50
Generate and use a random salt of length: 8 :
[ Use opt-out to cover unsigned delegations
Recommended For zones with many unsigned delegation
() Use NSEC
< Back Next > Cancel

Figure 29 : Next Secure Wizard

20. On the Trust Anchors (TAs) interface, check the Enable the distribution of trust anchors
for this zone box, and click Next.

Document No.: IG-2026-0041 Document Version: 1.0.0 Page 42 of 82



* ®
Integrating Microsoft DNS Server with Utimaco HSM UtlmaCO

Zone Signing Wizard X

Trust Anchors (TAs)
Configure distribution of trust anchors and rollover keys.

[V][Enable the distribution of trust anchors for this zone.|

If this is also a domain controller, trust anchors for this zone will be distributed to all other DNS
servers running on domain controllers in the forest. If this DNS server is not a domain controller, a
trust anchor for this zone will be added only to the local trust anchor store. Selecting this option
enables DNSSEC validation for this zone on all the servers where trust anchors are distributed.

Enable automatic update of trust anchors on key rollover (RFC 5011).

< Back Next > Cancel

Figure 30 : Trust Anchors

21. On the Signing and Polling Parameters wizard, click Next.
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Zone Signing Wizard X

Signing and Polling Parameters
Configure values for DNSSEC signing and polling.

E
DS record generation algorithm: SHA-1 and SHA-256 N
DS record TTL (seconds): \ EEE
DNSKEY record TTL (seconds): 3600
Secure delegation polling period (hours): 12 =
Signature inception (hours): 1 M
Offset from current time when the signature is created.
< Back Next > Cancel

Figure 31 : Signing and Polling Parameters

22. On the DNS Security Extensions (DNSSEC) interface, click Next, and then click Finish.
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Zone Signing Wizard X
DNS Security Extensions (DNSSEC)

You have successfully configured the following parameters to sign the zone.

\\

Zone name: utitest.com A
Key Master: DNSSEC

[Key signing key (KSK): 1]

Algorithm: RSA/SHA-256

Key length: 2048 bits

KSP: Utimaco CryptoServer Key Storage Provider
DNSKEY signature validity: 168 hours

Reanlicatinn® Nicahlad
To configure different parameters, click Back.
To begin signing the zone, click Next.

To close the wizard without signing the zone, click Cancel.

< o cance

Figure 32 : DNS Security Extensions
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: Zone Signing Wizard X

4 Signing the Zone
The parameters for the zone are applied and signing is initiated.

M

The zone has been successfully signed. Click Finish to close the wizard.

< Back Finish Cancel

Figure 33 Signing the Zone

23. In the DNS console, expand Trust Points, then select com and select utitest, and click your
domain name.

24. Ensure that the DNSKEY resource records display, and that their status is valid.
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£ DNS Manager = O

File Action View Help

o 27 XE Q=2 i EE

[
& D_NS Name Status Type Algorithm Valid From
v @ DNssEC Elsame as par.. Valid DNS KEY (DNSKEY) RSA/SHA-256  10/20/2022

v - g”’tva':' Lookup Zones || ] came as par.. Valid DNS KEY (DNSKEY) RSA/SHA-256  10/20/2022
> & tes

3,’1 utitest.com
> ] Reverse Lookup Zones
v | Trust Points
v [ com
| utitest
> ] Conditional Forwarders

Figure 34 : DNS Manager

25. Open Server Manager, click Tools and open Group Policy Management.

s Server Manager - 0

I

Active Directory Administrative Center

Server Manager * Dashboard

Active Directory Domains and Trusts

i# Dashboard Lttt P S L Active Directory Module for Windows PowerShell

§ Local Server f Active Directory Sites and Services

‘ . Active Directory Users and Computers
a Configure this local server Faa

Component Services

& Al Servers
f§l ADDS
& DNS | Quick sTart

Computer Management
Defragment and Optimize Drives
Disk Cleanup
DNS
Event Viewer

''''' Group Policy Management
iSCSI Initiator

¥R File and Storage Services b 2

| WHAT'S NEW
[

‘ L“

Figure 35 : Server Manager

26. Next, open Local Computer policy -> Computer Configuration -> Windows Settings ->
Name Resolution Policy.
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= Local Group Policy Editor
File Action View Help

&= 2@ B=

=] Local Computer Policy
v &% Computer Configuration
> [l Software Settings
v ] Windows Settings
.| Name Resolution Policy
| Scripts (Startup/Shutdown)
> 4 Deployed Printers
> i Security Settings
> gl Policy-based QoS
> ] Administrative Templates
v m‘, User Configuration
> [ Software Settings
> ] Windows Settings
> ] Administrative Templates

Name Resolution Policy
Overview

The Name Resolution Policy Table (NRPT) stores configuration settings for DNS security (DNSSEC) and DirectAccess on
You can use this page to create or edit rules, which are used to make policies that can be applied to an Active Directory o

Leam more about DNSSEC on the Web

Description Create Rules

Name Resolution To which part of the namespace does this rule apply?
Policy is the Group

Policy object (GPO) St X

that contains the

policy information Certification authority:

found in the Name {Optional)

Resolution Policy

Table (NRPT).

DNSSEC DNS Settings for DirectAccess ~ Generic DNS Server  Encoding

[[] Enable DNSSEC in this rule

Figure 36 : Local Group Policy Editor

27. In the right pane, under Create Rules, in the Suffix box, type utitest.com to apply the rule to
the suffix of the namespace.

28. Select both the Enable DNSSEC in this rule check box and the Require DNS clients to
check that the name and address data has been validated by the DNS server check box,

and click Create.

29. Restart DNS service and check its settings.

_Console

v

C:\> net stop dns

C:\> net start dns C:\> Get-DnsServer
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LN Administrator: Windows PowerShell

PS C:\Users\Administrator> net stop dns
he DNS Server service is stopping.
he DNS Server service was stopped successfully.

PS C:\Users\Administrator> net start dns
he DNS Server service is starting.
he DNS Server service was started successfully.

PS C:\Users\Administrator> Get-DnsServer
JARNING: EnableRegistryBoot not applicable on DNS Server-DNSSEC version.

ServerSetting:

nableOnlineSigning

cpReceivePacketSize
JriteAuthorityNs
SocketPoolSize
AppendMsZoneTransferTag
NameCheckFlag

pdateOptions

Figure 37 : DNS service stop and start
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f,_u, DNS Manager = Od

File Action View Help

o= R EC= HE § &

é'?’_-x D_NS Name Type Data
& i ?NSSEC El (same as parent folder) Start of Authority (SOA) [2], dnssec.utitest.co...
% ﬁ ; Ntv:: Lookup Zones D (same as parent folder) Name Server (NS) dnssec.utitest.com.
%:,J T E(same as parent folder) RR Signature (RRSIG) [NS][Inception(UTC): 10/20/...
y B ‘Iieverse kiR Zories E:l(same as parent folder) RR Signature (RRSIG) [SOA][Inception(UTC): 10/20...
v B8 Trust Points ﬂ(same as parent folder) RR Signature (RRSIG) [DNSKEY][Inception(UTC): 1..
v B com E](same as parent folder) RR Signature (RRSIG) [DNSKEY][Inception(UTC): 1..
B utitest ﬂ (same as parent folder) RR Signature (RRSIG) [NSEC3PARAM][Inception(U..
> @ Conditional Forwarders E(same as parent folder) DNS KEY (DNSKEY) [256][DNSSEC][RSA/SHA-25...
E:l (same as parent folder) DNS KEY (DNSKEY) [256][DNSSEC][RSA/SHA-25...
E] (same as parent folder) DNS KEY (DNSKEY) [257)[DNSSEC][RSA/SHA-25..
E:l (same as parent folder) DNS KEY (DNSKEY) [257][DNSSEC][RSA/SHA-25...
E(same as parent folder) Next Secure 3 Parameters.. [SHA-1][0][50][455F37BD63...
E;I aleg6i4d1pcrd3pmmb5jvdrja..  RR Signature (RRSIG) [NSEC3][Inception(UTC): 10/...
Q30e96i4d1pcr43pmm5jvdrja... Next Secure 3 (NSEC3) [SHA-1][NO Opt-Out][50]{4..
E:l 1053fck9e465mu2gq9hmOud4.. RR Signature (RRSIG) [NSEC3][Inception(UTC): 10/...
EI 1053fck9e465mu2gq9hmoOud.. Next Secure 3 (NSEC3) [SHA-1][NO Opt-Out][50]4..

Figure 38 : DNS Manager

30. Verify that the keys are generated on the HSM.

_Console

v

C:\> cngtool ListKeys

5.4 Create Record in Forward Lookup Zone

1. In the right-side pane right-click on the forward lookup zone that you have created and click on
New Host (A or AAAA) record.
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Update Server Data File

Reload

New Host (A or AAAA)...

New Alias (CNAME)...

New Mail Exchanger (MX)..

New Domain..

New Delegation...

Other New Records..

DNSSEC >

All Tasks >

Refresh
Export List..

View >

Arrange Icons >
Line up Icons

Properties
Help

Figure 39 : Create new records

5.5 Create Reverse Lookup Zone in DNS Manager

1. Click on Server Manager by selecting Start > Server Manager > click Tools and open DNS
Manager.
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Server Manager * Dashboard

Manage

Tools View Hel,
Active Directory Module for Windows PowerShell

Component Services
# Dashboard WELCOME TO SERVER MANAGER P

Computer Management
Local Server Defragment and Optimize Drives

All Servers : Z Disk Cleanup
i 0 Configure this local server o

. 2 Event Viewer
File and Storage Services P QUICK START

o o B

iSCSI Initiat
2 Add roles and features A
Local Security Policy
3 Add other servers to manage LR
= ODBC Data Sources (32-bit)
SHEW 4 Create a server group ODBC Data Sources (64-bit)
Performance Monitor

Deins Manananmans

vt thic cavine ta Alacid cavdisn

Figure 40 : Server Manager

2. In DNS Manager right-click on Reverse Lookup Zone and click on New Zone.

gtg, DNS Manager

File Action View Help

&= 27 6 B § BE

£, DNS B
v i DNSSEC f@ Add a New Zone
v || Forward Lookup Zones :
g,_] utitest.com )
The Domain Name System (DNS) allows a DNS nan
v | Reverse Look : :
= . New Zone.. mation about one or more contiguous
> | Trust Points
» ] Conditional | View > wzone, on the Action menu, click New .
Refresh
Help

Figure 41 : DNS Manager

3. In New Zone Wizard click Next.
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New Zone Wizard X

Welcome to the New Zone Wizard

This wizard helps you create a new zone for your DNS server.

W\

A zone translates DNS names to related data, such as IP
addresses or network services.

To continue, click Next.

< Back Next > Cancel

Figure 42 : New Zone Wizard

4. Select Zone Type and click Next.
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New Zone Wizard X
Zone Type
The DNS server supports various types of zones and storage. -
Select the type of zone you want to create:
(® Primary zone
Creates a copy of a zone that can be updated directly on this server.
() Secondary zone
Creates a copy of a zone that exists on another server. This option helps balance
the processing load of primary servers and provides fault tolerance.
() Stub zone
Creates a copy of a zone containing only Name Server (NS), Start of Authority
(SOA), and possibly glue Host (A) records. A server containing a stub zone is not
authoritative for that zone.
Store the zone in Active Directory (available only if DNS server is a writeable domain
controller)
< Back Next > Cancel

Figure 43 : Zone Type

ﬂ If your system is joined to domain, then you will get the option to select the Active
Directory Zone Replication Scope.
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New Zone Wizard X

Active Directory Zone Replication Scope
You can select how you want DNS data replicated throughout your network.

£
Select how you want zone data replicated:
(O To all DNS servers running on domain controllers in this forest: utitest.com
(@) To all DNS servers running on domain controllers in this domain: utitest.com
() To all domain controllers in this domain (for Windows 2000 compatibility): utitest.com
To all domain controllers specified in the scope of this directory partition:
< Back Next > Cancel

Figure 44 : Active Directory Zone Replication Scope

5. Select the Reverse Lookup Zone Name and click Next.

6. Select the IPv4 or IPv6 Reverse Lookup Zone.
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New Zone Wizard X

Reverse Lookup Zone Name
A reverse lookup zone translates IP addresses into DNS names.

Choose whether you want to create a reverse lookup zone for IPv4 addresses or IPv6
addresses.

(@) IPv4 Reverse Lookup Zone

() IPv6 Reverse Lookup Zone

< Back Next > Cancel

Figure 45 : Reverse Lookup Zone Name

7. Provide Network ID and click Next.
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New Zone Wizard X

Reverse Lookup Zone Name
A reverse lookup zone translates IP addresses into DNS names.

To identify the reverse lookup zone, type the network ID or the name of the zone.

 Network 07

The network ID is the portion of the IP addresses that belongs to this zone. Enter the
network ID in its normal (not reversed) order.

If you use a zero in the network ID, it will appear in the zone name. For example,

network ID 10 would create zone 10.in-addr.arpa, and network ID 10.0 would create
zone 0.10.in-addr.arpa.

() Reverse lookup zone name:

< Back Next > Cancel

Figure 46 : Reverse Lookup Zone Name

8. Select the option to create a new file with this file name and click Next.
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New Zone Wizard

Zone File

You can create a new zone file or use a file copied from another DNS server.

Do you want to create a new zone file or use an existing file that you have copied from

another DNS server?

(@) Create a new file with this file name:

0.23.172.in-addr.arpa.dns

() Use this existing file:

To use this existing file, ensure that it has been copied to the folder
%SystemRoot%\system32\dns on this server, and then click Next.

< Back

Figure 47 : Zone File

9. Select a Dynamic Update type and click Next.
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New Zone Wizard X
Dynamic Update
You can specify that this DNS zone accepts secure, nonsecure, or no dynamic .
updates. Z

Dynamic updates enable DNS client computers to register and dynamically update their
resource records with a DNS server whenever changes occur.

Select the type of dynamic updates you want to allow:

Allow only secure dynamic updates (recommended for Active Directory)
This option is available only for Active Directory-integrated zones.

() Allow both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted from any client.
~ This option is a significant security vulnerability because updates can be accepted
“*=  from untrusted sources.

@®|Do not allow dynamic updates |
Dynamic updates of resource records are not accepted by this zone. You must update
these records manually.

< Back Next > Cancel

Figure 48 : Dynamic Update

0 If your system is in domain, all the options will be available.

10. Check the information and click Finish.
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New Zone Wizard X

Completing the New Zone Wizard

You have successfully completed the New Zone Wizard. You
specified the following settings:

; Name: 0.23.172.in-addr.arpa
Type: Standard Primary
Lookup type: Reverse

File name: 0.23.172.in-addr.arpa.dns

Note: You should now add records to the zone or ensure
that records are updated dynamically. You can then verify
name resolution using nslookup.

To close this wizard and create the new zone, click Finish.

< e coce

Figure 49 : Complete New Zone Wizard

5.6 Sign Reverse Lookup Zone

1. Click on Server Manager by selecting Start > Server Manager > click Tools and open DNS
Manager.
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i Dashboard

B Local Server

ii All Servers
& DNs
¥R File and Storage Services b

WHAT'S NEW

Server Manager * Dashboard

QUICK START

WELCOME TO SERVER MANAGER

0 Configure this local server

Figure 50 : Server Manager

“DNs

Active Directory Module for Windows PowerShell
Component Services

Computer Management

Defragment and Optimize Drives

Disk Cleanup

Event Viewer

iSCSI Initiator

Local Security Policy
Microsoft Azure Services
ODBC Data Sources (32-bit)
ODBC Data Sources (64-bit)
Performance Monitor

................

2. In the DNS Manager, browse to your Domain name, then right click on Reverse Lookup

Zone.

3. Click DNSSEC and then click Sign the Zone.

by

v | Trust Poin
B 17223

> 21 com
» || Conditior

v || Reverse Lookup Zones
B T

Update Server Data File
Reload

New Pointer (PTR)...
New Alias (CNAME)...
New Delegation...
Other New Records..
DNSSEC

All Tasks
View
Delete

Refresh
Export List..

> Sign the Zone

Unsign the Zone

Properties

Figure 51 : Sign the Zone

4. In the Zone Signing Wizard, click Next.
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Zone Signing Wizard

DNS Security Extensions (DNSSEC)

Domain Name System Security Extensions (DNSSEC) is a suite of extensions
that add security to the DNS protocol. Specifically, DNSSEC provides origin
authority, data integrity, and authenticated denial of existence. DNSSEC
provides the ability for DNS servers and resolvers to trust DNS responses by
using digital signatures for validation.

To continue, click Next and this wizard will guide you through the zone
signing process.

[7]IDon't show this page again|

Learn more about DNSSEC

< Back Next > Cancel

Figure 52 : Zone Signing Wizard

5. On the Signing Options interface, click Customize zone signing parameters, and then click
Next.
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Zone Signing Wizard

Signing Options
The DNS server supports three signing options.

Choose one of the options to sign the zone:

@[gustomize zone signing parameters.]

Signs the zone with a new set of zone signing parameters.

() Sign the zone with parameters of an existing zone.

Signs the zone using parameters from an existing signed zone.

one Name:

() Use default settings to sign the zone.

Signs the zone using default parameters.

< Back

Figure 53 : Zone Signing Parameters

6. On the Key Signing Key (KSK) Wizard, click Next.
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Zone Signing Wizard

Key Signing Key (KSK)
A KSK is an authentication key used to sign other keys.

The KSK is an authentication key that corresponds to a private key used to sign one or more other
signing keys. Typically, the private key corresponding to a KSK will sign other keys used for signing
the zone. A KSK may have a long validity period in order to provide a more stable secure entry point
into the zone. The public key of a KSK is used as a trust anchor for validating DNS responses.

Click Next to configure key signing keys.

["]/Don't show this page again|

Learn more about KSK

< Back Next > Cancel

Figure 54 : Key Signing Key (KSK) Wizard

7. On the Key Signing Key (KSK) Wizard, click Add.
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Zone Signing Wizard X

Key Signing Key (KSK)
Configure one or more KSKs

Configure parameters for at least one KSK. A maximum of three KSKs can be specified for each of the

available cryptographic algorithms.
Algorithm Key length KSP Replication Rollover state  Initial rollover of...
< >
Add Edit Remove

o e

Figure 55 : Key Signing Key (KSK) Wizard

8. On the New Key Signing Key (KSK) Wizard, from the dropdown of Select a key storage
provider to generate and store keys, select Utimaco CryptoServer Key Storage Provider.

9. Provide other information such as Cryptographic Algorithm and Key Length and then click
OK.

10. Uncheck the rollover option.
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New Key Signing Key (KSK)
Guid
Guid: {00000000-0000-0000-0000-000000000000}

Key Generation
(® Generate new signing keys.

(O Use pre-generated keys

Key Properties

Cryptographic algorithm: RSA/SHA-256 v

Key length (Bits): 2048 ¥
Utimaco CryptoServer Key Storage Pri

<

Select a key storage provider to generate and store keys:

DNSKEY RRSET signature validity period (hours): 168

Replicate this private key to all DNS servers authoritative for this zone.
(Applicable only to AD integrated zones)

Key Rollover
[] Enable automatic rollover
T 755
, 0 2
oK Cancel

Figure 56 : New Key Signing Key (KSK) Wizard

ﬂ Automatic Key Rollover is not supported with Utimaco HSM. The user has to
manually rollover the keys before its expiry.

11. On the Key Signing Key (KSK) Wizard, click Next.
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tangs np

Zone Signing Wizard X

Key Signing Key (KSK)
Configure one or more KSKs

Configure parameters for at least one KSK. A maximum of three KSKs can be specified for each of the

available cryptographic algorithms.
Algorithm Key length KSP Replication Rollover state  Initial rollover of...
RSA/SHA-256 2048 Utimaco CryptoS... Enabled Disabled
< >
Add Edit Remove

< Back Next > Cancel

Figure 57 : Key Signing Key (KSK) Wizard

12. On the Zone Signing Key (ZSK) Wizard, click Next.
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Zone Signing Wizard X

Zone Signing Key (ZSK)
A ZSK is an authentication key used to sign the zone data.

The ZSK is an authentication key that corresponds to a private key used to sign zone data. Typically
ZSKs are rolled over more frequently than KSKs.

Click Next to configure zone signing keys.

["]IDon't show this page again|

Learn more about ZSK

< Back Next > Cancel

Figure 58 : Zone Signing Key Wizard

13. On the Zone Signing Key (ZSK) wizard, click Add.

14. On the New Zone Signing Key (ZSK) Wizard, from the dropdown of Select a key storage
provider to generate and store keys, select Utimaco CryptoServer Key Storage Provider.

15. Provide other information such as Cryptographic Algorithm and Key Length and then click
OK.

16. Uncheck the rollover option.
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New Zone Signing Key (ZSK)
Guid
Guid:

{00000000-0000-0000-0000-000000000000}

Key Properties

Cryptographic algorithm:
Key length (Bits):

Select a key storage provider to generate and store keys:

RSA/SHA-256 v

2048 v

Utimaco CryptoServer Key Storage Pr:

<

DNSKEY signature validity period (hours): 168
DS signature validity period (hours): 168

o _ | 240
Zone record validity period (hours):

Key Rollover
[] Enable automatic rollover
the 0 =
OK Cancel

Figure 59 : Zone Signing Key (ZSK) Wizard

manually rollover the keys before its expiry.

Automatic Key Rollover is not supported with Utimaco HSM. The user has to

17. On the Zone Signing Key (ZSK) Wizard, click Next.

Document No.: IG-2026-0041 Document Version: 1.0.0

Page 69 of 82




* ®
Integrating Microsoft DNS Server with Utimaco HSM UtlmaCO

Zone Signing Wizard

Zone Signing Key (ZSK)
Configure one or more ZSKs

Configure parameters for at least one ZSK. A maximum of three ZSKs can be specified for each of the

available cryptographic algorithms.
Algorithm Key length KSP Rollover state  Initial rollover of...  Rollover frequ
RSA/SHA-256 2048 Utimaco CryptoS... Disabled
< >
Add Edit Remove
< Back Next > Cancel

Figure 60 : Zone Signing Key (ZSK) Wizard

18. On the Next Secure (NSEC) Wizard select use NSEC3, click Next.
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Zone Signing Wizard X
Next Secure (NSEC)
NSEC and NSEC3 resource records provide authenticated denial of existence. -

Choose NSEC or NSEC3 for authenticated denial of existence.

Iterations: 50
Generate and use a random salt of length: 8 :
[ Use opt-out to cover unsigned delegations
Recommended For zones with many unsigned delegation
() Use NSEC
< Back Next > Cancel

Figure 61 : Next Secure (NSEC) Wizard

19. On the Trust Anchors (TAs) Wizard, check the Enable the distribution of trust anchors for
this zone check box, and then click Next.
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Zone Signing Wizard X

Trust Anchors (TAs)
Configure distribution of trust anchors and rollover keys.

[V][Enable the distribution of trust anchors for this zone.)

If this is also a domain controller, trust anchors for this zone will be distributed to all other DNS
servers running on domain controllers in the forest. If this DNS server is not a domain controller, a
trust anchor for this zone will be added only to the local trust anchor store. Selecting this option
enables DNSSEC validation for this zone on all the servers where trust anchors are distributed.

Enable automatic update of trust anchors on key rollover (RFC 5011).

< Back Next > Cancel

Figure 62 : Trust Anchors (TAs) Wizard

20. On the Signing and Polling Parameters wizard, click Next.
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Zone Signing Wizard X

Signing and Polling Parameters
Configure values for DNSSEC signing and polling.

[
DS record generation algorithm: SHA-1 and SHA-256 i
DS record TTL (seconds): \ EHE
DNSKEY record TTL (seconds): 3600
Secure delegation polling period (hours): 12 5 =
Signature inception (hours): 1 =

Offset from current time when the signature is created.

< Back Next > Cancel

Figure 63 : Signing and Polling Parameters Wizard

21. On the DNS Security Extensions (DNSSEC) Wizard, click Next, and then click Finish.
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Zone Signing Wizard X
DNS Security Extensions (DNSSEC)

You have successfully configured the following parameters to sign the zone.

Zone name: 172.23.0.in-addr.arpa PN
Key Maste: -DNSSEC
[Key signing key (KSK): 1]
Ngorkhm: RSA/SHA-256
Key length: 2048 bits
KSP: Utimaco CryptoServer Key Storage Provider
DNSKEY signature validiy: 168 hours 3
Rank-atinn: Nicahlad
To configure dfferent parameters, cick Back.
To begin signing the zone, cick Next.

To close the wizard without signing the zone, ciick Cancel.

< Back Next > Cancel

Figure 64 : DNS Security Extensions (DNSSEC) Wizard
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| @
iy
: Zone Signing Wizard X
4 Signing the Zone
The parameters for the zone are applied and signing is initiated.

M

The zone has been successfully signed. Click Finish to close the wizard.

< Back Finish Cancel

Figure 65 : Signing the Zone

5.7 Create Record in Reverse Lookup Zone
1. Open DNS using Tools on Server Manager.

2. In the right-side pane, right-click on the reverse zone that you have created and click on
New Pointer (PTR)... record.
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Update Server Data File

Reload

New Pointer (PTR)...

New Alias (CNAME)..

New Delegation...

Other New Records..

DNSSEC >

All Tasks >

Refresh
Export List..

View >

Arrange Icons 2
Line up Icons

Properties

Help

Figure 66 : New Pointer (PTR) Record

3. On New Resource Record add the IP Address and Host name.

4. Click on OK.
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New Resource Record X
Pointer (PTR)

Host IP Address:

Fully qualified domain name (FQDN):

Host name:

Browse...

[ ] Allow any authenticated user to update all DNS records with the same
name. This setting applies only to DNS records for a new name.

OK Cancel

Figure 67 : New Resource Record

5. Click on Add Host.

Document No.: IG-2026-0041 Document Version: 1.0.0 Page 77 of 82



Troubleshooting UtimaCO®

6 Troubleshooting

Error Diagnosis

Ensure that the Utimaco CNG/CSP

cngtool ListKeys providers are correctly installed and

E: NCryptOpenStorageProvider [Utimaco set.
CryptoServer Key Storage Provider] returned: Error
0x80090011

Object was not found.

ListKeys returned: Error 0x80090011 Object was
not found.

Not able to create or delete the DNS record from Check the HSM is working
Forward or Reverse Lookup zone

Table 6: List of errors and their diagnoses
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7 Further Information

This document forms a part of the information and support which is provided by the Utimaco IS
GmbH. Additional documentation can be found on the product CD in the Documentation
directory.

All'u.trust GP HSM product documentation is also available at the Utimaco IS GmbH website:
https://utimaco.com/ .
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8 References

Reference Title/Company Document No.

[CSADMIN] CryptoServer — csadm Manual/Utimaco IS GmbH 2009-0003
[CSADMIN2]  CryptoServer_csadm_Manual_Systemadministrators.pdf 2009-0003
[CSLAN] CryptoServerLAN_V5_Manual_Systemadministrators.pdf 2018-0010

[CSP-CNG] CryptoServer_Manual_CSP_CNG.pdf 2008-0002

Table 7: References
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9 Contact and Support Information

You can reach us from Monday to Friday, 09.00 a.m. to 05.00 p.m., Central European Time (CET).

Utimaco IS GmbH
Krefelder Str. 220
52070 Aachen
Germany

RMA Query

If you need to send the device back to Utimaco IS GmbH, please open a new RMA case (Return
Merchandise Authorization). We request that you use the following web address. RMA cases
cannot be opened by email or phone.

https://support.hsm.utimaco.com/support/rma/new

Other Support Queries

= Mail (preferred contact method)
support@utimaco.com
Attach the diagnostic information to your email.

= Web portal
https://support.hsm.utimaco.com/support/cases/new/
The diagnostic information will be requested in our response if necessary.

= By phone
AMERICAS +1-844-UTIMACO (+1 844-884-6226)
EMEA +49 800-627-3081
APAC +81 800-919-1301
The diagnostic information will be requested in our response if necessary.

You can reach us from Monday to Friday, 09.00 a.m. to 05.00 p.m., Central European Time (CET).

Utimaco IS GmbH
Krefelder Str. 220
52070 Aachen
Germany

RMA Query
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If you need to send the device back to Utimaco IS GmbH, please open a new RMA case (Return
Merchandise Authorization). We request that you use the following web address. RMA cases
cannot be opened by email or phone.

https://support.hsm.utimaco.com/support/rma/new

Other Support Queries

= Mail (preferred contact method)
support@utimaco.com
Attach the diagnostic information to your email.

= Web portal
https://support.hsm.utimaco.com/support/cases/new/
The diagnostic information will be requested in our response if necessary.

= By phone
AMERICAS +1-844-UTIMACO (+1 844-884-6226)
EMEA +49 800-627-3081
APAC +81 800-919-1301
The diagnostic information will be requested in our response if necessary.
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