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Introduction UtimaCO®

1 Introduction

1.1 About This Guide

This guide provides step-by-step instructions for integrating the ESKM with Pure Storage
FlashArray to enable external key management, configure secure communication, and validate
encryption key operations.

1.2 Target Audience

This guide is intended for Pure Storage FlashArray and Utimaco ESKM administrators.

1.3 Purpose of the Integration

This integration allows Pure Storage FlashArray to leverage Utimaco ESKM as an external KMIP-
compliant key manager, enabling the secure generation, storage, and management of encryption
keys used by the array.

1.4 Abbreviations

Abbreviation Meaning

ESKM Enterprise Security Key Manager

KMIP Key Management Interoperability Protocol
KMS Key Management Service

CSR Certificate Signing Request

CLI Command Line Interface

CA Certificate Authority

Document No.: IG-2025-0056 Document Version: 1.0.0 Page 5 of 29



Introduction UtimaCO®

Abbreviation Meaning

FA Flash Array

URI Uniform Resource Identifier

RDL Rapid Data Locking

FIPS Federal Information Processing Standards

Table 1: Abbreviations

1.5 Document Conventions

The following conventions are used in this guide:

Convention Use Example

Bold ltems of the Graphical User Interface (GUI), e.q., Press OK
menu options

Monospace Code that is given for explanation or as an example, = chsm-create
d file paths

ltalic References and important terms See Sample Chapter in
the CryptoServer -
Sample Manual

Table 2: Document Conventions

We use special icons to highlight the most important notes and information.

Here you will find important safety information that should be followed.
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ﬂ Here you will find additional notes or supplementary information.

\/// This message marks the result expected after the successful execution of an
instruction.
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2 Product Overview

2.1 Overview of Pure Storage FlashArray

Pure Storage FlashArray is an enterprise-class, all-flash storage platform with high performance,
low latency, and consistent availability for business-critical workloads. It provides block storage
services with built-in data reduction, snapshots, replication, and encryption. FlashArray is
commonly deployed in data centers to support virtual machines, databases, containers, and
cloud-native applications.

It also offers native encryption-at-rest. When integrated with an external key manager such as
Utimaco ESKM via the KMIP protocol, FlashArray can securely manage encryption keys outside
the array for enhanced security and centralized key lifecycle management.

2.2 Overview of ESKM

ESKM is a centralized key management solution that securely stores, distributes, and manages
encryption keys throughout their lifecycle. It supports industry standards, including the KMIP,
enabling integration with various enterprise applications and storage systems.

In the Pure Storage FlashArray integration, ESKM functions as the external key management
server, allowing the FlashArray to obtain and validate encryption keys used for data-at-rest
encryption securely.

2.3 Joint Value Proposition

Integrating Pure Storage FlashArray with ESKM delivers a unified solution combining enterprise-
grade storage performance with robust, standards-based key management. FlashArray provides
always-on data-at-rest encryption with no impact on performance, while ESKM centrally
manages and secures the encryption keys throughout their lifecycle.

Together, they enable organizations to:

= Simplify compliance with industry and regulatory requirements through centralized key
management.

= Enhance data security by separating key ownership from data storage.

= Maintain operational efficiency with seamless, transparent encryption that requires
minimal administrative effort.
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= Ensure flexibility and interoperability through support of KMIP standards.

This joint solution offers a secure, scalable, and efficient way to protect sensitive data while
reducing complexity in enterprise environments.
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3 Integration Requirements and Prerequisites

3.1 Tested Versions

Operating System Pure Storage FlashArray version  Utimaco ESKM Version

Purity//FA 6.8.5 8.54.0

Table 3: Tested Versions

3.2 Supported Platforms

= Utimaco ESKM hardware appliance.

= Utimaco ESKM virtual/cloud appliance.

3.3 Hardware and Software Requirements

Software Software Requirements
Utimaco ESKM 8.54.0
Purity//FA 6.8.5

Table 4. Hardware and Software Requirements

3.4 Prerequisites
1. Utimaco ESKM version 8.54.0 or later.
2. Admin access to Pure Storage FlashArray.

3. Admin access to Utimaco ESKM.

Document No.: 1G-2025-0056 Document Version: 1.0.0
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4 Installation and Configuration

The following section outlines the procedures required to configure ESKM.

4.1 Setting Up ESKM

The initial phase involves configuring ESKM before proceeding to PureStorage FlashArray.
For detailed configuration steps, refer to the “ESKM_Installation and Replacement_Guide_8.54.0".

After successful installation and configuration, log in to ESKM.
£

@

<« - C M 25 kms1.testeskm.com:9443 w

4 Enterprise Secure Key Manager utimaC()cio

eskm

Administrator Authentication

=1

Figure 1 : ESKM Login Page
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. * ®
4@ Enterprise Secure Key Manager utimaco

Home / Summary
+ Summary

+ Search Home

System Summary Help @

Product:  Enterprise Secure Key Manager L1
Unit ID:  ULTANFABGHJK
Hardware Platform:  Cloud Platform
Software Version: 8.54.0 (VESKM 8.54)

Date:  09/08/2025
Time: 23:27:31
Time Zone:  Pacific Time

System Uptime: 26 days, 18:59:13

Licenses: 100

Licenses in Use: 25

Figure 2 : ESKM Home Page

4.2 Setting Up Pure Storage FlashArray

Verify that you have administrative access to the Pure Storage FlashArray through the
FlashArray CLI, which is required to configure security settings and perform integration steps.

Figure 3 : Pure Storage FlashArray CLI
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5 Integration Steps

5.1 Configuration on Utimaco ESKM

It is essential to configure Utimaco ESKM to ensure secure and efficient key management. This
section guides you through the necessary steps to configure ESKM for Pure Storage FlashArray
integration.

5.1.1 Create a Local CA

The local CA signs and verifies the server certificate and may also sign client certificate requests.
Follow these steps to create and install a local CA.

1. Go to the Security tab.
2. Click on the Certificates option listed under Certificates & CAs.
3. Scroll down to the Create Certificate section.

4. Enter a Certificate Authority Name and a Common Name. These may have the same
value, such as ESKMLocalCA.

5. Enter your Organizational information.
6. Select the Algorithm (for example, RSA-2048).

7. Select Self-signed Root CA and enter the CA Certification Duration and Maximum User
Certificate Duration. These values determine when the certificate must be renewed and
should be set in accordance with your company's security policies. The default value for
both is 3650 days or 10 years.

8. Click on Create.
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Create Local Certificate Authority

Certificate Authority Name: ESKMLocalCA

Country Name: us ’

State or Province Name: CA

Locality Name: Campbell

Organization Name:  Organization

Organizational Unit Name: | Information Security

Common Name: ESKMLocalCA

Email Address: | infosec@organization.com
Algorithm:  RSA-2048 v |

@ Self-signed Root CA
CA Certificate Duration (days): 13650 ‘

Certificate Authority Type: - -
Maximum User Certificate Duration (days): ‘3650 ‘

O Intermediate CA Request

 Create |

Figure 4 : Create Local CA

5.1.2 Create a Server Certificate

You must create an ESKM certificate to enable secure communication between Pure Storage
FlashArray and the ESKM.

To create an ESKM server certificate, perform the following steps:

1. In the ESKM Management console, go to Security > Certificates and CAs and click
Certificates.

2. Enter Certificate Name, Country Name, State or Province Name, Locality Name,
Organization Name, and Organizational Unit Name.

3. Select RSA-2408 from the Algorithm dropdown list.
4. Select the previously created CA certificate name from the Local CA dropdown list.
5. Select Server from the Certificate Purpose dropdown list.

6. Click Create.
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Create Certificate

Certificate Name: [ESKMServerCert_PureStorage ]

Country Name: |US

State or Province Name: [CA

Locality Name: [ Campbell

Organization Name: [Organization

Organizational Unit Name: [Information Security

Common Name: [ ESKM

Email Address: [ infosec@organization.com

Subject Alternative Name: [ IP:172.31.23.223
Algorithm: |RSA-2048  v|

O Certificate Request - to be signed by external CA
@ Certificate Signed by Local CA

Local CA: [ ESKMLocalCA (maximum 3560 days) VI

Certificate Purpose: | Server v

Creation Type:

Figure 5 : Create Certificate

5.1.3 Configure the KMIP Server
1. In the ESKM Management console, go to Device > KMIP Server > KMIP Server.
2. Select the relevant KMIP Port.
3. Select the created server certificate as the Server Certificate for the KMIP server.
4. Select the created Local CA from the dropdown list.

5. Click Save.
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KMIP Server Settings

IP: |[[AIl] v
Port: 5696 |

Server Certificate: | ESKMServerCert_PureStorage v |
Local CA Certificate for Certify/Re-certify: | ESKMLocalCA v |

Connection Timeout (sec): ‘ 360 ‘
Default number of items returned in Locate: ‘ 100 ‘

Maximum number of items returned in Locate: ‘ 1000 ‘

Figure 6 : KMIP Server Configuration

5.1.4 Sign the host certificate using ESKM

See Client Certificate Creation and generate a CSR in FlashArray CLI before you proceed with the
steps below.

1. Copy the generated CSR from Pure Storage FlashArray CLI and submit it to ESKM for
signing by the ESKMLocalCA as a client certificate.

Figure 7 : Generated CSR in Pure Storage FlashArray CLI
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2. Go to ESKM Management Console > Security > Certificates & CAs > Local CAs.

Local Certificate Authority List Help @
CA Name CA Information CA Status
Common: ESKMLocalCAVBR
O ESKMCAVBR Issuer: Organization CA Certificate Active

Expires: Jun 3 06:33:47 2035 GMT

Common: ESKMLocalCA
@ ESKMLocalCA Issuer: Organization CA Certificate Active
Expires: Jun 3 04:47:57 2035 GMT

Common: ESKMVeeam
O ESKMVeeam Issuer: Organization CA Certificate Active
Expires: Aug 30 08:58:20 2035 GMT

Figure 8 : Local CA

3. Select the created CA and click Sign Request.

Sign Certificate Request

Sign with Certificate Authority: | ESKMLocalCA (maximum 3560 days) v |

() Server
Certificate Purpose: @ Client

(O Server and Client

Certificate Duration (days): ‘ 3560 ‘

Certificate Request:

----- BEGIN CERTIFICATE REQUEST----- s
MIIC5DCCAcwWCAQAWXDEgMB4GALUEAWWXCcHVYZXNOb3JIhZ
2Uta21pcC1jbG1l1bnQx
GzAZBgNVBAsSME1B1cmUgU3RvemFnZSwgSW53jLjEbMBKGA
1UECgWSUHVyYZSBTdGOy
YWd1LCBIbmMuMIIBIjANBgkqhkiGOw@BAQEFAAOCAQ8AM
IIBCgKCAQEAtrTCEO81
23chBm4QsrFXzI+K98tI+DdpHcjl/THzORtXqUhnCZmlP w
WfgIDud4fWLeRQwAeMq y

Figure 9 : Sign Certificate Request

4. Select the previously created CA certificate name from the Sign with Certificate Authority
dropdown list.

5. Select Client in the Certificate Purpose section.
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6. Copy the host certificate content to the Certificate Request box and click Sign Request.

CA Certificate Information

Key Size: 2048
StartDate: Sep 3 05:53:30 2025 GMT
Expiration: Jun 3 05:53:30 2035 GMT

C: US
ST: CA
L: Campbell
Issuer: 0O: Organization
0OU: Information Security
CN: ESKMLocalCA
emailAddress: infosec@organization.com

O: Pure Storage, Inc.
Subject: OU: Pure Storage, Inc.
CN: eskm-kmip-client2

MIID8jCCAtggAwIBAGIBFjANBgkghkiGOwOBAQSFADCEoj ELMAKGAIUEBhMCVVMxX
CzAJBgNVBAgGTAKNBMREWDWYDVQQHEWhDYW1wYmVsbDEVMBMGALIUEChMMT 3JnYWSp
emF0aWluMRIWGWYDVQQLEXRJIbmZvemlhdGlvbiBTZWN1eml0eTEUMBIGALIUEAXML
RVNLTUxVY2FsQ0ExJzAlBgkghkiGOwOBCQEWGG1luZmlzZWNAb3 InYWSpemF0aWdu
LmNvbTAeFwlyNTASMDMwNTUzMzBaFw0zNTAZMDMwNTUzMzBaMFYxGzAZBgNVBRAOM
E1BlcmUgU3RvemMFnZSwgSWSjLIEbMBkGALUECWWSUHVYZSBTdGSyYWd1LCBIbmMu
MRowWGAYDVQODDBFlc2ttLWttaXAtY¥2xpZWS0MjCCASIWDQYJRoZIhveNAQEBBQAD
ggEPADCCAQoCggEBANRemdJ2c3IPkGIRpIsKSEBLNEBY8cysGzy2WZ+2zjQYul¥YpP
2zCO0CbgYEMcfsRIQyU+xkoyyInigDWHOdEPOWd]l3ewo2rimalXV3vggLnnrSbD78
VEK3LozXtr2MCxpOYSAU+ESb230kpDgJBuEsSZ5BDhrv/VVFgoaqgl8BtAveTgMkt
gU1101gP19jsAi7E6+i1RtV10vLseUE2R3Bcf7+aHDUVGz3nVqg3ykQJIpgbVIMSh
/C8dMYWEwEDbdQPAd18WaCmBTTr 6wT FSDFnjWSjx3 6z2khJaqgtQ7A07aKEF/DIIK1Eb
ciIRB80SPal0tfxRWqfsbTP1VVy7GR2r0CIS36ESCAWERARaN+MHWWCQYDVROITBAIW
ADAJBgNVHQ4EFgQUEzvynZDBzsFumroYy2CFsEUXxfHMwHWYDVROjBBgwFoAURy3u
0ZZFtMEWSMEhDoVV22koYCMWEQYJYIZIAYb4QgERBAQDAgeAMBWGA1UGEQQVMBOC
EWVza20ta2lpcCljbGllbnQyMANGCSqGSIb3DQERCWUARS IRAQBINSOk DVKLXVE
Nt7v1XMRrCbfRJIGouBkNSBE80LaPfJtcTD91HogxdiZxkhzCmJef1HdLuS2t+g6IR
9cH52PsVztjd2ImgnkwBr6JYFvZkoDKFUS5P0/w40BRSw6kiB8 1hRtBMOkRhaGOd
1ws2+2drwmJITLv23xgGmir2mOnSqaNzcqln87QayRKwIKglrO0YG1FHAY2mLi/KE25h
LERk/pRCzIaYRBVOjBGsDeOR4uYGmtXVzRMMhtwzYFbdX3rptGozjogQ8NMd+5sLN
1dRsMcMgyhEezAn2BgINbdUx1z8fo0el2sN4mh+hoMZg2TKstspcBRKLBaRKO1XRd
BvlPgqgeT

Figure 10 : Signed Certificate Information
7. Copy the signed certificate and paste it into the Pure Storage FlashArray CLI.

8. Click ESKMLocalCA from Local CAs, copy the ESKMLocalCA certificate, and paste it into
the Pure Storage FlashArray CLI.
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5.1.5 Createa

CA Certificate Information

Key Size: 2048

StartDate: Sep 3 05:53:30 2025 GMT

Expiration: Jun 3 05:53:30 2035 GMT

C: US
ST: CA
L: Campbell
Issuer: 0: Organization
OU: Information Security
CN: ESKMLocalCA
emailAddress: infosec@organization.com

O: Pure Storage, Inc.
Subject: OU: Pure Storage, Inc.
CN: eskm-kmip-client2

MIID8jCCAtggAwWIBAgIBFjANBgkghkiGOw0OBAQSFADCEBoj ELMAKGAIUEBhMCVVMx
CzAJBgNVBAgGTAKNBMREWDWYDVQQHEWhDYW1wYmVsbDEVMBMGALIUEChMMT 3JnYWSp
emF0aWluMROWGWYDVQQLEXRJIbmZvemlhdGlvbiBTZWN1cml0eTEUMBIGALIUEAXML
RVNLTUxVY2FsQ0ExJzAlBgkghkiGOwOBCQEWGG1luZmlzZWNAb3 InYWSpemF0aWdu
LmNvbTAeFwlyNTASMDMwNTUzMzBaFw0zNTAZMDMwNTUzMzBaMFYxGzAZBgNVBROM
E1BlcmUgU3RvemFnZSwgSWSjLiEbMBkGAIUECWWSUHVYZSBTAGSyYWA1LCBIJbmMu
MRowGAYDVQODDBFlc2ttLWttaXAtY¥2xpZWS0MjCCASIWDQYJRoZIhveNAQEBBQAD
ggEPADCCAQoCggEBANRemdJ2c3IPkGIRpIsKSEBLNEBY8cysGzy2WZ+2zjQYul¥YpP
2zCO0CbgYEMcfsRIQyU+xkoyyInigDWHOdEPQWd]l3ewo2rimalXV3vggLnnrSbD78
vHK3LozXtr2MCxpOYSAU+ESb280kpDgJBuEsZ5BDhrv/VVFgoaggl8BtAvcTgMkt
gU1101gP19jsAi7E6+i1RtV10vLseUE2R3Bcf7+aHDUVGz3nVqg3ykQJIpgbVIMSh
/C8dMYWRWEDbdQPd]l8WaCmBT Tr6wT FSDFnjWSjx362khJagtQ7A07aEF/DIIR1EDL
ciIRB80SPal0tfxRWgfsbTP1VVy7GR2r0CIS36ESCAWERARaN+MHWWCQYDVROITBAIW
ADAJBgNVHQ4EFgQUEzvynZDBzsFumroYy2CFsEUXxfHMwHWYDVROjBBgwFoAURy3u
OZZFtMEWSMEhDoVV22koYCMWEQYJYIZIAYb4QgEBBAQDAgeAMBWGA1IUdEQQVMBOC
EWVza20ta2lpcCljbGllbnQyMANGCSqGSIb3DQERCWUARS IRAQBINSOk  DVKLXVE
Nt7v1XMRrCbfRJIGouBkNSB80LaPfJtcTD91HogxdiZxkhzCmJef1HdLuS2t+g6IR
9cHS5ZPsVztjd2ImgnkwBr6JYFvZkoDKFUS5P0/w40BRSw6kiB8 1hRtBMOkRhaGOd
1ws2+2drwmJITLv23xgGmir2mOnSaNzcqln87QayRKwIKglrO0YG1FHAY2mLi/K25h
LKRk/pRCzIaYRBVOjBGsDeOR4uYGmtXVzRMMhtwzYFbdX3rptGozjoqQ8NMd+5sLN
1dKsMcMgyhEezAn2BgJINbdUx1z8foCel2sN4mh+hoMZg2TKstspcBRKLBaKK0O1XRd
BvlPgqgeT

Figure 11 : CA Certificate Information

KMIP User

1. In the ESKM Management console, go to Security > Users & Groups > Local Users &
Groups > Local Users.

2. Click Add.

3. Enter the Username exactly as the common name specified during creating the host

certificate.

4. Select Enable KMIP.

5. Select KMIP as License Type.
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6. Provide the client certificate in KMIP Client Certificate that is produced by signing the CSR

with ESKMLocalCA.

Create Local User

Username:
Password:

Confirm Password:

] eskm-kmip-client2 \

[ ’

License Type: [KMIP v
User Administration Permission: []
Change Password Permission: [
Enable KMIP:
Map non-existent Object Group to x-Object Group:  [J

KMIP User Group:
KMIP Object Group:

KMIP Client Certificate:

| default user group v |

| default object group v |

----- BEGIN CERTIFICATE-----

MIID8jCCAtqgAWIBAgIBFjANBgkqhkiGOweBAQsFADCBojELMAKGALIUEBhMCVVMX
CzAJBgNVBAgTAKNBMREWDWYDVQQHEWhDYW1wYmVsbDEVMBMGALIUEChMMT3JInYW5p
emF@aW9uMROWGWYDVQQLEXRIbmZvcm1lhdGlvbiBTZWN1cm10e TEUMBIGALUEAXML
RVNLTUXVY2FsQ@ExJzA1BgkqhkiGOwOBCQEWGG1luzZm9zZWNAb3InYWS5pemFOaWu
LmNvbTAeFwOyNTASMDMWNTUzMzBaFw@zNTA2MDMWNTUzMzBaMFYxGzAZBgNVBAoOM
E1B1cmUgU3RvemFnZSwgSW53jLjEbMBKGALUECWWSUHVYZSBTdGOYYWd1LCBIbmMu
MRowGAYDVQQDDBF1lc2ttLWttaXAtY2xpZW58MjCCASIwDQYIKoZIhvcNAQEBBQAD

a >

Figure 12 : Create KMIP a User

5.2 Configuration on Pure Storage FlashArray CLI

5.2.1 Create a Client Certificate

1. Create a self-signed certificate.

Figure 13 : Create Self-Signed Certificate
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2. Display the created self-signed certificate.

Figure 14 : Display Self-Signed Certificate

3. Create a certificate signing request (CSR).

Figure 15: Construct CSR
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4. Copy the generated CSR and submit it to ESKM for signing by the ESKMLocalCA as a
client certificate, see Sign the host certificate using ESKM.

5. Update the Pure Storage FlashArray certificate with the signed key details.
When prompted, paste the client certificate from ESKM, see Sign the host certificate using
ESKM.

Figure 16 : Update Client Certificate

5.2.2 Configure KMIP

Create the KMIP server configuration by specifying the ESKM hostname in the --uri parameter
along with the KMIP port number. Provide the server certificate and CA certificate, see Sign the
host certificate using ESKM, for secure communication.
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Figure 17 : KMIP Server Configuration

5.2.3 Enable a Security Token
1. Test the KMIP connection, see Functional Testing, before enabling the security token.

2. Enable enhanced data security using the ESKM-KMIP-Server.

Figure 18 : Enable Security Token

3. List the security token.

Figure 19 : List Security Token

4. After enabling the security token, verify that the KMIP connection is active on the
FlashArray, see Functional Testing, and confirm that a KMIP object is created on the ESKM,
see Verify KMIP Object. Review the ESKM KMIP logs to ensure successful key validation
and trust establishment, see Verify ESKM KMIP Logs.
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6 Verification and Testing

In this chapter, we verify whether Utimaco ESKM and Pure Storage FlashArray integration works
as expected. This involves validating the KMIP-based connection, confirming that the security
token has been enabled on the FlashArray, and checking that the corresponding KMIP requests
are logged and processed on the ESKM server.

6.1 Functional Testing

The purekmip test command was executed against the configured KMIP server to validate
the functional connectivity. The test confirmed successful communication with the ESKM server
and returned an OK status for the KMIP connection.

Figure 20 : Test KMIP Connection

6.2 Logs and Validation Steps

6.2.1 Verify ESKM KMIP Logs

Check the LOCATE and MAC requests in the Utimaco ESKM KMIP logs, which indicate that the
FlashArray successfully located and validated the encryption key material via ESKM.

KMIP Log:
ZOZD 08-31 03:12:05 [KMIP Server] [Aut 1"e1\:1’a ion Success] User:[eskm-kmip-client2] From IP: 69 64.23.253
-08-31 03:12:05 [KMIP Server] [Clies : [LOCATE] Result: [SUCCESS]

5- 31 03:12:0
2025-08-31 03:12:0
2025-08-31 03:12:
2025-08-31 03:12:
2025-08-31 03:12:
2025-08-31 03:12:
2025-08-31 03:12:06
2025-08-31 03:12:06

S [KMIP Server]
[KMIP Server]
KMIP Server]

42230c-2£10107061£a] Operation: [LOCATE] Result: [SUCCESS]
3.253

I.,] Result [success

3.

KMIP Server] [ClientOperation] U
KMIP Server] [Ruthentication Success] User: [e:

KMIP Server] [ClientOperation] User: [eskm-kmi] UUID: [81efe506
KMIP Server] [Buthentication Success] User: [eskm-kmip-client2] From IP
KMIP Server] [ClientOperation] User: [eskm-kmip-client2] UUID:[8lefe506

[
[ 1
[
[ 4524530 u: 2£10107b61fa] Operation: [MAC] Object Type: [SYMMETRIC KEY] Result:[SUCCESS]
[ 9.64.23.253
r 1

0e-4£24-290c-2£10107b61£a] Operation: [MAC] Object Type: [SYMMETRIC KEY] Result:[SUCCESS]

Figure 21 : Verify KMIP Log

6.2.2 Verify KMIP Object

1. After enabling the security token on the FlashArray, verify that a KMIP object has been
created for the FlashArray client by navigating to the ESKM Management Console and
clicking Security > KMIP Objects.
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utimaco’

——

Type .a KeyName uuiD
® KMIP RDL0-492242-224484701- 81efe506-200e-4f24-a90c-
7893633160829504547 2f10107b61fa
Figure 22

Owner Algorithm Creation Date FIPS Security Level
L 2025-08-29
eskm-kmip-client2 AES-256 03:25:41 1
- KMIP Object

2. This confirms that the external key manager is supplying the root encryption key material

used by the FlashArray.
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utimaco’

T Troubleshooting

7.1 Log locations and interpretation

You can verify the logs from Utimaco ESKM by following these steps:

1. In the ESKM Management Console, click Device > Logs & Statistics > Log Viewer > KMIP.

2. Review the logs for operations such as LOCATE and MAC, which confirm that the Pure
Storage FlashArray successfully connected to ESKM and validated encryption keys.

KMIP Log:

2025-08-31 03:12:
2025-08-31 03:12:
2025-08-31 03:12:
2025-08-31 03:12:
2025-08-31 03:12:
2025-08-31 03:12:
2025-08-31 03:12:
2025-08-31 03:12:
2025-08-31 03:12:
2025-08-31 03:12:

Document No.:

05
05
05
05
06
06
06
06
06
06

[KMIP Server]
[KMIP Server]
[KMIP Server]
[KMIP Server]
[KMIP Server]
[RMIP Server]
[KMIP Server]
[KMIP Server]
[KMIP Server]
[KMIP Server]

[Buthentication Success] User:[eskm-kmip-client2] From IP: 69.64.23.253
[ClientOperation] User: [eskm-kmip-client2] UUID:[] Operation: [LOCATE] Result:[SUCCESS]
[Buthentication Success] User:[eskm-kmip-client2] From IP: 69.64.23.253
[ClientOperation] User: [eskm-kmip-client2] UUID: [8lefe506-200e-4£24-a90c-2£10107b61%a]
[Buthentication Success] User:[eskm-kmip-client2] From IP: 69.64.23.253
[ClientOperation] User: [eskm-kmip-client2] UUID:[] Operation:[LOCATE] Result:[SUCCESS]
[Authentication Success] User: [eskm-kmip-client2] From IP: 69.64.23.253
[ClientOperation] User: [eskm-kmip-client2] UUID: [8lefe506-200e-4£24-a90c-2£10107b61fa]
[Authentication Success] User:[eskm-kmip-client2] From IP: 69.64.23.253
[ClientOperation] User: [eskm-kmip-client2] UUID: [8lefeS506-200e-4£24-a90c-2£10107bé1fa]

Figure 23 : KMIP Log

1G-2025-0056 Document Version: 1.0.0

Operation: [LOCATE] Result:[SUCCESS]

Operation: [MAC] Object Type:[SYMMETRIC_KEY] Result:[SUCCESS]

Operation: [MAC] Object Type:[SYMMETRIC_KEY] Result:[SUCCESS]
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8 Contact and Support Information

You can reach us from Monday to Friday, 09.00 a.m. to 05.00 p.m., Central European Time (CET).

Utimaco IS GmbH
Germanusstr. 4
52080 Aachen
Germany

RMA Query

If you need to send the device back to Utimaco IS GmbH, please open a new RMA case (Return
Merchandise Authorization). We request that you use the following web address. RMA cases
cannot be opened by email or phone.

https://support.hsm.utimaco.com/support/rma/new

Other Support Queries

= Mail (preferred contact method)
support@utimaco.com
Attach the diagnostic information to your email.

= Web portal
https://support.hsm.utimaco.com/support/cases/new/
The diagnostic information will be requested in our response if necessary.

= By phone
AMERICAS +1-844-UTIMACO (+1 844-884-6226)
EMEA +49 800-627-3081
APAC +81 800-919-1301
The diagnostic information will be requested in our response if necessary.
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9 Appendices

9.1 References

Title Description Document/Link
ESKM Installation Guide Step-by-step guide for installing  2021-0047 Installation and
and configuring ESKM. Replacement Guide

FLASHARRAY SECURITY Document describes the Pure https://

AND COMPLIANCE Storage FlashArray data atrest =~ www.purestorage.com/
encryption and RDL content/dam/pdf/en/white-
mechanisms. papers/wp-flasharray-data-

security-and-compliance.pdf

Table 5: References

9.2 Command Summary

Command Used Purpose

purecert create eskm-kmip-cert --self- To create a self-signed client
signed --common-name eskm-kmip-client certificate for KMIP authentication
purecert list eskm-kmip-client -- To list the details of the generated
certificate certificate

purecert construct eskm-kmip-cert -- To generate a CSR

certificate-signing-request

purecert setattr eskm-kmip-cert -- To associate the signed certificate
certificate with the client identity
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Command Used Purpose
purekmip create ESKM-KMIP-Server --uri To configure the ESKM KMIP server
kmsl.testeskm.com:5696 --certificate eskm- with URI, client cert and CA cert

kmip-cert --ca-certificate

purekmip test ESKM-KMIP-Server To test connectivity and
authentication with the KMIP server

purekmip list ESKM-KMIP-Server To display available KMIP server
details

purearray enable security-token --kmip To enable security token and

ESKM-KMIP-Server establish trust with the KMIP server

Table 6; CLI Commands
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