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Introduction UtimaCO®

1 Introduction

This guide is part of the information and support provided by Utimaco. This guide details the
integration of Utimaco ESKM with Dell Data Domain to enable secure and encrypted data archive
and backup functionality. Together, Dell Data Domain and Utimaco ESKM deliver a
comprehensive solution for secure, compliant, and resilient data protection.

The guide walks through the necessary steps to configure the integration.

1.1 About This Guide

This guide describes how to enable ESKM integration with Dell Data Domain to enable encryption
during archiving. It equips users with the key data to facilitate effortless communication and
authentication between ESKM and Dell Data Domain, implementing Key Management
Interoperability Protocol (KMIP) and certificate-based Authentication.

1.2 Target Audience for This Guide

This integration guide is intended for administrators of Dell Data Domain and Utimaco ESKM
systems.

1.3 Purpose of the Integration

Integration of Utimaco ESKM with Dell Data Domain enables and enhances secure and encrypted
backup functionality. Dell Data Domain ensures reliable data archiving and recovery across
virtual and physical environments. ESKM provides robust encryption key lifecycle management,
including generation, storage, access control, and auditing.

The primary objective of this integration is to:

= Enhance data security by ensuring all archives are encrypted during storage and
transmission.

= | everage Dell Data Domain's encryption capabilities within the Utimaco ESKM
environment.

1.4 Document Conventions

The following conventions are used in this guide:
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The following conventions are used in this guide:

Convention Use Example

Bold Items of the Graphical User Interface (GUI), e.q., Press OK
menu options

Monospace Code that is given for explanation or as an example,  chsm-create
d file paths

ltalic References and important terms See Sample Chapter in
the CryptoServer -

Sample Manual

Table 1: Document Conventions

We use special icons to highlight the most important notes and information.

Here, you find important safety information that should be followed.

ﬂ Here, you find additional notes or supplementary information.

" This message marks the result expected after the successful execution of an

instruction.

1.5 Abbreviations

The following abbreviations are used in this guide.
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Abbreviation

ESKM

KMIP

CA

DD

Document No.: IG-2025-0038

Meaning

Enterprise Secure Key Manager

Key Management Interoperability Protocol

Certificate Authority

Data Domain

Table 2: Abbreviations

Document Version: 1.0.0
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2 Product Overview

2.1 Dell Data Domain

Dell Data Domain is a high-performance, disk-based data protection solution designed to
streamline backup, archiving, and disaster recovery. It leverages advanced deduplication
technology to minimize storage requirements, often reducing data footprints. With scalable
architecture and support for cloud integration, Data Domain systems can handle massive data
volumes while ensuring fast, reliable recovery. Built-in features like data integrity checks,
encryption, and centralized management make it a trusted choice for enterprises seeking robust
and secure data protection.

2.2 Utimaco ESKM (Enterprise Secure Key Manager)

The ESKM is a complete solution for generating, storing, serving, controlling and auditing access
to encryption keys. It enables you to protect and preserve access to business-critical, sensitive,
data-at-rest encryption keys, either locally or remotely. ESKM is offering industry-certified Key
Management Interoperability Protocol (KMIP)with market leading support for partner
applications and pre-qualified solutions, integrating out-of-the-box with varied deployments, as
well as custom integrations.

2.3 Joint Value Proposition

The integration of Dell Data Domain with Utimaco ESKM delivers a comprehensive and secure
data protection solution that combines industry-leading data archive and recovery capabilities
with advanced encryption key management. This joint solution empowers organizations to:

= Ensure end-to-end data security by encrypting backups both at rest and in transit.

= Simplify compliance with regulatory standards through centralized key lifecycle
management, including generation, storage, access control, and auditing.

= Maximize operational efficiency by seamlessly leveraging Dell Data Domain's encryption
features within the ESKM environment.

= Strengthen resilience against data breaches and unauthorized access.
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3 Integration Requirements and Prerequisites

Ensure that the system environment you will be using meets the following hardware and

software requirements.

This guide assumes that the user has installed and configured the required software.

3.1 Tested Versions

The integration has been successfully tested with the Utimaco ESKM and Dell Data Domain.

Dell Data Domain OS Version Utimaco ESKM Version

8.3.0 8.54.0

Table 3: Tested Versions

3.2 Supported Platforms

= Utimaco ESKM hardware appliance

= Utimaco ESKM virtual/cloud appliance

3.3 Software Requirements

Software Software Requirements
Data Domain OS version 8.3.0
Utimaco ESKM version 8.54.0

Table 4: Software Requirements

3.4 Prerequisites

Before you begin, please ensure that you have installed/setup:
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= Data Domain OS - Ensure the latest DDOS version is installed and properly configured.

= |icensing: A valid Dell Data Domain license that supports encryption with an external key
manager.

= Utimaco ESKM: Ensure that the latest version of ESKM is available.

Document No.: IG-2025-0038 Document Version: 1.0.0 Page 10 of 29



* ®
Installation and Configuration UtlmaCO

4 Installation and Configuration

4.1 Set Up ESKM

The initial phase involves configuring ESKM before proceeding to Dell Data Domain. For detailed
configuration steps, see the ESKM_Installation and Replacement_Guide_8.54.0.

After successful installation and configuration, log in to ESKM.

4 Enterprise Secure Key Manager Utim aco’

Administrator Authentication

admin

[Login

Figure 1: ESKM Log in

T ————————————————— — —_ __ ————————————————— — — _ — — — —————————————————————E ———
Home / Summary VESKM-1%
n as admin

Home

System Summary Help @

Product:  Enterprise Secure Key Manager L1
UnitID:  UL1KMV2KQ6BI
Hardware Platform:  VMware Virtual Platform
Software Version:  8.54.0 (VESKM 8.54)

Date:  06/26/2025
Time: 22:36:44
Time Zone: Pacific Time

System Uptime: 17 days, 21:42:01

Licenses: 100

Licenses in Use: 3

License Order Information

Figure 2 : ESKM Home Page
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4.2 Set Up Dell Data Domain

Please refer to the installation and administration guide for setting up the Dell Data Domain: Dell
Data Domain Manual

Please note the following points while setting up the Dell Data Domain:

= Create the Security Officer role.

= Run the following commands after creating the Security Officer:

1. authorization policy set security-officer enabled

2. system passphrase set

= Create the file system by accessing the GUI:

PowerProtect DD System Manager

+ et 01 Al g S

Figure 3 : Dell Data Domain Log In Page
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Dashboard

, - (X 0 Critical 0 Warning

Figure 4 : Dell Data Domain Home page

Figure 5: Dell Data Domain CLI screen
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5 Integration Steps

5.1 Configuration on Utimaco ESKM

5.1.1 Create a Local CA

Within the ESKM Management Console, set up a local CA by following these steps:

1.

Go to the Security tab.

. Click on the Certificates option under Certificates & CAs.
. Scroll down to the Create Certificate section.

. Enter a Certificate Authority Name and Common Name.

These may have the same value, such as ESKM Local CA.

. Enter your Organizational information.
. Select the Algorithm (e.g., RSA-2048).

. Click on Self-signed Root CA and enter the CA Certification Duration and Maximum User

Certificate Duration.

These values determine when the certificate must be renewed and should be set in
accordance with your company's security policies. The default value for both is 3650 days
or 10 years.

. Click on Create.
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Create Local Certificate Authority

Certificate Authority Name: ESKM_CA_DellDD
Country Name: US
State or Province Name: CA

Locality Name: Campbell

Organization Name: Dell

Organizational Unit Name: DD
Common Name: ESKMLocalCA
Email Address: Infosec@organization.com
Algorithm: RSA-2048 v
@ Self-signed Root CA

CA Certificate Duration (days) 3650
Certificate Authority Type:
Maximum User Certificate Duration (days): 3650

Intermediate CA Request

Figure 6 : Local CA Creation Page

9. Select the recently created CA Certificate.

10. Click on the Download button to download the CA certificate.

Local Certificate Authority List

a ESKM _CA DellDD.crt

CA Name CA Informatson
Common ESKXMLocalCA
® ESKM DellD( Issuer Dell CA Certificate Active
Explies: Jun 14 1211 01 2035 GMT

Create Local Certificate Authority

Certificate Authority Name.  ESKMCA
Country Name us
State or Province Name.  CA
Locality Name: Campbed
Organczation Name Organization
Organizational Unit Name:  Information Security
Commaon Name ESKMLOCAICA
Email Address.  riosecorganization com

Algerithm:  RSA.2048 -
e —

Figure 7 : Local CA details

5.1.2 Generate a Server Certificate

1. Go to the Security tab.
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2. Click on the Certificates option under Certificates & CAs.

3. Scroll down to the Create Certificate section.

4. Enter Certificate Name, Country Name, State and Province Name, Locality Name,
Organization Name, and Organization Unit Name

5. Select RSA-2408 from the Algorithm dropdown list.

6. Select the previously created CA certificate name from the Local CA dropdown list.

7. Select Server from the Certificate Purpose dropdown list.

8. Click on the Create button.

Create Certificate

Certificate Name:

Country Name:

State or Province Name:
Locality Name:
Organization Name:
Organizational Unit Name:
Common Name:

Email Address:

Subject Alternative Name:
Algorithm:

Creation Type:

Local CA:
Certificate Purpose:

ESKM_Dell_ServerCert
us

CA

Campbell

Dell

DD

ESKMDellDD
Infosec@organization.com
IP:10.222.55.182
RSA-2048 ~

Certificate Request - to be signed by external CA
@ Certificate Signed by Local CA

[ESKM_CA DellDD (maximum 3649 days) v}

Server ~

5.1.3 KMIP Server Configuration

Figure 8 : Server Certificate

1. Go to the Device tab.
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2. From the left side panel, click on the KMIP Server option under Device Configuration.
3. Click the Edit button on the main page.
4. Choose the created server certificate as the server certificate for the KMIP server.

5. Click the Save button.

Device / KMIP Server KMIP Server

KMIP Server Configuration

KMIP Server Settings

P: [All] ~
Port: 5696
Server Certificate: DellDD_Server Cert
Local CA Certificate for Certify/Re-certify: DELL ESKM CA +
Connection Timeout (sec): 360
Default number of items returned in Locate: 100

Maximum number of items returned in Locate: 1000

Figure 9 : KMIP Server Configuration

5.1.4 Sign the Host Certificate using ESKM

See section Create a Data Domain Host Certificate and complete all related steps before
performing the steps below.

1. Copy the host certificate signing request ( CertificateSigningRequest.csr ) from the
Dell DD for signing with the ESKM local CA. The following command can copy the CSR to a
Linux machine.

$scp sysadmin@<DDServerIP>:/ddvar/certificates/

CertificateSigningRequest.csr

2. Open the ESKM Management Console, click the Security tab, and then click on the Local
CAs link in the Certificates & CAs section.

3. Select the previously created CA certificate name from the Sign with Certificate Authority.
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4. Select the radio button Client in the Certificate Purpose section.

5. Copy the host certificate content to the Certificate Request box.

Certificate and CA Configuration

Sign Certificate Request

Sign with Certificate Authority: ESKM_CA_DellDD (maximum 3639 days) v

Seiver
Certificate Purpose: ® Chiemt
Server and Client

Certificate Duration (days): 3639

Cu}ih_c_.l(:ﬂ_v&u_e,l [ B I B
ROF2ZNUVEBO+ TS a/nhGo2SIMFOE2Ep 21 b9q+B8FL+u9mF 65+ 15nPO9X 1 ++5UB TDhOsU
yLZOSOOVE/ON+ 3TCuiSPCZ 34ufRVbmMYpdn 1 SO9AXgPMW2B0U1Q9X1gigPwhVviE D i
NOGACSNEYAXS J 7MUZ SKr § 14621/ sN67 500 7w i xhoMh/ PEGHGANCYc S3V/guklod]
AXQF mgnNZMbWO 2 KYYmUS AARACEKVEK /Ue IW7RVA TAVGO B Z INBhuOqVy 1 ZScxEcD
KGLFNWGESYACE tM) FOAK INMBYC Yy £/ XrOG2A0ILmBF 8 3cblvE JowPqdiLn) I8Vyy
2AC91%a JOQIDAQABODEWPQY IKOZ ThvcNAQKOMT AwlL JASBENVHREE ITA jghvsbanh
bGhve 3QUbGH j YWxkD2 1 haWeHBAreNIGHBAreNpUWOQY IKOZ ThvcNAQE LBQADgRES
AERZhOT 72 Jzets2bMVEKNGL Iz LAAfcArueRSSGRIDNGIQXIgGLGh WAz | 7xK1rsLso
TOSPrF IMzsrlbIKAQHEK 7008 yhc TPwaQnuK lM.hluVSﬂqu qunlobu.ﬂ tTZ30kx
mC FHOTWE 1LOMBKmF CycQqahlf GeWN JLapMIiwg 7o f L 2WWXNW IqQaMT sbeBicol kI iMk j
AOPNrOI o 10YSGEXVI LeOsObUIDMWNTL ZVW I IVaUW I 0 3F et sHEZ 1Ot 3 )ds+kq/ f1
JEX/GN2TXSSMy sHAX ISUMEUFKPSUVYZ 2Q) TOe 10500y F gZ Eud+ 194 /0Adums gm1 §
GP2KIBSA7TAsIMNXOXBCOEGPT »

END CERTIFICATE REQUEST

| I J

<

Figure 10 : Sign Certificate Request

6. Click on the Sign Request button.

CA Certificate Information

Key Size: 2048
StartDate!  Jun 25233218 2025 GMT
Expiration: Jun 13 23:32:18 2035 GMT
C us
ST CA
L Campbell
O Dell
ou: DD
CN ESKMLocalCA

emaillAddiess: infosec@organization com

C us
ST CA

L CcB

O Dell

ouU: DD

DellDD_User
CERTITFICATE

WIBAQIBEIANBGkQnKIGHWOBAQs FADCBIDELMAK LUEBRMCVYVMX
KNBMREWDWYDVOONEWhDYWIWYmVSDDENMASGALUVEChMERGVSDDEL
SBGNVBAMTCOVT IMD2NRDENDMS IKOZ IRVENAQKD
uvaXphdSGlvbisSib2d {hch ) 11I1M JEAWNNCcNMzUW
COYDVOOGEWIVUZEL cGA L UE SQOEXC 2 AITRGNVRACM

Figure 11 : Signed Host Certificate Details
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7. Note down the common name and copy the signed certificate content to create a KMIP
user.

8. Click on the Download button to download the signed host certificate file.

5.1.5 Create a Local User in ESKM

Perform the following steps to create a local user in the ESKM:

—_

. Go to the Security tab.
2. In Users & Groups > Local Users and Groups, select Local Users.
3. Scroll down and click Add.

4. Enter the Username in the same way as the common name provided during host
certificate creation.

5. Select Enable KMIP.
6. Select KMIP as License Type.
7. Paste the downloaded client certificate in KMIP Client Certificate .

8. Click Create.

wrly / Locoel Users & Groups / Local Users

Create Local User
Create Local User

Username: DellDD_User
Password:  seeeeseees
c L d:

Uicense Type: (RMIE——<)

User Ad Per

Change Password Permission:
Enable KMIP:
Map non-existent Object Group to x-Object Group:
KMIP User Group: default user group -~
KMIP Object Group: default object group ~

Ko C_Ibfltl! (:vg!:lbc!lm‘ N

MITO7 TCCATWEAWTBAR ITRE JANBEkGhk § GOWORAQS FADC B § DE LMAKGALUE BhMCVVMX &
CZAIBENVEBAR TAKNBMREWOWYDVOQOHEWhDYWIwYsV S hOENMASGATUEChMERGVSDDEL
MAKGALUE CxMC REQXF DASBEZNVEAMTCOVT SO1MD 2NKDE NBMS Cw IQY IKOZ Thve NAQKS
FhhpbmZve 2V iQGoy Z2F uaXphdGlvbi s JL20wihc NM JUWN § T1M MM §Eahc NMz Uw
NIEZMIMZMIEAW I BZMQswC QYIVOOQGEW IVUZE LMAKGALUE CAWCQOE xC ZAIBENVBACHM
AKNCMOOWC WYDVOOKDARE 23X SMQSwC QYDVOOQL DA L RDE UME TGATUE Awwl RGV S DE RE
X1Vz ZXTwggE i MADGC SGGS I 3DQE BAQUANAA T BOWAWEREZE KA T BAQC 8X 1 9xwZoqwo i
2VYAS/W7SOXr s eHq  ZIgX/QIVSNPVV 2r IXBv6 72YXQzA ImcB71eL 7 71QFMOEGZT I
MNP IASA/ 28ME 7dMKG I TN LSOOI VUZi 1 2fVIZ000A+ ZDYHRTVDL fCKO/CLWIQmK ¢

Figure 12 : Local User Creation
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ool Users

User and Group Configuration

Local Users

ered & cone v wheve value CONBINS - :
A Usemame KMIP-Enabled User Administration Permission Change Password Permission License Type
® DellDD_Use O - KM

Figure 13 : Created Local User details

5.2 Configuration on Dell Data Domain Side

5.2.1 Create a Data Domain Host Certificate

Run the adminaccess certificate cert-signing-request generate command in DD
system to generate a host certificate.

# adminaccess certificate cert-signing-request generate key-strength 2048bit
country US state <state> city <city> org—-name Dell org-unit DD common-name

<username>

The .csr file will be generated in /ddr/var/certificates/

CertificateSigningRequest.csr .
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Figure 14 : Host Certificate

5.2.2 Import the CA and Host Certificates to Dell DD System

See Sign the host certificate using ESKM and complete all related steps before performing the
steps below:

1. Copy the downloaded ESKM local CA certificate and signed host certificate to the ddr/

var/Certificates folderinthe Dell DD system. The following scp command can be

used to copy ESKM local CA certificate and the signed host certificate to a Linux
machine.

m  scp signed.crt <username>@<DDServerIP >:/ddr/var/Certificates
m  scp ESKM_CA_DellDD.crt<username>@<DDServerIP>:/ddr/var /
Certificates
2. Runthe adminaccess certificate import command on the DD system to import the

host certificate and the CA certificate.

= adminaccess certificate import host application gklm file

<hostfilename>.crt
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Figure 15 : Host certificate imported
= adminaccess certificate import ca application file <cacertificate>.crt

3. Run the adminaccess certificate show command to verify the host and CA
certificates are present.

Figure 16 : Certificate Details

5.2.3 Set ESKM as Key Manager

1. Run the filesys encryption key-manager set command to configure the system to
use ESKM as key manager.
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= $filesys encryption key-manager set server <IP> port 5696 key-class

<class name> server-type gklm kmip-user <username> .

ryptio
DellD

Figure 17 : ESKM set as Key manager in Dell Data Domain

2. Runthe filesys encryption key-manager enable command to enable key
management with ESKM , if key manager is disabled.

dmin@localhost# file encryption key-manag

Figure 18 : Key Manager enabled in Dell Data Domain

3. Run the filesys encryption key-manager show command to verify key
management is enabled.

Figure 19 : Key manager configuration details
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4. Runthe filesys encryption keys show detailed command to view the ESKM keys
created on the system.

0 Run the filesys restart command to activate the key if it is in a deactivated
state.
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6 Verification and Testing

6.1 Logs and Validation Steps
1. In ESKM Management Console, click on Security tab

2. Click on KMIP Objects link in Keys & KMIP Objects

Security / KMIP Objects / KMIP Objects

KMIP Object Configuration

KMIP Objects

Query [[ATKMIP Keys] v [ |
Items per page:| 10 v | |:|

A UUID Object Name Owner Object Type State
@ 85d1d57a-995f-4504-b8d5-94670836ec24 -

DellDD_User SymmetricKey Active
1-10f1

Figure 20 : Key details displayed in ESKM

3. Open ESKM Management Console and click on Device tab.
4. Click on Log Viewer under Logs & Statistics.

5. Click on KMIP under Log Viewer.
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Log Viewer

KMIP Log

Log File:  Current v

Show Last Number of Lines: 25
Wrap Lines: [}

 Display Log | Rotate Logs |

v

Log File: Current (Showing Last 25 Lines)

[KMIP Server]
[KMIP Server)
(KMIP Server)
[KMIP Server]
[KMIP Server)
(KMIP Server)
[KMIP Server]
[KMIP Server)
(KMIP Server)
[KMIP Server])
[KMIP Server]
(KMIP Server)
[KMIP Server])
[KMIP Server]
[KMIP Server)
[KMIP Serverl

[ClientOperation] User: [DellDD_User] UUID: [85d1d57a-995£-4504-b8d5-94670836ec24]
(Authentication Success) User:([DellDD_User] From IP: 10.222.55.126
[ClientOperation) User: [DellDD User) UUID: (85d1d57a-995£-4504-b8dS-24670836ec24)
[Authentication Success] User:([DellDD_User] From IP: 10.222.55.126
[ClientOperation] User:[DellDD User) UUID: (85d1d57a S£-4504-b8d5-94670836ec24)
(Authentication Success) Use!'T:}el‘.DD_User] From IP: 10.222.55.126
[ClientOperation] User:[DellDD User] UUID:[85d1d57a-995f- -b8d5-94670836ec24)
[Authentication Success] User:([DellDD_User] From IP: 10.222.55.126
[ClientOperation) User: [DellDD_User) UUID: (85d1d57a-995£-4504-b8dS-94670836ec24)
[Authentication Success] User:[DellDD_User] From IP .222.55.126
[ClientOperation] User:[DellDD User] UUID: (] Operation:[LOCATE] Result:[SUCCESS])
(Authentication Success) User:(DellDD_User) From IP 0.222.55.126
[ClientOperation] User: [DellDD_User) UUID: () Operat
[Authentication Success] User:([DellDD_User] From IP 126
[ClientOperation] User: [DellDD User) UUID: (£551£090-laec-4253-82fe-1£07a3053fad)
[Ruthentication Success] User:TDellDD User) 0.222.55.126

Result: [SUCCESS]

Operation: [GET_ATTRIBUTES] Object

Operation: [LOCATE) Result: [SUCCES]

Operation: [GET_ATTRIBUTES] Object
Operation: [GET) Object Type:[SYMM]

Operation: [LOCATE] Result: [SUCCES]

Cperation: (GET_ATTRIBUTES] Result

»
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Figure 21 : Log details displayed in ESKM
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T Troubleshooting

7.1 Log Locations and Interpretation

Verify the Utimaco ESKM logs by following the steps below:

1. Open the ESKM Management Console and click on the Device tab.

2. Click on Log Viewer under Logs & Statistics.

3. Click on KMIP under Log Viewer

4. Review logs related to operations performed on the Dell Data Domain.

Log Viewer

KMIP Log

Show Last Number of Lines: 25

Wrap Lines: [}

Log File:  Current v

v

Log File: Current (Showing Last 25 Lines)

KMIP Log:
2025-06-25 13:06: [KMIP Server]
s [KMIP Server]
KMIP Server)
KMIP Server]
KMIP Server]
[KMIP Server]
[KMIP Server])
[KMIP Server])
[KMIP Server]
[KMIP Server]
[KMIP Server]
[KMIP Server]
[KMIP Server)
[KMIP Server)
1 [KMIP Server])
[KMIP Serverl

[ClientOperation) User:[DellDD_User) UUID: (85d1d57a-995£-4504-b8dS-94670836ec24] Operation: [GET_ATTRIBUTES] Object

ication Success) User:[DellDD_User) From I .55.126
[ClientOperation] User:[DellDD_User] UUID: (85d1dS7

(& ication Success] User:[DellDD_User] From IP: 55.126
(c peration] User:(DellDD User] UUID:([85d1d57a- 0

[Rut! i i uccess] User:[DellDD User] From IP: .55.126
[Clier User: [DellDD_User) UUID:(85dld57a-

[Authentication Success] User:[DellDD_User) From IP: .222.55.12¢6
[ClientOperation] User:[DellDD_User) UUID:(85dldS7a-
[Authentication Success] User:([DellDD_User] From IP: 10.222.55.126
[ClientOperation] User:[DellDD_User) UUID: (] Operation:([LOCATE] Result:[SUCCESS]
(huthentication Success] User:(DellDD User] From IP: 10.222.55.126
[ClientOperation]) User: [DellDD_User) UUID: (] Operati LOCATE) Result: [SUCCESS)
[Authentication Success) User: [DellDD_User] From IP: 10.222.55.126
[ClientOperation) User:([DellDD_User) UUID:(£551£090-1a
[Aut ication Success] User:[DellDD Userl From IP: 1

222.55.126

4253-82fe-1£07a3053fad] Operation

Document No.: IG-2025-0038

Figure 22 : Log details displayed in ESKM

Document Version: 1.0.0

504-b8d5-94670836ec24]) Operation: [LOCATE] Result:[SUCCES]
8d5-94670836ec24) Operation: [GET_ATTRIBUTES] Object
5£-4504-b8d5-94670836ec24] Operation:[GET) Object Type:[SYMM]

S5£-4504-b8dS-94670836ec24) Cperation: [LOCATE] Result:[SUCCES]

: [GET_ATTRIBUTES] Result

»
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8 Contact for Support

8.1 Utimaco Technical Support

For technical questions, contact Utimaco Technical Support:

» F-mail: support-atalla@utimaco.com

= Telephone: 800-500-7858 (U.S.A.) +1-916-414-0216 (International)

= Website: https://support.utimaco.com/

Before contacting Utimaco with your questions, collect the following information:

Technical support registration number or NonStop system number (if applicable)

1. Service Agreement ID number (SAID)
2. Product serial numbers
3. Error messages

4. Software version number

8.2 24-hour Support

24-hour emergency support is available to those customers who have valid service contracts.
Use this service for product and system emergencies that occur after normal working hours or
on weekends and U.S. holidays. Questions about product installation and setup are supported
during normal working hours.

For 24-hour emergency support call: 800-500-7858 (U.S.A.) +1-916-414-0216 (International).
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9 Appendices

9.1 References

This document serves as a comprehensive guide for integrating Utimaco's ESKM module with

Dell Data Domain.

For more information on other Utimaco products and offerings, please visit the official Utimaco

website. Utimaco Portal .

9.2 Command Summary

DDOS Commands Used

#adminaccess certificate cert-signing-

request generate

# adminaccess certificate import

# adminaccess certificate show

# filesys encryption key-manager enable

# filesys encryption key-manager show

# filesys encryption keys show detailed

Purpose

To generate a host certificate

To import a certificate (CA and Host)
into the system.

To view all the certificates available
in the system.

To enable the key manager.

Verify whether key management is
enabled.

To view the keys created on the
system.

Table 5: List of Commands Used
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