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Introduction UtimaC0®

1 Introduction
This guide is part of the information and support provided by Utimaco.

This guide explains the integration of Utimaco ESKM with EDB Postgres Advanced Server to
protect sensitive data. Integrating EDB Postgres Advanced Server and Utimaco ESKM enhances
data security by enabling centralized and secure management of encryption keys.

The guide walks through the necessary steps to integrate the Utimaco ESKM with EDB Postgres
Advanced Server.

1.1 About This Guide

This guide describes how to integrate EDB Postgres Advanced Server with Utimaco ESKM to
protect the database. It equips users with key data to facilitate effortless communication and
authentication between ESKM and EDB Postgres Advanced Server, implementing the Key
Management Interoperability Protocol (KMIP) and certificate-based authentication.

1.2 Target Audience

This guide is intended for EDB Postgres Advanced Server and Utimaco ESKM administrators.

1.3 Purpose of the Integration

The integration of EDB Postgres Advanced Server with Utimaco ESKM enhances the security and
compliance of your data protection strategy. ESKM provides robust encryption key lifecycle
management, including generation, storage, access control, and auditing.

The primary objective of this integration is to:

= Enhance data security by encrypting the data at rest.

= Leverage encryption capabilities of EDB Postgres within the Utimaco ESKM environment.

1.4 Document Conventions

The following conventions are used in this guide:
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Convention Use Example

Bold Items of the Graphical User Interface (GUI), e.q., Press OK
menu options

Monospaced Code thatis given for explanation or as an example, chsm-create
file paths

ltalic References and important terms See Sample Chapter in
the CryptoServer -
Sample Manual

Table 1: Document Conventions

We use special icons to highlight the most important notes and information.

Here, you find important safety information that should be followed.

o Here, you find additional notes or supplementary information.

o

& This message marks the result expected after the successful execution of an
instruction.

1.5 Abbreviations

Abbreviation Meaning
ESKM Enterprise Secure Key Manager
KMIP Key Management Interoperability Protocol
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Abbreviation

EDB

TDE

API

CA

CN

KMS

URL

AES

CSR

RSA

SHA

TLS

SSL

EPEL

Document No.: IG-2025-0046

Enterprise DB

Transparent Data Encryption

Application Programming Interface

Certificate Authority

Common Name

Key Management System

Uniform Resource Locator

Advanced Encryption Standard

Certificate Signing Request

Ron Rivest, Adi Shamir, and Leonard Adleman

Secure Hash Algorithm

Transport Layer Security

Secure Sockets Layer

Extra Package for Enterprise Linux

Table 2: Abbreviations
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2 Overview

2.1 EDB Postgres Advanced Server

EDB Postgres Advanced Server is a powerful, enterprise-ready version of Postgres developed by
EnterpriseDB. It enhances the open-source Postgres database with advanced features like Oracle
compatibility, high availability, performance tuning tools and features that make it more suitable
for enterprise environments.

2.2 Utimaco ESKM (Enterprise Secure Key Manager)

Utimaco ESKM is a complete solution for generating, storing, serving, controlling, and auditing
access to encryption keys. It enables you to protect and preserve access to business-critical,
sensitive data-at-rest encryption keys, either locally or remotely. ESKM is offering industry-
certified Key Management Interoperability Protocol (KMIP) with market-leading support for
partner applications and pre-qualified solutions, integrating out-of-the-box with varied
deployments, as well as custom integrations.

2.3 Joint Value Proposition

The integration of EDB Postgres with Utimaco ESKM delivers a comprehensive and secure data
protection solution that provides advanced encryption key management. This joint solution
empowers organizations to:

= Enhanced Security will be achieved by storing the keys separately from the data, reducing
the data management risk. Supports key rotation.

= Centralized key management simplifies the operations across multiple databases and
environments.

= Ensure end-to-end data security by encrypting data at rest.

= Simplify compliance with regulatory standards through centralized key lifecycle
management, including generation, storage, access control, and auditing.

= Maximize operational efficiency by seamlessly leveraging EDB Postgres's encryption
features within the ESKM environment.

= Strengthen resilience against data breaches and unauthorized access.
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This integration empowers organizations to secure sensitive data with confidence, maintain
operational agility, and simplify compliance.
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3 Integration Requirements and Prerequisites

Ensure that the system environment you will be using meets the following hardware and
software requirements.

This guide assumes that the user has already installed and configured the required software.

3.1 Tested Versions

The integration has been successfully tested with the Utimaco ESKM and EDB Postgres
Advanced Server.

Operating System EDB Postgres Advanced Server Version Utimaco ESKM Version
Linux Server (Rocky 17.5,16.9,15.13 8.54.0
Linux 9.5)

Table 3: Tested Versions

3.2 Supported Platforms

= Utimaco ESKM hardware appliance

= Utimaco ESKM virtual/cloud appliance

3.3 Software Requirements

Software Software Requirements
Utimaco ESKM 8.54.0
EDB Postgres Advanced Server 17.5,16.9,15.13

Table 4: Software Requirements
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3.4 Prerequisites

Before you begin, please ensure that you have installed/set up:

= EDB Postgres Advanced Server: Ensure the supported version is installed and properly
configured.

* Licensing: A valid EDB Postgres license that supports APl access and integration features.

= ESKM: Ensure that the latest version of ESKM is available.
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4 Installation and Configuration

The following section outlines the procedures for configuring both the ESKM and EDB Postgres
Advanced Server components for seamless integration.

4.1 Setting Up ESKM

The initial phase involves configuring ESKM before proceeding to EDB Postgres Advanced
Server. For detailed configuration steps, see the “‘ESKM_Installation and Replacement_Guide_8.54.0"
installation guide.

After successful installation and configuration, log in to ESKM.

4 Enterprise Secure Key Manager uti]"l"lacoD

Administrator Authentication

vord [l )
Login |

Figure 1 : ESKM log-in page
4 Enterprise Secure Key Manager utimaco’

Help + LogOut

Home / Summary vESKM-129
Logged in as
+ Search Home
+ What's New

System Summary Help @

Product: Enterprise Secure Key Manager L1
UnitID:  ULTKMVZKQ6BI
Hardware Platform:  Viware Virtual Platform
Software Version: 8.54.0 (VESKM 8.54)

Date: 07/10/2025
Time: 05:05:57
Time Zone: Pacific Time
System Uptime: 2 days, 06:06:13

Licenses: 100
LicensesinUse: 5

Figure 2 : ESKM Home page
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4.1.1 Create a Local CA

Inside ESKM create a local CA by following the below steps:

1. Go to the Security tab.
2. From the left side panel, click on the Certificates option listed under Certificates & CAs.
3. Scroll down the main page and go to the Create Certificate section.

4. Enter a Certificate Authority Name and Common Name. These may have the same value,
such as ESKM Local CA.

5. Enter your Organizational information.
6. Select the Algorithm (e.g., RSA-2048).

7. Click on Self-signed Root CA and enter the CA Certification Duration and Maximum User
Certificate Duration. These values determine when the certificate must be renewed and
should be set in accordance with your company's security policies.

The default value for both is 3650 days or 10 years.

8. Click on Create.

Create Local Certificate Authority

Certificate Authority Name: |ESKMCA |
Country Name: [U5 ]

State or Province Name: [CA ]

Locality Name: |Campbell |

Organization Name: [Drganization ]

Organizational Unit Name: |Information Security |

|

|

Common Name: |ESKMLocalCA
Email Address: |infosec@organization.com
Algorithm:
& Self-signed Root CA

CA Certificate Duration (days): 13850 |
Certificate Authority Type: day
Maximum User Certificate Duration (days):
i Intermediate CA Request

| Create.

Figure 3 : Local CA creation with common name as '‘ESKMLocalCA’
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9. Click the Local CAs option listed under Certificates & CAs from the left-hand side panel to
display the created local CA certificate.
Local Certificate Authority List Help @
I CA Name CA Information CA Status
[ it [ elete | Dowrlosd | I =

Figure 4 : Created Local CA

4.1.2 Create a Server Certificate

The client uses ESKM server certificates to authenticate the ESKM server during the TLS/SSL
handshake.

To create an ESKM server certificate, perform the following steps:

1.

Go to the Security tab.
Click on the Certificates option listed under Certificates & CAs.
Scroll down to the Create Certificate section.

Enter Certificate Name, Country Name, State and Province Name, Locality Name,
Organization Name, and Organization Unit Name

Select RSA-2408 from the Algorithm drop-down list.
Select the previously created CA certificate name from the Local CA drop-down list.
Select Server from the Certificate Purpose drop-down list.

Click on Create.
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Create Certificate

Certificate Name: |ESKMServerCert |
Country Name: [0S

State or Province Name: |CA |

Locality Name: |C |

Organization Name: |Organization |

Organizational Unit Name: [Information Security |

Common Name: |ESKM ]

|

]

Email Address: |infosec@organization.com
Subject Alternative Name: [IP:172.21.1.82
Algorithm:

| Certificate Request - to be signed by external CA
# Certificate Signed by Local CA

Local CA: | ESKMLocalCA (maximum 3631 days) v |

Purpose: | Server v

Figure 5 : Certificate creation

4.1.3 Configure the KMIP Server
1. Go to the Device tab.

2. From the left-hand side panel, click on the KMIP Server option listed under Device
Configuration.

3. Click the Edit button on the main page.
4. Choose the created server certificate as the Server Certificate for the KMIP Server.

5. Click the Save button.

KMIP Server Configuration

KMIP Server Settings

P AN v
Port: 5696 |
Server Certificate: | ESKMServerCert v

Local CA Certificate for Certify/Re-certify: | [Disabled ~

Connection Timeout (sec): | 360
Default number of items returned in Locate: | 100
Maximum number of items returned in Locate: | 1000

| ave | cancel

Figure 6 : KMIP Server Configuration
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4.2 Setting up the EDB Postgres Advanced Server

Follow the steps below for setting up the EDB Postgres Advanced Server on a Linux server. The
steps are based on the EDB Postgres Advanced Server EDB Docs - EDB Postgres Advanced Server
v17 - Installing EDB Postgres Advanced Server on AlmaLinux 9 or Rocky Linux 9 x86_64.

1. Setting up the repository is a one-time task. Check if the repository already exists on the
Linux machine.
Use the commands below to confirm the repository exists. If no output is generated, the
repository isn't installed.

$ sudo dnf repolist | grep enterprisedb

Figure 7 : Linux Terminal: command related to EDB repo check

2. Go to the EDB repository https://www.enterprisedb.com/repos-downloads.
Accessing this repository requires an EDB user account, which can be created from the
following URL: Account management | EDB.
Select Access EDB Repos 2.0 as highlighted in the figure below.

<« G m ) 1t www.enterprisedb.com Jenw 4 3 i= a T 'f

CME rarmaoitar oo SIGNED IN AS
EDB repositories reo s I

EDB Repos 2.0

Access to EDB's improved download experience

Currently available for EDB Enterprise, EDS Standard, Trusted Postgres
Architect, EDB Postgres Distributed 5, EDB Postgres for Kubemnetes, and
EDE Postgres Distributed for Kubernetes.

Teken-based authentication

Single, simple URL for all download types

Currently supporting Red Hat Enterprise Linux (RHEL), Oracde Linux (OL),
Cent0S, Rocky Linamx, Almalinux, Debian, Ubuntu, and SUSE Limn
Enterprise Server (SLES)

Figure 8 : EDB official website: Repo access
3. Select the required platform and software to download.

a. Select the platform from the Select Platform drop-down list.
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ps//www.enterprisedb.com/repo

or Linux

Looking 1o download packages from you

Select Platform:

~ Select a pistform -

Install EDB software using your system package manager

Select a platform and package to view instructions.

r browser?

Download EDB software packages from your browser
Select a repository 10 browse and download packages.

Figure 9 : EDB official website: Platform selection for EDB repo

b. Select Rocky Linux 9 from the drop-down list, as it is used for test

ing.

Dubian 11 {Buliseye) xB6_64

Detian 12 (Boskuwoem) 386_64
Debian 12 (Boskwoem) srmé4
RHEL B ppe6die
RHEL B 86_64
RNEL 9 ppe6die
RHEL 9 386_64
RMEL 9 armid

INS _pechysimsrorsete Linue & 135 64

Zw  RockyfAlma/Oracle Linux 9 x86_64

ttps//www.enterprisedb.com/repos 2

———

‘or Linux

tour system package manager

Looki

Ubsuntu 20.04 LTS (Facal) x86_64
Ubsanzu 22 04 {Jamamy) x86_64
Ubsntu 24,04 (Noble) x26_64

= Seloct a platiom =

TULE Linux Entevprise Server 15 x06_64
SUSE Linux Enerprise Server 15 ppobdie

Download EDB software packages from your browser
Select a repository to browse and download packages.

™3

Figure 10 : EDB official website: Rocky Linux 9 selection

c. Select Software EDB Postgres Advanced Server version 17, as the figure below

highlights.
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« C M ) hitps//www.enterprisedb.comref A ! Q@ = @ -

Install EDB software using your system package manager

Select a platform and package to view instructions.

Looking to download packages from your browser?

Select Platform:

[ Rocky/AlmarOracle Linux 9 x86_64 v]

Select software:
Barman
ax
EDB Advanced Storage Pack for EDB PG
Extended 14
100
EDB Advanced Storage Pack for EDB PG
Extended 15
100
EDB Advanced Storage Pack for EDB PG
Extended 17
100
EDB Advanced Storage Pack for EPAS 13
100

EDB pgvector for PostgreSOL 16
0xx

[EDB pgvector for PostgreS0OL 17
Oxx

EDB*Plus for EPAS
413

EDB Postgres Advanced Server
17

16
15
14
13
12
"
EDB Postgres Enterprise Manager
10xx
Fxx
Bxx
EDB Postgres Extended
7
16
15
14
13
12
EDB Postgres Failover Manager
50
49

Figure 11 : EDB official website: Select the software 'EDB Postgres Advanced Server’

4. Set up the repository using the link from the EDB repository

a. The repository URL is specified in the figure below.
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< C @ tps//www.enterprisedb.com, K a &

figured, addtional packages can be installed by going directly to Step 2
n plans?

Select Platform:

Rocky/Alma Orache Linux 9 x85_64 -

| sudo -E bash

Select software:
Barman
3x
EDB Advanced Storage Pack for EDB PG
Extended 14
100
EDB Advanced Storage Pack for EDB PG

Extended 15 "
280 dnf -q makecache -y --disablerepo=""" --enablerepos

dnf config-manager --add-repo

EDB Advanced Storage Pack for EDB PG
Extended 17
1.00 Step 2
EDB Advanced Storage Pack for EPAS 13
100

EDB Advanced Storage Pack for EPAS 14
100 sudo dnf -y install edb-asi?-server

Once the repository is configured, run this to install the software packages. [}

EDB Advanced Storage Pack for EPAS 15
1.00
EDB Advanced Storage Pack for EPAS 17

Figure 12 : EDB official website: EDB Postgres Advanced Server repo urls
b. Execute the command below on a Linux machine.
$ curl -1sSLf 'https://downloads.enterprisedb.com/
XjIen8pK8khp2lEYGKpmi7Z52BmxpXi9/enterprise/setup.rpm.sh' | sudo -E
bash

Figure 13 : Linux Terminal: EDB repository setup

5. Install the software packages.
The command for installing the software package is sudo dnf -y -dinstall edb-
as<xx>-server , Where <xx> is the version of EDB Postgres Advanced Server. For
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version 17, use the command below.
$ sudo dnf -y dinstall edb-asl7-server

de
Installed s
L nloadin

Figure 14 : Linux Terminal: Install the edb-as17-server software package
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6. Install the EPEL repository.
Use this command for EPEL installation.

$ sudo dnf -y dinstall epel-release

Figure 15: Linux Terminal: installing EPEL repository

7. Enable additional repositories to resolve dependencies.
Use this command to enable additional repositories.

$ sudo dnf config-manager --set-enabled crb

Figure 16 : Linux Terminal: enabling the additional repositories to resolve dependencies

8. Disable the built-in PostgreSQL module.
Use this command to disable any existing PostgreSQL module.

$ sudo dnf -qy module disable postgresql

9. Install the PostgreSQL packages
Use this command to install PostgreSQL.

$ sudo dnf -y 1dnstall postgresqll7-server postgresqll7-contrib
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al

unning t

Figure 17 : Linux Terminal: installing the PostgreSQL package

10. Installing the server package creates an operating system user named enterprisedb . The
user has no default password, so a password needs to be set using the passwd command.

$ sudo passwd enterprisedb

11. Make sure the user enterprisedb has sudo privileges.

$ sudo usermod -aG wheel enterprisedb

4.3 Install PyKMIP on the Postgres Linux server

PyKMIP is a Python implementation of the Key Management Interoperability Protocol. It is an
open-source software. A Postgres Linux server can use it to interact with ESKM following the
KMIP protocol.

PyKMIP must be installed as user enterprisedb . A user can be changed to enterprisedb
with the command sudo su - enterprisedb.
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4.3.1 Install PyKMIP Dependency Packages

1. Install Python on the Linux server if it has not already been installed.
The python command can be used to verify the Python version.

Figure 18 : Linux Terminal: Python version check
2. Install or upgrade PIP on the Linux server

a. A PIP installation can be done using the following command.
$ sudo dnf 1dinstall pip

b. A PIP pip upgrade can be done using the following command.
$ /usr/bin/python3.9 -m pip install --upgrade pip

3. Upgrade setuptools.
Use the following command to upgrade setuptools.

S sudo pip3 dinstall --upgrade setuptools

4. Install tox.
tox can be installed using the following command.
$ sudo pip3 dinstall tox

5. Install git.
git can be installed using the following command.

$ sudo dnf 1dinstall -y git

6. Install cryptography.
cryptography can be installed using the following command.

$ sudo pip3 dinstall cryptography

4.3.2 Build PyKMIP

1. Navigate to the home directory of the user enterprisedb usingthe cd ~ command.
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2. Clone the PyKMIP repository.
git clone https://github.com/openkmip/pykmip.git

3. Check out the latest versions V0.10.0

a. Change the directory to pykmip

b. Check outv0.10.0: git checkout tags/v0.10.0

4. Install PyKMIP .
$ sudo python3.9 setup.py install

5. Verify the installed PyKMIP version.
$ pip show pykmip

Document No.: IG-2025-0046 Document Version: 1.0.0
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Figure 19 : Linux Terminal: PyKMIPinstallation
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5 Integration Steps

One of the building blocks of data encryption in EDB Postgres is TDE (Transparent Data
Encryption). It offers encryption at the file level, which solves the problem of protecting data at
rest. The key for transparent data encryption is generated by initdb and stored in the file
pg_encryption/key.bin under the data directory

A wrap and an unwrap command need to be specified to secure the data encryption key, which
provides TDE with a data encryption protection mechanism. The data encryption key will be
protected using a wrapping key stored in a key management system. This second key is also
called the key-wrapping key or master key. The Utimaco ESKM acts as the KMS here.

5.1 Establishing Trust Between the Utimaco ESKM and EDB Postgres

Certificates are required to facilitate the KMIP communications with the EDB Postgres and
Utimaco ESKM.

5.1.1 Prepare Certificates Required for KMIP Communication

1. Generate a CSR on the Postgres Linux server.

a. Change to the home directory of enterprisedb .

b. Generate a private key using OpenSSL.
$ openssl genrsa -out clientl.key 2048

c. Create a Certificate Signing Request (CSR) with the generated private key. Include
necessary fields for CSR generation.
$ openssl req -new -—-key clientl.key -out clientl.csr -sha256

The figure below shows the generation of a private key clientl.key anda CSR
clientl.csr with respective fields including kmip_client_EDB as Common Name .
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Figure 20 : Linux Terminal: CSR generation

2. Sign the CSR with the ESKM local CA and copy the signed certificate to the Postgres Linux
server.
The CSR now needs to be signed by the local CA.

a.

View the clientl.csr file usingthe cat command cat clientl.csr oropen it
using any text editor.

Select the entire text and copy it to your clipboard.
Make sure to include the first and last lines (“-——-BEGIN CERTIFICATE REQUEST---
10— END CERTIFICATE REQUEST-----").

Log in to the Management Console and go to Security > Certificates & CAs > Local
CAs.

. Select the CA used by your ESKM (in this case, ESKMLocalCA), and click on Sign

Request. The Sign Request window will appear.

Local Certificate Authority List

CA Name CA Information CA Status

Comman: ESKMLocalCA

Issuer. Organization CA Certificate Active
Expires: Jun 9 14:10:23 2035 GMT

[ Edit|| Delete | I | | ]

Figure 21 : ESKM server: Local CA sign request selection
For certificate purpose, select Client.

Paste the CSR text you copied into the Certificate Request window.
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g. Click Sign Request.

Sign Certificate Request

Sign with Certificate Authority: [ESKMLocalCA (maximum 3635 days) v)

() Server
Certificate Purpose: @ Client
(O Server and Client

Certificate Duration (days): | 3635

Certificate Request:

----- BEGIN CERTIFICATE REQUEST-----
MIIC2DCCACACAQAWEZIXCzAIBENVBAYTALVTMRMWEQYDVQQIDAPDYWxpZmIybmlh
MREwDwYDVQQHDADYW1wYmV'sbDEQMA4GAIUECgwHVXRpbWF jbz EPMABGALIUECWWG
QXRhbGxhMRcwFQYDVQQDDASrbWlwX2NsaWVudF 8wMTEfMBOGCSqGSIb3DQEJARYQ
ZXNrbUB1dG1tYWNyLmNvbTCCASIWDQYIKoZIhveNAQEBBQADEEEPADCCAQOCEEEB
AL3mcGSXS5/CAXWZO3YLYud4RCUKSyqgAviRKLFEZw/KWGDQoy6FIMOI lnojtiuvd
ZASjbmqCcTo3qZIiZ1PISUy87yGZI+PeVxiGFQwcAVDS1gS+GFRi+9urrvezCikf
ng5fF64XG1A6gYiMkW+UW3GplgsQIobtONquBHYDY+c+jOKZpXHoEC61AbFrI2pS
nkum6GDobegx17xr7KYenlU/yiR830hUgKsFmdgERYcJ+LXLbvG/uSD4gFWamR/1
KTkj42120fRE6tEGFg105]365MNeQIbnIrYfVo6+hf2TTpGcQaDS002G6B29RFy T
vpQ6fgoqhpkSEL6CT/WAME cCAWEAAAAMABGCSQGSIb3DQEBCWUAASIBAQC7hqCy
87j4HcZIpBoegebtY1Hf1TulT+YzYzX90IqHAXOhY21WVx629ksh@E@LF sdWgYsA
cyGN7SPMIkPt9TuNPjVVDki9IFayF3Q@KDtSWCUELFOt2r/7FXi+PGj6G85HMZEN
rB46pvSHh1CxaVzovzVL064GebBgxVt5zM8tKSWwMkeQhha9xdgWefowQXeQlsds
3x55b+8Vf/tCSqoUWP90ilzak4vs2AsqliZVCIr6HIhuMhGwgtGu+e Iyl jmuwkmb
ZG7H/2zhePwbyANWFe7zZtmlzQ/FM7+961C+uBDoygyPMfjj2alL7WBE7BZCDsbx5
yTHKNY2Fi5rMFT1g

----- END CERTIFICATE REQUEST-----

Figure 22 : ESKM server: certificate signing with Local CA

h. The signed client certificate is displayed. Download the signed client certificate by

clicking on Download, and copy it to the Postgres Linux server.
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utimaco’

Security / Local CAs

Certificate and CA Configuration
CA Certificate Information

Key Size: 2048
Start Date:  Jul 920:28:14 2025 GMT
Expiration: Jun 920:28:14 2035 GMT
c us
ST CA
L Campbell
Issuer: 0 Organization
OU: Information Security
CN: ESKMLocalCA
emailAddress: infosec@organization com
c us
ST. California
L: Campbell
Subject: 0 Utimaco
0U: Atalla
CN: kmip_client_ EDB
emailAddress: eskm@utimaco.com

N CERTIFICATE---——

WwagAWIBAgI! 1GOwOBAQsFADCBoj ELMAKGALUEBhMCVVMX
HVEAGTAKNEMREWDWYDVOQHEWh DYW 1w ¥V sb DEVMEMGAL UEChMMT 3Tn¥WSp
FuMRO: Lvbil el

EWOYNTAZY
EwJVUzE TMBEGAIUECAWKQZ FsaWZvemSpYTERMAS! Gnl.FE'_Bw.GZF:"GJlelx_DnO

MB1V0aH1hY28xD: XFOYWxsYTEYMBYGAIUEAmWPa21pcF 33
bG"lb’E!RU‘R i I HAQKBE thtDHV“aH“WHJYZQ.M IBIJAN
BqliqhkiGowIBROEFRROCROSAMI C YdxSUmdb+0g

z1H2uRJOIk14

FRaL G ancanTr VST T3 QRS
MER) ARMBOGALUAL
SioERgoUu DA
YJKoZInveNAQELBQADGQEBADKGICE2sZhr
+aHA4511/Hb7 S +uFIKE LXOLIKTKI 095 8Y 38 Rxe S
L2E00YG] 32yh S4RcHYa93309CPATGLa

"-I:v-fARf.deEﬂZDuszws
JuQyfVUFSRUVSSSICZRTCC
yali+ Iocyiup+527keC2dviix3GHaPE
+53gLr1zv+DgVDd.
v2\r11em‘:N°EH3/ 37C3 lZ}nzx-FBkyed.ch'l:ZPlT /DONZZ1pupiepsVID1Ib40
1SNeX01L731YBeyobchSwlFdNSKkKEQNTopKLETDGBTXbAC/ I0ya=

[——

3. Copy the ESKM local CA to the Postgres Linux server.

Figure 23 : ESKM server: signed certificate download

a. ESKM local CA (ESKMLocalCA) can be downloaded from the ESKM management
console. Go to Security > Certificates & CAs > Local CAs, select the CA used by the

ESKM (in this case, ESKMLocalCA), and click Download.

Local Certificate Authority List

Help @

CA Name

@ ESKMLocalCA

CA Information

Common: ESKMLocalCA

Issuer. Organization

Expires: Jun 9 14:10:23 2035 GMT

CA Status

CA Certificate Active

b. Copy the downloaded local CA to the Postgres Linux server.

Figure 24 : ESKM server: Local CA download selection

4. Rename the ESKM local CAto cacert.pem.

$ cp ESKMLocalCA.crt cacert.pem

5. Combine the private key and client certificate and rename to clientl.pem.
The created private key ( clientl.key ) and the signed client certificate ( signed.crt)
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need to be combined and renamed to clientl.pem.

$ cat clientl.key signed.crt > clientl.pem

5.1.2 Create a Local User

Perform the following steps to create a local user in the ESKM.

1. Go to the Security tab.

2. Inthe left side panel, click on Local Users & Groups under Users & Groups.
3. Click on Local Users.

4. Scroll down and click on Add.

5. Enter the Common Name (kmip_client_EDB) you provided during teh client certificate
creation as Username.

6. Select Enable KMIP.
7. Select KMIP as License Type.

8. Paste the content of the downloaded client certificate into the KMIP Client Certificate
Contents edit field.

9. Click on Create.
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Lmihivb T e FulyNTAZMT kyMODE 3NTF 8 FwBINT AZMDIyMDE 3NTF SMIGTMQSwCQYDVOIG
EwIVUZE TMEEGALUECAWKDZF salZvemSpY TERMABGATUE Buw 1 Q2FtcGI 1 bGw EDAD
BENVBACMBLVEaW1hY 28xDz ANBENVEA sMBK F @Y s Y TEYMBYGALUE Awwial 1pc F O
bG11EnRFRURCHRBWHOY JKoZLhveNAQKEFhB Lo 2T tOHV@W1hY2BuY 290TMI LB JaN
BkqhlkiGow@BAQE F AADC AQEAMT 1BC gKCAQEAY LS paf T THML 1 taDx12qP jE kDikve
FFCOBES) ISy ToMdt1EQLZ JvsESTONT IWlPNinl 2 Fx3lwz iol FEP+wRPL IGCPNSD
1pZHs B+l +3falhygy+YAIdESvo+ddInT P 348/ R8s 2 2o tNAGPAG+rIS TDB INBVEN
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|em37F Sxap3xsyPuqcGs0ajsvaxgxXbult /{1 ERHUPS INTBLEEqLE=

a
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[Srte ] Gomcel

Figure 25 : ESKM server: Local user creation

10. The created user is displayed under Local Users & Groups > Local Users.
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Lo | Add | Delete | Properties |

Certificates & CAs
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+ Trusted CA Lists
* Local CAs

+ Known CAs

Figure 26 : ESKM server: created local user 'kmip_client_EDB'

5.2 Configure PyKMIP on the Postgres Linux Server

PyKMIP has to be configured to use the client certificate generated by ESKM.

1. Log in to the Postgres Linux server as user enterprisedb .
a. Loginasuser enterprisedb and go to the home directory of enterprisedb .
2. Install the KMIP client and the CA certificates.
a. Createthe /etc/pykmip/certs directory
$ sudo mkdir -p /etc/pykmip/certs

b. Copy the private key, and the client and CA certificates to etc/pykmip/certs and
rename them as described here:
$ sudo cp clientl.pem /etc/pykmip/certs/client_cert.pem
$ sudo cp clientl.key /etc/pykmip/certs/client_private_key.pem

$ sudo cp cacert.pem /etc/pykmip/certs/server_ca_cert.pem
c. Assign read permission to all users of the private key, the client, and CA certificates.

$ sudo chmod a+r /etc/pykmip/certs/*

3. Create/update the Python environment variable.
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a. Openthe enterprisedb user's .bash_profile file and add the following line to
it:
$ export PYTHONPATH=$HOME/pykmip

b. Source the file so the environment variable becomes available:

$ source ~/.bash_profile

c. Check if the environment variable is set by executing the command below:.
$ echo $PYTHONPATH
Expected output: var/lib/edb/pykmip

4. Copy policy and configuration files to pykmip.

a. Copy the PyKMIP policy.json fileto /etc/pykmip/policy.json.
$ sudo cp ~/pykmip/examples/policy.json /etc/pykmip/policy.json

b. Copy the PyKMIP pykmip.conf fileto /etc/pykmip/pykmip.conf .
$ sudo cp ~/pykmip/examples/pykmip.conf /etc/pykmip/pykmip.conf

5. Edit the pykmip configuration file /etc/pykmip/pykmip.conf .

Fields Field values

host Provide ESKM IP address

port No change required [5696)].

keyfile Private key is already copied.
certfile client_cert is already copied.
cert_regs No change required.

ssl_version Change protocol to PROTOCOL_TLS
ca_certs CA cert is already copied.
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do_handshake_on_connect No change required.
suppress_ragged_eofs No change required.
username Comment this line.
password Comment this line.

Table 5: pykmip.config file entries and changes to be made

5.3 Key Creation Script Modification for Key Activation

A Python script create.py for key creation is provided in pykmip pykmip/kmip/demos/pie/

create.py . It needs to be modified to activate the key. The changes to be made are shown in
the figure below.

Figure 27 : Diff of create.py file modification

5.4 Install edb-tde-kmip-client and Check Prerequisites

5.4.1 Install edb-tde-kmip-client

Install the edb-tde-kmip-client on the Postgres Linux server as user enterprisedb .

$ sudo dnf 1dinstall -y edb-tde-kmip-client
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Figure 28 : Linux Terminal: install edb-tde-kmip-client

5.4.2 Check the Prerequisite
1. Key creation

a. Create an AES 256 key using pykmip. The below steps are used for key creation.
$ cd ~/pykmip/
$ python3.9 ./kmip/demos/pie/create.py -a AES -1 256

Figure 29 : Linux server: key creation command execution

b. Verify the created logs in ESKM. For the steps to verify ESKM logs, see Log location
and interpretation.
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Show Last Number of Lines:  [50
Wrap Lines:
| Display Log [ Rotate Logs |
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Figure 30 : ESKM server: KMIP logs with key creation

2. Verify encryption using the created key.
Encrypt the string utimaco using the created key and store the cipher in $HOME/test.bin .

printf utimaco | python3.9 /usr/edb/kmip/client/edb_tde_kmip_client.py \

encrypt \

——out-file=$SHOME/test.bin \
-—pykmip-config-file=/etc/pykmip/pykmip.conf \
-—key-uid='12d8888e-a382-4762-b357-6050fff6f84e'

--variant=pykmip

3. Verify decryption with the same key.
Decrypt the cipher in $HOME/test.bin using the same key.
python3.9 /usr/edb/kmip/client/edb_tde_kmip_client.py decrypt \
——in-file=SHOME/test.bin \

-—-pykmip-config-file=/etc/pykmip/pykmip.conf \
-—key-uid='12d8888e-a382-4762-b357-6050fff6f84e'

--variant=pykmip
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Figure 31 : Linux server: verifying encryption and decryption of a string

5.5 Perform the Initial Configuration and Create an Encrypted Postgres
Database

1. Login to the Postgres Linux server as user enterprisedb .

2. Gotothe /bin directory. Inthis case the /bin directory pathis /usr/edb/as17/bin.

3. Set the key wrap and key unwrap commands.

a. Set PGDATAKEYWRAPCMD : shell command to encrypt the data encryption key.
export PGDATAKEYWRAPCMD='python3.9 /usr/edb/kmip/client/
edb_tde_kmip_client.py \

encrypt \

—-—out-file=%p \
--pykmip-config-file=/etc/pykmip/pykmip.conf \
--key-uid="12d8888e-a382-4762-b357-6050fff6f84e" \
--variant=pykmip'

b. Set PGDATAKEYUNWRAPCMD : shell command to decrypt the data encryption key
when the database starts.

export PGDATAKEYUNWRAPCMD='python3.9 /usr/edb/kmip/client/
edb_tde_kmip_client.py \

decrypt \
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-—pykmip-config-file=/etc/pykmip/pykmip.conf \
--key-uid="12d8888e-a382-4762-b357-6050fff6f84e" \

-—in-file=%p --variant=pykmip'

c. Verify the key wrap and key unwrap variables set.
$ env | grep PGDATAKEY

Figure 32 : Linux server: key wrap and key unwrap command set

4. Perform the initial configuration of the database.
The database configuration can be done with the following command.

$ Jusr/edb/asl7/bin/initdb -D /var/lib/edb/asl7/data -y
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Figure 33 : Linux server: initial configuration of the Postgres database

5. Start the database server.
The database server can be started with the following command, and the output log can

be passed to $HOME/log .
$ /usr/edb/asl7/bin/pg_ctl -D /var/lib/edb/asl7/data -1 S$SHOME/logfile

start

Figure 34 : Linux server: Postgres database start

6. Verify the data_encryption_key_unwrap_command inthe postgresql.conf file.
The data_encryption_key_unwrap_command is set with PGDATAUNWRAPCMD should be
presentinthe /var/lib/edb/as17/data/postgresql.conf file.
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Figure 35 : Linux server: data_encryption_key_unwrap_command in postgresql.conf

7. Ensure encryption is enabled.
Execute the following command and confirm ‘Data encryption version’and '‘Data encryption
key length’ are set.

$ /usr/edb/asl17/bin/pg_controldata /var/lib/edb/asl17/data

Figure 36 : Linux server: check if encryption is enabled

8. Create a database for the enterprisedb user to do the testing.
The command for creating database hr as user enterprisedb is:
$ /usr/edb/asl7/bin/createdb --owner enterprisedb hr

9. Connecttothe hr databasein psql.
$ /Jusr/edb/asl17/bin/psql hr

10. Create columns.
The tables are created with the CREATE TABLE command.
Here is an example for creating table ‘dept”:
hr=# CREATE TABLE public.dept (deptno numeric(2) NOT NULL CONSTRAINT
dept_pk PRIMARY KEY, dname varchar(14) CONSTRAINT dept_dname_uqgq UNIQUE,
loc varchar(13));

11. Insert values into the table.
here is an example for inserting values into the table ‘dept":
hr=# INSERT INTO dept VALUES (10, 'ACCOUNTING','NEW YORK');

hr=# INSERT into dept VALUES (20,'RESEARCH','DALLAS';
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12. View the table data.
The table data can be viewed by selecting the values from the table with the command
below.
hr=# SELECT * FROM dept;

Figure 37 : Linux server: configure and create a database as an example
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6 Verification and Testing

In this chapter, we will verify whether the integration between Utimaco ESKM and EDB Postgres
Advanced Server is functioning as expected. This includes checking connectivity, validating
encryption workflows, and ensuring both systems communicate correctly. By the end of this
section, you should be able to confirm that the integration is successfully established and
operational.

6.1 Restart the Postgres Database and Verify the ESKM Logs

1. Stop the Postgres database.
$ /usr/edb/asl17/bin/pg_ctl -D /var/lib/edb/asl7/data -1 $SHOME/logfile
stop

2. Start the Postgres database and view the database.
$ /Jusr/edb/asl7/bin/pg_ctl -D /var/lib/edb/asl7/data -1 S$SHOME/logfile

start

Figure 38 : Linux server: steps for verification

3. Verify the ESKM KMIP logs.
The steps for ESKM KMIP logs are mentioned in Log rotation and interpretation.
The figure below shows that the master key is used for decryption when the database is
started.
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Figure 39 : ESKM server: ESKM KMIP logs of key used for decryption

6.2 Restart the Postgres Database when ESKM is Down

The key is fetched on the database's startup. We test the data encryption by the key stored in the
ESKM by disabling the ESKM KMIP service and then attempting to start the database. Since the
Postgres Linux server is unable to connect with the ESKM KMIP service, the system should fail
and report an error.

1.

Stop the Postgres database.
Stop the database with this command.
$ /usr/edb/asl17/bin/pg_ctl -D /var/lib/edb/asl7/data -1 $HOME/logfile

stop
Postgres Linux server logs:
[enterprisedb@localhost bin]$ /usr/edb/asl7/bin/pg_ctl -D /var/lib/edb/

asl7/data -1 $HOME/logfile stop
waiting for server to shut down.... done
server stopped

[enterprisedb@localhost bin]$

Stop the ESKM KMIP service.
The ESKM KMIP service can be stopped from Utimaco ESKM by following these steps:

a. Open the Utimaco ESKM page, log in, and click on the Device tab.
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b. Click on Services under Maintenance.

c. Select KMIP Server under Services Configuration.
d. Click on Stop.

e. Click on Confirm on the Confirmation Required page.

Device / Services L .
Services Configuration

Services List

Help @
Name Status Startup
KMS Server Started Enabled
® KMIP Server Started Enabled
Web Administration Started Enabled
SSH Administration Started Enabled
SHMP Agent Stopped Disabled
Restart/Halt Help @
Restart/Halt: | Restart v
Device / Services

1 as admin

-
Confirmation Required
Secondary Approval

The following change will be made:
+ Stop a service

As a security precaution, a secondary approval is required to commit the requested changes. These changes may adversely affect the functionality of this device.

==

Figure 40 : ESKM server: screen flow of stopping the KMIP service
3. Start the Postgres database.

$ /usr/edb/asl17/bin/pg_ctl -D /var/lib/edb/asl7/data -1 $HOME/logfile
start

Postgres Linux server logs:

[enterprisedb@localhost bin]$ /usr/edb/asl7/bin/pg_ctl -D /var/lib/edb/
asl7/data -1 $HOME/logfile start
waiting for server to start.... stopped waiting
pg_ctl: could not start server

Examine the log output.

[enterprisedb@localhost bin]$
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4. Verify the Postgres database log file.
The log file is $HOME/1logfile . The log confirms that the Postgres Linux server cannot
reach the ESKM server, so the database cannot start.

Postgres Linux server logs:

[enterprisedb@localhost bin]$ cat SHOME/logfile

An error occurred while connecting to appliance 172.31.1.82: [Errno 111]
Connection refused

could not open client connection: [Errno 111] Connection refused
Traceback (most recent call last):

File "/usr/edb/kmip/client/edb_tde_kmip_client.py", line 111, in
<module>

main()

File "/usr/edb/kmip/client/edb_tde_kmip_client.py", line 69, in main
with pykmip_client:

File "/var/lib/edb/pykmip/kmip/pie/client.py", line 1745, in __enter__
self.open()

File "/var/lib/edb/pykmip/kmip/pie/client.py", line 173, 1in open
self.proxy.open()

File "/var/lib/edb/pykmip/kmip/services/kmip_client.py", line 285, 1in
open

six.reraise(xlast_error)

File "/usr/lib/python3.9/site-packages/six.py", line 709, in reraise
raise value

File "/var/lib/edb/pykmip/kmip/services/kmip_client.py", line 274, 1in
open

self.socket.connect((self.host, self.port))

File "/usr/lib64/python3.9/ssl.py", line 1376, in connect
self._real_connect(addr, False)

File "/usr/1lib64/python3.9/ssl.py", line 1363, in _real_connect

super () .connect(addr)

ConnectionRefusedError: [Errno 111] Connection refused

2025-07-03 07:42:42 PDT FATAL: could not run command "python3.9 /usr/
edb/kmip/client/edb_tde_kmip_client.py decrypt --pykmip-config-file=/
etc/pykmip/pykmip.conf --key-uid="12d8888e-a382-4762-b357-6050fff6f84e"
--in-file=pg_encryption/key.bin --variant=pykmip": child process exited

with exit code 1
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2025-07-03 07:42:42 PDT LOG: database system is shut down
[enterprisedb@localhost bin]$

5. Start the ESKM KMIP service.
We can stop the ESKM KMIP service from Utimaco ESKM by following these steps:

Open the Utimaco ESKM page, log in, and click on the Device tab.

a.
b. Click on Services under Maintenance.

o

Select KMIP Server under Services Configuration.
d. Click on Start.

e. Click on Confirm on the Confirmation Required page.

Device / Services KIMLIC
Logged ir
Services Configuration
Services List Help @
Name Status Startup
KMS Server Started Enabled
® KMIP Server Started Enabled
Web Administration Started Enabled
SSH Administration Started Enabled
SNMP Agent Stopped Disabled

|Start | Stop | Il Il Il

Restart/Halt Help @

Restart/Halt: | Restartv

[ Commit

Device / Services

Confirmation Required
Secondary Approval

The following change will be made:

+ Start a service

As a security precaution, a secondary approval is required to commit the requested changes. These changes may adversely affect the functionality of this device.

==

Figure 41 : ESKM server: screen flow of starting the KMIP service
6. Start the Postgres database.
The database can be started using this command.

$ /Jusr/edb/asl7/bin/pg_ctl -D /var/lib/edb/asl7/data -1 S$SHOME/logfile
start

The logs confirm that the database start was successful.

Postgres Linux server logs:
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[enterprisedb@localhost bin]$ /usr/edb/asl7/bin/pg_ctl -D /var/lib/edb/
asl7/data -1 $HOME/logfile start

waiting for server to start.... done

server started

[enterprisedb@localhost bin]$

7. Verify the ESKM KMIP logs.
See Log location and interpretation. The figure shows that the master key is used for
decryption after the KMIP service and database are started.

Device / Log Viewsr / KMIP

Log Viewer
KMIP Log Help @
LogFile: [Cureni ]
Show Last Number of Lines:  [10_~|
WrapLines:
[ Display Log | Rotate Logs |
Log File: Current (Showing Last 10 Lines) Help @

+1.73
62-b357-60S0££E6£24e] Operation: [CECRYFT] Cbject Type: [SYMMETRIC_KEY) Resulu:(SUCCESS)

4762 b357-€0S0F£E624e] Operation: [DECRYET] Object Type: [SYMMETRIC_KEY] Result:[SUCCESS]
1.1.73

Figure 42 : ESKM server: ESKM KMIP logs of the key used for decryption

6.3 Key Rotation

Key rotation can be verified by changing the master key. A new key will be created, manually run
the unwrap command specifying the old key and then feed the result into the wrap command
specifying the new key. These operations can be performed when the database is running.

1. Create a new master key using pykmip.
New key can be created by executing the create.py script.

$ cd ~/pykmip/
$ python3.9 ./kmip/demos/pie/create.py -a AES -1 256

Postgres Linux server logs:
[enterprisedb@localhost bin]$ cd ~/pykmip/
[enterprisedb@localhost pykmip]$ python3.9 ./kmip/demos/pie/create.py -a
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AES -1 256

2025-07-03 07:57:09,343 - demo - INFO - Successfully created symmetric
key with ID: 441555e4-e977-48bd-a710-d9942daf0fa3
[enterprisedb@localhost pykmip]l$

2. Savetheoriginal key.bin inthe pg_encryption directory.
$ cd $SPGDATA/pg_encryption
$ cp key.bin key.bin.original

3. Runthe unwrap command specifying the old key. Then feed the result into the wrap
command, specifying the new key.
This is the command with old key uuid and new key uutid :
$ python3.9 /usr/edb/kmip/client/edb_tde_kmip_client.py decrypt --
pykmip-config-file=/etc/pykmip/pykmip.conf --key-uid="12d8888e-
a382-4762-b357-6050fff6f84e" --in-file=key.bin --variant=pykmip |
python3.9 /usr/edb/kmip/client/edb_tde_kmip_client.py encrypt --out-
file=key.bin --pykmip-config -file=/etc/pykmip/pykmip.conf --key-
uid="441555e4-e977-48bd-a710-d9942daf0fa3" --variant=pykmip

4. Editthe data_encryption_key_unwrap_command with the new key in the
postgresql.conf file.
Update the new key uuid forthe data_encryption_key_unwrap_command in
postgresql.conf file.

Linux Postgres server logs to confirm changes:

[enterprisedb@localhost pg_encryption]$ grep -rn
"data_encryption_key_unwrap_command" /var/lib/edb/asl7/data/
postgresql.conf

124:#data_encryption_key_unwrap_command = 'python3.9 /usr/edb/kmip/
client/edb_tde_kmip_client.py decrypt --pykmip-config-file=/etc/pykmip/
pykmip.conf --key-uid="12d8888e-a382-4762-b357-6050fff6f84e" --in-
file=%p --variant=pykmip'

126:data_encryption_key_unwrap_command = 'python3.9 /usr/edb/kmip/
client/edb_tde_kmip_client.py decrypt —--pykmip-config-file=/etc/pykmip/
pykmip.conf --key-uid="441555e4-e977-48bd-a710-d9942daf0fa3" --in-
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file=%p --variant=pykmip'
[enterprisedb@localhost pg_encryption]$

5. Restart the Postgres database.
Stop and start the Postgres database. Both operations should be successful.

Linux Postgres server logs:

[enterprisedb@localhost]$ /usr/edb/asl7/bin/pg_ctl -D /var/lib/edb/as17/
data -1 SHOME/logfile stop

waiting for server to shut down.... done

server stopped

[enterprisedb@localhost]$

[enterprisedb@localhost]$ /usr/edb/asl7/bin/pg_ctl -D /var/lib/edb/asl7/
data -1 $SHOME/logfile start

waiting for server to start.... done

server started

[enterprisedb@localhost]$

6. View the Postgres database.
Connect the database hr with /usr/edb/as17/bin/psql hr .

Linux Postgres server logs:

[enterprisedb@localhost pg_encryption]$ /usr/edb/asl7/bin/psql hr
psql (17.5.0)

Type "help" for help.

hr=#
hr=# SELECT * FROM dept;
deptno | dname | loc
________ e
10 | ACCOUNTING | NEW YORK

20 | RESEARCH | DALLAS
(2 rows)
hr=#
hr=# \q
[enterprisedb@localhost pg_encryption]$
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7. Verify the ESKM KMIP logs.

See Log location and interpretation. The figure shows that the new master key is used for

decryption when the database is started.

Dewice / LoaViewsr / KMIP SKN
yged in as
Log Viewer
KMIP LOg Help @
LogFile: [Cument ]
Show Last Number of Lines:  [10_ +]
Wrap Lines:

[ Display Log | Rotate Logs |

Help @

Log File: Current (Showing Last 10 Lines)

KMIP Log:
025=07=03 15:01:58 [KMIP Server]| [huthentication Success] User:[imip client_EDB] From IP: 172.31

Figure 43 : ESKM server: KMIP log of new key used for decryption

6.4 Log Locations and Interpretation

Verify the logs from Utimaco ESKM by following these steps.
1. Open the Utimaco ESKM page and click on the Device tab.
2. Click on Log Viewer under Logs & Statistics.

3. Click on KMIP under Log Viewer.

4. Review logs related to the encryption and decryption operations performed.
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202 1.7
202 03 1 9 [KMIP Server] [ClientOperation] User: [k [12dE282e-2382-4762-b35T-E0S0f£16f84e] Operation: [DECRYFT] Object Type: [SYMMETRIC KEY] Resulc:[SUCCESS]
202 21 2:26 [MMIP Server] ion i 4 1 I 19 1.73

0 1 126 [BMIP Server) - 84, . [DECRYET! 1e: | 1
B 3 15:03: [#IF Server]

2025=-07=-03 1 3:25 (KMIP Server] ] Operation: [DECRYFT] Cbject Type: [STMMETRIC_KEY] Resultc:[SUCCESS]
2025=07=03 15:03:25 [RMIP Server]

2025-07-03 15:03:25 [RMIP Server] ] Operation: [ENCRYPT] Cbiect Type: [SYMMETRIC KEY] Result:[SUCCESS)
pprs oy T TIST |PNIF SEIvEY) gTIon T USEFTI N —EUS] TIoH IPT LiZ-9L.1.7

2025-07-03 15:07:49 (RMIP Server] ([ClientOperaticn] User:[lmdp client EDB] UUID:[441555e4-2977-42bd-a710-d9942daf0fa3] Operation: [DECRYPT] Cbject Type: [SYMMETRIC_HEY] Result: [SUCCESS]
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b Admnistiators

Logs & Statistics

¥ Log Configusation
* Log Viewer

* System

LT

* Activity

*  Clent Event
(XN
« REST

b Statistics

¥ Backup & Restore
* Services

System Information &
Upgrade

Metwork Disgnostics

.

Log File: Current (Showing Last 25 Lines)

KMIP Log:
2025-06-12
2025-06-12
2025-06-12
2025-06-12
2025-06-12
2025-06-12
2025-06-12
2025-06-12
2025-06-12
2025-06-12
2025-06-12
2025-06-12
2025-06-12
2025-06-12
2025-06-12
2025-06-12
2025-06-12
2025-06-13
2025-06-13
2025-06-13
2025-06-13
2025-06-13
2025-06-13
2025-06-13
2025-06-13

09:55:24
09:55:25
09:55:25
09:55:25
09:55:25
10:01:56
10:01:586
10:01:56
10:01:56
10:01:56
10:01:56
10:07:33
10:07:33
10:07:33
10:07:33
10:07:34
10:07:34
04:16:52
04:16:56
04:16:56
04:16:56
04:16:56
04:16:586
04:16:56
04:16:56

(kMIP
[KMIP
[KMIP
[KMIP
[rMIP
[KMIP
[EMIP
[kMIP
(KMIP
[KMIP
[EMIP
[KMIP
[eMIP
[KMIP
[kMIP
[kMIp
[KMIP
[KMIP
(kMIP
[KMIP
[rMIP
[KMIP
[kMIP
KMIP
[KMIP

Server)
server)
Server)
Server)
Server)
Sexver)
Sarver]
Sexrver)
Server)
server)
Server)
Server)
Server)
Server)
Sarver)
Sarver
Sexrver)
Sexrver]
Server
Server)
Server)
Server)
Server)
Server]
Sexrver)

[ClientOperation) User:[EMIPClient2] UUID:[]) Operation:[QUERY) Result:[SUCCESS)
[Authentication Success) User:[KMIPClient2) From IP: 18.212.117.15%
[ClientOperation) User:[EMIPClient2] UUID:[94982db3-91bd-4012-befe-240a9164112¢)
[Authentication Success] User:[KMIPClient2] From IP: 18.212.117.159
[ClientOperation]) User:[EMIPClient2] UUID:[94982db3-91bd-4012-befc-240a9164112¢)
[Authentication Success] User: [KMIPClient2] From IP: 18.212.117.159
[ClientOperation] User:([EMIPClient2] UUID:[] Operation:[QUERY] Result:[SUCCESS]
[Authentication Success] User:[KMIPClient2] From IP: 18.212.117.159
[ClientOperation]) User:[EMIPClient2] UUID: [a497b341-1992-4aaa-accl-2dddclbedele)
[Authentication Success] User:[KMIPClient2] From IP: 18.212.117,159
[ClientOperation]) User:[EMIPClient2] UUID:[ad497b341-1992-4aaa-acc2-2dddclbodele]
[Authentication Success] User:[KMIPClient2) From IP: 16.212.117.15%
[ClientOperation]) User:[EMIPClient2] UUID:[] Operation:[QUERY] Result: [SUCCESS]
[Authentication Success]) User:[KMIPClient2] From IP: 18.212.117.1%59
[ClientOperation]) User:[KMIPClient2] UUID:[94982db3-51b4-4012-befc-240a9164112¢)
[Authentication Success] User:[KMIPClient2] From IP: 18.212.117.159
[ClientOperation] User:[KMIPClient2] UUID: [94982db3-91b4-4012-befc-240a9164112¢)
[Authentication Success] User:[MMIPClient2] From IP: 18.212.117.159

[ClientOperation) User:[EMIPClient2) UUID: [239583c2-dafa-4aTl-aeb3-Sfefcifdelaa(Private):89801c59-1483

[Authentication Success] User:[KMIPClient2] From IP: 18.212.117.15%
[ClientOperation) User:[EMIPClient2] UUID: [89801c59-1483-4bae-bb50-88d8alcldTcéc)
[Authentication Success] User:[KMIPClient2] From IP: 18.212.117.15%
[ClientOperation] User:[KMIPClientl] UUID:[239583cZ-dafa-4aTl-aeb3-5fefcifdelaa)
[Authentication Success] User:[KMIPClient2] From IP: 18.212.117.15%
[ClientOperation] User:[KMIPClient2] UUID: [89801c59-1483-4bae-bbS0-88d8a0clTcéc)

Operation: [GET] Cbject|

Operation: [GET_ATTRIBI

Operation: [GET] Object|

Operation: [GET_ATTRIBU|

Oparation: [GET] Object|

Operation: [GET_ATTRIBU)

Operation: [ACTIVATE] O
Operation: [ACTIVATE] O

operation: [GET] Object

Figure 44 : ESKM server: ESKM KMIP logs
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T Troubleshooting

7.1 Common Issues

If the KMIP server certificate configured in ESKM does not meet the requirements mentioned in
the prerequisites, then the KMIP connection will fail.

1. Verify the certificates used for KMIP communication. If the KMIP server certificate
configured in ESKM does not meet the requirements mentioned in the prerequisites, the
KMIP connection will fail.

2. Make sure the ESKM is accessible from the Postgres Linux server.

* Use the ping command for a ESKM connectivity check.
* ping <ESKM ip address>

* Use the netcat command to check connectivity to the ESKM IP and port.

* nc -zv <ESKM ip address> 5696

7.2 Contact and Support Information

7.2.1 Utimaco Technical Support

For technical questions, contact Utimaco Technical Support:

= E-mail: support-atalla@utimaco.com
* Telephone: 800-500-7858 (U.S.A.) +1-916-414-0216 (International)

= Website: https://support.utimaco.com/

Before contacting Utimaco with your questions, collect the following information:

* Product model names and numbers
= Technical support registration number or NonStop system number (if applicable)
= Service Agreement ID number (SAID)

* Product serial numbers
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= Error messages

= Software version number

7.2.2 24-hour Support

24-hour emergency support is available to those customers who have valid service contracts.
Use this service for product and system emergencies that occur after normal working hours or
on weekends and U.S. holidays. Questions about product installation and setup are supported
during normal working hours.

For 24-hour emergency support call: 800-500-7858 (U.S.A.) +1-916-414-0216 (International).
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8 Appendices

8.1 References

This document serves as a comprehensive guide for integrating Utimaco's ESKM module with
EDB Postgres Advanced Server.

For more information on other Utimaco products and offerings, please visit the official Utimaco
Website.
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