Veeam

Backup & Replication
13.0.1.2067

Integration Guide

ESKM

8.54.0

utimaco’



Imprint

Copyright 2026

Phone

Internet

e-mail

Document Version
Date

Status

Document No.

All rights reserved

Utimaco IS GmbH
Krefelder Stralle 220
52070 Aachen
Germany
AMERICAS +1-844-UTIMACO (+1 844-884-6226)
EMEA +49 800-627-3081
APAC +81 800-919-1301
https://support.hsm.utimaco.com/
support@utimaco.com
2.0.0
2026-05-15
PUBLISHED
1G-2025-0033

No part of this documentation may be reproduced in any form (printing,
photocopy or according to any other process) without the written approval of
Utimaco IS GmbH or be processed, reproduced or distributed using electronic
systems.

Utimaco IS GmbH reserves the right to modify or amend the documentation at
any time without prior notice. Utimaco IS GmbH assumes no liability for
typographical errors and damages incurred due to them.

All trademarks and registered trademarks are the property of their respective
oWners.


https://support.hsm.utimaco.com/
mailto:hsm@utimaco.com

utimaco’

Table of Contents

1 11T T T O 5
1.1 ADOUL THIS GUIAR ...ttt es s 5
L I 1 T X 1T 4ot ST 5
1.3 Purpose of the INtEGration .............c.cceeiiecueieeeece et 5
T4 ADDIEVIATIONS ...ttt 6
1.5 DOCUMENT CONVENTIONS ...ttt bbbt en s 7
2 ProducCt OVEIVIEW ........coococeoeeeceeeeceemcesceseeesesesmeeseesseeeemeesssneeme e e eseeemeeassaneeneeseeseenesnssssesnssnsenes 8
2.1 Veeam Backup & REPlICALION ...........ooovcuiieeeeeeeeeeee ettt 8
2.2 ESKM (Enterprise Secure KEY MANAQEN) ..........cccurueueurieeiiecieieieesisesiese st s s sesesens 8
2.3 JOINt ValUB PrOPOSILION ...ttt ettt et en e s eeesenennanas 8
3 Integration Requirements and PrereqUISIeS.........coooceevereserrsersserescrssensseesee s e se e s e e e s e ssessseensnenns 9
3.1 TESTEA VEISIONS.......eeiceee ettt ettt ettt s 9
3.2 SUPPOIEA PlAatfOrMS ...ttt s s s e e e s seseaeaas 9
3.3 SOftWAre REQUIFEMENTES...........oveeeeeeeeeeee ettt ettt se s s s s s s e s s enseessseseanans 9
3.4 PIEIEQUISIEES ...ttt ettt ettt ettt ettt et bese e s esese s s ebene s ebese st esensesesesansasesesenasens 10
4 Installation and Configuration .............ccccceeeeeersiiieresrser e sne s s nn s 11
4.1 SELHNG UP ESKIM ...ttt et ee s ne s nnns 1
4.2 Setting up Veeam Backup & REPlICAtION ..........ccviiieieieieecee et 12
4.2.1 Setting up Veeam Backup & Replication on WIndOWS............ccooueiririririreeeeeeeeeeesese s 12
4.2.2 Deploying Veeam Backup & Replication on Linux (Using IS0) ...........cccceeuemveriieenceerniereeeee e 14
5 INTEGAtion STEPS.......cceeeeereerreeereerree e e rrnr s e s see s seessne s see s nessne s ne s ne s nesnesnessnneenenneennennennnnnnnnnanes 16
5.1 Configuration 0N ESKM ..ottt 16
5.1.T  LOCAI CA CrEALION ...ttt bbbttt en 16
5.1.2  IMPOrt SEIVEr CEIfICAtE ........vvceeeeecececeeee ettt n s e s 18
5.1.3  Client Certificate CreatioN .............coceurieereieeireceeiseeeseeeee ettt sess st eses s sesnseens 18
5.1.4  LOCAI USEE CrEALION ........oeieeieeierie ettt ettt en 21
5.1.5  KMIP Server CoNfigQUration.............ccoccueueuiieiicictete ettt se s s 22
5.2 Configuration on Veeam Backup & Replication..............ccceueuieiicecicieiececeiee e 23
5.2.1 Register ESKM as a Key Management SEIVICE............cceuvueueueeeueeerereieieieeeesesesesesesessssssssssssesesesssssnsenes 23
5.2.2  Managing ProteCtioN GrOUPS.........ceeueueiiiriririsiririsisisie et sessssseseseseesesesesessssesssssesesesesesessssssssssasnssnnes 27
6 Verification and TESTING .........cccoceererrerierrerreresserseeseressee s e ssessee s e s se s e sae s e s sne e s e e snnsne s e snennnsnes 29

Document No.: IG-2025-0033 Document Version: 2.0.0 Page 3 of 51



6.1
6.1.1
6.1.2
6.2
6.2.1

7.1
1.2

9.1

Functional Testing - Creating Backup JODS............c.cuoiioiiiieiciccccce e 29
FOr the ENtire SYSTEM ...ttt ettt nene 29
Unstructured Data Backup t0 TAPE ........ccooueuiuiiieeceeceee ettt 36
Logs and Validation STEPS..........cccoucueuiiiicieeceeeee ettt 46
Logs and Validation Steps for Creating Backup JObBS ..........c.cooeiioioieieieieecceee e, 46
TroubIESROOTING ........ .o et e e e e e s e e s ene e e ae e e snn e e s e e e e neesneennneenans 48
COMIMON ISSUES .......ccueteiertt ettt b et e et ne e r e e n e 48
Log Locations and INterpretation .............c.ccoovoueiieicuieeee e e 48
Contact and Support INformation.............cooceieeeee e e ens 49
APPENAICES .......eoeeeeeeceecceeece e e e e e e e e e st e e s e e e s e e e s e e e s aneessneeeaneeesneeeanneeeaneesaneeeneeeaneenaneenanrenans 51
REFEIENCES ...ttt s ettt nnen 51

Document No.: IG-2025-0033 Document Version: 2.0.0 Page 4 of 51



Introduction UtimaCO®

1 Introduction

This integration guide is part of the information and support provided by Utimaco. It outlines the
process for integrating ESKM with Veeam Backup & Replication to enable secure and encrypted
backup functionality. Together, Veeam Backup & Replication and ESKM deliver a comprehensive
solution for secure, compliant, and resilient data protection. The guide contains the necessary
steps to configure the integration.

1.1 About This Guide

This guide describes how to enable ESKM integration with Veeam Backup & Replication to
enable backup encryption. It equips users with the key data to facilitate effortless
communication and authentication between ESKM and Veeam Backup & Replication,
implementing Key Management Interoperability Protocol (KMIP) and certificate-based
authentication.

1.2 Target Audience

This guide is intended for Veeam Backup & Replication and ESKM administrators.

1.3 Purpose of the Integration

The integration of Veeam Backup & Replication with ESKM enhances the security and
compliance of your data protection strategy. While Veeam ensures reliable backup and recovery
across virtual, physical, Network-Attached Storage (NAS), and cloud-native environments, ESKM
provides robust encryption key lifecycle management including generation, storage, access
control, and auditing.

The primary objectives of this integration are to:

= Enhance data security by ensuring all backups are encrypted during storage and
transmission.

= | everage Veeam's encryption capabilities within the ESKM environment.
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1.4 Abbreviations

Abbreviation Meaning

ESKM Enterprise Secure Key Manager

KMIP Key Management Interoperability Protocol
CDP Continuous Data Protection

API Application Programming Interface

CA Certificate Authority

P12 PKCS#12 or PFX (Personal Information Exchange)
KMS Key Management System

ul User Interface

URL Uniform Resource Locator

VM Virtual Machine

RSA Rivest, Shamir, Adleman

GUI Graphical User Interface

NAS Network-Attached Storage

Table 1: List of Abbreviations
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1.5 Document Conventions

The following conventions are used in this guide:

Convention

Bold

Monospaced

Italic

Use

Items of the Graphical User
Interface (GUI), e.g., menu
options

Code that is given for
explanation or as an
example, file paths

References and important
terms

Table 2: Document Conventions

Example

Select Details and click on
Properties button

certreq.exe —-new
request.inf

ITSCertRequest.csr

Operating system listed in
Tested Versions

We use special icons to highlight the most important notes and information.

Here you will find important safety information that should be followed.

0 Here you will find additional notes or supplementary information.

4 This message marks the result expected after the successful execution of an

instruction.

Document No.: IG-2025-0033

Document Version: 2.0.0

Page 7 of 51



Product Overview UtimaCO®

2 Product Overview

2.1 Veeam Backup & Replication

Veeam Backup & Replication is a proven data protection solution that offers efficient and reliable
backup and recovery for virtual, physical, NAS, and cloud-native environments. It provides
comprehensive security for critical business data. With Veeam Backup & Replication, you can
create image-level backups of virtual, physical, and cloud machines and restore from them.
Technology used in the product optimizes data transfer and resource consumption, which helps
to minimize storage costs and the recovery time in case of a disaster.

2.2 ESKM (Enterprise Secure Key Manager)

The ESKM is a complete solution for generating, storing, serving, controlling, and auditing access
to encryption keys. It enables you to protect and preserve access to business-critical, sensitive,
data-at-rest encryption keys, either locally or remotely. ESKM is offering industry-certified KMIP
with market-leading support for partner applications and pre-qualified solutions, integrating out-
of-the-box with varied deployments, as well as custom integrations.

2.3 Joint Value Proposition

The integration of Veeam Backup & Replication with ESKM delivers a comprehensive and secure
data protection solution that combines industry-leading backup and recovery capabilities with
advanced encryption key management. This joint solution empowers organizations to:

= Ensure end-to-end data security by encrypting backups both at rest and in transit.

= Simplify compliance with regulatory standards through centralized key lifecycle
management, including generation, storage, access control, and auditing.

= Maximize operational efficiency by seamlessly leveraging Veeam's encryption features
within the ESKM environment.

= Strengthen resilience against data breaches and unauthorized access.
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3 Integration Requirements and Prerequisites

Ensure that the system environment you will be using meets the following hardware and
software requirements.

This guide assumes that the user has already installed and configured required software.

3.1 Tested Versions

The integration has been successfully tested with the ESKM with Veeam Backup & Replication.

Operating System Veeam Backup & Replication Version ESKM Version
Windows Server 2025 Datacenter 13.0.1.2067 8.54.0

Edition

Rocky Linux release 9.4 (Blue Onyx)  13.0.1.2067 8.54.0

Table 3: List of Tested Versions

3.2 Supported Platforms
= ESKM hardware appliance

= ESKM virtual/cloud appliance

3.3 Software Requirements

Software Software Requirements
ESKM 8.54.0
Veeam Backup & Replication 13.0.1.2067

Table 4. List of Software Requirements
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3.4 Prerequisites

Before you begin, please ensure that you have installed/set up:

= Veeam Backup & Replication: Ensure that the latest version is installed and properly
configured.

= Licensing: A valid Veeam license that supports API access and integration features.
= ESKM: Ensure that the latest version of ESKM is available.

= The operating system listed in Tested Versions.

= Avalid SSL server certificate that meets the following requirements:

e The Subject extension must be equal to the fully qualified domain name (FQDN) of
the KMS server. For example: kms.domain.local.

e The server certificate must have valid CRL distribution points specified in the CRL
Distribution Points extension.
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4 Installation and Configuration

The following section outlines the procedures required to configure both ESKM and Veeam
Backup & Replication components for seamless integration.

4.1 Setting Up ESKM

The initial phase involves configuring ESKM before proceeding to Veeam Backup & Replication.
For detailed configuration steps, refer to the installation guide “ESKM_Installation and
Replacement_Guide_8.54.0".

After successful installation and configuration, log in to ESKM.
4 Enterprise Secure Key Manager utimaco’

Administrator Authentication

Username | admin

‘
[Login|

Figure 1: ESKM Login
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4 Enterprise Secure Key Manager utimaco

eskm
Logged in as admin

Home / Summary

Home

System Summary Help @

Product: Enterprise Secure Key Manager L1
UnitID:  ULT4NFABGHJK
Hardware Platform:  Cloud Platform
Software Version: (VESKM 8.54)

Date: 04/17/2026
Time: 03:17:46

Time Zone:  Pacific Time
System Uptime: 246 days, 22:49:28

Licenses: 100

Licenses in Use: 30

Figure 2 : ESKM Home Page

4.2 Setting up Veeam Backup & Replication

4.2.1 Setting up Veeam Backup & Replication on Windows

Download the Veeam Backup & Replication image from the official Veeam Product Download
Page. For detailed installation instructions to ensure a smooth deployment, please refer to the
installation guide Veeam Backup & Replication Installation Guide.

After the successful installation, launch the application and log in.

oS

Veeam Backup & Replication

Specify backup server

‘ localhost v

Save shortcut

Figure 3 : Veeam Backup & Replication - Specify Backup Server
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N
oS
Veeam Backup & Replication
Signin
Username

Password

or

42 Signin as current user

Figure 4 : Veeam Backup & Replication - Sign-in Page

# Veeam Backup and Replication - -]
= Home View Veeam Intelligence =,
v g @ V- s 2 N
= _g] J_T =] g@ (=] = =]
Backup  Replication cop Backup  Copy  SureBackup Restore Import  Export Security &
ol Policy v/ Copy v Jobv Job v Backup  Backup  Compliance
Primary Jobs Secondary Jobs Restore Actions
Home
Typein an object name to searchfor Q7 Alljobs
V(3 Jobs
13 Backup Name <, Type Objects  Status Last Run Last Result Next Run
> [k Backups ) File Backup Job 4 File Backup 1 Stopped 6 days ago Success <Not scheduled> [

2
> [3 Last24Hours () File Backup Job 3 File Backup 1 Stopped 9 days ago Success <Not scheduled> (

(1) Home

[ tnventory
[EL Bockup infrastructure

D)

5) History

Figure 5: Veeam Backup & Replication Main Page
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4.2.2 Deploying Veeam Backup & Replication on Linux (Using 1SO)

For Linux-based deployments, Veeam Backup & Replication is installed using the provided ISO
image (for example, the Rocky Linux-based appliance I1SO). The ISO is mounted to the target
virtual machine, and the installation is performed following the official Veeam installation
procedure.

Please follow the installation and deployment guide Installing Veeam Infrastructure Appliance with
ISO - Veeam Backup & Replication User Guide.

0 While the Linux Web Ul supports standard management and backup operations,
certain advanced configurations, such as KMIP/KMS integration, are not currently
available through the Web Ul. For these configurations, and for all subsequent setup
steps, use the Windows-based Veeam Backup & Replication console following the
standard Windows workflow.

The Windows console can be connected to the Linux backup server by specifying the Linux
backup server IP address in the Specify backup server screen.

Document No.: IG-2025-0033 Document Version: 2.0.0 Page 14 of 51
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%E

Veeam Backup & Replication

Specify backup server
s v\

Save shortcut

. aeesaaaa
Figure 6 : Veeam Backup & Replication - Specify Backup Server

After connecting to the Linux server, log in using the administrative credentials configured during
installation.
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5 Integration Steps

To support a robust and secure backup infrastructure, integrating a KMS is a critical step. In
environments where data protection and encryption are paramount, configuring a KMS ensures
that encryption keys are managed securely and in compliance with organizational policies. As
part of the setup process for Veeam Backup & Replication, it is essential to register ESKM as a
KMS. This registration enables secure key handling and seamless encryption workflows,
ensuring that sensitive data remains protected throughout the backup and recovery lifecycle.

5.1 Configuration on ESKM

It is essential to configure ESKM to ensure secure and efficient key management. This section
guides you through the necessary steps to configure ESKM for Veeam Backup & Replication
integration.

5.1.1 Local CA Creation

Inside ESKM, create a local CA by following the steps below:

1. Go to the Security tab.
2. Click on the Certificates option listed under Certificates & CAs.
3. Scroll down to the Local CAs section.

4. Enter a Certificate Authority Name and Common Name. These may have the same value
(e.g., ESKM Local CA).

5. Enter your organization's details.
6. Select the Algorithm (e.g., RSA-2048).

7. Click on Self-signed Root CA and enter the CA Certification Duration and Maximum User
Certificate Duration. These values determine when the certificate must be renewed and
should be set in accordance with your company's security policies. The default value for
both is 3650 days or 10 years.

8. Click on Create.

Document No.: IG-2025-0033 Document Version: 2.0.0 Page 16 of 51
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Create Local Certificate Authority

Certificate Authority Name: |ESKMCAVeeamBR |
Country Name: IEI
State or Province Name: | CA
Locality Name: | Campbell

Organization Name:

| Organization

Organizational Unit Name:

|Infon11ation Security

Common Name:

|ESKMLocalCAVeeamBR

Email Address: | infosec@organization.com
Algorithm: |RSA-2048 |
@ Self-signed Root CA
CA Certificate Duration (days): 3650
Certificate Authority Type: (days) |:I

 Create.

Maximum User Certificate Duration (days): | 3650

(O Intermediate CA Request

Figure 7 : Local CA Creation Page

9. Click on the Local CAs option listed under Certificates & CAs to view the created local CA

Document No.: IG-2025-0033

Expires: Apr 17 05:58:51 2036 GMT

Figure 8 : Created Local CA Certificate

Document Version: 2.0.0

certificate.
Local Certificate Authority List Help @

CA Name CA Infe CA Status
Common: ESKMLocalCA1

ESKMCA1 Issuer. Organization CA Certificate Active
Expires: Sep 16 05:12:17 2035 GMT
Common: ESKMLocalCA_Veeam_trial

ESKMCA_Veeam_trial Issuer. Organization CA Certificate Active
Expires: Mar 21 05:59:41 2036 GMT
Common: ESKMLocalCAVBR

ESKMCAVBR Issuer. Organization CA Certificate Active
Expires: Jun 3 06:33:47 2035 GMT
Common: ESKMLocalCAVeeamBR

ESKMCAVeeamBR Issuer. Organization CA Certificate Active
Expires: Apr 3 06:16:17 2036 GMT
Common: ESKMLocalCA

ESKMLocalCA Issuer. Organization CA Certificate Active
Expires: Jun 3 04:47:57 2035 GMT
Common: ESKMVeeam

ESKMVeeam Issuer. Organization CA Certificate Active
Expires: Aug 30 08:58:20 2035 GMT
Common: FortigateESKMCA

FortigateESKMCA Issuer. Organization CA Certificate Active

Page 17 of 51
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5.1.2 Import Server Certificate

This certificate serves as the server certificate for accessing the ESKM. The certificate must be a
valid SSL server certificate meeting the requirements mentioned in the prerequisites.

Perform the following steps:
1. Go to ESKM Management Console.
2. Go to the Security tab and in the Certificates & CA, click Certificates.
3. In the Import Certificate section, select Upload from browser and Choose File.

4. Enter the Certificate Name and Private Key Password.

Import Certificate

Source: @® Upload from browser ~ File: | Choose File | No file chosen
Oscp
Host:
Filename: ’

Username: ‘ [

Password: ‘ [

Certificate Name: | kms1.testeskm.com-new

Private Key Password: [sssseesesseasees |

| Import Certficate |

Figure 9 : Import Certificate

5. Click Import Certificate.

Common: kms1.testeskm.com
@ kmsl.testeskm.com-new Server | ]

Expires: [N

Figure 10 : Certificate Imported

5.1.3 Client Certificate Creation

This certificate functions as the client certificate used to authenticate and securely connect to
the ESKM system. It is essential for establishing mutual TLS communication, where both the
client and server verify each other's identities. The client certificate must be uploaded and
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. Go to the Security tab.

2. Click on the Certificates option listed under Certificates & CAs.

The following steps outline the process for generating the client certificate:

3. Scroll down to the Create Certificate section.

4. Enter a Certificate Name and Common Name (e.g., KMIPClientVeeamBR).

5. Enter your organization's details.

6. Enter a Subject Alternative Name.

7. Select the Algorithm (e.g., RSA-2048).

registered in Veeam Backup & Replication to enable secure access and enforce identity-based
access control.

8. Choose the Creation Type as Certificate Signed by Local CA. Select the CA name you

created in Local CA Creation (e.g.,, ESKMCAVeeamBR).

9. Select the Certificate Purpose as Client.

10. Click Create.

Create Certificate

Certificate Name: | ESKMClientCertVeeamBR |
CountryName: [US |
State or Province Name: | CA
Locality Name: | Campbell
Organization Name: | Organization

Organizational Unit Name:

Common Name:

|KMIPClientVeeamBR

|
|
|
| Information Security |
|
|
|

Email Address: | infosec@organization.com
Subject Alternative Name: | 1P:172.31.23.223
Algorithm: [RSA-2048 v

X () Certificate Request - to be signed by external CA

Creation Type: . .
@ Certificate Signed by Local CA
Local CA: | ESKMCAVeeamBR (maximum 3636 days)
Certificate Purpose:

Document No.: IG-2025-0033

Figure 11 : Client Certificate Creation
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11. Open the created client certificate and export it by providing a password.

MIIEPzCCRyegAWIBAQIBJTANRokghkiGSwOBAQsFADCBGTELMAKGRIUEBRMCVVMX
CzRJBgNVBAQTAKNBMREWDWYDVQQHEWhDYW1wYmVsoDEVMBMGALIUEChMMT 3JnYWSp
emF0aSuMROWGWYDVQQLEXRIJemZvemlhdGlvbiBTZWN1cml 0eTELMBKGALIUEAXMS
RVNLTUxVYZFsQOFWZWVhbUJISMScwIQYJKoZIhveNAQkRFhhpbmZve2ViQGeyZ2Fu
aXphdGlviSjb20wHhcNM]j YwNDAIMDYOM]2zWhcRMzYwNDAYMDYOMi AzWjCBgDEL
MAXGALUERNMCVVMxCzAJBgNVRAGTAKNEMREWDWYDVQQHEWhDYW1wYmVsb DEVMBMG
A1UEChMMT 3JnYWSpemFOa QuMROwGWYDVQQLEXRIomZvemlhdGlvoiBTZWN1cml0
eTEaMBgGAIUEAXMRS01JUENSaWVudFZ1ZWFtQ1lIxJzA1BgkghkiGIwORCQEWGG1u
Zm9zZWNAL3InYWSpemFOaW SuLmNvibTCCASIWDQYJKoZ ThveNAQEBBQADggEPADCC
RQoCggEBRJER]4Nwp2UQDOeHfecpGCZcVpnYYzjMiEhSjgfCoHIgBtuud4np29/s
BRRgfnBtkpgakTEVOW1Gr/fzRskM7ZJ28acm+g8 7ThZWARE jUCCiv4pYGoCgoYNuyY
bUwMo7990DAVPNENMS 8TUGLOSE2WitHgOWhX/iMRih/ 9gy/ £ 7THvVYEeORASXhR1NY
LS7Z/3CmODzzx4DxtppN1xSCMnfpPYmZHrZtolN117aDs85Gz91ROLULIVE/7£U6
mu3éMw4oXpgr¥XpNLj+1L16Z2JnlooQcCclUhB84CkpUSleEvAKeQultZKOvimrnMPdoS
b3rux35n5Y7C110XaBsNESW3DXOMycMCAWEARaNXMGEwCQYDVROTRAIWADAABgNV
HQ4EFgQUj 2vUpkT1lImS38pUpXby/H3TMZikwHwYDVROJBBgwFoAUubxC80696+MK
fgs80igtcabYk04wEQYJYIZIAYDb4QgEBBAQDAgeAMASGAIUAEQQIMAaHBKWEF 98w
DQYJKeZIhvceNAQELBQADgQEBABGXwY2dJ0xX35XMZIJwv0ixlwlCOMS12P58+whnia
WFE3P/ocyCbéTJzHrGOMqgZfY38r£PQSnGmwRcunnlatm7TsgWiUA/ JaKNBAJYVEL
QoRCfiQAZxpe0Ve1bsdbXUPX7TOdEUGCt30Lzhx83iSSGJizhfOAINSELCKYFhKa
hVMLRK1VumgSkbysUh8bNHI1INXFn8 IKvnC7IRR7qnQJcijCEXxMZzGv383vbPXuzgl
9DBE/A+N7SIg9TZQi3XHmaYgNoémM1PRcB8cQEOrMzp72wBzc)+0AEGtZnUECCY T
P£ReXnYaN/eWCJ9kx1j¥YNOgI11KeJc4FBP5JVaeX5Q6dYbs=

Export Certificate with Private Key

Export Password: ] |

Confirm Export Password: | ’

| Export

Figure 12 : Exporting Client Certificate

12. The certificate will be downloaded in p12 format.

13. Click the Download button to save the certificate content for local user creation.
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MIIEPzCCAyegAWIBRAgIBJTANBgkahkiGOwOBAQsFADCRgTELMAKGAIUERNMCVVMX
CzAJBgNVBAGTAKNBMREWDwWYDVQQHEWhDYW1wYmVsoDEVMBMGALIUEChMMT3JnYWSp
emF0aWSuMROWGWYDVQQLEXRJemZvemlhdGlvbiBTZWN1cml 0eTEbMBkGAIUEAXMS
RVNLTUxVYZ2F3QO0FWZWVhbUJISMScwIQYJKoZIhveNAQkBFhhpbmZve2ViQGoyZ2Fu
aXphdGlvbi5jb20wHhcNM] YWNDAIMDYOM ] AzWhcNMzYwNDAYMDYOMjAzWjCRgDEL
MAXGA1UEBhMCVVMxCzAJBgNVBAQTAKNBMREWDWYDVOQHEWhDYW1wYmVsoDEVMBMG
RI1UEChMMT 3JnYWSpemF0aWSuMROwWGWYDVQQLEXRIJomZvemlhdGlvbiBTZWN1cml0
eTEaMBgGA1UEAXMRS01JUEN=2aWVudFZ1ZWFtQ1lIxJzA1BgkghkiGSwOBCQEWGG1u
Zm9zZWNADL3InYWSpemF0aWSulmNvbTCCAS IWDQYJKoZ ThveNAQEBBQADggEPADCC
AQoCggEBAJER]4Nwp2UQDOeHfecpGCZcVpnYYziMiHhSjgfCoHIg8tuud4np28/s
BRRofnBtkpgakTEVOW1Gr/£zRskM7ZJ28acm+g87ThZWAREJUCCiv4pYGoCgoYNuyY
bUwMo7990DAVvPnENmS8TUgGLOSE2Wi tHgOWhX/iMRih/ 9gy/ £ TWVYEeOBASXhR1Ny
LS57Z/3CmODzzx4DxtpprN1xSCMnfpPYMZHrZtolN117aDs85Gz31ROLULjVE/T7£U6
mu3 6Mw4oXpgrKpNLj+L16ZJInlooQcCcUh84CkpUSleEvAKeQult ZKOvimrnMPdeS
b3rux35n5Y7C110KaBsNESW3DXOMycMCAWEARaNxMGE8wCQYDVROTBAIWADAGBgNV
HQ4EFgQUJ2vUpkT1ImSs8pUpXby/H3TMZ i kwHwYDVROJBBgwFoAUubxCB80696+MK
fgs80igtcabYk04wEQYJYIZIAYb4QgEBBAQDAgeAMASGALIUAEQQIMAaHRKWEFSEw
DQYJKoZIhvcNAQELBQADgYEBABGXwy2dJ0x85xMZJwv0ixlwlCCMS12P58+wlnia
WFE3P/ocyCbéTJzHrGOMgZfY38r£PQSnGmwRcunnl8tm7TsgWiUA/ JaKNBAJYVEL
QoRCfiQAZxpEOVS1bsdbXUPX7TO4EUGOt30Lzhx83i5SGJizhfCAJNSELCKYFhKa
hVMLRKI1VumgSkbysUh8bNHIINXFn8 IKvnC7IRR7aqnQJciCEXMZzGv383vbPXuzgl
9DBE/A+N7SIg9TZQi3XHmgYgNoémM1PRcE8cQEOrMzpT7AwBzcj+0AEGLZnUEOCYWJ
PfReXnYaN/eWOJSkx1j¥YNOgIl1lKeJc4FBP5JVaeX5Q6dYbs=

Figure 13 : Downloading Client Certificate

5.1.4 Local User Creation

Perform the following steps to create a local user in the ESKM:

1. Go to the Security tab.
2. Select Local Users from Users & Groups > Local Users & Groups.
3. Scroll down and click Add.

4. Enter the Username, which is the same as the Common Name provided during client
certificate creation (e.g., KMIPClientVeeamBR).

5. Select Enable KMIP.
6. Select the License Type as KMIP.
7. Paste the downloaded client certificate in KMIP Client Certificate Contents.

8. Click Create.
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o Create Local User
) KaP Objects
Create Local User
Usemame: [KMIPClientVeeamER |
Password: ]
Confirm Password: ]
License Type: [ KMIP v
User Administration Permission: [/
Change Password Permission: [ ]
Enable KMIP:
p—— Map " o
+ Trusted CALists KMIP User Group: | default user group ¥
+ LocalCas KMIP Object Group: [ default object group V-
+ KnownCAs
e czn PMTIInYHSD &
=4/ exk
* High Security RVNL SQoF JSMSCuIQ y
» SSLOptions. CZA BaDEL
+ SSH Options |ALUEChMMT 3 ExR iBTZWN1cmle
. 24FtQLL QENGGL
+ FIPS Status Server b CCAS o0 S
AQOCgEEBAIEA: jMiHhSjgfCoHIq8tuulanp29/s
JUCCivapYGoCqoYNuY
MR jh/9gy.
L C o 1RATY. U13VE/ 76U
3+L162)n100QcCcURBAC
HQAEF gQU32 1 i85 B0696+MK
i I
ps 2exBSZIuvix] 3
bsTIzHrGoNa QHLUA/ JaKIBAIYVE L
: hx851556)izhFOAINSEBOKYFhKa
hvaLRK 5
o
pfgexnyal 5 11KeIcaFBp: 14
[“Z27066 CERTIFLCATE ----- p

Figure 14 : Local User Creation

User and Group Configuration

Local Users

Luygyta s

Help @

Filtered by where value ‘ contains v ‘ ‘

Items per page: | 10 V‘:
al

< Previous Next>

KMIP-Enabled User Administration Change Password P License Type Last Access Time

@® KMIPClient [m} [m] KMIP 2025-09-23 02:37:47
O KMIPClient2 [m} [m] KMIP 2025-06-16 23:45:50
(O kmipClient20250605052518 [m} [m] KMIP 2025-06-05 01:58:46
Q _KuMipclient Veeam_trial [m] ] KMIP

O KMIPClientVeeamBR m] [m] KMIP 2026-05-10 11:35:20
(O kmsuser [m} KMS

O kmsuser2 [m} KMS

O microsoft-dke_DKE [m} Cloud 2025-10-09 23:42:44
O microsoft-dke_dke [m} Cloud 2025-10-10 00:06:21
O purestorage-kmip-client O m] KMIP 2025-09-03 02:05:47

| Add | Delete | Properties |

11-200f 31

< Previous Next >

Figure 15 : Created Local User

5.1.5 KMIP Server Configuration
Configure the KMIP server.
1. Go to the Device tab.

2. From the left side panel, click on the KMIP Server option listed under Device
Configuration.
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3. Click the Edit button on the main page.
4. Choose the imported server certificate as the server certificate for KMIP server.

5. Click the Save button.

KMIP Server Configuration

KMIP Server Settings
P:  [[AN] v
Port: |5696 ]
Server Certificate: | kms1.testeskm.com-new v|

Local CA Certificate for Certify/Re-certify: |ESKMCAVeeamBR v |

Connection Timeout (sec): ‘ 360 ’

Default number of items returned in Locate: ‘ 100 ‘

Maximum number of items returned in Locate: ‘ 1000 ‘

Figure 16 : KMIP Server Configuration

5.2 Configuration on Veeam Backup & Replication

Properly configuring Veeam Backup & Replication is essential to ensuring seamless integration
with ESKM. This section walks you through the necessary steps to prepare Veeam Backup &
Replication. Follow the instructions below to complete the setup efficiently and securely.

5.2.1 Register ESKM as a Key Management Service

To enable this integration, follow the steps outlined below within the Veeam UI.

1. Log in to the Veeam Backup & Replication interface.
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# Veeam Backup and Replication

&  #H 0 B B & &

[ES Success

(1) Home

[ tnventory

B
S Backup Infrastructure

D)
D) History

Figure 17 : Veeam Backup & Replication Home Page

2. Navigate to Credentials & Password and select the Key Management Servers.

# Veeam Backup and Replication

= Home View

4> Updates > % £® é

Import Security &
g Credentials & Passwords > | q?\\\ Datacenter Credentials Backup Compliance
View and manage saved accounts, Actions
X Options private keys and tokens.
Qo (R Coud Credentials ibject nameto searchfor QY7 Alljobs

Users and Roles
m View and manage saved cloud

accounts and access keys.
L)

{85 Malware Detection Type Objects  Status Last Run Last Result
[7¢ Encryption Passwords
Network Traffic Rules View and manage saved encryption
- passwords.
[5] Configuration Back
e -enviguration Backup @ Key Management Servers
. View and manage external KMS
o Global Exclusions > servers.
Console >
Color Theme >

License

@ Host Management
Help >

X Bt

Figure 18 : Credentials and Passwords Page

3. Click Add and fill out the server URL, server certificate, and client certificate.
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= Home View Veeam Intelligence =, @

Backup  Replication coP Backup  Copy  SureBackup Import Security &
Job Job \/ Policy v Copy~  Job Job Backup  Compliance
Primary Jobs Secondary Jobs Actions
Home Typein an object nameto searchfor Q. Y7 Alljobs
5 Jobs
V [3 Last 24 Hours Name 4 Type Objects ~ Status Last Run Last Result Next Run Target

Veeam Intelligence =

Next Run
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0 Ensure that the default port number 5696 is correctly set.

# Veeam Backup and Replication

= Home View

&~ 7 U B B & o

Veeam Intelligence =,

Backup Replication CcDbpP Backup Copy SureBackup Import Security &
Job v Job v Policy v Copy Vv Job v Job Backup Compliance
Primary Jobs Secondary Jobs Actions
Home Key Management Servers x
(5 Jobs

Use this dialog to add and manage your external Key Management Servers (KMS). Encryption keys supplied by these
N ED Lest 24 Hours server will be used to protect stored backup encryption keys which are randomly generated for each backup.

un Last Result Next Run
[E3 Success Name Add KMS Server x
Add..
Server: [ kms1 testeskm.com
Edit
Port: 5696 v A
Remove
Server certificate: Choose a certificate... Browse...
Client certificate: Choose a certificate... Browse...
Description:
(1) Home
E‘g Backup Infrastructure
o oK Cancel

Figure 19 : Server Name Added

4. Upload the server and client certificates generated in sections Import Server Certificate and
Client Certificate Creation.
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¥ Veeam Backup ation

= Home View Veeam Intelligence =
v = i - =i 2
& £ Ly B B L &
Backup Replication CcDP Backup Copy SureBackup Import Security &
Job v/ Job v Policy v/ Copy~  Jobv Job Backup  Compliance
Primary Jobs Secondary Jobs Actions
Home Key Management Servers x
67 Jobs Use this dialog to add and manage your external Key Management Servers (KMS). Encryption keys supplied by these
VD Last 24 Hours server will be used to protect stored backup encryption keys which are randomly for each backup. hon Last Result Next Run
B Success Name Add KMS Server x
Add..
Server: kms1.testeskm.com
Edit
Port: 5696 v A
Remove
Server certificate: kms].testeskm.com Browse...

Client certificate: KMIPClientVeeamBR

Description:

/Lrh Home

[EL Backup Infrastructure

1~ oK Cancel
Figure 20 : Server and Client Certificates Added

5. After providing the required information, click OK.
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Key Management Servers x

Use this dialog to add and manage your external Key Management Servers (KMS). Encryption keys supplied by these
server will be used to protect stored backup encryption keys which are randomly generated for each backup.

Name Description

kms1.testeskm.com Veeam Test Add...
Edit...
Remove

OK | | Cancel

Figure 21 : Configured Key Management Server

5.2.2 Managing Protection Groups

To manage Veeam agents in Veeam Backup & Replication, begin by creating a Protection Group
in the Inventory. Then, define the computers you want to protect within the group settings.

Create a protection group by following the steps described in Creating Protection Group.
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# Veeam Backup and Replication

= Home View Protection Group Veeam Intelligence =
New Protection Group X
|
{ Summary
Ad Protection group settings have been saved successfully. Click Finish to exit the wizard.
Grol EE
Name Summary:
Inv rotection Group 1 was successfully saved.
Computers
V' opti tations or cloud instances) to be protected with agent-based backu
— , Active Directory containers or a dynamic CSV file exported from a
Review
Apply

_ syment approaches. For 24/7 workloads such as servers and failove

1e backup server, which controls scheduling and executes backup
le for extended and/or unpredictable time periods (such as
v you create backup policy that configures backup agents to schedu

lease use the Veeam Recovery Media that can be created directly
rl‘:l smputer restore options include direct restore to Microsoft Azure, +

recovery such as file or application item restore, simply select the
one of many restore options provided.

= @ Run discovery when | click Finish

Figure 22 : Created Protection Group

ﬂ In Veeam Backup & Replication, a Protection Group is a logical container that
organizes protected computers (virtual machines, physical servers, etc.) for easier
management. It allows for grouping computers with similar backup requirements or
deployment strategies. These groups are then used to simplify backup job creation
and maintenance.

Once a protection group is created, Veeam Backup & Replication launches a rescan job session
to establish connections with the computers in the group and carry out the required operations
on them.
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6 Verification and Testing

In this chapter, we will verify whether the integration between ESKM and Veeam Backup &
Replication is functioning as expected. This includes checking connectivity, validating encryption
workflows, and ensuring that both systems are communicating correctly. By the end of this
section, you should be able to confirm that the integration is successfully established and
operational.

6.1 Functional Testing - Creating Backup Jobs

This section outlines the procedures for creating backup jobs for both the entire system and
Unstructured Data Backup to Tape.

6.1.1 For the Entire System

To back up VMs, you need to set up a backup job. This involves choosing how, where, and when
the VM data will be backed up. Each job can include one or more VMs. Users can run these jobs
manually or schedule them to run automatically at set times.

Follow the steps below:

1. Launch the Veeam Backup & Replication application.

2. In the Veeam Backup & Replication console, select the Backup Jobs option from the
navigation menu and select the required backup job option, such as Windows Computer.

# Veeam Backup and Replication - & x

= Home View Veeam Intelligence =25 @
g ® : = 2 N

& f ) & 'S & T

Backup Replication Cop Backup  Copy  SureBackup Restore Import  Export  Security &

Job v/ o Policy v/ Copy~  Jobv Job v Backup  Backup  Compliance

&, Virtual machine... Secondary Jobs Restore Actions

5" Windows computer...

- Typein an object name to searchfor Q7 All jobs
New Windows Computer Backup Job
reates a new Windows computer backup
Name & Type Objects  Status Last Run Last Result Next Run Target
> () File Backup Job 4 File Backup 1 Stopped 7 daysago Success <Not scheduled> Default Ba)
o

H Object Storage... ) File Backup Job 3 File Backup 1 Stopped 10 days ago Success <Not scheduled> Default Bal

[l File share...

> Microsoft Entra ID >

[ Success
[ES Failed

(1) Home

[y tnventory

E‘! Backup Infrastricture

B

D) History

2jobs Logged in: \Administrator Connected to: localhost _Build: 13.0.1.2067 Premium _Evaluation: 23 days remaining
o= - 4144 PM
mm Q Search e =@ B A D g0

Figure 23 : Backup Job Option is Windows Computer
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On the New Agent Backup Job page, perform the following actions:

1. In the Job Mode section, select the Type as Server and Mode as Managed by backup
server.

2 Veeam Backup and Replication

;. Ne 1t Backup Job X
= Home v levAgmtEeckel Veean Inteligence 2,

L JobMode
v = Specify protected computer type and backup agent management mode.
=
Backup  Replication
Job Job
O Workstation
Nam
Home O server
Computers
V(5 Jobs S O Failover cluster
12 Backup .ast Result Next Run
g Backups Mode: uccess <Not scheduled>
o Disk O Managed by backup server Success <Not scheduled>
4 Disk (Orpha Veeam d computers. This mod
[ Last 24 He o ey, 3 ion to the ; such or clusters located in the same
N/ [ Last 24 Hours data center.
[ Suceess | Schedul O Managed by agent
[ Failed Surmary Veeam backup server deploys the protection policy to all agents, however the job is managed by the agent itself. This
EERsy modeis for d poor connectivity
center,
N
(1) Home
E‘; Inventory
[EL Backup nfrostructy
) History
Next > F Cancel

Figure 24 : Choose the Type and Mode

2. In the Name section, enter the required name and description of the job. Click Next to
proceed.

¥ Veeam Backup and Replication

_ . New Agent Backup Job X
= Home Vi 2 -
Name
v g - Type in a name and description for this agent backup job.
= =| =
Backup  Replication W)
Job Job
Primary Job  }op Mode Name:
Agent Backup Job 1
Home I
V(5 Jobs Computers Created by \Administrator]
£ Back
= Backup Backup Mode ¢
' [t Backups 5
&, Disk Storage [
6 Disk (Orpha G, et processing
/[ Last24Hours
B Success | Schedule
58 Failed Summary
VAN
(1) Home
_ High orio
[y tnventory Ellhpeny
Backup infrastructure resources are offered to high priority jobs first. Use this option for jobs sensitive to the start time, or
[EL Backup infrastructy jobs with strict RPO requirements.
“T) History

2
< Previous Next > F Cancel

Figure 25 : Add Details
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3. In the Computers section, click the Add > Protection Group. Select the required protection
group from the list. Click Next to proceed.

4. Click OK.

'
{ New Agent Backup Job

2 Computers
Select protection groups or individual machines to back up. Protection groups provide a dynamic selection scope that ically updates the list of

r——
- e as newones are Select Objects x

Protected compuy|
' Job Mode Y Select objects: (5]
Name Add...
e v Physical infrastructure
Rer
> Protection Group 1 .
CComputes > 18 Protecton Group 2
Backup Mode > Protection Group 3
Storage
! Guest Processing + Up
Schedule ¥+ Do
Summary
‘ ¥ v Typeinan object name to search for Q
!

< Previous Next > Finish Cancel

Figure 26 : Choose the Protection Group

New Agent Backup Job X

a Computers
Select protection groups or individual machines to back up. Protection groups provide a dynamic selection scope that automatically updates the list of

r——
= v protected machines as new ones are discovered.
e

Protected computers:
Name Type Add...
Name g2/ Protection Group 1 Protection g... Remove

Backup Mode

Job Mode

Storage
Guest Processing
Schedule $ Down

Summary

< Previous Next > Finish Cancel

Figure 27 : Protection Group Added
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5. In the Backup Mode section, select the Entire computer radio button to back up the
computer image. Click Next to proceed.

New Agent Backup Job

Backup Mode

Choose what data you want to back up from selected computers.

Job Mode

© Entire computer

Back up entire computer image for fast recovery on any level. Deleted, temporary and page files are automatically excluded
Name from the image to reduce the backup size.

[ Include external USB drives
Computers

N © ‘o or

Back up images of specified volumes, for example only data volumes. Deleted, temporary and page files are automatically

@ excluded from the image to reduce the backup size.
Storage
Guest Processing O File level backup (slower)
Back up selected files and directories only. This mode still produces an image-based backup, but only with protected file
Schedule system objects included in the image.
Summary
< Previous Next > F

is Cancel

Figure 28 : Select Backup Mode

6. In the Storage section, enter the required information in the available field, and then
click Advanced to encrypt the Backup using ESKM. Click Next to proceed.

"
New Agent Backup Job
Storage

Specify a backup repository to store the backup files produced by the backup job and customize advanced job settings if required.

Job Mode Backup repository:
Default Backup Repository (Created by Veeam Backup) ~
Name = 633 GBfreeof 119.5GB Map backup
Computers Keep backups for: |7 < days
Backup Mode [ Keep certain full backups longer for archival purposes Configure [
5
[ Configure secondary destinations for this job
Guest Processing o .
Copy backups produced by this job to another backup repository, or tape. We recommend to make at least one copy of
B your backups to a different storage device that is located off-site.
Schedule
Summary

Advanced job settings include backup mode, compression and deduplication, Advanced
block size, notification settings, automated post-job activity and other settings. SnCceC

< Previous Next > Finis Cancel

Figure 29 : Configure Storage
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7. Click OK to proceed.

New Agent Backup Job x |
e i s Advanced Settings X

. Storage
Specify a backup repositoryto ¢ Backup Mai Storage  Notificati ion  Scripts

Data reduction
Compression level:

B
cBbicde g Optimal (recommended) v
D
Name = Provides for the best compression to performance ratio, lowest backup proxy CPU usage -
= and fastest restore. Map backup
Computers
B ke Storage optimization:
Backup Mode 1 MB (recommended) ~

n

Delivers the optimal combination of backup speed, granular restore performance and

Guest Processing g Encryption
tone copy of
@ Enable backup file encryption
Schedule —
kms1.testeskm.com (Veeam Test) v Add...
Summary
1. Loss protection disabled Manage passwords
Ac
bl¢

Save As Default Cancel Cancel
Figure 30 : Storage Configured

8. In the Guest Processing section, keep the configuration as the default. Click Next.

r
New Agent Backup Job X

5 Guest Processing
Choose application processing options.

Job Mode @ Enable application-aware processing

Detects and prepares applications for consistent backup, performs transaction logs processing, and configures the OS to
Name perform required application restore steps upon first boot.

Application handling options for individual machines and applications... Applications...
Computers

() Enable guest file system indexing and malware detection

Backup Mode Indexing enables global file search functionality, automatic detection of suspicious file system activity and known malware

files.
Storage Advanced guest file system indexing options for individual machines... Jexing,
Schedule
Summary

Figure 31 : Configure Guest Processing
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9. In the Schedule section, select the required option as per your requirements. Click Apply to
proceed.

New Agent Backup Job X

A Schedule
Specify the scheduling options. If you do not set the schedule, the job will need to be controlled manually.

Job Mode () Run the job automatically

Daily at this time 10:00 PM < | Everyday Days
Name

Monthly at this time: [10:00 PM - | Fourth Saturday Months
Comptiss 1 Hours Schedule
Backup Mode File Backup Job 3 (Created by \Administrator at 4/10/2026 11:31 AM.)

Autor

Storage

Guest Processing

Summary

Wait before each retry attempt for ‘10 %] minutes

g your production infrastructure

< Previous Apply Finish Cancel
Figure 32 : Schedule Section

10. In the Summary section, review the configured settings to verify they align with your
requirements, then proceed to confirm the creation of the backup job.
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New Agent Backup Job X |

Summary
The job's settings have been saved successfully. Click Finish to exit the wizard.

Job Mode SUIME;
[Configuration has been successfully saved.
Name Name: Agent Backup Job 1
Description: Created by .\Administrator at.
Type: server
Computers

Mode: managed by backup server
Protected computers:

Backup Mode Protection Group 1
Backup mode: entire computer
Storage Destination: Veeam backup repository

Target storage: Default Backup Repository
Retention policy: 7 days

Application-aware processing is enabled
Backup is not scheduled to run automatically
Schedule GFS retention policy: not set

Guest Processing

[JJ Run the job when | click Finish

< Previous Next > sh Cancel

Figure 33 : Summary

%5 18472195217 - Remote Desktop Connection

# Veeam Backup and Replication

= Home View Session

Intelligence
[EL  AgentBackup Job 1 x 2
] I Job progress: 0% 00f 1 hosts
Stop Statisics R
Actions Details
Summary Data Status
Home Duration: 04:05 Processed: 500 MB (0%) Success:
Processing rate: 45 MB/s Read: 500 M8 Warnings:
N G Jobs Bottleneck  Target Transferred: 6119 MB (089) Errors:
1 Backup
VB Backups Throughput (last 5 min)
&, Disk |

=g Disk (Orphaned)
/[ Last 24 Hours Speed: 0 KB/s
[EX Running (1) kil
[ES Success

Name Status Action Duration

[3: ECAMAZ-UROTOGR ~ (®) 0% @ Total size: 120 GB (56.2 GB used)
@ Backup file will be encrypted —_——

© Queued for processing at 4/21/2026 257:50 AM
1) Home Speatk 0
equired backup infrastructure resources have been assigned —_ e
Required i have b o ==
F Ivent @ Initializing 0:00:51
Inventory
= @ Preparing for backup 0:00:50 Duration
Creating VSS snapshot 0:00:29
= Backup Infrastructure © 9 P
) @ Calculating digests 0:00:46 0:00:07
Dt @ Getting list of local users 0:00:29 0:03:40
- ) = 831AM
aeE L-a2e By A w Fan N

Figure 34 : Graphical Representation of Veeam Backup Job
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6.1.2 Unstructured Data Backup to Tape

With Veeam Backup & Replication, unstructured data from various sources can be backed up to
tape and restored. Following types of data can be protected:

= Any Microsoft Windows or Linux files.
= Volumes of storage devices with NDMP protocol.
= Data of SMB (CIFS) or NFS file shares.

= Amazon S3, S3 Compatible, Microsoft Azure Blob object storage data.

Add the sources of unstructured data, that has to be protected with the file-to-tape and object-to-
tape jobs, to the backup infrastructure.

Now add a Windows- or Linux-managed server as a file server to the inventory of the virtual
infrastructure. To do so, follow the steps below.

1. Launch the Veeam Backup & Replication application.

2. In the Veeam Backup & Replication console, select the Backup Jobs option from the
navigation menu and select the required backup job option, such as File Share.

# Veeam Backup and Replication o -
= Home View Server Veeam Intelligence =,
v g ¢ - ] G 2
=] b= oJ =] & =} = =
Backup  Replication cop Backup  Copy  SureBackup Restore Import  Export Security &
Job Job Policy v/ Copy~  Jobv Job v Backup  Backup  Complience
Secondary Jobs Restore Actions

2, Virtual machine...
2% Windows computer...
A Linux computer...

B8 Mac computer... =
=® Before using Veeam Backup & Replication, you must register your protected data sources in the inventory. To start this process, click th
9 p & Repl ¥ gister your p ry. P
Add Server button in the ribbon (or just click this text).

Add Server

B Unix computer..

& Application > For VMware vSphere protection, add a vCenter Server. You can also add ESXi hosts individually. Adding vCenter Server is preferred,
B Object Storage.. because it makes Veeam Backup & Replication vMotion-aware.
For Microsoft Hyper-V protection, add System Center Virtual Machine Manager (SCVMM) Servers, Hyper-V clusters, or standalone
[ii Fileshare... Hyper-
iyper-V hosts.
>N y For physical and cloud servers and workstations protection, create one or more Protection Groups listing all computers you want to
New File Share Backup Job backup. For NAS protection, add an NDMP server. Note that NDMP backups are only supported to tape or Virtual Tape Libraries (vTL).
Creates a new file share backup job.
W st compuun g ryperore

N/ 1 Physical and Cloud Infrastructure Create Job
Protection Group 1 o Veeam Backup & Replication provides different options to balance recovery time with storage requirements. Backup consumes less disk
Protection Grann 2 space but requires longer recovery time, making it ideal for long term data retention. Replication provides faster recovery time at the
A increased storage costs and shorter retention,
fikicme To create a new backup or replication job, go to the Backup & Replication tree tab, and click the corresponding button in the ribbon.
[y nventory
o S Restore

=1 1o restore a machine from a backup or a replica, click the Restore button in the ribbon and select the required restore type.
Alternatively, you can browse the Backups node of the Backup & Replication tab to locate the required machine by searching for its
name.

Figure 35 : Click on File Share

Eé Backup Infrastructure

3. Select the File server as the unstructured data source, and on the next page, enter the
Name for the backup job.
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0 You can choose File server, File share, or NAS filer as the unstructured data source.
The setup steps for all options are similar.

Add Unstructured Data Source x

Select the type of an unstructured data source you want to add to inventory.

File server
Add a managed Windows or Linux server. This is the recommended way to access files and file shares hosted on
regular servers, as opposed to NAS devices,

File share
Add SMB or NFS share to inventory.

=]

NAS filer

=]

Add an enterprise NAS system. This is the recommended way to access file shares hosted on a supported NAS
system that is registered in Veeam Backup & Replication.

Object storage

H

Add Amazon S3, Microsoft Azure Blob, Microsoft Data Lake or S3 Compatible object storage you want to protect to
the inventory.

Figure 36 : Unstructured Data Source Added

4. Add a managed server as a File server and click Next.
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Figure 37 : Add a Managed Server as a File Server

New File Server x
FleSenves File Server
Add managed server as a file server.
Processing
Review
Managed server:
Apply
EC2AMAZ-UROTOQR (Backup server) v | Add New...
Summary he
Dje
na
pe
),
o
# Draviimnie I Nawvk < I Fimich Canrceal

5. Define a cache repository to store the metadata for faster backup performance, and click

Apply.

Edit File Server

File Server Processing
- Define cache repository to store the metadata for faster backup performance.
Processing
Apply
Cache repository:
Summary
Default Backup Repository (Created by Veeam Backup) v
Caching helps to improve incremental backup performance and reduce load. Select a repository located in close
proximity to the data source. If lost, cache will be rebuilt automatically.
Backup I/0 control:
()
! !
Lower impact Faster backup
Controls how aggressively backup jobs can fetch contents of the data source. Lower impact is achieved by pacing
read requests of a single thread, while faster performance is gained by using multiple threads.
Apply Finish &l
Figure 38 : Cache Repository
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6. Review the settings and click Apply.

2 Veeam Backup and Replication

= Home  View

v S
(=1
Backup  Replication Cop
Job N Job v/ Policy v/
Primary Jobs
Home
/(3 Jobs
1 Backup
\/ [Ec Backups

Disk

VB3 Last24 Hours
Success

[E3 Failed

1) Home
[y tnventory
[E& Backup Infrastructure

D) History

File Server
Processing

| Review
Apply

Summary

New File Server

Review

Please review the settings and click Apply to continue.

Backup proxy settings:

Server name: EC2AMAZ-UROTOQR
Server type: Microsoft Windows server
Cores: 1

The following components will be processed:
Component name Status
Veeam Data Mover service already exists

Veeam Backup VSS Integration  already exists

x

<previous | [ Apply Finish

Cancel

it Result

Figure 39 : Review Page

7. The file server was added successfully. Click Finish.

Next Run

<Not scheduled>

Edit File Server

File Server
Processing
Apply

Summary

Summary

You can copy the configuration information below for future reference.

File server was saved successfully.

Cache repository: Default Backup Repository
Backup I/O control: optimal

Next >

Cancel

Document No.: IG-2025-0033

Figure 40 : Summary Window
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8. Enter the Name and Description of the backup job and click Next.

New File Backup Job X

- Name
iil Type in name and description for this job.

IFiIe Backup Job 4|

Objects
Description:
Backup Repository Created by .\veeamadmin at 5/8/2026 11:18 AM.
Archive Repository
Schedule
Summary
[ High pricrity

Backup infrastructure resources are offered to high priority jobs first. Use this option for jobs sensitive to the start
time, or jobs with strict RPO requirements.

< Previous Finish Cancel

Figure 41 : Enter the Name for the Backup Job

9. Specify objects, files, and folders to be backed up and click Next.
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Edit File Backup Job [File Backup Job 4] X

- Objects
‘i | Specify objects, files and folders to be backed up by this job.

Name File or folder Server File mask Add...
_ C:\Test_P3 EC2AMAZ-UROT... Allfiles
Backup Repository
Archive Repository
Schedule
Summary
< Previous Next > Finist Cancel

Figure 42 : Add Object

10. In the Backup repository section, click on Advanced. Under the Storage tab, select
the Enable backup file encryption checkbox. Then, select the registered ESKM
Endpoint from the drop-down menu for encrypting the backup files. Click OK to proceed.
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New File Backup Job

X
- Backup Repository
'i Specify a target backup repository and a retention policy.
e Backup repository:
Default Backup Repository (Created by Veeam Backup) v
Objects = 230.1 GB free of 231.8 GB Map backup

_ Keep all versions for the last: 28 5] | days v

Retains all recent versions of each file for the specified period of time, allowing for fast restore of entire file shares to a

Archive Repository point-in-time state, restore of deleted files, and restore of earlier file versions.
St [] Configure secondary destinations for this job

cheauie Copy backups produced by this job to another backup repository. Best practices recommend maintaining at least two
5 backups of production data, with one of them being off-site.

ummary

Advanced job settings include notification settings, automated post-job activity and other settings. Advanced...

< Previous Finish Cancel

Figure 43 : Backup Repository
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Advanced Settings

File versions Processing Options Storage Maintenance Scripts Notifications

Data reduction
Compression level:

Optimal (recommended)

Provides for the best compression to performance ratio, lowest backup proxy CPU usage
and fastest restore.
Encryption

Enable backup file encryption

Password: o

kms1.testeskm.com v Add...

! Loss protection disabled Manage passwords
Save As Default Cancel

Figure 44 : Storage Tab

Veeam Backup and Replication

= Home  View
v S BackupRepa  Fileversions Processing Options Storage  Maintenance Scripts  Notifications
= .|_T Specfyatarg o
Backup  Replication cop ToErEn
Job Job v/ Policy v/ Compression level:
Primary Jobs Optimal (recommended) i
Name
Pr for the best to lowest backup proxy CPU usage .
and fastest restore.
Home Objects Map backup
v
12 Backup - f entire file shares to a
\ B Backups Archive Repository Please wsit.
&, Disk G v Add.
=g Disk (Orphaned) ) Requesting KMS to create an encryption key.. [ —— 1d maintaining at least two
V3 Last24Hours Summar,
B succes
{7} Home
ngs. [Advenced. |
[ mventory

E% Backup Infrastructure

“D) Hi
5) History

Save As Default

BR  Q Search

LTeJ

Cancel
Cancel

Figure 45 : Requesting KMS to Create an Encryption Key
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11. After applying the encryption settings, the Backup Repository page is displayed. Click Next
to continue.

12. Keep the default configuration in the Archive Repository. Click Next.

New File Backup Job X

- Archive Repository

iil Specify an archive repository, archiving rules and a retention policy for archives.
Name [J Archive file versions to the following repository:

Default Backup Repository (Created by Veeam Backup)
Objects
Backup Reposito to an archive repository, enabling entire file share recoveries
P Rep! Y e lost.
es to a cheaper storage for long-term retention, as they age
Schedule
STl All Choose...
Define which fi Id be not affect the
‘ < Previous [ Next > Finish Cancel

Figure 46 : Archive Repository

13. In the Schedule section, select the option that fits your requirements. Click Apply.
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New File Backup Job
Schedule

W‘i | Specify the job scheduling options. If you do not set the schedule, the job will need to be controlled manually.

Name [] Run the job automatically

Daily at this time 10:00 PM > Everyday v Days...
Objects
Monthly at this time:  {10:00 PM . Fourth ~ | Saturday v Months...
Backup Repository Periodically every 1 v Hours Schedule...
Archive Repository After this job: Backup Job 1 (Created by .\veeamadmin at 5/3/2026 6:07 PM.)
ailed items processing l3 5| times
Summary ach retry attempt for [10 2] minut
ndo Window...
y started job from impacting your production

‘ < Previous ‘I Apply I Einish Cancel

Figure 47 : Schedule Tab

14. In the Summary section, review the configured settings to ensure they meet your
requirements and confirm the creation of the backup job by clicking Finish.
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Edit File Backup Job [File Backup Job 4] X

= Summary
'i | Backup job settings have been successfully saved to the configuration database. Click Finish to exit the wizard.

e Summary:

[Configuration has been successfully saved.
Objects Name: File Backup Job 4

Type: File Backup

Source items:

BackupiRepostony Ci\Test_P3 (EC2AMAZ-UROTOQR)
Archive Repository PowerShell cmdlet for starting the job:

Get-VBRUnstructuredBackuplob -Name "File Backup Job 4" | Start-VBRJob
Schedule

[ Run the job when | click Finish

< Previous

Figure 48 : Summary

6.2 Logs and Validation Steps

6.2.1 Logs and Validation Steps for Creating Backup Jobs

A backup job creates a 4096-bit RSA key on ESKM, which is used to encrypt and decrypt Veeam
backup files. We can verify the logs from ESKM by following the steps below.

1. In the ESKM Management console, click Device tab.
2. Click Log Viewer under Logs & Statistics.
3. Click KMIP under Log Viewer.

4. Review logs related to the encryption and decryption operations performed on Veeam
backup jobs.
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KMIP Log:
2026-04-06
2026-04-06
2026-04-06
2026-04-06
2026-04-06
2026-04-06
2026-04-06
2026-04-06
2026-04-06
2026-04-06
2026-04-06
2026-04-06
2026-04-06
2026-04-08
2026-04-08
2026-04-08
2026-04-08
2026-04-08
2026-04-08
2026-04-08
2026-04-08
2026-04-08
2026-04-08
2026-04-08
2026-04-08

00:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:

122
149
149
8:49
8:51
:51
:51
:51
:51
:51
8:51
:51
8:51
141
:41
t41
:43
143
143
143
143
143
32:43
32:43
32:43

[KMIP
[KMIP
[KMIP
[KMIP
[KMIP
[RMIP
[KMIP
[KMIP
[KMIP
[KMIP
[KMIP
[KMIP
[KMIP
[KMIP
[KMIP
[KMIP
[KMIP
[KMIP
[KMIP
[KMIP
[KMIP
[KMIP
[KMIP
[RMIP
[RMIP

Server]
Server]
Server]
Server]
Server]
Server]
Server]
Server]
Server]
Server]
Server]
Server]
Server]
Server]
Server]
Server]
Server]
Server]
Server]
Server]
Server]
Server]
Server]
Server]
Server]

[StateChange] Starting KMIP server

[Authentication Success] User:[KMIPClientVeeamBR] From IP: 184.72.195.217

[ClientOperation] User: [KMIPClientVeeamBR] UUID:[] Operation: [QUERY] Result:[SUCCESS]

[Authentication Success] User:[KMIPClientVeeamBR] From IP: 184.72.195.217

[ClientOperation] User: [KMIPClientVeeamBR] UUID: [712e2c4d-0111-48a3-bdb4-cc455083£92f (Private) :led471fe-1fac-
[Ruthentication Success] User:[KMIPClientVeeamBR] From IP: 184.72.195.217

[ClientCOperation] User: [KMIPClientVeeamBR] UUID: [led471fe-1fac-4947-8ef0-52044£02da31] Operation: [ACTIVATE] O
[ARuthentication Success] User:[KMIPClientVeeamBR] From IP: 184.72.195.217

[ClientOperation] User: [KMIPClientVeeamBR] UUID: [712e2c4d-0111-48a3-bdb4-cc455p83£92f) Operation: [ACTIVATE] O
[ARuthentication Success] User:[KMIPClientVeeamBR] From IP: 184.72.195.217

[ClientOperation] User: [KMIPClientVeeamBR] UUID: [led471fe-1fac-4947-8ef0-52044£02da31] Operation: [ENCRYPT] Cb
[Authentication Success] User:[KMIPClientVeeamBR] From IP: 184.72.195.217

[ClientCOperation] User: [KMIPClientVeeamBR] UUID: [712e2c4d-0111-48a3-bdb4-cc455p83£92£f] Operation: [DECRYPT] Cb
[Authentication Success] User: [KMIPClientVeeamBR] From IP: 184.72.195.217

[ClientOperation] User: [KMIPClientVeeamBR] UUID:[] Operation:[QUERY] Result:[SUCCESS]

[Ruthentication Success] User:[KMIPClientVeeamBR] From IP: 184.72.195.217

[ClientCOperation] User: [KMIPClientVeeamBR] UUID: [6b7%a3fb-0bed-4103-b315-d960eeff5a86 (Private) :flbcl4£4-825f-
[Authentication Success] User:[KMIPClientVeeamBR] From IP: 184.72.195.217

[ClientOperation] User: [KMIPClientVeeamBR] UUID: [£lbcl4f4-825£-446e-b130-910a51376155] Operation: [ACTIVATE] O
[Authentication Success] User:[KMIPClientVeeamBR] From IP: 184.72.195.217

[ClientOperation] User: [KMIPClientVeeamBR] UUID: [6b79%a3fb-0bed-4103-b315-d9%60eeff5a86] Operation: [ACTIVATE] O
[ARuthentication Success] User:[KMIPClientVeeamBR] From IP: 184.72.195.217

[ClientCOperation] User: [KMIPClientVeeamBR] UUID: [£flbcl4£f4-825£-446e-b130-910a51376155] Operation: [ENCRYPT] Cb
[Ruthentication Success] User:[KMIPClientVeeamBR] From IP: 184.72.195.217

[ClientCOperation] User: [KMIPClientVeeamBR] UUID: [6b79a3fb-0bed-4103-b315-d960eeff5a86)] Operation: [DECRYPT] Cb

Figure 49 : ESKM Log Details

5. To view the keys, go to the Security tab.

6. Select KMIP Objects under the Keys & KMIP Objects section. The generated keys will

appear here.

4 Enterprise Secure Key Manager

Home Security

Device

Keys & KMIP Objects

b Keys
¥ KMIP Objects

+ KMIP Objects

Security / KMIP Objects / KMIP Objects

KMIP Object Configuration

utimace

Help Log(Q

esk
Logged in as adm

+ Create KMIP Objects
+ Cloud Integration

+ Authorization Policies

Users & Groups

> Local Users & Groups

b LDAP

Certificates & CAs

Certificates

.

.

Trusted CA Lists

.

Local CAs

.

Known CAs

KMIP Objects Help

Query[[All KMIP Keys] v |
uuID Object Name Owner Object Type State w Creation Date  FIPS Security Le'
284d9470-b298-4394-9fc7- _File_Backup_Job_4_0ef3b62d-faa7-46ec-af87- . " . 2026-04-13

® 73622704 5b1083707617_public KMIPClientveeamBR Publickey Active e 40,49 1
0b460019-b1ba-4dcc-92c6- _File_Backup_Job_4_0ef3b62d-faa7-46ec-af87- . N . 2026-04-13
526464bbde5 5b1083707617_private KMIPClientVeeamBR PrivateKey Active o6 04 1

o g—%mw dd61baa5-36f0-4e73-9bf4-dc47cbf6bo17 KMIPGlientVeeamR Publickey ~ Active 2920 0809 1
6b79a3fb-Obed-4103-b315- . . - 202

O 4oboecti5ags 73c24c8a-587a-406¢-8103-df7eaa382ce6 KMIPClientVeeamBR PrivateKey Active 03:32:41 1

. 712e2c4d-0111-48a3-bdb4- n : . . 2026-04-06

O oca55b83f92f 779-4594-bbde-defce6876aab KMIPClientveeamBR PrivateKey Active 12:28:49 1

~ led471fe-1fac-4947-8ef0- . . - 2026-04-06

O 520a4f02dast 526f113c-9548-4717-88d0-c4cb655¢5691 KMIPClientveeamBR Publickey ~Active 12:28:49 1
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T Troubleshooting

7.1 Common Issues

If the KMIP server certificate configured in ESKM does not meet the requirements mentioned in

the prerequisites, the following error will be encountered while configuring the Key Management
Server in Veeam.

Key Management Servers

Key Management Servers

fﬁ [;J\ > ?\ Use this dialog to add and manage your external Key Management Servers (KMS). Encryption keys supplied by &=
+ s these server will be used to protect stored backup encryption keys which are randomly generated for each =

Add Data t { backup.

Source @S e Add KMS Server X —
Manage Data Source. | Name 1 Add...

Veeam
Intelligence

Inventory Server: [vm2.testeskm.com

Edit
+ @ Physical Infrastructure Port: s s
{1 Manually Added
& Unmanaged Server certificate: ESKMVBR Browse...
. B Unstructured Data
[§) File Servers
2 Microsoft Entra ID
+ [ Last 24 Hours
L—;\o Success

Client certificate: KMIPClient2 B e used for

Description:

#A Home

?! Inventory
OK Cancel
s Backup Infrastructure ance

@ Storage Infrastructure

&, Tape Infrastructure

&
(5 Files

OK Cancel

Figure 51 : Add KMS Server Page

|
|

Veeam Backup and Replication

e One or more errors occurred.
Failed to perform KMIP client operation.
Failed to validate server certificate trust chain.
A certificate chain could not be built to a trusted root authority.

The revocation function was unable to check revocation for the certficate

-

Figure 52 : Error Pop-up

7.2 Log Locations and Interpretation

For detailed steps on log verification, refer to Logs and Validation Steps for Creating Backup Jobs.
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8 Contact and Support Information

You can reach us from Monday to Friday, 09.00 a.m. to 05.00 p.m., Central European Time (CET).

Utimaco IS GmbH
Krefelder Str. 220
52070 Aachen
Germany

RMA Query

If you need to send the device back to Utimaco IS GmbH, please open a new RMA case (Return
Merchandise Authorization). We request that you use the following web address. RMA cases
cannot be opened by email or phone.

https://support.hsm.utimaco.com/support/rma/new

Other Support Queries

= Mail (preferred contact method)
support@utimaco.com
Attach the diagnostic information to your email.

= Web portal
https://support.hsm.utimaco.com/support/cases/new/
The diagnostic information will be requested in our response if necessary.

= By phone
AMERICAS +1-844-UTIMACO (+1 844-884-6226)
EMEA +49 800-627-3081
APAC +81 800-919-1301
The diagnostic information will be requested in our response if necessary.

You can reach us from Monday to Friday, 09.00 a.m. to 05.00 p.m., Central European Time (CET).

Utimaco IS GmbH
Krefelder Str. 220
52070 Aachen
Germany

RMA Query
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If you need to send the device back to Utimaco IS GmbH, please open a new RMA case (Return
Merchandise Authorization). We request that you use the following web address. RMA cases
cannot be opened by email or phone.

https://support.hsm.utimaco.com/support/rma/new

Other Support Queries

= Mail (preferred contact method)
support@utimaco.com
Attach the diagnostic information to your email.

= Web portal
https://support.hsm.utimaco.com/support/cases/new/
The diagnostic information will be requested in our response if necessary.

= By phone
AMERICAS +1-844-UTIMACO (+1 844-884-6226)
EMEA +49 800-627-3081
APAC +81 800-919-1301
The diagnostic information will be requested in our response if necessary.
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9 Appendices

9.1 References

This document serves as a comprehensive guide for integrating ESKM module with Veeam

Backup & Replication.

Title

ESKM Installation Guide

Veeam Backup & Replication
Installation Guide

Installing Veeam
Infrastructure Appliance with
ISO

Protection Group Creation

Description

Step-by-step guide for
installing
and configuring ESKM

User Guide for Deploying and
Installing Veeam Backup &
Replication on Windows

User guide for deploying
Veeam Backup & Replication
using the Linux-based
infrastructure appliance ISO.

User guide for creating and
configuring protection groups
in Veeam Backup & Replication

Table 5: References

Document/Link

2021-0047 Installation and
Replacement Guide

https://
helpcenter.veeam.com/
archive/backup/120/
hyperv/install_vbr.html

Installing Veeam
Infrastructure Appliance
with ISO - Veeam Backup &
Replication User Guide

https://
helpcenter.veeam.com/
docs/backup/agents/
protection_group_add.html
?ver=120

For more information on other Utimaco products and offerings, please visit the official Utimaco

website: Utimaco Portal.
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